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Abstract

One of the main governmental instruments in the cybersecurity system for a lot of countries are the
National Cyber Security Strategies. These strategies contain a vision about the ideal position in
cyberspace which are to be achieved by goals that are described in these strategies. This study
compares the national cybersecurity strategies of the United Kingdom and the Netherlands. It focuses
on how these strategies aim to influence cybersecurity, it compares the two strategies and it analyses
their differences and similarities. This is done by answering the following research question: “’How
do the national cybersecurity strategies aim to influence the cybersecurity in the Netherlands and the
United Kingdom? > This question is answered by combining a coding analysis in Atlas.ti of the
strategies, relevant literature, and interviews with cybersecurity experts. This study concludes what
the main institutions and policies in cybersecurity are and explains the differences of the strategies by
discussing what elements influence cybersecurity. One of the main relevant insights from this study
are what the main focuses and aims of the strategies are, how much attention each focus point is

given, and how the NCSS aims to handle and implement the actions.
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1. Introduction

Cybercrime. This is a definition that has unfortunately worked its way into our society over the past
decades. Cybercrime is becoming an increasing threat to a lot of countries in the world. But what is
cybercrime? Even though this has become a familiar term for a lot of people and organizations, there is
still discussion about the exact definition of cybercrime. (Phillips, K., Davidson, C.K., Farr, R.R.,
Burkhardt, C., Caneppele, S., & Aiken, P.K. 2022). Since a separate thesis could be written about the
entire concept of cybercrime, it will be very simply and shortly stated here. According to the Cambridge
dictionary, cybercrime means the following: “crime or illegal activity that is done using the internet.”
(The Cambridge Business Dictionary). Since cybercrime can be described as all crime that is committed
using or targeting a computer with the internet, it is a very broad definition. It includes crimes like
hacking, phishing, and online fraud. (Phillips, K., Davidson, C.K., Farr, R.R., Burkhardt, C., Caneppele,
S., & Aiken, P.K. 2022).

In the Netherlands, 16.9 percent of the inhabitants fell victim to cybercrime in the year 2021. This is
approximately the same number of inhabitants that fell victim to traditional crime, like theft, violence,
and burglary in that same year. (Centraal Bureau voor Statistiek, 2021). This is not very different in the
United Kingdom since almost ten percent of the inhabitants of the UK that were older than fifteen were
a victim of cyber fraud and scams in 2020. (Office for national statistics, 2020). Because cybercrime is
a growing issue that needs to be addressed in the society of today in the Netherlands and the United
Kingdom, both countries have formed and implemented different regulations, policies and strategies to
prevent cybercrime. This forms the system of cybersecurity that is present in a country. (Asghar, M. Z.,
& Chen, D, 2019). Cybersecurity can be defined as: “Things that are done to protect a person,
organization, or country and their computer information against crime or attacks carried out using the

internet”. (The Cambridge Business Dictionary).

One of the main governmental instruments in the cybersecurity system for both the UK and the
Netherlands are the National Cyber Security Strategies. Both these strategies contain a vision about the
ideal position in cyberspace which are to be achieved by objectives and goals that are described in the
strategies. The objectives and goals in the strategy from the UK and the Netherlands differ, but both
include information on how to strengthen and implement certain elements of cybersecurity in order to
realize the goals that are set out in the strategy. (National Cyber Strategy UK, 2022), (Nederlandse
Cybersecuritystrategie 2022-2028). This study focuses on how these strategies aim to influence
cybersecurity, it compares the two strategies, and it analyses their differences and similarities. There is
a knowledge gap concerning this specific focus because it is still unclear how national cybersecurity
strategies actually effect cybercrime and which national strategies work better than others. Even though

this study does not specifically focus on the effect of the national cybersecurity strategies, it does



compare two of these strategies of highly developed countries and explains the differences. Therefore
this study aims to conclude what these strategies can learn from each other, which could be used in the
development of future national cybersecurity strategies.

Even though there are a few previous comparisons of national cybersecurity strategies of countries
around the world, in which this study can be mostly compared to the study of Luiijf, H.A.M., Besseling,
K., Spoelstra, M., Graaf.d.P from 2011, (Ten National Cyber Security Strategies: A Comparison) and
the study of Shafgat, N., Masood, A., from 2016, (Comparative Analysis of Various National Cyber
Security Strategies), this study distinguishes itself because of a couple of reasons. This thesis creates
scientific relevance since it is an in-depth investigation on the cybersecurity strategies of these specific
two countries as well as an investigation of the newest versions of these strategies which has not been
studied in this way before. This study combines a methodological comparison with societal relevance
by finding and combining the differences and similarities with societal activities and issues. The
explanation of this relation can be used when there is a will to change a certain aspect of the
cybersecurity. In this thesis, a coding strategy is used to analyze the national cybersecurity strategies,
which has not been done in a previous study as a way to draw conclusions about such a strategy. The
aim of this particular method is to discover possible unexpected insights that can add to the state of the
art in research about national cybersecurity strategies.

The choice of comparing the national cybersecurity strategies of these countries specifically is based
on multiple aspects. The Netherlands and the United Kingdom are both developed countries with a very
high Human Development Index. (Human Development Index, 2022). The UK and the Netherlands
also share a very high score on the Global Cyber Security Index from 2020, which means they are
evaluated as countries with a high cybersecurity. (Global Cybersecurity Index, 2020). However, the
Netherlands is part of the European Union which has its own cybersecurity policies, and the United
Kingdom is, since the Brexit, not a member of the EU, which could possibly lead to different
cybersecurity systems. (Walden, 1., Michels, J, D, 2021). These aspects contributed to the interest of
finding out what differences and similarities there would be between the two strategies and why.
Another reason for the choice of these two strategies is that they are both published in 2022, this is
helpful in the comparison because cybersecurity is a constantly evolving aspect that cannot be compared
over a large timeframe because of the many developments in the meantime. (Phillips, K., Davidson,
C.K., Farr, R.R., Burkhardt, C., Caneppele, S., & Aiken, P.K. 2022).

1.1 Research questions and sub-questions
In order to investigate cybersecurity and the national cybersecurity strategies in the UK and the
Netherlands, this study addresses the following research question: “’How do the national cybersecurity

strategies aim to influence the cybersecurity in the Netherlands and the United Kingdom? *



To tackle this question, there are four sub-questions that will be explained in order to add clarification

on certain aspects of the research question. These sub-questions are listed and briefly explained below.

1. Which governmental institutions and policies are involved in the cybersecurity system in the
United Kingdom and the Netherlands?

This sub-question provides insights into the national system of cybersecurity in the UK and the
Netherlands. It explains what the main institutions and organizations involving cybersecurity are and
their functions. It also elaborates on what policies and regulations are involved in the cybersecurity in
the UK and the Netherlands.

2. What are the main focuses and goals of the National Cyber Security Strategies of the United

Kingdom and the Netherlands?

This sub-question gives a deeper understanding of the national cybersecurity strategies in terms of their
goals and focuses and what they want to achieve with the strategy. This is done by examining the
strategies themselves and performing a textual coding analysis.

3. What are the main differences between the National Cyber Security Strategies of the United

Kingdom and the Netherlands?

This sub-question explains what differences there are between the NCSS of the UK and the NCSS of
the Netherlands using the information from sub-question 2 and the textual coding analysis to identify
possible differences between the strategies.

4. Why do the National Cyber Security Strategies of the United Kingdom and the Netherlands

show differences and similarities?

The last sub-question tries to provide a clear answer to why the differences as stated in sub-question 3
and the similarities between the strategies occur. This will use information about influences on

cybersecurity as described in the theory and data from interviews with experts in cybersecurity.

This thesis contains information about the governmental institutions and policies that are involved in
cybersecurity in the UK and the Netherlands. The theory of this study gives further details about what
factors influence the cybersecurity in the UK and the Netherlands. In the methods chapter is explained
how the comparative cross-national research design is used in combination with the textual coding
analysis and interviews with cybersecurity experts. Furthermore, the analysis chapter gives an answer
to the sub-questions by using the data and the conclusion provides an answer to the main research

guestion.



2. Background Information

This chapter provides information on governmental institutions and policies in the UK and the

Netherlands which is derived from relevant literature.

2.1. Governmental institutions and policies in the United Kingdom

Institutions:

In order to protect its citizens from digital threats, the government of the UK organizes the cybersecurity
through a couple of governmental institutions. The National Cyber Security Centre (NCSC) is a central
organization in cybersecurity in the UK and is part of the governments communication headquarters
(GCHQ). (National Cyber Security Centre UK, 2023). The NCSC of the UK supports the main critical
governmental organizations, the industry sector, and the general public in the UK in the form of
cybercrime protection. (National Cyber Security Centre UK, 2023). When an incident of cybercrime
occurs, the NCSC can help with the recovery and the minimization of the effects of this incident. The
NCSC can also show organizations how to learn from cyber incidents to support their cybersecurity in
the future. The national cybersecurity strategy from the UK shows the intentions of the government
with founding the NCSC. (Crick, T., Davenport, J.H., Irons, A. & Prickett, T. 2019).

A partner from the NCSC that is also very important for the cybersecurity in the UK is the National
Crime Agency (NCA). (National Crime Agency, 2023). This Agency focuses on multiple forms of
organized and serious crime in the UK, including cybercrime. The National Crime Agency focuses in
the field of cybercrime on creating a better law enforcement and resilience to cybercrimes. The NCA
closely works together with the FBI, the police, and other units in the United Kingdom to combine
knowledge about cybersecurity. (National Crime Agency, 2023). Another close partner of the NCSC is
the National Proactive Security Authority (NPSA). This organization has the responsibility to provide
national security and to increase the knowledge on how to counter state threats and terrorism. The NPSA
works with different partners like businesses, security experts, and the government, in order to identify
weaknesses and risks in the national cyberinfrastructure and provides advice on how to reduce those

risks. (National Protective Security Authority, 2023).
Policies and regulations:

In the UK, there is not one coherent legislation or law for dealing with cybercrime. Instead, there are
multiple laws that create the framework for the cybersecurity and the action against cybercrime.
(Porcedda, M.G. 2023). There are a couple of laws and legislations that are normally used when an
incident of cybercrime occurs, which are explained below. However, it is helpful to know that in a lot
of cases where cybercrime is involved, there are also laws applicable that aren’t directly digitally
focused. For example, a cybercrime that uses hacking for financial benefit can also be regulated under
the Theft Act from 1968. (Lukings, M., Lashkari, A.H. 2022).



o The Computer Misuse Act (CMA)

The main legislation for malicious actors and individuals is the CMA. (The Crown Prosecution Service,
2020). The CMA prohibits unauthorized access to data and computer systems as well as their
destruction or damage. Its purpose is to safeguard the security and integrity of data and computer
systems by criminalizing any unauthorized access that has not been sanctioned by the owner of this data
or computer system. (GOV.UK, 2023).

e The Data Protection Act (DPA)

Another legislation in the field of cybersecurity is the DPA from 2018. The DPA controls how and if
data is used by the government, businesses, and organizations of the UK. The DPA is derived from the
General Data Protection Regulation which was established by the European Union. The DPA also
secures the rights of people regarding the kind of information the government or other organizations
possess about them. (GOV.UK, 2018a).

e The Security of Network and Information Systems Regulations (NIS Regulations)

The NIS Regulations are also an important legislation in the prevention of cybercrime. This policy
offers legal mechanisms aimed at increasing the security level, including cyber flexibility of the
information systems in the UK that take care of online and essential services. (GOV.UK, 2018b).

2.2. Governmental institutions and policies in the NL

Institutions

The government of the Netherlands also undertakes action to prevent cybercrime within the country, in
which the National Cybersecurity Center (NCSC) of the Netherlands plays a big role. The National
cybersecurity centers of the UK and the Netherlands do not only share its name but are also similar in
their functions. The NCSC of the Netherlands is an individual organization that has the responsibility
to oversee the cybersecurity in the Netherlands. The goal of the NCSC is to increase the resilience of
the Dutch society in the digital domain and to create a safe and stable information society. (Nationaal
Cyber Security Centrum, 2023). The NCSC of the Netherlands used to be part of the National
coordinator for terrorism and security (NCTV), but a few years ago the Dutch government separated
them. However, these two organizations remain close partners since a good cooperation between the
NCSC and the NCTV is vital to the cybersecurity of the Netherlands. (Kamara, I., Leenes, R., Stuurman,
K., Boom, v.d. J, 2020). Another big institution that is involved in the cybersecurity in the Netherlands
is the AIVD (Algemene Inlichtingen- en Veiligheidsdienst). This is the general intelligence and national
security organization that addresses different forms of threats in the Netherlands. The cyber threats that

are relevant for the AIVD are the national security threats posed by state actors. (General Intelligence



and security service, 2023). The AIVD focuses on informing the government and other stakeholders
about possible cyber risks and threats in order for them to take relevant measures in time. (General
Intelligence and security service, 2023). The MIVD is the ‘sister’ organization of the AIVD, which
delivers services and security information on different kinds of threats, including cyber threats, to the
ministry of Defense and the army forces. (Militaire Inlichtingen- en Veiligheidsdienst, MIVD, 2023).
The NCSC, the AIVD, the MIVD, the NCTV, the Dutch police, and other smaller organizations shape

the framework for the national cybersecurity of the Netherlands.
Policies and regulations

The Netherlands has multiple policies and regulations around the topic of cybercrime. Some of the most
influential policies in cybersecurity are explained below. However, just like in the UK, cases of
cybercrime are also often assessed under another, more regular law. (Kamara, 1., Leenes, R., Stuurman,
K., Boom, v.d. J, 2020).

e The Network and Information Systems Security Act (WBNI), and the Network and Information

Systems Security Decree. (BBNI)

Alongside the Dutch policies, the Netherlands must also comply with the European cyber policies
agreements. The WBNI from 2018 implemented the European influences in the law of the Netherlands.
This law states that organizations that provide digital or essential services must protect themselves
against possible cyber threats and must report cyber incidents when they occur. (Ministerie van
economische zaken en klimaat, n.d). With the implementation of the WBNI, the government decided
to also implement the BBNI. The BBNI provides a clarification of some aspects of the WBNI, like
which organizations are essential in the Netherlands and how the reporting of cyber incidents should be
handled. (Kamara, 1., Leenes, R., Stuurman, K., Boom, v.d. J, 2020).

o Acrticle of law on computer intrusion (Wetsartikel computervredebreuk)

Another law of the Netherlands concerning cybercrime is the “Wetsartikel computervredebreuk”. This
law prohibits hacking in the Netherlands. (Openbaar ministerie, 1993).

e The Dutch Telecommunications Act

The Dutch Telecommunications Act also impacts the cybercrime. This law sets certain obligations
towards companies that provide digital internet and phone services involving the commercialization,

protection of privacy, and other operational obligations. (Wettenbank, 2023).

Overall, the UK and the Netherlands count a lot different institutions and laws that influence the

cybersecurity in the nations.
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3. Theoretical Framework

This chapter contains relevant theory for answering the sub-questions and the research question

derived from academic literature.

3.1. Factors that are of influence on cybersecurity

Cybercrime threats

How the cybersecurity in the Netherlands and the United Kingdom is structured is based on what kind
of cyber threats these countries face. Therefore it is important to understand which threats the United
Kingdom and the Netherlands face. The more cybercrime, the better the motivation for good
cybersecurity. And the better the cybersecurity, the harder it is for cyber criminals to commit a
cybercrime. (Lukings, M., Lashkari, A.H. 2022). Because of this intermingled relationship between
cybersecurity and cybercrime in a country, it is important to provide an understanding of which
cybercrimes often occur in the UK and the Netherlands.

United Kingdom

In the United Kingdom, the biggest threats for citizens and businesses, are phishing and hacking,
according to the annual review on cybercrime of the National Cyber Security Centre from 2022.
(National Cyber Security Centre, 2022). Hacking can be done in many different ways and is about
intentionally or unlawfully entering an automated work. (Oerlemans, J.J., & Wagen, v.d.W, 2020).
Phishing on the other hand can be described as a type of cybercrime in which the victim is approached
via the computer, phone, or other digital devices by someone pretending to be part of a certain institution
or company with the purpose to lure the victims into giving up personal data, often for financial benefit.
(Lukings, M., Lashkari, A.H. 2022). In the 12 months before March 2022, only the phishing and hacking
related cybercrime, already occurred in 2.7 million incidents. (NCSC Annual Review 2022). For the
national security of the United Kingdom, the main threats are evolving state threats from other countries,

especially threats from Russia and China. (NCSC Annual Review 2022).
Netherlands

One of main threats to the national security of the Netherlands are also cyberattacks by other state
actors, including Russia and China. (Akkermans, M., Kloosterman, R., Moons, E., Reep, C., Tummers-
van der, M., 2022). For the citizen, businesses, and small organizations in the Netherlands, the main
cyber threats are phishing and hacking, just like in the United Kingdom. (Nationaal Coordinator
terrorismebestrijding en veiligheid, 2022). Aside from the threats to the national security by state actors,
threats from cybercriminals are also dangerous for the national security. However, they are hard to

distinguish due to mutual relationships.
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Cyber threats by state actors have increased over the years and can, according to the Cybersecuritybeeld,

be seen as the ‘new normal’. (Nationaal Coordinator terrorismebestrijding en veiligheid, 2022).

It is difficult to exactly assess the impact of certain threats of cybercrime on the cybersecurity in the
United Kingdom and the Netherlands. This is because of the many other factors that also influence
cybersecurity and the fact that cyber threats and cybersecurity over the past decade constantly evolved
and adapted which makes it difficult to measure the effectiveness over a longer period of time. (Asghar,
M. Z., & Chen, D. 2019).

Interconnected elements of cybersecurity

In order for a society to function smoothly in these technological times, a good cybersecurity system is
crucial. It is an impossible quest to make a society one hundred percent digitally safe, there is always a
possibility of failure due to human or technological errors. (Nationaal Coordinator terrorismebestrijding
en veiligheid, 2022). But both the UK and the Netherlands are currently in the process of trying to make
their country as digitally safe as possible. As described in the previous section, the types of cyber threats
that a country faces are important influences in the cybersecurity in a country. However, there are a lot
more factors that can influence the cybersecurity, some with a small contribution and some with a large
contribution to cybersecurity. The following elements that will be explained influence the system of
cybersecurity.

e Governmental organizations and policies

Cybercrime and cybersecurity share a complex relationship and both influence each other. Since the
government tries to regulate cybercrime with institutions, legislations, and policies, the cybersecurity
in a country is also affected by which policies, laws, and implementation and interpretation of these
policies and laws are maintained by the government. (Mishraa, A., Alzoubi, I.Y., Anwar, M.J., Gill,
A.Q., 2022). Cyber institutions and policies are essential for organizations in order to ensure their
cybersecurity. This is for example because a legislation for cybersecurity protects the data of these
organizations. (Lukings, M., Lashkari, A.H. 2022).

e Education in cybersecurity

Cybersecurity is a crucial part of a safe society. However, not everyone understands the importance of
it. The awareness of cybersecurity has substantial impact on the national cybersecurity in a country. A
study by Emilia N. Mwim and Jabu Mtsweni defined the education and training of cybersecurity as a
dominant factor in shaping the cybersecurity culture. The study states that it is important for
organizations, businesses, and the governance of a society to be provided with the appropriate education

and training to increase the knowledge about cybersecurity and the cybersecurity itself. (Mwim, E.M.,
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Mtsweni, J., 2020). By creating more cybersecurity awareness through education, the number of
cybersecurity incidents, or cyber accidents that are caused by people, can be reduced. (Casanove, de,
0., Leleu, N., Sédes, F, 2022).

e Technological infrastructure

Technological development is an important concept in today’s society. Because of the evolving digital
technology, cybercrime in the world has increased a lot. However, a country can also benefit from its
technological developments since it can provide methods to improve the national security. A
technological advantage for a country in comparison to its attackers is very helpful because it can lead
to a safer cybersecurity. (Johnson, R. 2022). As cyberspace is an entirely technological environment in
a country, the matter of cybersecurity is closely connected to its advancement and utilization. Therefore,
a country’s technological infrastructure and technological resources influence the cybersecurity.
(Cavelty,M, D., Wenger, A. 2020).

e Financial factors

The economic status of a country also defines aspects of the cybersecurity. More developed, stronger
economies usually also have a strong cybersecurity. (Merlevede, J., Johnson, B., Grossklags, J.,
Holvoet, T, 2020). These countries can invest more in technological resources, cyber experts, and in
more comprehensive cyber measures than weaker economies. Weaker economies are more likely to
struggle with these aspects, which can make them more vulnerable to digital threats. (Global
Cybersecurity Index, 2020). Another element that is influenced by economic factors, is the motivation
of actors for cyber-attacks. In states that are economically more developed is usually also more to gain
for cybercriminals. Overall, the economy can have a significant impact on the state of the cybersecurity

in a country. (Global Cybersecurity Index, 2020).
e The human factor

In the field of cybersecurity, humans are regularly considered the weakest aspect. A lot of the big cyber
incidents are a result of human errors, often without the intention to do harm. But the human aspect is
still often ignored or not given enough attention. (Rahman, T., Rohan, R., Pal, D., Kanthamanon, P,
2021). To fully understand how human factors influence the cybersecurity, innovative strategies on the
complexity of human factors are required. However, the research on factors in the cybersecurity right
now is still dominated by technology. To prevent this from happening, a study by Jeong, J, J., Mihelcic,
J., Oliver, G. and Rudolph, C suggested that if future research focuses on studying cybersecurity with
an interdisciplinary view and focus on the consolidation of human factors, that human factors are better
understood and human errors are more likely to be prevented. (Jeong, J, J., Mihelcic, J., Oliver, G. and
Rudolph, 2019).

13



e European Union

In the case of the Netherlands, there is another factor that influences the cybersecurity, which is the

European Union. In the EU are several policies, laws, and organizations that are set up to improve the

cybersecurity in the member states. An example of such a law is de General Data Protection Regulation,

which sets rules about data protection. The GDPR had a big impact in the Netherlands because all the

Dutch organizations needed to comply with this law when it was implemented. (European Commission,

2018). The EU also established multiple organizations to help the cybersecurity which the Netherlands

can profit from. An example is ENISA, which provides technical support on the cybersecurity to the

member states when necessary. (The European Union Agency for Cybersecurity, 2019). Overall, the

European Union has a big international influence on cybersecurity and the politics of cybersecurity.
(Walden, 1., Michels, J, D, 2021).

To sum up what has been stated so far, in regard to influences on cybersecurity, there are three main

sources of influences that are identified in this chapter which are visible in Table 1. The first one is

threats of cybercrime and the second one are elements that are of influence on cybersecurity. The third

influence source is the institutions and policies that are involved in cybersecurity which is also shortly

mentioned as an element and can play a big role in the cybersecurity. However, which institutions and

policies are involved are not specifically mentioned in Table 1, but are described in more detail in

Chapter 2.

Table 1: Influences on cybersecurity derived from literature

Influences

Source

Cyber threats

Phishing & Hacking

(Oerlemans, J.J., & Wagen, v.d.W, 2020),
(Lukings, M., Lashkari, A.H. 2022), (NCSC
Annual Review 2022), (Akkermans, M.,
Kloosterman, R., Moons, E., Reep, C.,
Tummers-van der, M., 2022), (Nationaal
Coordinator terrorismebestrijding en
veiligheid, 2022).

Threats from state actors

(NCSC Annual Review 2022), (Nationaal
Coordinator terrorismebestrijding en
veiligheid, 2022).
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Elements

Governmental policies and

procedures

(Mishraa, A., Alzoubi, 1.Y., Anwar, M.J.,
Gill, A.Q., 2022), (Lukings, M., Lashkari,
A.H. 2022).

Education in cybersecurity

(Mwim, E.M., Mtsweni, J., (2020),
(Casanove, de, O., Leleu, N., Sédes, F,
2022).

Technological infrastructure

(Johnson, R. 2022), (Cavelty,M, D.,
Wenger, A. 2020).

Financial factors

(Merlevede, J., Johnson, B., Grossklags, J.,
Holvoet, T, 2020), (Global Cybersecurity
Index, 2020).

The human factor

(Rahman, T., Rohan, R., Pal, D.,
Kanthamanon, P, 2021), (Jeong, J, J.,

Mihelcic, J., Oliver, G. and Rudolph, 2019).

European Union

(European Commission, 2018), (The
European Union Agency for Cybersecurity,
2019), (Walden, 1., Michels, J, D, 2021).
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4. Methods

This chapter explains how this study is conducted with the purpose that it can be reproduced. It

described the research approach, the method of data collection, and the method of data analysis.

4.1 Description of the research approach

In order to be able to provide an answer to the research question of this study, the research design that
is used is a comparative cross-national design. The reason for the choice of this research design is
because it can provide a clear overview of the focuses of both the national cybersecurity strategies and
this design can show the differences and similarities between the two strategies which is helpful in

answering the sub-questions.

In order to work with the two national cybersecurity strategies, this thesis uses a textual analysis. A
coding scheme from the textual analysis of the two national cybersecurity strategies is made to gain
better insights in the strategies and their main focuses and aims. There will be a separate coding scheme
for both the strategy of the United Kingdom and the Netherlands which will be used in the data analysis.
Because of the comparative cross-national research design in combination with a textual analysis, this

thesis is able to provide an in-depth research on the national cybersecurity strategies.

4.2 Method of data collection

The thesis is a qualitative study and the data collection consists of three main types of resources. The
first is the data from the two national cybersecurity strategies of the UK and the Netherlands directly,
which are open-source policy documents that are freely available. The content of these documents is
used as an information source and is analyzed with a textual analysis in Atlas.ti. The NCSS from the
UK is called: “National Cyber Strategy 2022, Pioneering a cyber future with the whole of the UK”, and
is published in 2022. (National Cyber Strategy UK, 2022). The NCSS of the Netherlands is called:
“Nederlandse Cybersecuritystrategie 2022-2028, Ambities en acties voor een digitaal veilige
samenleving”, and is also published in 2022. (Nederlandse Cybersecuritystrategie, 2022). These
strategies are reliable sources set up by a combination of governmental organizations that show the
vision of the UK and the Netherlands on the approach of cybersecurity in the upcoming years. (National
Cyber Strategy UK, 2022), (Nederlandse Cybersecuritystrategie, 2022).

The second main type of data is relevant literature, which includes academic and scientific articles and
policy documents which are all found on the internet and are open-source articles or documents. The
third source of data is gathered through interviews. There are three interviews conducted with
cybersecurity experts who have knowledge about the national cybersecurity strategy and the overall

cybersecurity in the UK or the Netherlands.
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Interviewee number 1 is an expert on cybersecurity in the UK, the second interviewee is an expert on
cybersecurity in the EU and the Netherlands and the last interviewee is an expert on cybersecurity in
the Netherlands. The data from these interviews is used in the analysis to confirm or check the findings
and to know what the experiences of these experts are regarding the cybersecurity to gather relevant

information.

4.3 Method of data analysis

The method of data analysis that is used in this thesis is a content document analysis. This method
focuses on the content of the written text in documents, which in this case are the national strategies
and the interview transcripts. The purpose of a content analysis is to categorize the written words into
clusters with the same aim or conceptual category in order to discover relationships, differences, and
similarities between themes or variables in the national strategies and the interviews. In order to do the
content analysis, coding schemes will be provided for the analysis of the strategies and the interviews.
There are two separate coding schemes for the NCSS of the UK and the NCSS of the Netherlands which
give an overview of the main aims and focuses in the strategies. The tool that is used to perform the
content analysis is Atlas.ti. This is a qualitative research tool that can be used to divide large qualitative
data sets into codes, categories, and folders, which can create measurable or observable data from the

national strategy documents.

The codes in these coding schemes are a description of what a certain part of textual data is about and
the codes themselves are not specifically used in the analysis. Each code is placed in one aim category
and one focus category. The aim and focus categories are formed with the goal to provide an answer to
the research question and the aim categories are chosen by combining the main goals of the NCSS of
the UK and the NCSS of the Netherlands.

The aim categories describe the different goals that a code attributes to that want to be achieved in the
strategy. The aim categories also have a category named ‘independent codes’ which includes all the
codes that do not specifically state an aim or goal. In the figures of the analysis of this study, the aim
categories will be referred to by the keywords as stated in the brackets behind the aims in Table 2 to
provide a more comprehensive overview. The focus categories are formed by looking at how the
strategies state to implement and handle these goals. The focus categories also include some regular

aspects, like vision, threats, and independent codes.

Table 2 shows what aim and focus categories the coding schemes of the strategies used to qualify the
codes in. In this process of determining the aim and focus category is looked into detail at how the code
is described and which aim and focus is most applicable to the code. The analysis uses the aim categories
and the focus categories that the codes are in by analyzing the number of times a certain goal or topic
is mentioned (so the number of codes), which can provide information on how important the strategy

deems that topic to be.
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Table 2: Aim categories and focus categories in the coding schemes of the national cybersecurity

strategies of the UK and the Netherlands

Aim category

Focus category

Expanding the nation’s cyber skills and meeting
the demand in CS experts (1. Cyber,- skills and
experts)

Continuing with good measures/aspects of
CS

Improvement in education in CS. (2. Education)

Creating new measures/aspects/regulations
in CS

Improving to detect and disrupt state, criminal
and other malicious cyber actors. (3. Detect and
disrupt)

Cyber threats

Increasing the cyber resilience. (4. Cyber

resilience)

Improving measures/aspects of CS

Increasing the safety of digital products and

services. (5. Products and services)

Independent codes

Organizations and businesses can deal with and
understand cyber threats and risks. (6.
Organizations and businesses)

Institutions and organizations

Shaping global governance and securing the
international advantage in CS technologies. (7.

Global governance and technology)

Investing in a measure/ aspect of CS

Strengthening the structures, partnerships and

networks in CS. (8. Structures and networks)

Recommendations for the future

The government and its institutions understand
and can handle cyber threats. (9. Government

and institutions)

Vision

The public is well protected against cyber risks.
(10. Public)

Independant codes. (11. Independent)

The full content of both the national cybersecurity strategies is coded except for the foreword, the

table of contents, and the appendixes. In the coding schemes are the words cybersecurity and

cybercrime visible as; ‘CS’ and ‘CC’, to provide a more comprehensive coding scheme. The coding

schemes are available in the data appendix at the end of this thesis.
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The interviews will also be used in the data analysis and are semi-structured which means that there
was a list of questions for the interview set up beforehand, however, the questions are sometimes a
little adapted depending on the answers of the interviewees. The transcripts from the interviews are
also coded in Atlas.ti. Most of the codes are content-based and provide the function of summarizing
the answers of the interviewees. However, some of the data from the interviewees is coded in ViVo in
the form of a quotation. The codes from the interviews are divided into categories which are
formulated based on providing answers to the sub-questions. The codes are further categorized in
terms of which interviewee said what code. The coding scheme with the categories and the codes

from the interview is available in the data appendix at the end of this thesis.

Based on the coding of the strategies, the coding of the interviews, and the information from the
gathered scientific articles and policy documents, the data analysis is formed to answer the sub-
questions and the research question.
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5. Data Analysis

This chapter analyses the theory, the strategies, and the interviews in order to answer the sub-

guestions.

5.1 Which governmental institutions and policies are involved in the cybersecurity system in
the UK and the Netherlands?

To form an answer to this descriptive question, the theory from the chapter: ‘Background information’
of this study is analyzed. In combination with the theory and the data from the interviews about

institutions and policies, an answer to this question is formed.

For the institutions in the UK, the National Cyber Security Centre, the National Crime Agency and the
National Protective Security Authority are, as described in Chapter 2, the main institutions in the
cybersecurity in the UK. The NCSC is part of the Government Communications Headquarters and
collaborates with the NCA and the NPSA, which partner with the police, businesses, the government,
and other actors. The NCSS of the UK points out the importance of the National Cyber Force, which is
responsible for countering, disrupting, and degrading possible dangerous actors for the national
security. (National Cyber Strategy UK, 2022). The cybersecurity system is complex and is defined by
a lot of big and small institutions, government departments, police teams, legislations systems, and
more. However, the mentioned institutions can be considered as the main institutions and organizations

involved in the cybersecurity of the UK.

In the Netherlands, just like in the UK, a crucial institution in cybersecurity is the National Cyber
Security Centre, which falls under the supervision of the Nationaal Coordinator Terrorisme en
Veiligheid (NCTV) in the Netherlands. The NCSC in the Netherlands has a lot in common with the
NCSC of the UK in terms of functions and responsibilities. As stated in Chapter 2, the NCSC works
together with the AIVD and the MIVD. The NCTV, the NCSC, the AIVD, and the MIVD together with
the Dutch police forces and other smaller cyber organizations and government departments form the
cybersecurity framework of the Netherlands. However, the cyber ecosystem is, just like in the UK, very

complex and is defined by more factors than only these main institutions.

So, it is clear that the mentioned institutions are involved in the cybersecurity in the UK and the
Netherlands. However, it is difficult to assess exactly what kind of role they play within the
cybersecurity. One of the reasons for this was mentioned by interviewee number 1. The code from this
part of the interview is named: “Difficult to specifically assess the role of the NCSC because they keep
a lot of their information private”. (Interview 1, lines 120-126). With this code, the interviewee tried to
explain that a lot of the actions, plans, and other information of the NCSC from the UK and other

organizations in cybersecurity is not publicly available.
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Therefore, it is difficult to know what these institutions are all doing because it can be assumed that not

all the information that should be considered is provided.

In order to know which policies are involved in cybersecurity, again is referred to Chapter 2 where the
major policies concerning cybercrime in the UK and the Netherlands are listed. In the UK are different
policies applicable to different types of cybercrime. The main legislations to fight cybercrime are the
Computer Misuse Act, the Data Protection Act, and The Security of Network and Information Systems
Regulations. The Netherlands also has multiple policies around cybersecurity. But unlike the UK, the
Netherlands must also comply with the European Union cyber policies, alongside the Dutch policies.
Important laws of the Netherlands concerning cybercrime are the “Wetsartikel computervredebreuk” ,
the Dutch Telecommunications Act, the WBNI, and the BBNI.

These policies of the UK and the Netherlands are specifically considering cybercrime, but as stated in
Chapter two and three, in reality a lot of cases of cybercrime are often judged under another, more
general law. This is because a lot of crimes include a digital aspect, but are considered for example as
fraud or theft and therefore not specifically addresses as cybercrime in the justice system. Therefore, it
is difficult to know which policies are all involved in cybersecurity, because next to the obvious policies

in cybersecurity, there are also a lot of other general policies used in cases of cybercrime.

Another difficulty concerning policies about cybercrime is mentioned by interviewee 3. This quotation
shows how the interviewee stated this difficulty as a question.

“How we can best deal with hackers in countries where Dutch law has no reach?”

- Interviewee Number 3, lines 331-332.

With this, the interviewee meant that cybercrime often crosses national borders. This makes it difficult
for Dutch (and Englisch) policies to reach criminals that operate from other states. Therefore, other
international regulations, policies, or agreements about cybersecurity are also involved in the
cybersecurity of the UK and the Netherlands.

5.2 What are the main focuses and goals of the National Cyber Security Strategies of the
United Kingdom and the Netherlands?

In order to answer this question, the qualitative data from the NCSS of the UK and the NCSS of the
Netherlands is used, as well as the data from the coding schemes in the aim categories. This sub-
guestion has been considered in multiple ways. Primarily, the strategies of the UK and the
Netherlands themselves describe what kind of goals they want to achieve and how they plan to reach
these goals. Furthermore, this section also analyses what kind of goals and focuses are derived from

the coding schemes to see if there are underlying focuses or relationships.
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Data from Strategies
First of all, the strategy of the United Kingdom has five pillars which contain the main aims and
focuses of the strategy. The first pillar is named: “Strengthening the UK cyber ecosystem”. This pillar
consists of three objectives in which is described that the UK should ensure that the networks,
partnerships, and people in the UK are diverse enough in terms of cybersecurity knowledge. This
pillar also explains how to ensure the growth of the IT/cyber, including the expansion of education in
cyber skills in order to improve the expertise in cybersecurity in the future. (National Cyber Strategy
UK, 2022). The second pillar is named: “Building a resilient and prosperous digital UK”. This pillar
also has three objectives which describe that the understanding of cyber threats and the effects of
cybercrime should be improved in order to ensure a more effective approach regarding cybersecurity.
Overall, it describes how the cyber resilience should be optimized in terms of preparations, response,

and recovery in the case of cybercrime. (National Cyber Strategy UK, 2022).

“Taking the lead in the technologies vital to cyber power”, is the third pillar of the NCSS of the UK.
This pillar has four objectives that are all focused on creating a technological advantage towards
attacking actors. It describes how to improve the use of new technological developments and how to
secure a well-functioning technology sector in the upcoming years. (National Cyber Strategy UK,
2022). The fourth pillar is named: “Advancing UK global leadership and influence for a more secure,
prosperous and open international order.” This pillar has three different objectives which focus on
shaping and improving global governance to promote a safe and peaceful international cyberspace.
This pillar describes how the UK should improve its strategic advantage regarding cybersecurity and
promote the national interest of the UK. (National Cyber Strategy UK, 2022). The fifth and last pillar
of the NCSS from the UK is named: “Detecting, disrupting and deterring our adversaries to enhance
UK security in and through cyberspace”. This pillar states that the UK should focus on the detection
and investigation of cybercrime and should share information between organizations to protect the
UK and its citizens. (National Cyber Strategy UK, 2022).

The NCSS of the Netherlands has four different pillars that describe the main aims. The first pillar in
the NCSS of the Netherlands is called: “Digital resilience of government, businesses and civil society
organizations”. This pillar focuses on using multiple measures of preventing cybercrime to improve the
ability of the Netherlands to minimize cyber risks and create better resilience. (Nederlandse
Cybersecuritystrategie, 2022). The second pillar is named: “Safe and innovative digital products and
services”. This second pillar of the NCSS outlines that the Netherlands should focus on improving
cybersecurity expertise, innovation, and development. Doing this with a focus on consumers and
suppliers of technological and digital products will improve the cybersecurity in the Netherlands.

(Nederlandse Cybersecuritystrategie, 2022).
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The third pillar is: “Countering cyber threats posed by states and criminals”. This pillar focuses on the
strategies employed at both the domestic and global level to counter potential harmful actors and obtain
a better understanding of the overall cybersecurity situation, which serves as a foundation for taking
necessary measures. The government holds a distinct obligation in this area and has access to various
tools to confront cyber threats. (Nederlandse Cybersecuritystrategie, 2022). The fourth pillar is named:
“Cybersecurity labor market, education and the public cyber resilience”. The primary focus of this pillar
is on the people who utilize technology and the ability of the public to withstand cyber threats. It states
that Dutch society has a significant part to contribute in terms of enhancing digital literacy, ranging
from fundamental comprehension and abilities to advanced expertise and specialized skills in

cybersecurity. (Nederlandse Cybersecuritystrategie, 2022).

Data from the Coding scheme
The coding scheme analysis provides additional information about the goals and focuses of the
strategies. The strategies of the Netherlands and the UK are coded with the same aim categories and
this resulted in a certain number of codes per aim. The number of codes indicates how many details,
actions, or other aspects of that aim are described in the text of the strategy, so the more codes, the more
focus is given to a certain aim. The aims are listed in Table 2 in the previous Chapter, and will be
referred to in the keywords and numbers in the figures of this chapter.

The number of codes per aim category, except for the category ‘independent codes’, is visible in Figure
1 for the NCSS of the UK and in Figure 2 for the NCSS of the Netherlands. As visible in the figures,
each aim category has multiple codes, meaning that each aim is discussed in the strategies of both
countries. All the goals that are discussed in the strategies are combined into the aim categories, and
because all the aim categories contain multiple codes, these aims can be seen as the main goals that the
NCSS from the UK and the NCSS from the Netherlands address.

However, the aim categories did not receive the same amount of codes. In the coding of the strategy
from the UK, one aim has distinctively more codes than the other aims, which is number 8; ‘Shaping
global governance and securing the international advantage in cybersecurity technologies’. A lot of
details, visions, and implementation plans etc. are discussed about this aim, which resulted in a large
number of codes. On the other hand, the aim categories 3 and 5; ‘Improvement in education in
cybersecurity’, and ‘Increasing the cyber resilience’ contain less codes than most of the other aims, so
the NCSS from the UK places less focus on these aims than on the other main aims. Overall, under the
eleven goals that are already defined as ‘main’ goals, the goal that the strategy of the UK places the
most focus on is “Shaping global governance and securing the international advantage in cybersecurity

technologies”.
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Figure 1: Number of codes per aim category in the NCSS of the UK
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The codes in the strategy from the Netherlands are also not equally divided between the aim categories.
The aim category that got the most codes is number 5; ‘Increasing the cyber resilience’, followed by
number 10; ‘The government and its institutions understand and can handle cyberthreats’. The aim
category with the least codes is number 6; ‘Improving to detect and disrupt state, criminal and other
malicious cyber actors’ with only three codes. This is followed by numbers 3 and 8; ‘Improvement in
education in CS and Shaping global governance’ and ‘Securing the international advantage in CS

technologies’, which both contain six codes.

This means that under the eleven goals that are already defined as main goals, the goals that the strategy
of the Netherlands places the most focus on are; “Increasing the cyber resilience & The government

and its institutions understand and can handle cyber threats”.

Figure 2: Number of codes per aim category NL
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5.3 What are the main differences between the National Cyber Security Strategies of the
Netherlands and the UK?

This descriptive question is answered by using the data from the previous section, the data from the

coding scheme in the focus category, and some relevant data from the interviews.

The National cybersecurity strategies from the UK and the Netherlands state what the general goals and
focuses are since they are defined in the pillars and objectives of the strategies. As explained in section
5.2, the strategy of the UK has five pillars and the strategy of the Netherlands has four pillars. When
reading the strategies, it can be noticed that these pillars show a lot of similarities in terms of general
goals and focuses. However, it is a lot more difficult to determine what the differences between the
strategies are when reading them because of differences in formulation and structure. Therefore, the
coding schemes of the strategies and the interview data are applied in order to identify possible

differences between the strategies of the UK and the Netherlands.

In the previous section of this analysis, two graphs were provided with the data from the aim categories
of the coding scheme, referred to as Figure 1 and 2. The data from these figures will be used in this
section. As visible when comparing the figures, the number of codes in a lot of the aims differ between
the two strategies, which could mean that there is a difference in focus points between the strategies.
However, it is important to incorporate the fact that the NCSS of the UK has more textual data in the
form of words and pages and because of that also has more codes than the strategy of the Netherlands.
Therefore, it is not correct to compare the exact number of codes in the aim categories of the two
strategies. However, there are some differences that can be identified within this data based on
comparing the distribution of codes in all the aim categories within one strategy, and comparing that to

the distribution of codes in the other strategy.

One of the differences is found in the aim category “Shaping global governance and securing the
international advantage in CS technologies”. This is the aim with by far the most codes in the strategy
of the UK, so there is a lot of focus on that aim in comparison to the other aim categories. On the other
hand, in the NCSS of the Netherlands, this aim is one of the aims with the least codes. The same applies
to the aim category “improving to detect and disrupt state, criminal and other malicious cyber actors”.
This aim is in the coding scheme from the NCSS of the UK one of the aims with the most codes of all
the categories. However, this aim has the least amount of codes in the NCSS of the Netherlands.
Therefore it can be concluded that in comparison to the other aim categories, the aims “global
governance and technology” and “improving to detect and disrupt state, criminal and other malicious
cyber actors” are more focused on in the strategy of the UK than in the strategy of the Netherlands. On
the other hand, the aim category “increasing the safety of digital products and services”, is one of the

categories with the most codes in the strategy of the Netherlands, but in the strategy of the UK, it is one
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of the categories with the least codes. Therefore, this aim is given more attention in the NCSS of the
Netherlands than in the NCSS of the UK.

Another reason that the coding scheme was made, was to see if there would be differences in the way
the strategies would imply to handle or implement certain problems and aspects of the national
cybersecurity. Figures 3 and 4 represent the number of codes per focus category. In these figures are
only a couple of focus categories displayed, which are the ones that describe the way an aspect or
problem is handled or implemented. These categories are: “Continuing with good measure/aspect of
CS, Creating new measures/aspects/regulations in CS, Improving measures/aspects of CS, Investing in
a measure/aspect of CS and Recommendations for the future.” Here the same applies as for the aim
categories, it is not correct to compare the number of codes since the strategies do not have the same
amount of textual data. However, when looking at the figures one can see that the distribution of codes
in the strategy of the UK and the Netherlands are largely the same. It is clear that the focus category;
‘Improving measures/aspect of CS’ is the biggest in both strategies. Overall, there are no clear
differences in this area of the coding scheme that can be identified.

Figure 3: Number of codes per focus category in the strategy of the UK
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Figure 4: Number of codes per focus category in the strategy of the Netherlands

Number of codes per focus category NL

fﬁﬁﬂﬁ’—\

tions in CS

measure/aspect of CS
Creating new

measures/aspects/regula

Recommendations for
the future

Continuing with good

Investing in a measure/
aspect of CS

26



When conducting the interviews, there are also some differences that can be observed and identified.
One of these differences is stated in the code: “NCSC in the UK is part of the GCHQ and in the
Netherlands they are separate organizations” (Interview 3, lines 105-109). What is meant by this code
is that the NCSC in the UK falls under the authority of the government, and the NCSC in the
Netherlands is an independent organization. This difference can also be derived from the information
about the NCSC in the UK and the Netherlands in Chapter 2. Another aspect that was noticeable during
the coding of the interview was among other things found in the code: “NL not as far as the UK in
programs like Active Cyber defense and endpoint detection, mostly because of legal restrictions.”
(Interview 3, line 213-225). This code points out the difference in the fact that the offensive side of the
cybersecurity in the Netherlands is not as advanced as the offensive side of the cybersecurity in the UK.

This is also visible in a quotation from interviewee 3:
“In the Netherlands we definitely are not that far yet.” - Interview Number 3, line 213

This quotation refers to the text that was mentioned before about the status of the British offensive
cybersecurity. And this can also be seen in the code: “The Netherlands is not well known for
counterattacks”. (Interview 2, lines 84-86). This code refers to a certain aspect of offensive
cybersecurity, the counterattacks, as a weak point of the cybersecurity in the Netherlands. Overall, in
the strategy of the UK is more attention for offensive cybersecurity than in the strategy of the
Netherlands.

5.4 Why do the National Cyber Security Strategies of the United Kingdom and the
Netherlands show differences and similarities?

This explanatory question is answered through the theory in Chapters 2 and 3 in combination with

relevant interview data.

As stated in Chapter 3, there are many factors that could be of influence on cybersecurity, so it is
difficult to know what impact one specific factor has. And, as also discussed in Chapter 3,
cybersecurity has constantly evolved and adapted to new developments over the past decade which
makes it difficult to measure the influence of an effect on cybersecurity over a longer period of time.
However, this section will make assumptions providing relevant arguments about what factors impact
the cybersecurity and the National Cyber Security Strategies of the UK and the Netherlands in order

to explain the differences and similarities.

First of all, differences in the structure of governmental organizations, policies, and public companies
in the cybersecurity in the UK and the Netherlands can lead to differences in their national cybersecurity

strategies.
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When the information from Chapter 2 about the institutions and policies in the UK and the Netherlands
is compared, a lot of similarities can be found, for example in organizations like the NCSC and their
functions. However, there are also differences in the cybersecurity systems in the UK and the
Netherlands, which can lead to differences in the approach to cybersecurity. This is also stated by an
interviewee when talking about differences between the NCSS of the UK and the Netherlands, which

is visible in this quotation:

“Of course, you will have differences because we all have different governments with different

structures and responsibilities < — Interview Number 3, lines 175-177

Next to the institutions and policies, the differences and similarities in cyber threats that the UK and the
Netherlands face, as explained in Chapter 3, can also influence the cybersecurity. The main types of
threats to the Netherlands and the UK are the same, which are threats from state actors and hacking and
phishing. Because they share a lot of the same types of threats, a similar approach to these threats can
be expected which will result in similarities in the cybersecurity strategies. However, not a lot of
information about specific threats to the national security is publicly available, so it is difficult to
compare the threats and to conclude how they exactly cause similarities. As also described in Chapter
3, there are a lot of other factors that can also influence the cybersecurity in the UK and the Netherlands.
The elements that can have a big impact on cybersecurity according to Chapter 3 are; governmental
policies and procedures, education in cybersecurity, technological infrastructure and development,
financial factors, human factors, and the European Union. All these factors are in some ways differently
organized in the UK and the Netherlands and can therefore also take responsibility for differences in

the national cybersecurity strategies.

An example of the influence of the element; governmental policies and procedures, can be found in the
difference in the offensive side of the cybersecurity, which is more advanced in the UK than in the
Netherlands. This can be partly explained by the fact that the Netherlands has stricter policies around
offensive cybersecurity which make the development of it difficult. This is also mentioned in the code:
“NL not as far as the UK in programs like Active Cyber defense and endpoint detection, mostly because
of legal restrictions.” (Interview 3, line 213-225). This code was already mentioned in 5.3 to point out
this difference, but it also explains why the difference occurs, because of legal restrictions. In this code
is referred to legal restrictions in the Netherlands. So this element explains the difference that the NCSS

of the UK focuses more on offensive cybersecurity than the NCSS of the Netherlands.

Another element that explains differences between the NCSS from the UK and the NCSS from the
Netherlands is the fact that the Netherlands is part of the European Union and the UK is not. This is

also stated by an interviewee who talked about the differences in the cybersecurity in the UK and the
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Netherlands which are largely impacted by the EU. This is visible in the code: “Differences between
the UK and the Netherlands because of EU, but overall they are largely similar” (Interview 3, lines 181-
185). As discussed in Chapter 3, the EU has its own regulations and organizations that concern
cybersecurity in order to improve the cybersecurity in its member states. The Netherlands needs to abide
by these regulations which affects the cybersecurity in the Netherlands, but they also benefit from the
organizations and resources from the EU. This creates differences because the UK does not has to follow
the regulations from the EU but can also not benefit from the EU in the field of cybersecurity like the
Netherlands can. For example, the difference explained in the previous sub-section about the aim
“Shaping global governance and securing the international advantage in CS technologies” which the
strategy of the UK places more focus on than the strategy of the Netherlands, can be explained by the
influence of the EU. The European Union has a big international influence on cybersecurity which the
Netherlands can profit from. Therefore the Netherlands might focus less on the global governance and
technology aim, since they already have global influence in cybersecurity through the EU. However,
the UK is not part of the EU which could be a reason why they focus more on creating global and

international power in cyberspace than the Netherlands.

But there are not only differences between the strategies, there are even more similarities that the two
strategies share. As stated in the introduction, the Netherlands and the United Kingdom are both
developed countries with a very high Human Development Index and a very high score on the Global
Cyber Security Index from 2020. Therefore, the two countries are considerably similar in terms of
development in cybersecurity and technical and economic resources which cause similarities in the
national cybersecurity strategies. There is also an interesting code from interview 3 which is the
following: “During the forming of the strategy is looked at other countries” (Interview 3, line 174-175).
In this code, there was asked if during the creation of the NCSS from the Netherlands, the strategy of
the UK or other countries were taken into regard. The interviewee said that this was indeed the case and
that during the formation of the NCSS of the Netherlands, multiple national cybersecurity strategies
were looked at as a reference, including the NCSS from the UK. This can also be an explanation of why

the strategies from the UK and the Netherlands show a lot of similarities.
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6. Conclusion and Discussion

This thesis started with an introduction that announced the following research question: “’How do the
national cybersecurity strategies aim to influence the cybersecurity in the Netherlands and the United
Kingdom? " This thesis provided information and an analysis in order to answer this research

guestion.

The aim of this study was to compare the national cybersecurity strategies of the Netherlands and the
United Kingdom, with the hope to identifying potential areas for improvement and learning points of
each other's cybersecurity approaches. However, conducting a comparison on these two strategies
proved challenging due to several factors. First of all, a noticeable limitation of this study was that in
order to make recommendations about weaknesses and learning points, the strategies need to be
evaluated on their effectiveness. However, evaluating the effectiveness of the national strategies is
significantly challenging since the strategies are recently published, in 2022, and there is not yet
substantial evidence or performance indicators to assess the impact of the strategies. Therefore,
determining the true strengths and weaknesses of the influence of the strategies was not really feasible

within the scope of this study.

It was also difficult to identify and compare the weaknesses of the overall cybersecurity that the
national cybersecurity strategies wanted to address since the strategies only really mention points of
improvement but not specifically their weaknesses and vulnerabilities. This is logical because
attackers could use this information in the preparation of a cyber-attack. However, this makes it more
complicated to compare and identify weaknesses that the strategies of the UK and the Netherlands
want to address and overcome. Overall, there is a need for further research that addresses these
limitations in order to obtain a more comprehensive understanding of the strengths and weaknesses of
the national cybersecurity strategies in both the UK and the Netherlands in order to provide

recommendations for future national cybersecurity strategies.

In order to answer the research question, this study provided a lot of information on cybersecurity in
the UK and the Netherlands and their national cybersecurity strategies. The sub-questions were
formulated with the goal to provide insights into the possible answer to the research question. The first
sub-question was answered by summarizing the main organizations and policies involved in
cybersecurity in Chapter 5.1. In the analysis of the second sub-question, the main aims and goals are
investigated. Next to the goals that are defined in the strategies themselves, this thesis formulated eleven
main goals to use in the coding analysis of the strategies. All of these goals were present in the strategies,
however, there were a few aims that were obviously more discussed than most other aims. In the case
of the UK is this the aim; ‘Shaping global governance and securing the international advantage in

cybersecurity technologies”.
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In the coding strategy from the Netherlands are the aims; “Increasing the cyber resilience”, and; “The
government and its institutions understand and can handle cyber threats” the aims that were most
discussed and explained in the strategy.

Chapter 5.3 provides insights into the differences between the national cybersecurity strategies from the
UK and the Netherlands. This section concluded that in comparison to the other aim categories, the
aims “Shaping global governance and securing the international advantage in cybersecurity
technologies” and “improving to detect and disrupt state, criminal and other malicious cyber actors” are
more focused on in the NCSS of the UK than in the NCSS of the Netherlands. On the other hand, the
aim category “increasing the safety of digital products and services” is given more attention in the
NCSS of the Netherlands than in the NCSS of the UK. Another interesting difference is that the
offensive side of the overall cybersecurity in the Netherlands is not as advanced as the offensive side of
the cybersecurity in the UK. Therefore, the NCSS of the UK gives more attention to offensive
cybersecurity than the NCSS of the Netherlands.

The last sub-question explains the differences and similarities between the strategies. The factors that
are identified as elements of influence are governmental organizations and policies, cyber threat and
other elements like; Governmental policies and procedures, Education in cybersecurity, Technological
infrastructure and development, Financial factors, Human factors, and the European Union. All these
elements have an influence on the cybersecurity in the UK and the Netherlands and can therefore also
explain some differences in the national cybersecurity strategies. One interesting example of this is the
difference between the offensive side of the cybersecurity in the UK and the Netherlands, which can be
explained by the fact that the Netherlands has more strict policies around offensive cybersecurity than

the UK which restricts the development of offensive technologies in the Netherlands.

So to shortly answer the research question, the national cybersecurity strategies aim to influence the
cybersecurity in the Netherlands and the United Kingdom by addressing all of the main aims as
identified in the coding scheme. The strategies set goals, objectives, and expectations that the nations
should follow and achieve before a certain time frame in order to improve the cybersecurity. For the
strategy of the UK, the main aim to influence the cybersecurity according to the coding scheme is to
shape global governance and to secure the international advantage in cybersecurity technologies. For
the strategy of the Netherlands on the other hand, the main goal to influence the cybersecurity is to
increase the cyber resilience and to make the government and its institutions understand and ready to
handle cyber threats. The strategies also state how they want to achieve and implement the goals and
objectives that are set out, and in both the strategies, improving the current measures of aspects of
cybersecurity is the most common way to address the objectives and goals in order to improve the
cybersecurity. However, creating new measures or aspects in cybersecurity is also often mentioned as

a way to address the aims in both strategies.
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Overall, the NCSS of the UK and the NCSS of the Netherlands set different guidelines and expectations
to improve the security in cyberspace of the businesses, government institutions, and the citizens of
their country.

As said before, it is still unclear how national cybersecurity strategies actually effect cybercrime and
which national strategies perform better than others. Even though this study did not specifically focus
on the effect of the national cybersecurity strategies, it did compare two of these strategies of highly
developed countries and explains the differences. There are a few previous comparison studies of
national cybersecurity strategies of countries, however, this study still distinguishes itself because it is
a very in-depth investigation on the cybersecurity strategies of these specific two countries, as well as
the newest versions of these strategies which have not been studied in this way before. The combination
of a comparative cross-national research design with a textual coding analysis which is used to analyze
the national cybersecurity strategies is a new way to draw conclusions about this certain topic.
Therefore, this thesis was able to combine different insights about the strategies from the coding
scheme, the qualitative data from the strategies, and other relevant literature and policy documents.

One of the main relevant insights this study has added to the state of the art are what the main focuses
and aims are, how much attention each focus point was given, and how the NCSS aims to handle and
implement the actions. However, there is still a lot more research that can be done in the area of
comparing the national cybersecurity strategies of the Netherlands and the UK. For example, more
research on how to evaluate an NCSS in order to compare the effectiveness of the strategies rather than
comparing the strategies itself, which is in this study the case, because that can be really helpful for the
formation of a future NCSS. The effects of certain fields on the NCSS can also be very interesting to
investigate further in more detail, for example investigating the effect of institutions and policies in
order to get a clearer understanding of how these fields influence the strategies. But, as mentioned in
this study, cybersecurity is a constantly evolving aspect and in order to keep up with its developments,

a lot more research needs to be conducted in the future.
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Interview transcript Participant 2 (conducted 11-05-2023):
https://d.docs.live.net/336d5ca7ee3alad3/Documents/Module%2012/Interview%20Number%202%20

Transcript.docx

Interview transcript Participant 3 (conducted 19-05-2023):
https://d.docs.live.net/336d5ca7ee3alad3/Documents/Module%2012/Interview%20Participant%203.d
0CX

Coding scheme interviews:
https://d.docs.live.net/336d5ca7ee3alad3/Documents/Module%2012/Interview%20coding%20schem
e.xlIsx

Picture 1: Screenshot Coding categories interviews in coding scheme.

Code Groups | Name

Interviewee 1 21 I © [ Differences between CS in countries
Interviewee 2 (22) I © [ Factors of influence on CS
Interviewee 3 37 I © [ Independant codes

IO [0 Negative aspects of the strategy / CS in the NL
I O [0 Negative aspects of the strategy / CS in the UK
[ © [ Personal Knowledge or experiences

I © [ Positive aspects of the strategy / CS in the NL
I © [ Positive aspects of the strategy / CS in the UK
I © [ Quotations SQ 1 Institutions

1) Quotations SQ 2 Focusses and aims

"1 Quotations SQ 3 Difference (2)

) Quotations SQ 4 Why differences

"7 Role of the NCSC and other institutions

- v
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https://d.docs.live.net/336d5ca7ee3a1a43/Documents/Module%2012/Interview%20Participant%203.docx
https://d.docs.live.net/336d5ca7ee3a1a43/Documents/Module%2012/Interview%20coding%20scheme.xlsx
https://d.docs.live.net/336d5ca7ee3a1a43/Documents/Module%2012/Interview%20coding%20scheme.xlsx

Appendix C: Coding schemes NCSS UK and Netherlands

Coding scheme NCSS from the Netherlands:
https://d.docs.live.net/336d5ca7ee3alad3/Documents/Module%2012/NL%20Strategy%20Coded.xIsx

Picture 2: Screenshot Atlas.ti overview coding NCSS Netherlands:

NL Coding Strategy - ATLAS.1i
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Coding scheme NCSS from the UK:
https://d.docs.live.net/336d5ca7ee3alad3/Documents/Module%2012/UK%20Strategy%20finished.xls

X

Picture 4: Screenshot Atlas.ti overview coding NCSS UK
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D 2: UK NCSS Thesis

Picture 5: Screenshot coding example NCSS UK:

like fraud.® *® Legacy IT systems, supply
chain vulnerabilities and a shortage of
cyber security professionals are growing
araas of concem. Almost four in ten
businesses (39%) and a quarter of
charities (26%) report suffering cyber
security breaches or attacks in the last
year, and many organisations (especially
small and medium enterprises) lack

the ability to protect themselves and
respond to incidents." Industry tells

us that many businesses do not
understand the cyber risks they face,
that commercial incentives to invest in
cyber security are not clear, and that
there is often litte motivation to report
breaches and attacks.

The UK's international
leadership and influence

25. Internationally, UK cyber expertise
is regarded highly by our partners

and the UK has been instrumental in
increasing international capability and
resolve to confront malicious cyber
activity. This has been reinforced by
responsible use of our offensive cyber
capabilities, consistent with both UK
and international law and our publicly
stated positions, in contrast with the
indiscriminate activities of some of
our adversaries.

26. During our pericd as Chair-in-

Office of the Commonwealth, the UK.
conceived and led the implementation of
the Commonwealth Cyber Declaration,

a shared commitment to our security,
prosperity and values in cyberspace.
The Mational Crime Agency’s (NCA)
international network has strengthened
our cyber law enforcement partnerships
overseas, building on relationships

cultivated through a long history of
collaborative operational response. The
UK has also grown its owverseas network
of cyber and tech security officers
across five continents and undertaken
capacity building work across 100
countries, building resilience, enhancing
UK influence and promoting UK values.

27. The Cyber Security Ambassador
programme has developed long-term
relationships and helped UK businesses
secure major intemnational contracts. UK
international development interventions
such as the Digital Access Programme
have successfully collaborated with
partner countries in Africa, Asia and
Latin America by providing technical
advice to enhance the cybersecurity
capacity of their government, business
sectors and users — including through
increasing cyber-hygiene skills in
underserved communities to enable the
muost vulnerable to protect themselves
from the risks and challenges

of being online.

28. However, we face competing
approaches internationally as systemic
competitors like China and Russia
continue to advocate for greater national
sovereignty over cyberspace as the
answer to security challenges. Intemet
freedom is decreasing globally and
the vision of the internet as a shared
space that supports the exchange of
knowledge and goods between open
societies risks coming under threat.
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