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Abstract 

Aim. The popularity of smart home devices has increased, though these internet-connected 

devices are a vulnerable target for security attacks. However, security attacks are a rather new 

phenomenon and have therefore not been taken into account in crisis communication research 

before.  This study aims to explore the impact of cyberattacks on consumers' attitudes towards 

smart home devices and develop crisis communication strategies specifically tailored to this 

new and vulnerable phenomenon. By incorporating Coombs’ Situational Crisis 

Communication Theory (SCCT), the research seeks to provide valuable insights for effective 

post-crisis communication in the context of smart home devices. 

Method. An online experiment, using a scenario based 2 (type of smart home device: high 

intrusiveness vs. low intrusiveness) x 2 (type of security attack: passive vs. active) between-

subjects experimental design was executed among 215 participants. 

Findings. The results of this study revealed that passive security attacks had a greater influence 

on trust towards the organisation and the device compared to active attacks. However, the type 

of security attack did not significantly affect perceived threat or crisis responsibility, except for 

masquerade attacks, which resulted in higher crisis responsibility attributed to the smart home 

device manufacturer. Additionally, the level of intrusiveness of smart home devices did not 

significantly affect trust, perceived threat, or crisis responsibility. Interestingly, the study 

revealed that trust towards the device found to be the only significant predictors of intention to 

use smart home devices. In contrast, trust towards the organisation, crisis responsibility and 

perceived threat, did not significantly affect the intention to use smart home devices. 

Conclusion. This study highlights the crucial role of trust in the context of smart home 

technologies. Trust in the device was found to be the only significant predictor, which 

underscores the importance of building and maintaining trust in the smart home devices 

themselves, with reliable performance and robust security measures being prioritised by 

manufacturers. The study also revealed different effects of different types of security attacks 

on consumer perceptions, highlighting the need for effective crisis communication strategies. 

The study provides valuable insights for effective post-crisis communication and contributes 

to understanding and strengthening consumer trust in the rapidly evolving digital landscape. 

Keywords: Crisis communication, smart home environments, smart home devices, home 

automation, security attacks  
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1. Introduction 

A key element of the future Internet is the domain of smart home environments. Houses are 

becoming "smarter" by using the Internet of Things (IoT) technology (Jacobsson & Davidsson, 

2015). The term IoT was introduced in 1999 and described as “objects that are able to 

communicate via the Internet” (Uckelmann, Harrison & Michahelles, as cited in Lee, 2018, p. 

536). The popularity of smart home devices has been on a rise, encompassing a wide range of 

products such as smart plugs, thermostats, cameras, voice-activated devices, and TVs. 

According to recent research, the number of IoT-connected devices had already reached 

approximately eleven billion by 2020, and by 2025, that number is anticipated to reach thirty 

billion (Zlatolas, Fehrer & Hölbl, 2022).   

  However, the rapid growth in the use of these devices has also led to a growing concern: 

the risk of cyber-attacks. As smart devices are connected to the internet and communicate with 

each other, they become vulnerable to cybersecurity threats. For example, in 2019, a family in 

the United States reported that their smart home system had been hacked, which allowed an 

intruder to gain access to their indoor security cameras and thermostats. Using the system, the 

hacker spoke to the family through the cameras and adjusted the thermostat to uncomfortable 

levels (Sears, 2019).  

  Cybersecurity attacks on smart home devices can be divided into active and passive 

Active attacks are attempts by an attacker to alter or disrupt the normal operation of a system 

or network, either by gaining unauthorized access, altering data, or introducing malware. In an 

active attack, the attacker seeks to actively manipulate or damage the target system or network. 

Passive attacks are attempts by an attacker to intercept or monitor communications without 

changing the content of the message, to gather information that can be used for malicious 

purposes. In a passive attack, the attacker seeks to observe and gather sensitive data or 

information without disrupting the normal operation of the system or network (Ali, Dustgeer, 

Awais & Shah, 2017; Olawumi, Väänänen & Haataja, Toivanen, 2017).  

 Cybersecurity incidents can have severe consequences for a smart home company, 

leading to potential crises and significant reputational damage (Knight & Nurse, 2020). These 

incidents not only damage the reputation of an organisation, but also affect the trust of 

stakeholders and their interactions with the company (Coombs, 2007). It is essential for IoT 

manufacturers to understand the specific impact of such crises on their industry. Effective 

communication after a crisis is crucial to restore stakeholder trust (Sen & Borle, 2015). 

Moreover, research has shown that trust plays a crucial role in consumers' decision to adopt 
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IoT technologies and services (AlHogail, 2018). Trust helps consumers to overcome 

perceptions of uncertainty and risk associated with smart home devices and enhances the 

consumers’ level of acceptance and ultimately intent to use these technologies. By addressing 

concerns about cybersecurity incidents and emphasising trustworthiness, IoT manufacturers 

can increase the level of trust among potential consumers.  

 The impact of crisis situations on consumers' attitudes towards organisations has been 

extensively researched. Coombs (2007) provides a framework called the Situational Crisis 

Communication Theory (SCCT) that outlines how organisations can minimise reputational 

damage through post-crisis communication. However, Coombs' study primarily focused on 

more traditional crisis situations, such as natural disasters, product recalls, and corporate 

scandals. The SCCT framework has been widely applied in various context, however, as 

cyberattacks on smart home devices are a relatively new phenomenon it is relatively 

unexplored. This study builds on Coombs' work by investigating appropriate crisis 

communication strategies in a new context with specific characteristics.   

  Therefore, the aim of this study is to investigate the effect of different types of security 

attacks on consumers' feelings of trust, perceived threat, crisis responsibility, and intention to 

use smart home devices, with the goal of filling the gap in the literature on the impact of 

cyberattacks on smart home devices in the context of crisis communication. Taking this all into 

account, the following research question can be formulated: 

RQ:  To what extent do type of smart home device (high intrusiveness vs. low intrusiveness)  

  and type of security attack (passive vs. active) affect crisis responsibility, trust  

  towards the organisation, trust towards the device, perceived threat, and intention to  

  use smart home devices? 

First, a theoretical framework will be outlined from which hypotheses will be derived to 

contribute to answering the research question. Subsequently, a detailed explanation of the 

research methodology and instrument will be presented, followed by the research results. 

Lastly, the report will be concluded with a discussion that summarises the results, limitations, 

and recommendations for future research.       
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2. Theoretical framework 

2.1 Internet of Things (IoT) and smart home devices 

2.1.1 Internet of Things (IoT) 

In 1999 British technology pioneer Kevin Ashton first used the term “Internet of Things” (IoT). 

Ashton described this term as “objects in the physical world that could be connected to the 

Internet by sensors” (Rose, Eldridge & Chapin, 2015). The concept of the IoT refers to a system 

of interconnected physical objects, including devices, vehicles, buildings, and other items. 

These objects are embedded with electronics, software, sensors, and network connectivity, 

which enable them to collect and exchange data (Gokhale, Bhat & Bhat, 2019). Through the 

IoT, objects can be remotely sensed and controlled using existing network infrastructure. This 

opens possibilities for more seamless integration of the physical world into computer-based 

systems, leading to increased efficiency and accuracy.     

2.1.2 Smart home devices 

The smart home, which refers to a household that is furnished with information and 

communication technology to enable the interoperability of various household products and 

services, is considered to be a notable example of an Internet of Things (IoT) service that has 

garnered significant attention in recent times (Peine, 2008, as cited in Hong, Nam & Kim, 

2020). A broad definition of a Smart Home is provided by Aldrich (2003, as cited in Solaimani, 

Keijzer-Broers & Bouwman, 2013, p. 2):  

  A Smart Home can be defined as a residence equipped with computing and  

  information technology which anticipates and responds to the needs of the occupants,  

  working to promote their comfort, convenience, security, and entertainment through  

  the management of technology within the home and connections to the world beyond. 

However, there are also industry-specific definitions for a smart home. For example, in the 

home automation industry (also called Domotica), a Smart Home refers to a residence or living 

space equipped with technology that enables automated control of devices and systems (Hu, 

Wei, Cong, 2013).  

  The market for smart homes has witnessed remarkable growth, with prominent global 

information technology (IT) companies such as Google, Amazon and Apple actively involved 

in this sector and leading the sales of smart home devices (Hong, Nam & Kim, 2020). Recent 

research shows that over 4.8 million households (59%) in the Netherlands own at least one 

smart home product (Multiscope, 2023). Dutch households have a total of about €4.1 billion 
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worth of smart home products in their homes, with smart lighting or switches being the most 

common devices, accounting for 36 percent. Approximately 28 percent of homes are equipped 

with smart security or safety devices, while the remaining smart home products fall into 

categories such as energy and heating, smart speakers, and household and comfort. 

2.2 Security attacks 

The development of the Internet of Things (IoT) has led to the growth of smart home 

environments, which offer users a wide range of benefits, such as temperature monitoring, 

smoke detection, automatic lighting control and smart locks (Touqeer et al., 2021). However, 

as Ali, Dustgeer, Awais and Shah (2017) noted, the Internet-connected nature of these 

environments also creates new challenges in terms of security, authentication, and privacy. In 

particular, IoT devices and sensors can exchange data over networks, which enables them to 

solve different issues and provide new services (Touqeer et al., 2021). Unfortunately, that same 

connectivity also exposes smart homes to various types of security attacks, which can put users' 

private data at risk.   

  Such security attacks are classified into two main categories, active and passive (Ali, 

Dustgeer, Awais & Shah, 2017; Olawumi, Vaananen, Haataja & Toivanen, 2017; Panigrahi, 

2022; GeeksforGeeks, 2023). First, an active security attack involves an attacker trying to 

modify or introduce fraudulent data into a system's internal network. Attacks of this type alter 

or destroy data intentionally, disrupting the normal operation of the system (Olawumi et al., 

2017; Geeksforgeeks, 2023). The activities of active attackers may include the modification of 

transmitted or stored data or the injection of new data streams into the internal network of the 

system (Olawumi et al., 2017). Active attacks can take various forms, including denial of 

service (DoS), malware, masquerade, change of the message's content, repudiation, replay, and 

password cracking (Ali et al., 2017; Geeksforgeeks, 2023). These types of attacks can harm the 

integrity and availability of a system's resources Active attacks are rather easy to detect as the 

victims are usually getting notified about active attacks (Panigrahi, 2022).  This is 

mainly because active attacks involve direct interaction with the victim's system or network, 

leaving visible traces or provoking responses that can be easily detected. 

  On the other hand, passive security attacks are attempts by an attacker to gain 

unauthorized access to private information by monitoring or listening to its transmission 

without modifying it (Olawumi et al., 2017). Passive attacks attempt to obtain information from 

a system without affecting its resources, unlike active attacks (Geeksforgeeks, 2022). In passive 

attacks, transmissions are monitored or eavesdropped on. They are not altered or destroyed. 
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Examples of passive attacks include eavesdropping, sniffing, and monitoring transmissions, 

where the attacker captures and analyses data packets to steal sensitive information (Ali et al., 

2017; Geeksforgeeks, 2023). Passive attacks are particularly harmful to the confidentiality of 

the message since they do not alter the original message and can be difficult to detect as the 

victim is not notified about the attack and the attacker does not modify the transmitted messages 

(Olawumi et al., 2017; Ali et al., 2017; Panigrahi, 2022). Detecting passive attacks can be 

challenging since they do not leave direct visible traces. They are often detected through 

network monitoring and traffic analysis, identifying suspicious patterns and anomalies.   

 The perception of the system's security and reliability can be undermined by security 

attacks, which can negatively affect users' trust in the device. As a result, trust in the device 

can be reduced and the perceived threat associated with the device can be raised.   

  Furthermore, it can be argued that passive attacks are more severe than active ones 

because passive attacks remain undetected for longer periods, allowing attackers to gather 

sensitive data or spy on the users' behaviour without their knowledge, causing greater harm and 

privacy violations.  

  From this, the following hypothesis can be drawn up for this study: 

H1: A passive security attack (in contrast to an active security attack) results in a (a)  

  higher degree of perceived threat, (b) greater decrease in trust towards the device. 

Moreover, it is important to consider the different levels of intrusiveness since users' trust in 

particular devices can be affected by their level of intrusiveness. When devices have high 

intrusiveness, they often collect and store extensive amounts of personal information, raising 

concerns and decreasing trust in the device. Further, higher privacy and security concerns arise 

from the collection and storage of more personal information by high intrusive devices. These 

concerns, in turn, may influence the perceived threat associated with the devices.  

  Based on this, the following is hypothesised: 

H2:  High intrusive devices (in contrast to low intrusive devices) are associated with (a) a  

  higher degree of perceived threat, (b) a greater decrease in trust towards the device. 

2.3 Managing crisis situations  

A crisis situation not only affects users' perceptions towards the device, but it also affects 

perceptions towards the organisation behind it. As Coombs (2007) already found in his study, 

crisis situations affect the reputation of organisations. First, a theoretical understanding of a 

crisis will be provided, with a specific definition of its characteristics and components. This 
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lays the foundation for further exploration of Coombs' Situational Crisis Communication 

Theory. 

2.3.1 What is a crisis? 

The term crisis has been defined or explained in many ways. The term "crisis" originates from 

the Greek word “krisis” which denotes “a time of great danger, difficulty or doubt when 

problems must be solved or important decisions must be made” (Oxford University Press, n.d.). 

Several authors have widely explored the term crisis according to their specific discipline, 

including public relations, management, and organisational communication (Coombs & 

Holladay, 2010).   

  A crisis can cause a threat to corporate reputation. Coombs (2007) described crisis as 

“a sudden and unexpected event that threatens to disrupt an organisation’s operations and poses 

both a financial and a reputational threat” (p. 164). During a crisis, the organisation’s reputation 

is at risk, as it can give people a reason to view it negatively. The news media and the internet 

are influential in shaping perceptions during such times. The majority of stakeholders rely on 

news reports to learn about a crisis (Coombs, 2007). Therefore, communication is essential in 

time of a crisis (Seeger, Sellnow & Ulmer, 1998).  

2.3.2 Managing a crisis 

Extensive research has already been performed on crisis communication. Crisis 

communication is defined as “the collection, processing, and dissemination of information 

required to address a crisis situation” (Coombs, 2012, p. 20). As mentioned above, 

communication is essential in times of a crisis. Crises damage organisations’ reputation and 

such threat affects the stakeholders’ interaction with the organisation (Barton, 2001; Dowling, 

2002, in Coombs 2007a). The Situational Crisis Communication Theory (SCCT) of Coombs 

(2007b) provides a framework for understanding how organisations can maximize their 

reputational protection by post-crisis communication.   

  The SCCT of Coombs predicts the level of reputational damage caused by a crisis, 

based on the type of crisis, the severity, and prior reputation (Coombs, 2007a). The SCCT 

draws upon the principles of Attribution Theory, which suggests that people tend to attribute 

causes or responsibility to events, particularly negative events such as a crisis. The crisis 

responsibility in SCCT refers to the extent to which stakeholders hold the organisation 

responsible for the crisis. During a crisis, stakeholders tend to designate a responsible party to 

take the blame and at the same time try to limit the damage caused (Brown & Ki, 2013). The 

degree to which an organisation is blamed is an integral part of an organisation's degree of 
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crisis responsibility, which can also be interpreted as the degree of blame attributed to the 

organisation (Millar & Heath, 2004). The level of responsibility can have a significant impact 

on how stakeholders perceive and respond to the crisis (Coombs, 2007b). According to Coombs 

(2007), if stakeholders perceive a higher level of crisis responsibility on the part of the 

organisation, it can lead to greater reputation damage. Eventually, this can lead to several 

negative outcomes, including a damaged image, legitimacy, and reputation for the organisation, 

as well as financial and legal liability (Sellnow & Seeger, 2013). Security attacks may affect 

the perception of crisis responsibility, with users holding the organisation responsible for the 

effects of the attack on their privacy and safety.  

  Next to crisis responsibility, security attacks may influence the users’ trust in the 

organisation behind the system. Since the organisation has the responsibility to protect the 

users’ privacy and security, security attacks can be seen as a failure in fulfilling this 

responsibility. Failing to protect the users’ privacy and security affects the trust in the 

organisation behind the system, which in turn can determine the perceived safety and reliability 

of the system.  

  Furthermore, it may be argued that passive security attacks have a greater impact on 

users’ trust in the organisation behind the system and crisis responsibility than active attacks. 

Considering that passive attacks are difficult to detect, leaving the organisation unaware that 

attackers are, for example, eavesdropping on users undetected. Resulting users to feel helpless 

and lose trust in the organisation. Moreover, due to the invisible and undetected nature of 

passive attacks, it may be more challenging for an organisation to take responsibility for the 

attack, leading to greater user uncertainty and further eroding trust in the organisation. From 

this, the following hypothesis can be drawn up for this study:  

H3: A passive security attack (in contrast to an active security attack) results in (a) a  

  higher level of crisis responsibility, and (b) a greater decrease in trust towards the  

  organisation. 

Furthermore, devices with high intrusiveness are more sensitive in nature and if 

something goes wrong with a device with high intrusiveness, users will feel more insecure and 

assign a high degree of crisis responsibility to the organisation behind the system. Since an 

attack on a high intrusiveness device result in an invasion of users' privacy, it will also lead to 

a large decrease in trust in the organisation. Thus, the following hypothesis is proposed: 
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H4:  High intrusive smart devices (in contrast to low intrusive smart devices) are associated  

  with (a) a higher level of crisis responsibility, and (b) a greater decrease in trust towards  

  the organisation. 

In addition to assessing the direct effects of the independent variables on the four 

dependent variables, an investigate will be conducted to determine the presence of a possible 

interaction effect between the type of smart home device (high intrusiveness vs. low 

intrusiveness) and the type of security attack (passive vs. active). The following hypothesis can 

be proposed: 

H5: There is an interaction effect between the type of smart home device (high intrusiveness  

  vs. low intrusiveness) and the type of security attack (passive vs. active) on (a)  

  perceived threat, (b) crisis responsibility, (c), trust towards the  

  organisation, and (d) trust towards the device. 

2.4 Intention to use smart home devices 

2.4.1 Perceived threat 

The perception of consumer risks related to product adoption and usage has been studied for 

many years (Bauer 1967, Dowling & Staelin 1994). Perceived threat (i.e., perceived risk or 

concern) is described as uncertainty about possible negative consequences of using a product 

or service. Research has shown that perceived threat can reduce the acceptance and adoption 

of technology (Chen & Barnes, 2007). Concerns about privacy, which also shape attitudes to 

purchases, have been an important consideration in studies of consumer purchase intent and 

behaviour for decades (George, Chen & Yuan, 2021). Perceived threat can reduce users’ 

intention to use smart home devices, as users may be concerned about the security of their 

devices and their privacy. Therefore, the following can be hypothesised: 

H6:  Perceived threat will have a negative effect on the intention to use. 

2.4.2 Trust towards the device  

Next to perceived threat, earlier research has also concluded that trust plays a significant role 

in accepting Internet technologies (Gefen, 2000). When users trust a technology, they will 

intuitively adopt a positive attitude towards using that technology (Shuhaiber & Mashal, 2019). 

Luor et al. (2015) found that residents' perception of trust in smart homes is positively related 

to their attitudes toward smart homes. Park et al. (2018) also reported that trust in smart homes 

was positively related to users' intention to use smart homes. Therefore, there can be concluded 

that trust towards smart home devices, can strengthen users' intention to use smart home 
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devices, as users have more confidence in the safety and reliability of the devices. From this 

reasoning, the following hypothesis follows: 

H7:  Trust towards the device will have a positive effect on the intention to use. 

2.4.3 Crisis responsibility 

Brands or organisations' reputations may be negatively impacted by crises, which may affect 

consumers' intentions to buy or use their products or services. This perception is known as 

"crisis responsibility" and refers to the extent to which the organisation can be held accountable 

for the occurrence of the event (Coombs & Holladay, 2002). It relates to how stakeholders 

perceive the organisation's actions or inactions prior to and during a crisis (Coombs, 2007). 

Crisis responsibility is a key indicator of the potential reputational damage a crisis might cause 

(Coombs & Schmidt, 2000). Coombs & Holladay (2007) indicate that stakeholders may have 

lower purchase intent if they perceive that the brand or organisation has not acted responsibly 

to protect them. As opposed to this, stakeholders who perceive the crisis was not intentional 

will be more likely to purchase (Coombs, 2007b).    

  Following this, crisis responsibility of the smart home device manufacturer influences 

the intention to use, as the organisation's sense of responsibility for managing security incidents 

and restoring users' trust can play an important role in whether people will use smart home 

devices. The following will be hypothesised: 

H8:  Crisis responsibility will have a negative effect on the intention to use. 

2.4.4 Trust towards the organisation 

Trust is essential to a successful buyer-seller relationship. A study by Luor et al. (2015) 

found that attitudes toward smart home services and perceptions of trust were positively 

correlated. Users who trust the organisation that develops and produces the specific smart home 

devices, are more likely to use and continue using them. Lacking this trust, users may be 

reluctant to share personal information or use the smart home devices for their intended purpose 

if they are concerned about the security or reliability of the organisation behind the devices. 

The hypothesis can be stated as follows: 

H9:  Trust towards the organisation will have a positive effect on the intention to use. 
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2.5 Research model  

The research model that follows from these hypotheses is visualised in Figure 1. The full list 

of hypotheses is presented in Appendix B. 

 

Figure 1. Research model 
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3. Method 

3.1 Design 

To address the research question proposed for this study, a scenario-based 2 (type of smart 

home device: high intrusiveness vs. low intrusiveness) x 2 (type of security attack: passive vs. 

active) experimental design was executed (Table 1). A fictitious company NexaHome, which 

sells smart home devices, was used in the scenario to evaluate the hypotheses. A fictional 

organisation was used to rule out any associations with the brand, such as former reputation or 

brand preferences, which could lead to any bias (Laufer & Jung, 2010). A pre-test was 

conducted before the main study was designed. 

 

3.2 Pre-test 

Prior to the main study, a pre-test was conducted to determine which stimulus materials and 

manipulations to use. The pre-test involved a scenario-based between-subjects experiment with 

a 2 (smart home device: smart camera vs smart thermostat) x 2 (type of security attack: passive 

vs active) factorial design, resulting in four experimental conditions. This was intended to 

determine whether respondents can distinguish passive from active security attacks. 

Additionally, the respondents’ the associated privacy risks of different smart home devices 

have been examined. In total, 51 respondents participated. 

3.2.1 Privacy risks smart home devices 

Firstly, the respondents were presented a total of eight most popular smart home devices in the 

Netherlands according to an online study from Statista (2022). Current literature gave no clear 

description of which smart home devices are perceived as most risky to use. Therefore, 

respondents were asked to what extent they assess the privacy risks associated with the use of 

smart home devices on a 7-point Likert scale ranging from “No risk at all” to “Extreme risk”. 

Table 1  

Overview of 2 x 2 design 

  Type of smart home device 

High intrusiveness  Low intrusiveness 

Type of security attack 

Passive 
Eavesdropping 

Traffic analysis 

 Eavesdropping 

Traffic analysis 

Active 
DoS 

Masquarade 

 DoS 

Masquarade 
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Table 2 shows the associated privacy risks for the different smart home devices. The list of 

smart home devices was randomly ordered for every respondent.   

  The lowest scores were assigned to the bluetooth speaker without a virtual assistant (M 

= 2.37), smart bulbs (M = 2.41) and smart thermostats (M = 2.73). On the other hand, smart 

speakers with an integrated virtual assistant (M = 5.27) and smart security cameras (M = 5.94), 

received the highest scores. However, t-test results revealed no significant difference between 

the scores of bluetooth speakers and smart thermostats (t(50) = -1.66, p = .104). Similarly, there 

was no significant difference observed between the scores of smart bulbs and the smart 

thermostat (t(50) = -2.22, p = .031). Therefore, based on the non-significant differences 

observed among the scores of the devices it can be concluded that all three devices can be seen 

as equally low in terms of intrusiveness. While there is no significant difference between device 

scores, a smart thermostat was also chosen as the 'low intrusiveness' device based on other 

factors. Smart thermostats may pose unique privacy risks as they access sensitive information 

such as energy consumption and presence in the home. Therefore, the choice of smart 

thermostat was based not only on the pre-test results, but also on the potential for collecting 

more sensitive data compared to the other devices.  

  The mean score for the privacy risks associated with smart security cameras (M = 5.94, 

SD = 1.35) was found to be significantly higher than the mean score for smart thermostats (M 

= 2.73, SD = 1.65), t(50) = -12.73, p < .001, two-tailed, suggesting that participants perceived 

smart security cameras to be more risky in terms of privacy compared to smart thermostats. 

With all this in mind, the smart thermostats were chosen as the low intrusiveness smart devices 

and the smart security camera as the high intrusiveness devices. 

Table 2  

Mean scores and standard deviations of the associated privacy risks of different smart home devices 

 Privacy risks 

Smart home device M SD 

1.  Bluetooth speaker without a virtual assistant 2.37 1.51 

2. Smart bulbs 2.41 1.60 

3. Smart thermostats 2.73 1.65 

4. Smart plugs 2.86 1.47 

5.  Smart TVs 3.10 1.87 

6. Streaming devices (e.g. Amazon Fire TV stick, Google Chromecast) 4.08 1.41 

7. Smart speakers with an integrated virtual assistant (e.g. Google Home, Amazon Echo) 5.27 1.13 

8. Smart security cameras 5.94 1.35 

Note: measured on a 7-point Likert scale 
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3.2.2 Identifying type of security attack 

Next, respondents were shown stimulus material (full list in Appendix C) with manipulated 

security attacks and smart home devices. After being briefed on the types of security attacks 

(passive vs. active), respondents read the stimulus material. After reading the text, they were 

asked to identify the type of security attack and what type of smart home device had been 

impacted.  

  As part of the manipulation check, respondents were asked to assess the extent to which 

they believed the attacker attempted to (1) observe the system, (2) gather information, (3) 

change the system’s content, and (4) damage the system. Statements 1 and 2 refer to passive 

security attacks, while statements 3 and 4 refer to active security attacks. Each item was scored 

on a 7-point Likert scale, from "Totally disagree" to "Totally agree".  

  As Table 3 shows, the results of the manipulation check showed that respondents were 

able to distinguish between passive and active security attacks. The t-test results indicate that 

there is a significant difference between the mean scores for passive and active statements in 

the stimulus material including the passive security attack. The mean score for the passive 

statements (M = 6.63, SD =.555) was significantly higher than the mean score for the active 

statements (M = 2.14, SD = 1.32), t(50) = 20.30, p < .001, two-tailed. The mean score for the 

active statements in the stimulus material including the active attack also indicate a significant 

difference. The mean score for the active statements (M = 5.94, SD =1.29) was significantly 

higher than the mean score for the passive statements (M = 3.24, SD = 2.20), t(50) = -6.32, p 

< .001, two-tailed, indicating that the manipulation was successful. 

  

Table 3  

Mean scores, standard deviations and t-tests of the manipulations 

 Passive security attack  Active security attack 

 M SD df Sig. t  M SD df Sig. t 

Passive statements 6.63 .555 50 <.001 85.22  3.24 2.20 50 <.001 10.50 

Observe the system 6.55 .702     3.20 2.21    

Gather information 6.71 .576     3.27 2.34    

            

Active statements 2.14 1.32 50 <.001 11.54  5.94 1.29 50 <.001 32.77 

Change the system content 2.06 1.39     5.86 1.58    

Damage the system 2.22 1.57     6.02 1.61    

Note: measured on a 7-point Likert scale 
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3.3  Stimulus materials and procedure 

Following the pre-test, stimuli were developed for the main study. The experiment was 

administered by an online questionnaire, whereby participants were randomly assigned to one 

of the eight different scenarios (Table 4). For all eight conditions, the independent variables 

type of smart home device and the type of security attack were manipulated. Respondents were 

asked to imagine that they are a user of a NexaHome branded smart device and that one day 

they discover a news article on a prominent news site that catches their attention. The scenarios 

presented to the respondents included a text which revealed that a certain smart home device 

from NexaHome was facing a security attack. Figure 2 shows two examples of the scenarios. 

Table 4 

Experimental conditions type of smart home device, type of security attack 

Condition 1 

High intrusiveness: smart camera; 

passive attack: eavesdropping 

Condition 5 

Low intrusiveness: smart thermostat; 

passive attack: eavesdropping 

Condition 2 

High intrusiveness: smart camera;  

passive attack: traffic analysis 

Condition 6 

Low intrusiveness: smart thermostat; 

passive attack: traffic analysis 

Condition 3 

High intrusiveness: smart camera; 

active attack: DoS  

Condition 7 

Low intrusiveness: smart thermostat; 

active attack: DoS 

Condition 4 

High intrusiveness: smart camera; 

active attack: masquerade 

Condition 8 

Low intrusiveness: smart thermostat; 

active attack: masquerade 

Figure 2. Example of condition with an active, DoS attack and low intrusive device. 
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In the images, the different manipulations are highlighted. These highlights were absent in the 

actual study and is now purely added for clarification. After reading the scenario, respondents 

were asked to answer statements regarding the dependent variables.   

  Respondents were notified that they would need to answer a question about the content 

of the text at the end of the survey, to ensure that respondents read the scenarios thoroughly. 

These questions were asked as a manipulation check. 

3.4 Participants 

To reach participants, a convenience sampling approach was used. Next to that, a snowballing 

technique was used by asking participants to share the questionnaire within their network. In 

total, 340 respondents participated in this study. Yet, data of 125 respondents had to be 

discarded, as they did not complete the questionnaire fully, or clicked through the page with 

the stimulus material too quickly, implying that they did not read the scenario sufficiently. 

Therefore, data from 215 responses were used for the analyses. Of these 215 participants, 44% 

were male (N = 85) and 56% were female (N = 116). The respondents’ age ranged from 18 to 

76, with a mean of 33.11 (SD = 12.70). A total overview of the respondents’ demographics per 

condition can be found in Table 5 on the next page. 

  



 

 

 

   

  

Table 5  
Overview of respondents’ demographics per condition 

 Age  Gender  Educational level  User smart home devices  Total 

  Male Female Other PNTS          

Conditions M SD  N N N N  M SD  M SD  N % 

1. SC-P-ED 31.04 11.19  10 18    6.18 1.06  4.00 1.19  28 13.0 

2. SC-P-TA 34.75 15.88  13 15    5.57 1.40  3.75 1.40  28 13.0 

3. SC-A-DO 35.33 12.80  18 6    5.67 1.58  4.04 1.27  24 11.2 

4. SC-A-M 31.92 12.85  9 14 2   5.64 1.41  3.44 1.58  25 11.6 

5. ST-P-ED 35.46 13.70  10 16    5.65 1.29  3.46 1.42  26 12.1 

6. ST-P-TA 32.66 11.54  12 16  1  5.41 1.50  3.38 1.32  29 13.5 

7. ST-A-DO 33.04 13.11  12 14    5.62 1.50  3.85 1.41  26 12.1 

8. ST-A-M 31.14 10.85  11 17 1   5.79 1.45  3.62 1.24  29 13.5 

Total 33.11 12.70  95 116 3 1  5.69 1.40  3.69 1.35  215 100 

Note: SC = Smart camera; ST = Smart thermostat; P = Passive; A = Active; ED = Eavesdropping; TA = Traffic analysis; DO = DoS; M = Masquerade; PNTS = Prefer 

not to say; Educational level: 1 = Primary education, 7 = Scientific education; User smart home devices: 1 = Never heard of it, 5 = Use at home. 
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3.5 Measures 

The dependent variables were measured using previously validated scales. All questions in the 

questionnaire were measured on 7-point Likert scales, ranging from “Strongly disagree” to 

“Strongly agree”. The full list of used constructs and items in the main study can be found in 

Appendix A. 

3.5.1 Dependent measures 

Crisis responsibility was measured using seven items from Coombs and Holladay (2002). 

Examples of items are: “The cause of the crisis was something the organisation could control” 

and “The blame for the crisis lies in the circumstances, not the organisation.” 

  The variable trust was divided into two parts: 1) trust towards the organisation and 2) 

trust in the device. Both constructs were adapted from Yang, Lee and Zo (2017) and consisted 

of four items each. An example of an item measuring trust in an organisation is “I think the 

organisation is reliable” and “I think the organisation keep customers’ best interest in mind”. 

In order to measure trust in the device, Yang, Lee, and Zo (2017) scales have been adjusted. 

This scale includes items such as “I feel confidence in smart home devices” and “I think smart 

home devices meet their expectations”.  

  Five items to measure perceived threat have been adopted from the research of 

Duezguen et al., 2020). Examples of items in this scale are: “Smart home devices pose a threat 

to my security and privacy” and “It is terrible, when my security and privacy is violated by 

smart home devices.”  

  Intention to use was measured by the scale from Klobas, McGill and Wang (2019). This 

scale consists of three items, such as: “I would like to use smart home devices” and “I can see 

myself using smart home devices.” 

3.5.2 Validity and reliability 

To establish the validity of the questionnaire, a factor analysis was conducted (Table 6, on the 

previous page). Upon examining the results, it was evident that all items converged to their 

respective scales. There was a factor loading of over .7, indicating that the items and their 

underlying constructs are strongly related. Next to that, the reliability of the different scales 

used in this study was calculated by determining the Cronbach's alpha of each individual scale. 

Here, the rule of thumb of George and Mallery (2003) was observed: α > .9 - excellent, α > .8 

- good, α > .7 - acceptable, α > .6 - questionable, α > .5 - not good, α > .4 - unacceptable. When   



 

 

 

Table 6 
Factor analysis for the dependent variables 

Scales with associated items 1 2 3 4 5 

1. Crisis responsibility      

 The blame for the crisis lies with NexaHome .643     

 The cause of the crisis was something NexaHome could control .504     

 The cause of the crisis is something over which NexaHome had no power * .710     

 The cause of the crisis is something that was manageable by NexaHome .674     

 The cause of the crisis is something over which NexaHome had power .794     

2 Trust towards the organisation      

 I think NexaHome is reliable  .855    

 I think NexaHome keeps promises and commitments  .608    

 I think NexaHome keeps customers’ best interests in mind  .671    

 I feel confidence in brand NexaHome  .713    

3. Trust towards the device      

 I think smart home devices are reliable.   .879   

 I think smart home devices meet their expectations   .655   

 I think smart home devices serve users' interests   .433   

 I feel confidence in smart home devices.   .566   

4. Perceived threat      

 Smart home devices pose a threat to my security and privacy    .906  

 The trouble caused by smart home devices threaten my security and privacy    .702  

 Smart home devices are a danger to my security and privacy    .777  

 Using smart home devices is a risk to my security and privacy    .729  

5. Intention to use      

 I would like to use smart home devices     .805 

 I expect to use smart home devices.     .970 

 I can see myself using smart home devices     .968 

Eigenvalue 3.49 3.82 4.04 3.89 4.3 

% of variance 15.44 3.03 5.65 10.03 26.58 

Cronbach’s alpha (α) .81 .86 .85 .88 .95 

Deleted items 2 0 0 1 0 

Note: * = Reversed scored item      
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the Cronbach's alpha is lower than .5, the scale will have to be found as not reliable.  

  To increase the reliability, it was decided to remove two items in the crisis responsibility 

scale. The two deleted items (“Circumstances, not NexaHome, is responsible for the crisis” 

and “The blame for the crisis lies in the circumstances, not NexaHome”) showed low 

correlation with the other items in the scale and did not contribute significantly to the internal 

consistency of the scale, as measured by the Cronbach's alpha. In addition, one item (“It is 

terrible when my security and privacy is violated by smart home devices”) was removed from 

the perceived threat scale to significantly increase the Cronbach's alpha value, indicating 

improved reliability of this scale. After the removal of some items, the Cronbach's alpha for all 

scales is above .80 and can therefore be considered reliable. 

  



24 

 

4. Results 

4.1 Manipulation checks 

To test whether the stimulus materials were correctly manipulated, a manipulation check was 

conducted. All items were measured on a 7-point Likert scale ranging from “Strongly disagree” 

to “Strongly agree”. The passive security attack was tested with two items (“I think the attacker 

tried to observe the system” and “I think the attacker tried to gather information”, α = .86). T-

test results (Table 7) show that in the stimulus materials including passive security attacks, the 

mean score for the passive statements (M = 5.76, SD =1.41) was significantly higher than the 

mean score for the active statements (M = 3.13, SD = 1.42), t(110) = -13.64, p < .001, two-

tailed. This indicates that the manipulation was successful.  

  Furthermore, the active security attack was tested with two items (“I think the attacker 

tried to change the system content” and “I think the attacker tried to damage the system”, α = 

.82). T-test results show that in the stimulus materials including active security attacks, the 

mean score for the active statements also indicate a significant difference. The mean score for 

the active statements (M = 5.17, SD =1.24) was significantly higher than the mean score for 

the passive statements (M = 3.12, SD = 1.56), t(103) = 8.56, p < .001, two-tailed, indicating 

that the manipulation was successful. 

 

4.2 Descriptive statistics 

4.2.1 Mean scores and standard deviations dependent variables 

Table 8 provides an overview of the mean scores for each dependent variable with the 

corresponding standard deviations. A 7-point Likert scale was used to measure the dependent 

Table 7 
Mean scores, standard deviations and t-tests of the manipulations 

 Passive security attack  Active security attack 

 M SD df Sig. t  M SD df Sig. t 

Passive statements 5.76 1.41 110 <.001 56.91  3.12 1.56 103 <.001 20.41 

Observe the system 5.48 1.39     3.14 1.67    

Gather information 6.04 1.10     3.09 1.75    

            

Active statements 3.13 1.42 110 <.001 23.33  5.17 1.24 103 <.001 42.38 

Change the system content 3.01 1.53     4.95 1.65    

Damage the system 3.24 1.60     5.38 1.23    

Note: Measured on a 7-point Likert scale 
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variables. The dependent variable perceived threat has a mean of 4.72 (SD = 1.16) and intention 

to use also has a mean of 4.72 (SD = 1.61) and thus both have relatively assigned the highest 

mean scores. Following that, crisis responsibility was assigned a mean score of 4.67 (SD = 

1.11) and trust towards the device has a mean of 4.55 (SD = 1.07). Finally, trust towards the 

organisation has a mean score of 3.60 (SD = 1.07), making it the lowest scoring variable. 

 

4.3 Main effects 

A multivariate analysis of variance (MANOVA) analysis has been conducted to test the 

hypothesised main effects of the independent variables type of security attack and type of smart 

home device on the dependent variables crisis responsibility, trust towards the organisation, 

trust towards the device, and perceived threat. Both independent variables included two levels, 

security attack type consisted of passive security attack and active security attack. and smart 

home device type consisted of high intrusiveness and low intrusiveness. An overview of the 

MANOVA effects of the independent variables can be found in Table 9.   

Table 8 

Descriptive statistics for the dependent variables 

 Type of security attack  Type of smart home device 

Dependent variable Passive attack  Active attack  High intrusiveness  Low intrusiveness 

Crisis responsibility M = 4.81 SD = 1.12  M = 4.52 SD = 1.09 
 

M = 4.78 SD = 1.09  M = 4.56 SD = 1.12 
 

Trust towards the 

organisation 
M = 3.36 SD = .969  M = 3.85 SD = 1.12 

 
M = 3.51 SD = 1.10  M = 3.68 SD = 1.04 

 

Trust towards the 

device 
M = 4.41 SD = 1.09  M = 4.70 SD = 1.03 

 
M = 4.51 SD = 1.14  M = 4.56 SD = 1.00 

 

Perceived threat M = 4.80 SD = 1.02  M = 4.63 SD = 1.28 
 

M = 4.75 SD = 1.09  M = 4.69 SD = 1.22 
 

Intention to use M = 4.62 SD = 1.62  M = 4.82 SD = 1.62 

 

M = 4.76 SD = 1.62  M = 4.68 SD = 1.62 
 

Note: Measured on a 7-point Likert scale.  

Table 9 

MANOVA effects of the independent variables 

  Df  F  p  𝜂2  Wilks' Λ 

Type of security attack  4, 208  2.915  .022*  .053  .947 

Type of smart home device  4, 208  .601  .662  .011  .989 

Type of security attack x type of 

smart home device 

 4, 208  .747  .561  .014  .986 

Note: * p < .05; ** p < .01.           
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  An examination of the results MANOVA analysis reveals a significant effect of the type 

of security attack on the dependent variables (F(4, 208) = 2.915, p < .05; Wilks’ Λ = .947). 

Furthermore, the effects of the type of smart home device on the dependent variables turned 

out to be statistically insignificant (F(4, 208) = .601, p = .662; Wilks’ Λ = .989). Also, the 

results indicate that there is no significant interaction effect (F(4, 208) = .747, p = .747; Wilks’ 

Λ = .986).  

4.3.1 The main effect of the type of security attack 

The results MANOVA analysis reveals a significant effect of the type of security attack on the 

dependent variables (F(4, 208) = 2.915, p < .05; Wilks’ Λ = .947). The results of the ANOVA 

analysis (Table 10) show a significant direct effects of type of security attack on trust towards 

the organisation (F(1, 211) = 11.040, p ≤ .001; Wilks’ Λ = .050). Results show that trust 

towards the organisation were significantly lower among respondents who were exposed to 

stimulus material including a passive security attack (M = 3.36; SD = .969) than among 

respondents who were exposed to stimulus material including an active security attack (M = 

3.85; SD = 1.12). These results indicate that hypothesis 3b is supported. The mean scores and 

standard deviations of the dependent for each of the conditions are summarised in Table 11. 

  In addition, the main effect of type of security attack on trust towards the device gave 

an F ratio of F(1, 211) = 4.007, p = < . 05; Wilks’ Λ =, showing that there is a significant 

difference between the passive security attack (M = 4.41, SD = 1.09) and the active security 

attack (M = 4.70, SD = 1.03). Therefore, it can be assumed that a passive security attack, 

compared to an active security attack, does indeed reduce trust in the organisation. This means 

that hypothesis 1b is supported.  

 Furthermore, the results show that the type of security attack has no significant effect 

on perceived treat (F(1, 211) = 1.085, p = .299). Therefore, hypotheses 1a is not supported. 

Also the effect of type of security attack on crisis responsibility was found to be insignificant, 

although there is an indication that there exists a trend effect (F(1,211) = 3.337, p =.069). 

Table 10 

ANOVA effects of the type of security attack 

  Df  F  p  𝜂2  Wilks' Λ 

Crisis responsibility  1, 211  3.337  .069  .016  .016 

Trust towards the organisation  1, 211  11.040  .001**  .050  .050 

Trust towards  the device  1, 211  4.007  .047*  .019  .019 

Perceived threat  1, 211  1.085  .299  .005  .005 

Note: * p < .05; ** p < .01.           
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Participants that were exposed to a passive security attack (M = 4.81; SD = 1.12) have assigned 

higher scores to crisis responsibility, than participants that were exposed to an active security 

attack (M = 4.52; SD = 1.09). However, the observed p-value is below the threshold of 

significance (p < 0.05), therefore hypothesis 3a is not supported.  

 Besides, passive and active security attacks consisted of two different sorts of attacks. 

Passive was divided into eavesdropping and traffic analysis, and active consisted of DoS and 

masquerade. Therefore, there is also tested whether effects exist between these different sorts 

of passive and active attacks. The results of an independent t-test (Table 11) show that there 

was a significant effect of the type of active attack on crisis responsibility (t(102) = -2.115, p 

= < .05). Participants in the masquerade group (M = 4.73, SD = 1.07) had slightly higher mean 

scores on crisis responsibility compared to those in the DoS group (M = 4.29, SD = 1.08). It 

can thus be concluded that participants exposed to stimulus material including a masquerade 

attack attributed higher levels of crisis responsibility to the smart home device manufacturer 

compared to participants exposed to a DoS attack.   

 Results also show that the direct effect of type of active attack on trust towards the 

organisation (t(102) = 2.403, p = < .05) is statistically significant. The mean score for trust 

towards the organisation in the DoS group was M = 4.12 (SD = 1.21), while the mean score in 

the masquerade group was M = 3.60 (SD = .986). Thus, it can be concluded that participants 

exposed to stimulus material including a masquerade attack feel less trust towards the smart 

home device manufacturer compared to participants exposed to a DoS attack. Furthermore, the 

direct effect of type of active security attack on trust towards the device (t(102) = 3.943, p = <  

Table 11 

Independent t-tests results of the different sorts of active and passive security attacks 

  Df  t  p 

Type of active security attack (DoS vs. masquerade)       

 Crisis responsibility  102  -2.115  .037* 

 Trust towards the organisation  102  2.403  .018* 

 Trust towards  the device  102  3.943  <.001** 

 Perceived threat  102  -1.090  .279 

Type of passive security attack (eavesdropping vs. traffic analysis)       

 Crisis responsibility  109  .867  .388 

 Trust towards the organisation  109  -1.144  .255 

 Trust towards  the device  109  .737  .463 

 Perceived threat  109  .802  .424 

Note: * p < .05; ** p < .01.       
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. 001) also turned out to be statistically significant. Trust towards the device were significantly 

lower among participants who were exposed to stimulus material including a masquerade 

attack (M = 4.34; SD = .973) than among participants who were exposed to stimulus material 

including a DoS attack (M = 5.09; SD = .958)   

  However, the direct effect of type of active security attack on perceived threat (t(102) 

= -1.090, p = .278) is found to be insignificant. Besides, there were no significant effects of 

type of passive security attack on crisis responsibility (t(109) = .867, p = .388), trust towards 

the organisation (t(109) = -1.144, p = .255), trust towards the device (t(109) = .737, p = < .463), 

and perceived threat (t(109) = .802, p = .424). A full overview of the mean scores and standard 

deviations of the dependent variables can be found in Table 12. 

4.3.2 The main effect of the type of smart home device 

The MANOVA analysis shows that there is an insignificant overall effect of the type of smart 

home device on the dependent variables (F(4, 208) = .601, p = .011; Wilks’ Λ =.989). An 

ANOVA analysis (Table 13) shows that the effects of type of smart home device on crisis  

Table 12 

Descriptive statistics for the dependent variables 

  Type of active attack  Type of passive attack 

  DoS  Masquerade  Eavesdropping  Traffic analysis 

Dependent variables  M (SD)  M (SD)  M (SD)  M (SD) 

Crisis responsibility 
 

4.29 (1.08) 
 

4.73 (1.07) 
 

4.90 (1.19) 
 

4.72 (1.04) 
    

Trust towards the 

organisation 

 
4.12 (1.21) 

 
3.60 (.986) 

 
3.25  (1.06) 

 
3.46 (.870) 

    

Trust towards the device 
 

5.09 (.958) 
 

4.34 (.973) 
 

4.49 (1.06) 
 

4.33 (1.12) 
    

Perceived threat 
 

4.49 (1.31) 
 

4.76 (1.25) 
 

4.88(1.03) 
 

4.73 (1.02) 
    

Note: Measured on a 7-point Likert scale.  

Table 13 

ANOVA effects of the type of smart home device 

  Df  F  p  𝜂2  Wilks' Λ 

Crisis responsibility  1, 211  2.121  .147  .010  .010 

Trust towards the organisation  1, 211  1.172  .280  .006  .006 

Trust towards  the device  1, 211  .013  .909  .000  .000 

Perceived threat  1, 211  .184  .668  .001  .001 

Note: * p < .05; ** p < .01.           
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responsibility (F(1, 211) = 2.121, p = .147; Wilks’ Λ =.010), trust towards the organisation 

(F(1, 211) = .1.172, p = .280; Wilks’ Λ =.006), trust towards the device (F(1, 211) = .013, p = 

.909; Wilks’ Λ =.000), and perceived threat (F(1, 211) = .184, p = .668; Wilks’ Λ =.001) are 

all found insignificant. Therefore, hypotheses 2a, 2b, 4a and 4b are all not supported. 

4.4 Interaction effects  

The results of the MANOVA analysis indicate that the interaction effect is insignificant (F(4, 

208) = .747, p = .747; Wilks’ Λ = .986). In addition, a ANOVA analysis (Table 14) was used 

to examine whether there is an interaction effect between type of security attack and type of 

smart home device on the dependent variables crisis responsibility(F(2, 211) = 1.205, p = .274; 

Wilks’ Λ =.006), trust towards the organisation(F(2, 211) = 1.141, p = .287; Wilks’ Λ =.005), 

trust towards the device(F(2, 211) = .426, p = .515; Wilks’ Λ =.002), perceived threat (F(2, 

211) = 1.819, p = .179; Wilks’ Λ =.009). However, none of these interaction effects are 

significant. Therefore, hypotheses 5a, 5b, 5c and 5d are not supported. 

4.5 Correlations 

A Pearson correlation analysis was conducted to measure the strength of the underlying 

relationship between the dependent variables. The results are summarised in Table 15, 

revealing significant correlations between various variables. Regarding demographic 

information, gender demonstrated significant correlations with user smart home device ( r = -

.292, p = <.001), crisis responsibility (r = -.142, p = <.05), trust towards the device (r = -.215, 

p = <.001) and the intention to use (r = -.213, p = <.001). On the other hand, age was only 

found to have a significant correlation with crisis responsibility (r = -.162, p = <.05). 

Educational level exhibited significant correlations with user smart home device (r = .263, p = 

<.001), trust towards the device (r = -.137, p = <.05), and intention to use (r = .153, p = <.05).  

Table 14 

ANOVA analysis for the interaction effect 

  Df  F  p  𝜂2  Wilks' Λ 

Crisis responsibility  1, 211  1.205  .274  .006  .006 

Trust towards the organisation  1, 211  1.141  .287  .005  .005 

Trust towards the device  1, 211  .426  .515  .002  .002 

Perceived threat  1, 211  1.819  .179  .009  .009 
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Furthermore, user smart home device, was significantly correlated with crisis responsibility (r 

= .157, p = <.05), trust towards the device (r = .357, p = <.001), perceived threat (r = -.298, p 

= <.001), and intention to use (r = .445, p = <.001).  

  In addition, the results show that the variable crisis responsibility has a correlation of r 

= -.561 with the variable trust towards the organisation. In other words, there is a strong, 

negative relationship between these variables. The analysis shows that this correlation is 

significant with a p-value <.001. In addition, there was found to be a significant negative 

correlation between crisis responsibility and trust towards the device (r = -.142, p < .05). 

However, no significant correlation was found between crisis responsibility and perceived 

threat (r = .124) and between crisis responsibility and intention to use (r = -.104).  

 Next to that, trust towards the organisation has a significant correlated with trust 

towards the device (r = .387, p < .001), perceived threat (r = -.142, p < . 05) and intention to 

use (r = .224, p < .001). Trust towards the device negatively correlates with perceived threat (r 

= -.489, p < .05) and an correlate positively with intention to use (r = .624, p < .001). 

Subsequently, perceived threat correlates negatively with the intention to use (r = -.387, p < 

.001). 

 

Table 15 

Mean, standard deviation and Pearson correlation 

  Descriptives  Correlations 

  Mean  SD  1 2 3 4 5 6 7 8 9 

1. Gender  -  -  1         

2. Age  33.11  12.70  .080 1        

3. Educational level  5.70  1.39  .004 -.011 1       

4. User smart home 

device 
 3.69  1.36 

 
-.297** -.125 .263** 1      

5. Crisis 

responsibility 
 4.67  1.11 

 
-.142* -.162* .118 .157* 1     

6. Trust towards the 

organisation 
 3.60  1.07 

 
.002 .084 -.019 .002 -,561** 1    

7. Trust towards the 

device 
 4.55  1.07 

 
-.215** -.012 .137* .357** -,142* ,387** 1   

8. Perceived threat  4.72  1.16  .088 -.055 .015 -.298** ,124 -,142* -,489** 1  

9. Intention to use  4.72  1.61  -.213** .018 .153* .445** -,104 ,224** ,624** -,387** 1 

Note: Mean score for Age is self-reporting. Other variables measured on a 7-point Likert scale. * p < .01; ** p < .001. 
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4.6 Regression analysis  

A hierarchical regression analysis has been performed to determine the amount of variance 

each independent variable adds. This type of regression involves a systematic inclusion of 

variables into the model, and at each step, the change in R2 is calculated. The analysis was 

carried out in three sequential steps. In the first step, demographic information was entered as 

the independent variables. The second step involved adding the device-related variables, 

specifically perceived threat, and trust towards the device. Lastly, in the third step, 

organisation-related variables, namely crisis responsibility and trust towards the organisation, 

were introduced. Table 16 provides an overview of the regression model, listing the variables 

included at each step.   

 

   

 

 

 

 

 

 

 

 

 

  The results of the hierarchical regression analysis (Table 17) indicated that Model 1 

accounted for 21.1% of the variance in the intention to use (R2 = .211, F(4, 210) = 13.739, p < 

.001). This model included only the demographic information as predictors. The significant 

contribution of the demographic variables suggests that individual characteristics were 

important in explaining the variation in the intention to use smart home devices.  

  In Model 2, the device-related variables were added to the analysis. As a result, the 

explained variance increased substantially by 24.3% (△R2 = .243). The overall R2 for Model 2 

was .453, meaning that Model 2 is accounted for a total of 45.3% of the variance in the intention 

to use. The F-test indicated that the model was highly significant (F(6, 210) = 28.199, p < .001).  

Table 16 

Overview of regression model 

Model  Variables 

1  Demographics 

 

 

 

Gender 

Age 

Educational level 

User smart home device 

2  Device-related variables 

 

  Perceived threat 

Trust towards the device 

3  Organisation-related variables 

   Crisis responsibility 

Trust towards the organisation 

Note: Dependent variable is intention to use. 
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This indicated that the device-related factors, such as perceived threat and trust towards the 

device played a crucial role in understanding the variation in the intention to use smart home 

devices.   

  In the final Model 3, organisation-related variables were introduced. Model 3 accounted 

for 45.8% of the variance in the intention to use (R2 = .458, F(8, 210) = 21.343, p < .001). The 

addition of organisation-related variables contributed to a slight increase in the explained 

variance by 0.5% (△R2 = .005) compared to Model 2. This suggests that factors related to the 

organisation offering the smart home devices, such as crisis responsibility and trust towards 

the organisation, added minimal predictive power to the overall model.  

   To summarise, the hierarchical regression analysis showed that demographic 

information, device-related variables, and organisation-related variables collectively 

contributed to the prediction of the intention to use, with Model 3 accounting for the highest 

amount of explained variance at 45.8%. 

4.6.1 Regression coefficients 

Table 18 contains the regression coefficients of all the tested variables within Model 3. As the 

results show, the demographic variable user smart home device is the only demographic 

variable that is a significant predictor of the intention to use smart home devices (β = .244, 

t(207) = 3.971, p < .001). The p-value is less than 0.001, indicating that the relationship 

between 'user smart home device' and the intention to use smart home devices is highly 

statistically significant. However, it is worth noting that the other demographic variables, 

including gender (β = -.044, t(207) = -.797, p = .427), age (β = .042, t(207) = .800, p = .425), 

and educational level (β = .030, t(207) = .548, p = .584), did not demonstrate statistically 

significant associations with the intention to use smart home devices in Model 3.  

  Furthermore, the relationship between the variable trust towards the device and the 

intention to use smart home devices was found to be statistically significant (β = .493, t(207) 

Table 17 

Regression model summary 

Model  R2 SE △R2 F Df p 

1  .211 1.461 .211 13.739 4,210 < .001** 

2  .453 1.223 .243 28.199 6,210 < .001** 

3  .458 1.223 .005 21.343 8,210 < .001** 

Note: Dependent variable is intention to use 
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= 7.225, p < .001). The positive coefficient for trust towards the device indicates that it has a 

positive effect on the intention to use smart home devices. In other words, higher levels of trust 

towards the device are associated with higher levels of intention to use smart home devices. 

Therefore, hypothesis 7 is supported. However the predictive value of perceived threat (β = -

.062, t(207) = -1.002, p = .318), crisis responsibility (β = -.083, t(207) = -1.268, p = .206), and 

trust towards the organisation (β = -.025, t(207) = -.362, p = .718) towards the intention to use 

are found to be insignificant. These results indicate that perceived threat, crisis responsibility, 

and trust towards the organisation do not have a significant impact on the intention to use smart 

home devices. Therefore hypotheses 6, 8 and 9 are not supported.  

 

  To summarise the above-tested hypotheses Table 19 provides an overview of the 

hypotheses that were formulated and the outcomes. 

 

 

 

Table 18 

Regression coefficients 

  B SE β t p 

Gender  -.145 .182 -.044 -.797 .427 

Age  .005 .007 .042 .800 .425 

Educational level  .035 .064 .030 .548 .584 

User smart home device 
 .293 .074 .244 3.971 <.001** 

Perceived threat  -.087 .087 -.062 -1.002 .318 

Trust towards the device  .748 .104 .493 7.225 <.001** 

Crisis responsibility  -.122 .096 -.083 -1.268 .206 

Trust towards the organisation  -.037 .103 -.025 -.362 .718 

Note: Dependent variable is intention to use. * p < .05; ** p < .01. 
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Table 19 

List of hypotheses and the outcomes 

 

Hypothesis Outcome 

H1a A passive security attack (in contrast to an active security attack) results in a 

higher degree of perceived threat. 

Not supported 

H1b A passive security attack (in contrast to an active security attack) results in a 

greater decrease in trust towards the device. 

Supported 

H2a High intrusive smart devices (in contrast to low intrusive smart devices) are 

associated with a higher degree of perceived threat. 

Not supported 

H2b High intrusive smart devices (in contrast to low intrusive smart devices) are 

associated with a greater decrease in trust towards the device. 

Not supported 

H3a A passive security attack (in contrast to an active security attack) results in a 

higher level of crisis responsibility. 

Not supported 

H3b A passive security attack (in contrast to an active security attack) results in a 

greater decrease in trust towards the organisation. 

Supported 

H4a High intrusive smart devices (in contrast to low intrusive smart devices) are 

associated with a higher level of crisis responsibility. 

Not supported 

H4b High intrusive smart devices (in contrast to low intrusive smart devices) are 

associated with a greater decrease in trust towards the organisation. 

Not supported 

H5a There is an interaction effect between the type of smart home device and the type 

of security attack on perceived threat 

Not supported 

H5b There is an interaction effect between the type of smart home device and the type 

of security attack on trust towards the device 

Not supported 

H5c There is an interaction effect between the type of smart home device and the type 

of security attack on crisis responsibility 

Not supported 

H5d There is an interaction effect between the type of smart home device and the type 

of security attack on trust towards the organisation 

Not supported 

H6 Perceived threat will have a negative effect on the intention to use Not supported 

H7 Trust towards the device will have a positive effect on the intention to use Supported 

H8 Crisis responsibility will have a negative effect on the intention to use Not supported 

H9 Trust towards the organisation will have a positive effect on the intention to use Not supported 
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5. Discussion 

The purpose of this study was to experimentally investigate the extent to which the type of 

smart device (high intrusiveness vs. low intrusiveness) and the type of security attack (passive 

vs. active) affect crisis responsibility, trust towards the organisation, trust towards the device, 

perceived threat and intention to use smart devices in the home.  

5.1 Discussion of the results 

5.1.1 Type of security attack 

First, the study revealed a significant effect of the type of security attack on the dependent 

variables trust towards the organisation and trust towards the device. Results indicate that trust 

towards the organisation and the device were significantly lower in response to a passive 

security attack compared to an active security attack. This finding is consistent with the 

expectation that people may perceive passive attacks as having a greater impact on their trust 

in the organisation behind the system and in the device itself. This derives from the reasoning 

that passive attacks are difficult to detect, leaving the organisation unaware that attackers for 

instance are eavesdropping on users undetected (Olawumi et al., 2017; Ali et al., 2017; 

Panigrahi, 2022). Passive attacks, in which sensitive data is gathered secretly or users are 

monitored without their knowledge, may be perceived as more severe than active attacks and 

lead to greater damage and privacy violations. Due to this unnoticeable nature and the 

difficulties in detecting and taking responsibilities for them, users often feel helpless and 

insecure resulting in the loss of trust in the device and organisation. Acknowledging this 

increased severity associated with passive attacks affects users' trust in the device, as the 

perceived violation of privacy and feeling unaware of such activities erodes trust in both the 

device and the responsible organisation.  

 Secondly, the results indicate that there were no significant effects found for the type 

of security attack on perceived threat and crisis responsibility. In other words, the lack of 

significant effect suggests that the type of attack may not directly influence participants' 

perception of threat or their attribution of crisis responsibility. This result aligns with the 

observation made by Gerber, Reinheimer and Volkamer (2019), who highlighted that most 

users are unaware of certain negative consequences that could arise from the usage of privacy-

threatening technologies. Therefore, the insignificant effect could be explained by participants 

limited overall awareness and understanding of the specific threats of different security attacks. 

It could be that many participants were not well informed about the nuances and potential 

severity of different types of security attacks, forming general perceptions of perceived threat 
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and crisis responsibility regardless of the specific attack presented in the study.  

  Interestingly, the study revealed that participants exposed to a masquerade attack, a type 

of passive security attack, tended to attribute higher levels of crisis responsibility to the smart 

home device manufacturer compared to participants exposed to a DoS attack, another type of 

passive security attack. While these unexpected findings are fascinating, it is important to 

emphasise that the research design did not foresee the need for specific sources to support this 

observation. This discovery came as a surprise during the analysis phase. A possible 

explanation for this difference in attributions could be that users perceive a DoS attack, where 

the system is flooded with excessive traffic to disrupt the normal operation of the device, as 

more of a technical error, rather than a direct threat to their privacy and security. In contrast, 

masquerade attacks, involving unauthorised access by attackers, may be seen as more 

dangerous by users because an attacker has gained unauthorised access to their smart home 

device. This would result in a higher degree of crisis responsibility being assigned to the 

manufacturer, compared to a DoS attack. Although, it is important to interpret this 

understanding cautiously, as the absence of literature to confirm the findings limits the strength 

of this claim. 

5.1.2 Type of smart home device 

Additionally, the study examined the impact of different types of smart home devices on users' 

perceptions. However, the type of smart home device had no significant effect on the dependent 

variables. This nonsignificant effect suggests that the level of intrusiveness did not impact the 

participants' perceptions of crisis responsibility, perceived threat, trust towards the organisation 

and the device.    

  A reason for this could be that the participants in this study may have had generally 

positive perceptions of both high- and low-intrusive smart home devices, leading to similar 

levels of trust, perceived threat, and crisis responsibility, regardless of the level of 

intrusiveness. Furthermore, explanation for this might be found in the Technology Acceptance 

Model (Davis, 1989). This model suggest that perceived usefulness and perceived ease of use 

are key determinants of user acceptance of technology. This means that if participants view 

both high and low levels of intrusiveness in smart home devices as equally useful and user-

friendly, their attitudes and intentions will be less influenced by their intrusiveness level. 

Perhaps this explains why this study did not find a significant effect of smart home device type. 
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5.1.3 Interaction effects smart home device and security attack 

Besides examining the main effects of security attack type and smart home device type on the 

dependent variables, the study also investigated potential interaction effects between these two 

factors. However, no significant interaction effects were found, indicating that the relationship 

between security attack type and smart home type did not have a combined effect on the 

dependent variables (trust in the organisation and device, perceived threat and crisis 

responsibility).  

  The absence of significant interaction effects indicates that the influence of the type of 

security attack and the type of smart home device on the dependent variables is largely 

independent of each other. In other words, the influence of the type of security attack (passive 

or active) on the dependent variables does not vary depending on the specific type of smart 

home device used (low or high intrusiveness), and the other way around.   

5.1.4 Intention to use 

The results of this study also indicated that trust towards the device was a significant predictor 

of intention to use. This outcome aligns with the previous expectations from Shuhaiber and 

Mashal's (2019) research in which they argued that users who trust a technology have a positive 

attitude towards using that technology. This significance of trust indicates that trust is crucial 

for consumers who remain positive about using and maintaining smart home devices for the 

long term due to their confidence in their reliability, security, and overall performance. Users 

develop their perceptions of technology's capabilities and security based on trust. A trusting 

relationship with smart home devices will allow users to integrate them more comfortably and 

confidently into their daily lives. The positive association between trust and the intention to 

use smart home devices highlights the need to create and maintain trust within the smart home 

industry. By providing reliable product performance and strong security measures, 

manufacturers can build consumer trust. By doing so, they can encourage users to continue 

using their smart home devices over the long term and reinforce their positive attitude towards 

them.  

  On the other hand, this study initially hypothesised that trust towards the organisation 

behind the smart home devices would positively affect the intention to use smart home devices. 

However, this effect turned out to be insignificant. In other words, consumer’s trust in the 

organisation did not significantly affect their intention to use smart home devices. A possible 

explanation for this insignificant result could be related to the use of a fictious organisation. 

Research from Adebesin and Mwalugha (2019) suggests that trust acts as a mediator between 



38 

organisational reputation and the intention to use. Meaning that the impact of trust on the 

intention to use is influenced by the consumers’ perception of the organisation’s reputation. 

Consequently, higher organisational reputation contributes to greater trust, which in turn 

positively impacts consumers' intention to use its products and services. In this line of 

reasoning, it might be possible that the absence of a significant effect of trust on intention to 

use may be due to the organisation's lack of a true reputation. Moreover, organisational 

reputation is also an important predictor of behavioural intentions in Coombs' (2007a) SCCT 

model, which further supports the idea that reputation plays a crucial role in the consumer 

decision-making process. The absence of real organisational reputation in the study may have 

contributed to the observed insignificant effect of trust towards the organisation on the intention 

to use smart home devices.     

  Furthermore, the study aimed to explore the effect of perceived threat on the intention 

to use smart home devices. Despite initial expectations, the results revealed a lack of direct 

significance between perceived threat and intention to use. One possible explanation for this 

insignificant effect is that individuals' intentions regarding technology usage are more strongly 

influenced by the perceived benefits rather than their perceived risks (Al Nawayseh, 2020). 

Elaborating on this, the self-determination theory provides valuable insights, suggesting that 

individuals' perception of enjoyment and satisfaction plays a crucial role in driving consumer 

behaviour (Rouibah, Lowry & Hwang, 2016). According to this theory, when individuals 

perceive technology as enjoyable, useful, and fulfilling their needs, they are more likely to 

adopt it, even in the presence of potential risks or threats, contributing to the privacy paradox. 

Therefore, the influence of perceived benefits and the fulfilment of user needs might 

overshadow the impact of perceived threat on the intention to use smart home devices, leading 

users to prioritise the benefits and convenience of technology use over their concerns about 

potential risks to their privacy and security.  

   Additionally, it was expected that crisis responsibility would negatively affect the 

intention to use smart home devices. However, the effects turned out to be insignificant, 

indicating that crisis responsibility did not significantly predict the intention to use. A possible 

explanation for this insignificant effect could be that the participants did not perceive crisis 

responsibility as an important factor in their decision-making process and focused more on the 

perceived benefits and risks of the smart home devices themselves. It is possible that crisis 

responsibility might not be a prominent consideration for individuals when evaluating their 

intention to use smart home devices. Building on this, Trkman, Popovič and Trkman (2021) 

found in their study that the perceived crisis severity is positively mediated by personal and 
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societal benefits. In other words, when consumers perceive a crisis of high severity, they may 

weigh the personal and societal benefits they gain from using smart home devices more heavily, 

resulting in a greater likelihood of continued use. A consumer's decision-making process 

consists of a combination of factors, which means that crisis responsibility, while important in 

crisis communication, may not always be the primary determinant of the consumer's decision-

making process. This implies that companies can maintain consumer trust and continued use 

of smart home devices even when security attacks or crises occur by highlighting the benefits 

of smart home devices and their contribution to personal and societal well-being.       

 However, the study revealed a significant negative correlation between crisis 

responsibility and trust in the organisation. This indicates that when users perceive a crisis or 

security attack, their trust in the smart home manufacturer decreases. Previous studies have 

already shown that when customers perceive an organisation as trustworthy, this positively 

influences their evaluation and rating of the company (Edinger-Schrons et al., 2019). 

Moreover, Zhao et al. (2021) conducted a study that further supports the idea that trust has a 

positive impact on corporate reputation. This implies that when trust is established between 

users and an organisation, it improves the organisation's overall reputation. Moreover, a 

positive reputation of an organisation has been shown to have a beneficial effect on consumers' 

behavioural intentions (Coombs, 2007a). Thus, trust not only plays a crucial role in consumers' 

perception of an organisation's trustworthiness, but also influences their intention to use the 

company's products or services. 

5.2 Implications 

In theoretical perspectives, this research represents a valuable first attempt to integrate the 

phenomenon of security attacks into current crisis communication theories, such as Coombs' 

Situational Crisis Communication Theory (SCCT). Building on this, future researchers can 

extend this exploration to other settings, such as AI-powered systems and various other IoT 

applications.  

  Furthermore, the study contributed to the understanding of how different type of 

security attacks influence the user perceptions of trust towards the device. The finding that 

passive security attacks lead to lower levels of trust is consistent with the reasoning that these 

attacks are difficult to detect, leaving users unaware of potential privacy breaches. This insight 

can provide information for future research on user behaviour in response to security incidents.   

  In addition, the study found no significant effect associated with security attack types 

on perceived threat or crisis responsibility. Considering the general lack of awareness and 
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understanding that participants have of different types of attacks, this suggests that their overall 

knowledge and awareness may be limited. A deeper exploration of user perceptions and 

knowledge of cybersecurity threats could provide researchers and organisations with valuable 

insights. 

  From a practical standpoint, several implications can be drawn from these findings for 

smart home device manufacturers. It is crucial for organisations in the smart home industry to 

understand how different security attacks affect trust. Users' trust in their devices appears 

essential, which is why smart home device manufacturers should invest in robust security 

measures that address the potential severity of security attacks. Manufacturers can foster 

stronger brand loyalty and consumer satisfaction by taking proactive steps towards securing 

their devices. 

5.3 Limitations and directions for further research 

It is important to note that the present study has certain limitations and suggestions for future 

research can be identified based on the study's objectives, methods, and results.  

   First, in this study, a fictitious organisation and crisis were used to avoid influencing 

results based on previous crises or the organisation's reputation. This decision was made to 

avoid bias caused by previous reputation or brand preferences. However, using these simulated 

scenarios, rather than real-life situations, may have limited respondents' ability to empathise. 

The utilisation of a real-world context may provide a more precise depiction of consumers' 

responses to security attacks. Furthermore, future research might consider using an existing 

organisation, since reputation and brand preferences might influence the relationship between 

perceived threat, trust in the device, trust in the organisation, and crisis responsibility. Further 

exploring these dynamics would be valuable for future research.   

  Another limitation lies in the design of the study, specifically the use of a 2x2 

experimental design. While the design provides a structured framework for examining the 

effects of different variables, it may not fully reflect the complexity and nuances of real-life 

cyber security attacks. As the results of the study show, only 45.8% of the variance in intention 

to use smart home devices could be explained by means of this study. In other words, the factors 

manipulated and measured in the study could only explain a portion of the variation in 

participants' intention to use smart home devices after a cybersecurity attack. The remaining 

54.2% of the variance remains unexplained, indicating the need for further research to test the 

boundaries of the model and identify more of the variances to explain the concept of 

behavioural intention fully.   
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  Furthermore, a significant and controversial finding of this study was the lack of 

perceived threat effect on the intention to use smart home devices. Prior research has 

consistently reported that perceived threat or risk is a key factor in obstructing the adoption of 

technologies and shows a negative relationship with intention to use technologies. The results 

of this study conflict with these established findings. A potential explanation is that respondents 

in this study have a great understanding of smart home technologies and were therefore more 

aware of the risk perceptions. To better understand consumers' attitudes toward cybersecurity 

attacks, it is recommended that qualitative methods be used in future research. Qualitative 

research can provide insightful and in-depth information about consumers' psychological and 

emotional reactions to security attacks, which can contribute to a better understanding of the 

phenomenon.  

  Finally, the primary focus of this research was to examine how security attacks affect 

consumer perceptions to provide input for deploying appropriate post-crisis communications. 

Despite finding no significant effects on crisis responsibility in this study, previous research 

has underlined the importance of addressing post-crisis communication methods. To better 

understand effective crisis communication strategies, it would be useful to directly test various 

post-crisis communication approaches from the Situational Crisis Communication Theory 

(SCCT) (Coombs, 2007a) in future studies. This direct testing approach would provide 

valuable insights into which response strategies are most successful in restoring consumer 

confidence and encouraging continued use of smart home devices after a security attack. By 

understanding the impact of these strategies, organisations can better tailor their crisis 

communication efforts and effectively address consumer concerns, ultimately enhancing their 

reputation and credibility. 

5.4 Conclusion 

This study aimed to investigate the effects of cyber security attacks on consumers' feelings of 

trust, perceived threat, crisis responsibility, and intention to use smart home devices. The 

findings highlight the crucial role of trust in the context of smart home technologies. 

Specifically, trust towards the organisation was found to be insignificant in predicting the 

intention to use smart home devices. Instead, trust towards the device showed to be the only 

significant predictor of consumers' intention to use it. This underscores the importance of 

building and maintaining trust towards the smart home devices themselves, rather than solely 

rely on the consumer’s trust towards the manufacturers behind the smart home devices. 

Manufacturers must prioritise the importance of gaining consumer trust by ensuring reliable 
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product performance and strong security measures. By doing so, they can encourage users to 

keep using their smart home devices eventually and reinforce their positive attitude towards 

them.  

  Moreover, the study found that the type of security attack had different effects on 

consumer perceptions. Passive security attacks had a greater impact on trust towards both the 

organisation and the device compared to active security attacks. Surprisingly, the type of 

security attack had no significant effect on perceived threat or crisis responsibility attributed to 

the smart home device manufacturer. Several factors may influence consumers' perception of 

responsibility, such as their understanding of the incident or their overall perception of the 

benefits and risks of the device. Therefore, understanding consumers' emotional reactions and 

perceptions of incidents can be vital in shaping effective crisis communication strategies. 

  Lastly, the level of intrusiveness of smart home devices did not significantly affect 

consumers' trust in the organisation or device, perceived threat, or crisis responsibility. This 

suggests that consumers showed similar levels of trust and crisis responsibility regardless of 

the degree of intrusiveness of the device. Other factors, such as an overall positive perception 

of smart home devices, or perceived usefulness and ease of use, may have played a more 

significant role in shaping consumers' attitudes towards these devices.  

  Overall, this study provides valuable insights into the effects of cyber security attacks 

on consumers' perceptions and intentions regarding smart home devices. The findings 

contribute to the understanding of crisis communication in the context of smart home 

technologies and can guide the development of effective post-crisis communication strategies. 

As the digital landscape continues to evolve, these insights become even more relevant in 

shaping effective and proactive responses to digital crises and strengthening consumer trust 

when security incidents arise. 
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Appendices 

Appendix A: Overview of the used constructs and items in the main study 

Table A1 

Overview of the used constructs and items in the main study 

Construct (Cronbach’s α 

in parentheses) 

Items Source 

Crisis Responsibility  

(α = .90) 

Circumstances, not NexaHome, is responsible for the crisis. 

The blame for the crisis lies with NexaHome. 

The blame for the crisis lies in the circumstances, not NexaHome. 

The cause of the crisis was something NexaHome could control. 

The cause of the crisis is something over which NexaHome had no power. 

The cause of the crisis is something that was manageable by NexaHome. 

The cause of the crisis is something over which NexaHome had power. 

 

Coombs and 

Holladay (2002) 

Trust towards the 

organisation (α = .92) 

I think NexaHome is reliable.  

I think NexaHome keeps promises and commitments.   

I think NexaHome keeps customers’ best interests in mind. 

I feel confidence in brand NexaHome. 

 

Yang, Lee and Zo 

(2017) 

Trust towards the device 

(α = .92) 

 

I think smart home devices are reliable.  

I think smart home devices meet their expectations  

I think smart home devices serve users' interests 

I feel confidence in smart home devices. 

 

Adjusted scale from 

Yang, Lee and Zo 

(2017) 

Perceived threat  

(α = .94) 

Smart home devices pose a threat to my security and privacy. 

The trouble caused by smart home devices threaten my security and privacy. 

Smart home devices are a danger to my security and privacy. 

It is terrible when my security and privacy is violated by smart home devices. 

Using smart home devices is a risk to my security and privacy. 

 

Duezguen et al. 

(2021) 

Intention to use 

(α = .96) 

I would like to use smart home devices. 

I expect to use smart home devices. 

I can see myself using smart home devices. 

Klobas, McGill and 

Wang (2019) 
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Appendix B: List of all the hypothesis  

Table B1 

List of hypothesis 

Hypothesis 

H1a A passive security attack (in contrast to an active security attack) results in a higher degree of  

perceived threat. 

H1b A passive security attack (in contrast to an active security attack) results in a greater decrease in 

trust towards the device. 

H2a High intrusive smart devices (in contrast to low intrusive smart devices) are associated with a 

higher degree of perceived threat. 

H2b High intrusive smart devices (in contrast to low intrusive smart devices) are associated with a 

greater decrease in trust towards the device. 

H3a A passive security attack (in contrast to an active security attack) results in a higher level of 

crisis responsibility. 

H3b A passive security attack (in contrast to an active security attack) results in a greater decrease in 

trust towards the organisation. 

H4a High intrusive smart devices (in contrast to low intrusive smart devices) are associated with a 

higher level of crisis responsibility. 

H4b High intrusive smart devices (in contrast to low intrusive smart devices) are associated with a 

greater decrease in trust towards the organisation. 

H5a There is an interaction effect between the type of smart home device and the type of security  

attack on perceived threat 

H5b There is an interaction effect between the type of smart home device and the type of security  

attack on trust towards the device 

H5c There is an interaction effect between the type of smart home device and the type of security  

attack on crisis responsibility 

H5d There is an interaction effect between the type of smart home device and the type of security 

attack on trust towards the organisation 

H6 Perceived threat will have a negative effect on the intention to use 

H7 Trust towards the device will have a positive effect on the intention to use 

H8 Crisis responsibility will have a negative effect on the intention to use 

H9 Trust towards the organisation will have a positive effect on the intention to use 
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Appendix C: Full list of experimental conditions 

 

Condition 1: High intrusiveness: smart camera; passive attack: eavesdropping 

 

 

Condition 2: High intrusiveness: smart camera; passive attack: traffic analysis 
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Condition 3: High intrusiveness: smart camera; active attack: DoS 

 

 

Condition 4: High intrusiveness: smart camera; active attack: masquerade 
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Condition 5: Low intrusiveness: smart thermostat; passive attack: eavesdropping 

 

 

Condition 6: Low intrusiveness: smart thermostat; passive attack: traffic analysis 
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Condition 7: Low intrusiveness: smart thermostat; active attack: DoS 

 

 

Condition 8: Low intrusiveness: smart thermostat; active attack: masquerade 
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