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Recently the Internet of Things (IoT) has become increasingly ubiquitous
as the development of smart homes and smart cities has gained traction.
In view of this, it is concerning that one of the main weaknesses of IoT
networks is their security [10]. These networks face resource constraints [7]
that make traditional cybersecurity measures impractical due to their com-
putational demands. Given the sensitive nature of data transmitted by IoT
devices, the development of lightweight Key Management Protocols (KMPs)
tailored for resource-limited IoT nodes has gathered significant interest [1].
However, the field is still in the preliminary stages of research. This paper
offers a comparative analysis of two lightweight KMPs from the literature.
First, An implementation of a network environment using the raspberry pi
testing node is presented. A performance analysis is run and a respective
benchmarking of the different key operations in both protocols is presented.
We discovered that within a moderately sparse network, the performance of
a hybrid KMP[[18]] doesn’t match the efficacy observed with a more com-
monly used protocol that employs solely public key infrastructure-based
encryption[11]]. However, we discuss how this is likely to be subject to the
network topology.

Additional Key Words and Phrases: asymmetric encryption key-management,
10T, wireless sensor network, MQTT,cybersecurity.

1 INTRODUCTION

The internet started properly functioning in the early 1980s [13]
and now is one of, if not the most widely used technology in the
world[5]. Internet technology is present in virtually every aspect of
our lives, this is now referred to as The Internet of People. On the other
hand, multiple manufacturers are now leveraging the Internet and
connecting devices to extend their functionalities, this is known as
The Internet of Things [20]. Devices connected to the internet include
but are not limited to smart TVs [21] and other home appliances
such as thermostats; such connections allow for remote control of
the appliances as well as monitoring functions. Another subset of
devices is the so-called Wearables, such as smart-watches; this set
of devices often collect vital signs from the user and can provide
insight into health levels [19], the progress of fitness goals, and even
emotional states (the field of psychophysiology uses measures like
skin conductance to get insight into a person’s emotional state [3]).
Knowing the ubiquitous presence of the Internet of Things, it is
unsettling to realize that IoT networks more often than not have
poor cyber-security and are susceptible to adversarial attacks [12].
If an IoT network is compromised the consequences can range
from appliance malfunction to personal data breach to traffic-light
system hijacking [14]. However, IoT-constrained capabilities hinder
progress in this regard. An IoT network has a varying number
of sensor nodes, with the nodes themselves being comprised of
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homogenous devices. Furthermore depending on the application,
and network topology, there can be thousands of nodes [4]. In order
to save power, the system nodes have limited processing and storage
capabilities [7], as such, common security protocols are unsuitable
since they make use of heavy-weight resource-intensive algorithms.
Another issue is the lack of scalability of the key management
associated with these protocols, given the resources needed for the
key operations (i.e. cryptographic key distribution, key loading, and
key replacement, among others) [6] as storing and handling the
cryptographic keys of thousands of nodes becomes unfeasible.

To overcome the security issues bound to the constrained re-
sources of IoT, multiple works have been developed, giving special
attention to key management [15]. These KMPs focus on providing
acceptable levels of security while keeping computational costs low
with the use of Lightweight Cryptography (LC). LC achieves this by
using smaller cipher block sizes, shorter key lengths, and a compact
representation of the code compared to traditional methods. While
KMPs are still in the preliminary stages of research, they represent
a promising step towards improving the security of IoT networks
[9].

However, the industry’s lightweight protocol standard is yet to

be established. Moreover, developers of the IoT systems may have
different needs for the KMPs depending on the type of project that
is being carried out. As IoT networks are being adopted faster than
their security measures, a reference for practitioners to leverage
security with resource consumption and scalability of different pro-
tocols is needed.
This paper is structured as follows: section 2 presents the research
questions, section 3 briefly discusses related works, section 4 ex-
plains the methodology to be used to answer the research questions,
section 5 discusses the two protocols present in the literature for
analysis, section 6 delves into the implementation of the network
environment, section 7 presents the experiments and subsequent
analysis and section 8 elaborates on our findings, their real-world
implications and recommendations for future works.

2 RESEARCH QUESTIONS

Knowing the state of the field in regard to practical usage, our
research aims to take the first steps in providing a practical guide
for developers to determine what security protocol to implement
for their systems. We plan to do this by answering the following
research questions:

(1) What is the effectiveness and efficiency of the emerging light-
weight key management protocols (KMPs) presented in the
literature?

(2) What is the performance of the two studied protocols, more
specifically in key generation, distribution, certificate authen-
tication, and service execution time.
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To answer the research questions, we delve deeper into light-
weight KMPs. We review the latest protocols discussed in the litera-
ture. In addition, we briefly discuss the relevance of performance
analysis that includes a physical component in the implementation
of these protocols. This is critical to ensure that the proposed solu-
tions are not just theoretically sound, but also practical in real-world
applications. Our simulation environment allows for the creation
of as many nodes as we need and the submission of our physical
device to these conditions.

As part of this discussion, we present an implementation using
Raspberry Pi as a sensor node. This includes the installation of vari-
ous state-of-the-art protocols, with an emphasis on benchmarking
their performance and analyzing the results. By doing so, we aim to
contribute to the ongoing efforts to secure IoT networks and ensure
their continued utility in our increasingly digitalized world.

The rest of this paper is structured as follows: section 2 will
present the related work, section 3 will discuss the methodology,
section 4 will provide the literature review of the protocols that
we will be implemented in further sections, section 5 will discuss
our implementation of a simulation environment, section 6 will
introduce the experiments and results, and section 7 will discuss the
results, and finally, section 8 will present the performance analysis.

3 RELATED WORK

While there are several proposed lightweight solutions for securing
10T systems, several of them are only in a preliminary stage, and
need more research. Furthermore, there are very few works com-
paring many different lightweight protocols, and in the works that
do, their implementation misses aspects that would be relevant for
their deployment. In other words, the results of the current studies
are yet to produce the results that are immediately applicable in
practice.

For instance, [15] elaborates a comparison of different KMPs
for IoT as part of their research, then runs a simulation compar-
ing three of them. They use Arduinos as devices that transmit the
protocol-secured data. However, Such a simulation with only 3 sen-
sor nodes may be enough for demonstrating the essence of the
different techniques. However, given that the number of nodes can
have a significant impact on the system’s performance, this may not
illustrate the issues that may arise when scaling up the network for
real-world applications of IoT.[8] Presents a blockchain-based pro-
tocol, where every node is a separated docker container, and Their
simulation contemplates different scenarios for different numbers
of nodes. However, only the presented protocol is tested without
a comparison with other works. Moreover, the testing device is
a personal computer rather than a constrained device, which the
real-world network would be comprised of.

4 METHODOLOGY

In this section, the steps to be taken to answer the research questions
are discussed.

e On answering research question 1
A literature review will be performed to find lightweight secu-
rity protocols with promising features in terms of speed, com-
puting cost, security, and power consumption. Each work’s
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characteristics will be discussed in terms of the protocol’s
context, key management, and security performance. The
search will be performed using Google Scholar by applying
keywords like key management, lightweight, and cryptosys-
tem; furthermore, the results will be filtered to be at most 5
years old. More results will be derived from the initial hit’s
bibliographies, by assessing what paradigm the KMPs were
used (for example, there are many cryptosystems based on a
Chaos-theory paradigm).
e On answering research question 2

A physical-based implementation of an IoT network will be
set up. This setup will consist of a raspberry pi as a sensor
node and a PC acting as the server. Furthermore, the PC will
instantiate many simulated nodes. For this, a custom-made
simulator will be built, with a modular architecture to be able
to reuse the different protocols to be tested. This network
will be subjected to the different KMPs and the performance
analysis will compare their impact on the raspberry pi’s key
operations throughput, latency, computing cost, and power
consumption. Since sensor nodes are the resource bottleneck
of IoT networks, the performance analysis will be limited to
the impact of different protocols on them.

5 LITERATURE REVIEW

Many different paradigms for KMPs have been developed in the
literature, reflecting the diverse approaches and strategies employed
to address the unique challenges of securing IoT networks. IoT faces
specific challenges coming from the characteristic of the devices
that can comprise a network. Computational constraints come from
the need of having numerous sensor nodes perpetually gathering
environmental data. As such, the complexity of the computations
must be relatively low to be able to run for long periods of time.
Very often these nodes have to be small in order to be placed un-
obtrusively in their environment; their dimensions drive the use
of small low-power batteries, which yield a lower power output
and shorter battery life. Another signature challenge of the field is
that of network heterogeneity. IoT networks frequently are com-
prised of different sets of devices, for instance, smart homes may
have temperature, humidity, touch, and voice sensors. The different
devices have different technical requirements and hence different
specifications. In the context of KMP, this is a potential source of
complications since a given device may have significantly lower
capabilities than other groups in the network, rendering it incom-
patible with the used KMP.In this section, we define a KMP’s ability
to support device heterogeneity as KMP versatility.

In recent years, numerous studies have focused on proposing in-
novative KMPs that strike a balance between security, performance,
power usage, and versatility. For each paradigm, a promising in-
stance has been selected in terms of its security robustness, perfor-
mance metrics, and versatility. In this section, we delve into a com-
prehensive examination of the chosen protocols, highlighting their
distinctive features, strengths, and potential limitations. Through
this discussion, we aim to provide a comprehensive overview and
contrast of the key management paradigms.
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Hybrid Symmetric-Asymmetric key management

[17] make use of Smart Objects (SO) as middle-ware between sender
and receiver nodes. Originally they frame their KMP in the context
of senders as sensor nodes with messages hopping throughout SOs
to arrive at another source node. In their paper and preceding work
[16] the authors establish a lightweight Key management proto-
col that makes use of both symmetric and asymmetric encryption.
Sending a message consist of a source node, a destination node, and
optionally, intermediate nodes. Each message has a data portion
where the actual payload that needs sending is, and the routing
portion, which has instructions about the trajectory of nodes that
the message needs to hop through. The intermediate nodes en-
crypt/decrypt the routing part of the message and the destination
node decrypts the actual data, which was encrypted by the source
node. The authors define SOs as devices with superior resources
compared to other nodes in the network; this definition aligns with
what is commonly defined as an IoT gateway node. These gateways
SOs make use of their superior memory and processing capabilities
to process the raw data sent by the source nodes and handle the
security operation of the protocol, relieving sensor nodes of much
of the computational load.

Key management
Every node has a public-private key pair for securing the data,
additionally, symmetric keys are shared between every pair of com-
municating nodes. Three tables are stored in the devices to support
the KMP: the Connection table(CT), Global key table(GT), and local
key table (LT). CT stores an entry for each pair of linked nodes, a row
contains the node name and another field with the corresponding
symmetric key. GT has a row per symmetric key, with one column
being the key and another column the actual key value. LT has an
entry for every interaction of an external node with a given key.
In the implementation shown by [17], SHA256 was used in a hashing
function on the random-generated keys every time a new connec-
tion was created in CT. In this experiment, the authors also run a
registration function previous to the execution of the KMP algo-
rithm. In this registration function, network nodes share their public
keys so that the message exchange can be put forth .
In this algorithm, source node A and destination node B are taken as
function parameters together with message m. First, the existence
of entry CTyp is checked, if such a connection does not exist then
A needs to generate a new key, store it in GTy4, and adds B’s ID and
public key in its CT table (CT4). To finalize this step, A uses the
hash conversion function on its key and sends it to B. If A’s key is
received and stored properly on CTg then B sends an acknowledge
message and finishes the key setup.
if the connection exists unidirectionally (only in CT,4), A may use
B’s public key to encrypt a message containing A’s hash key. Then
B stores the hash key in its LT and A’s id in CTp, establishing a
bidirectional connection. if a bidirectional connection is already in
place we can say a secure channel is enabled for message exchange.
In the event of the message having intermediary nodes, say A,B
through B, then the secure channel A,N,B is built by establishing
bidirectional connections AN and N,B.
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Characteristics

This protocol is resistant to external attacks since the attacker would
have to guess a global key in other to authenticate itself and gain
access. The other target of an external adversary would be to try
to intercept symmetric keys, but since they are hashed, such an
attack would be unfeasible as the adversary would have to guess the
hashing function to be used. As a result, the scheme is particularly
resistant to attacks like man-in-the-middle and eavesdropping. The
drawbacks are that storing GT and LT needs moderately high space,
the time needed for communication can be high for a single source
and the system is not protected from an internal (compromised)
node.

Public Key Infrastructure with ECQV implicit certificates
This work [11] makes use of lightweight ECQV implicit certificates
to securely establish a communication channel and reduce the over-
head of authenticating devices. This scheme leverages the Public
Key Infrastructure and Ephemeral Diffie Hellman Over Close (ED-
HOC) key exchange. The Ephemeral in EDHOC stands for keys
that are changed for every session. Since EDHOC lacks a method
for distributing Keys so an Elliptic Curve Qu vanstone (ECQV) cer-
tificate scheme is introduced, with a CBOR encoding. Moreover, a
complete EDHOC cipher suite is introduced to provide different
levels of security, this will be detailed below.

Key management
The proposed framework uses EDHOC with certificates for authenti-
cation and key establishment. In this way, it improves the capabilities
of PKI with lighter implicit certificates. First, the initiator generates
an ephemeral public key, connection identifier (unique between
two nodes), and additional data needed for the receiver to correctly
process future messages (the security context), such data include
the initiator-supported cipher suites, this is sent in a message to the
receiver. In the presence of message 1, the receiver ensures that it
supports at least one of the cipher suites, and it generates its own
ephemeral key pair, shared secret, and its own security context. The
receiver agrees on the encoding to be used, then computes MAC
based on the mentioned payload. Next, it derives pseudo-random
keys using HMAC from the shared secret and encrypts the new se-
curity context. Then, this party generates a COSE_Encrypto object
using the agreed algorithm from the cipher suite. This object along
with the identification and authentication data is encoded in CBOR
and sent as a message to the initiator.
After the initiator receives and decodes message 2, it retrieves the
agreement of the cipher suite using the connection identifier and
decrypts the rest of the message accordingly.
If the previous step succeeds, then this party generates message 3
in the same fashion as message 2, with the difference of generating
the COSE_Encrypto object by using a key derived from the content
of message 2. This COSE object is sent together with a connection
identifier to the responder as a CBOR-encoded message.
Finally, upon the receiver acquiring message 3, it is proven that
only the initiator may calculate symmetric random keys for com-
munication. Since the initiator is not sure that the handshake is
successful at this point, it stores the keying information until it
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receives message 4 from the receiver.

characteristics
This scheme leverages a Public Key Infrastructure (PKI) with the
use of implicit certificates for authentication. The authors propose
that the implicit certificates are installed by the certificate authority
in the safe premises of the manufacturer, this is known as pre-
enrollment. Special nodes called border routers possess richer capa-
bilities and mediate the IOT devices with the internet.
One of the major security strengths of the L-ECQV protocol is
its robustness against various possible attacks. It provides mutual
authentication, perfect forward secrecy, and identity protection.
Moreover, even if an attacker physically captures the IoT device,
they cannot compute the public key from the certificate, thus secur-
ing the session key. In addition, the scheme ensures confidentiality,
integrity, and non-repudiation in communication, increasing its
overall security.
However, even though the paper’s proposal is very robust, it does
not fully solve the problem of storing, distributing revoking, and
overall managing certificates in networks with large numbers of
nodes.

The various Key Management Protocols (KMPs) strive to address
the unique challenges posed by IoT networks, balancing security,
performance, power usage, and versatility. The hybrid symmetric-
asymmetric protocol by [17] leverages smart objects to optimize
computational load and resist external attacks, yet it demands mod-
erate storage space and lacks protection against internal attacks.
While the Public Key Infrastructure with ECQV implicit certificates
by [11] reduces overhead in device authentication with a lightweight
certificate scheme. It is evident that no KMP is perfect, but asking
for a silver bullet is not a realistic request for any type of system,
instead by clearly exposing the different characteristics of each pro-
tocol, developers should thoughtfully choose which one is better
for the system they are intending to protect.

6 IMPLEMENTATION

In order to perform the subsequent performance analysis, a system
implementation is carried out. As discussed earlier, a fair amount of
performance analyses have been done in the lightweight KMP liter-
ature. [2] uses a table of computation costs from well-known cryp-
tographic operations, these specific values are widely referenced
and used throughout the KMP literature, with most of the papers
presenting their algorithm computation in terms of the different
operations added together. Execution time is not widely presented
in the literature, and the preferred way of testing implementations
is by simulating a network environment via software with tools like
NSE3 and Cooja. However, as evidenced by the work of [17], these
types of simulators have limitations in credibility. Our implementa-
tion is hardware-based, installing the code for the algorithms in a
constrained device, namely the raspberry pi. Since we are focusing
on the perspective of the node, the subsequent analysis examines
the performance of the physical device. The remaining nodes in
the network are simulated and instantiated from the server; every
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node runs a script to manufacture sensor data that will be sent over
messages.

For our implementation, a custom simulator is implemented,

based on the work done by [18]. The simulator is written in Python
3.9 and it uses the networkX library to create a graph, where every
node is an IoTNode and the edges represent the connection between
nodes. This functionality is embodied in the NetworkGenerator
class. The Dijkstra class is closely related to NetworkGenerator
and IoTNode, this class finds the most efficient route between two
graph nodes; routing information is used as the ’control’ part of
the messages. The nodes connect to one another via MQTT, the
Paho-MQTT library is used to implement this communication, with
the MQTT broker used being Mosquitto. The broker was set up in a
personal computer, with the configuration parameter allow_anony-
mous set to true to allow communication within devices connected
to the same wifi network to communicate with the broker. Two
topics are used for the communication, namely SEND and RECEIVE.
Upon registration, every node saves the MQTT topic SERVER_-
I10D/IoTNode_ID/SEND and SERVER_IOD/IoTNode_ID/RECEIVE in
memory; subscribing and publishing to the respective topics are
handled at run-time. In this way every two nodes that want to
communicate subscribe to the SEND topic with the receiver’s node
id. While the Receive topic is used to transfer the corresponding
acknowledgment messages.
In the Design phase, the choice is made to assign different classes to
handle the different responsibilities of the nodes. A Crypto class con-
tains the Key generation, Storage, loading, and deletion functions
besides encrypting/decrypting, hashing, and padding functions;
cryptography operations are handled with PYCAS’s cryptography
library. MqttMessaging handles the topic subscription/publishing
needed for exchanging messages between nodes, respective call-
back functions, and the connections to the broker. The central part
of the simulator is the OrchNode class. This sub-class of IoTNode
Orchestrates the instantiation of the simulated Network, MQTT
broker, and nodes. Furthermore, it runs the corresponding kMP as
an algorithm. Additionally, there is an ID handler class; all objects
in this environment use it to generate traceable IDs consisting of a
combination of class names and a counter.

7 EXPERIMENTS AND RESULTS
7.1 Challenges

As proposed in the research question, a power-consumption anal-
ysis was intended to be performed. However, after acquiring and
using the device, only a negligible amount of power was detected,
so the analysis was discarded. however. It is unclear if this was due
to a lack of precision in the device’s measurements or a physical
problem with the raspberry pi’s USB ports.

Also, a problem, with the Paho-Mqtt library was encountered, where
when executing the provided callback functions for subscribing to
topics, resulted in a node object being erroneously passed on the mes-
sage parameter. This resulted in some messages being lost, which
probably impacted the accuracy of the performance measurements.
For the L-ECQV, a library supporting implicit certificates in Python
could not be found, so X.509 certificates with CBOR encoding were
used instead.
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Fig. 1. Sparse incomplete network with 8 nodes

Fig. 2. instance of sparse intermediate-sized network

7.2 Performance analysis

The work presented by [18] presents a hybrid implementation with
simulated data and 3 physical devices, which play the role of gate-
way nodes. We follow this simulation and extend it to be able to
digitally add more nodes to the network. This characteristic allows
us to have insight into the scalability of the protocol, which is a
relevant aspect that can determine which measures to implement
in a smaller set-up like a smart home or a larger industrial setting.
With the simulation environment in place, children’s classes of the
original objects are implemented to suit the KMP.

The programs are installed in a raspberry pi 3 Model B Rev 1.4 with
Linux 10 the device is. The raspberry pi has a modified version of
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Fig. 3. Measure of latency for key generation and distribution in hybrid
protocol.

the classes, so that is running an infinite loop, waiting for incoming
messages on the MQT'T topic of a fixed node id.

The simulation was run on a laptop with an Intel core i7 9th gen
CPU with 6 cores, and 16 GB RAM. the raspberry pi and computer
were connected through WLAN with a receive and transmit rate of
72 Mbps and a band of 2.4 GHz. It is worth noting that all the nodes
including the raspberry pi communicate with each other exclusively

through MQTT.

For the quantitative analysis, we contrast the impact on the per-

formance of the key operations in relationship with the number of
nodes in the network. For key generation and distribution, we use 3
different network setups.
For the hybrid symmetric-asymmetric protocol the 4 Setups were
tested, A has 3 nodes, resembling the physical implementation pre-
sented in [18]. The execution time consists of the initial setup, where
the nodes generate, store and exchange their public keys via an inse-
cure channel, directly through MQTT. This step allows the nodes, to
freely use the symmetric encryption pathway while protecting their
payload from any node other than the source. After running the
experiment, we observe that there is a greater variability of latency
as the number of nodes goes up, as seen in 3. This could be due to
the number of nodes that lack direct connections to other nodes,
resulting in messages having to jump through a larger number of
nodes to reach their destination. For our testing, we set the proba-
bility of lacking a connection edge to 0.30, resembling a moderately
sparse network.

For the L-ECQV protocol, the X.509 certificate authentication
would be an analogous operation to the public key exchange. The
execution time consists of public key extraction, CSR creation, cer-
tificate distribution, and authentication. The certificate transmits
latency and signing is not taken into account as the role of Border
Router is taken over by the computer running the simulation rather
than any of the nodes. This is similar to the measurement done by
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Fig. 4. measure of latency for certificate validation

[11] referred to as ’certificate validation time’, however, it differs in
that we are measuring the amount of time that it takes for all the
nodes in the network to execute this step. In 4 we can see that overall
the latency remains more stable in this protocol, however, this can
be influenced by the fact that within most clusters of nodes, virtually
all had a connection with the Border Router, which could serve as a
mediating node for any pair of source and receiver devices.

For both protocols, We can see a considerable variability of latency.
This would depend on network latency and the load of the raspberry
pi.

For both protocols, we measured the time it would take to transfer
a secure message, in other words, once the initial setup stage is
completed and the nodes in the network are ready to transfer data,
they need to engage in different operations to establish a secure
channel, encrypt the messages, transmit them, and decrypt them
on the other side. for this measurement, we used a fixed message
length of 40 bytes. we can see the results in ??

We can see that the L-ECQV protocol performed noticeably better
in this regard. This is expected as the hybrid protocol besides using
asymmetric encryption on the source has to generate symmetric
hashkeys in between if it has not established a secure connection
with the receiver node. the measurement was done by placing times-
tamps right before the message was decrypted and after getting an
acknowledgment that the message was decrypted.

7.3 discussion and limitations

as discussed above, we can see that overall the L-ECQV method
performed better in our network environment. Is worth noting that
this is affected by the fact that the L-ECQV relies on pre-installing
certificates, which is reflected by the node classes computing their
certificates in the pre-set-up stage before any measurement was
done, whereas the hybrid method executes at least an additional
symmetric encryption in the every communication scenario. An-
other relevant factor is the network setup, with only a moderate
degree of sparsity, the hybrid protocol does not use often the faster
symmetric paradigm more times than the asymmetric paradigm. In
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Fig. 5. Comparison of execution time for secure message transfer

a network where most nodes have a connection with each other,
this protocol is very likely to perform worse.

Unfortunately, it was not possible to run an experiment where the
sparsity of the network increased as the code for this setup could not
be stabilized to run reliably due to time constraints. It is noticeable
that the latency of the operations is considerably higher than in
their original work. This could be due to different factors: first, the
main KMP algorithm did not run using threads, which limited the
number of nodes engaging in the protocol at any given time. Second,
the network speed was found to be relatively slow. This is due to the
fact that for development purposes, the connection was established
through a mobile hotspot, to ensure that all devices connect to the
same IP address. Sadly this was realized after the measurements
were done and a new setup could not be established due to time
constraints.

8 CONCLUSIONS

This research presented a comparative performance analysis of
two lightweight Key Management Protocols (KMPs) for Internet of
Things (I0T) networks: a hybrid symmetric-asymmetric protocol
and the L-ECQV protocol. Our investigations were conducted under
a fixed sparsity and varying network sizes. Our results demon-
strate distinct performance characteristics for the two protocols.
The hybrid protocol displayed increased variability in latency as the
number of nodes escalated, likely due to the higher number of nodes
lacking direct connections to other nodes in our moderately sparse
network setup. In contrast, the L-ECQV protocol maintained more
stable latency even as the network size increased, likely due to the
prevalent connection between the CA and most of the nodes. The
real-world implications of these findings are significant. The choice
between these two KMPs or more generally, paradigms of KMP
needs to be informed by the specific requirements and conditions
of each individual IoT network. In IoT networks where stability and
predictability of latency are critical, such as healthcare applications,
traffic management systems, or industrial automation, the L-ECQV
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protocol may be a more suitable choice. On the other hand, in ap-
plications where network sparsity is high and direct connections
between nodes are limited, a hybrid symmetric-asymmetric proto-
col might offer more flexibility, despite its increased variability in
latency. Furthermore, our results highlight the importance of taking
network topology into consideration when choosing a KMP for an
IoT network. Depending on the specific network configuration and
the nature of IoT devices in use, different KMPs could yield differ-
ent performance results.//// It is worth mentioning that, due to the
challenges and limitations of this research, the findings, although
insightful are not completely reliable. In conclusion, our study gives
insight into the importance of the choice of KMP in IoT network
performance and emphasizes the need for practical-orientated in-
sight in the field, focusing on real-world IoT use cases and varying
network conditions.

8.1 recommendations

The research questions of this paper bring significant value to the
field. While this paper brings a comparative analysis that reflects
the real qualities of the different protocols, the measurements are
not completely reliable. But given the importance of the tackled
problem, it is recommended that in future works the limitations of
the research are addressed. Namely working with threads or docker
containers to more accurately simulate the behavior of nodes simul-
taneously engaging in the given protocol. implementing networks
with high sparsity, to be able to study the protocols in the varying
scenarios that IoT networks operate in. Once these aspects are in
place, studying a greater number of protocols would make more
meaningful research.
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