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Abstract

The widespread usage of the internet brings benefits to the general population,
but it is also becoming an increasingly attractive target for malicious actors.
They are exploiting internet technologies in order to gather knowledge about
a network, which helps them initiate an attack on it. Domain Name System
(DNS) is a mechanism that stores and translates domain names into IP addresses
that can be used by the routing protocols. While facilitating the translations,
DNS can be misused by the attackers to aid them in the reconnaissance process.
There are reasons to believe that the scanning procedure is influenced by the
domain name registration zone. Also, websites can have Transport Layer Secu-
rity (TLS) certificates generated, which can also alter the attacker’s behavior
through certificate transparency principles. This paper is going to study the
security impact of DNS in real world by creating a website and registering it
under different domain zones. Then, it will be checked if the attackers’ patterns
have variations because of the domain change. Afterwards, the attack methods
will be studied to see if generating a TLS certificate for the website will have any
security impact. This study will conclude which domain name is more likely to
be found by attackers as a target and will also tell if generating TLS certificates
has any (further) impact on the reconnaissance process.
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1 Introduction

The internet has expanded exponentially in the past decades and [9] the world
rapidly discovered its features. People started using the advantages of the in-
ternet and they moved most of the data and services to the online space. The
2020 coronavirus pandemic further accelerated the need for readily available on-
line resources because of the physical distancing rules and most businesses even
introduced the work from home concept. Having critical resources easily avail-
able online brings enormous advantages to everyone, but it also comes with a
major setback: vulnerabilities.[9] According to Purple Sec US, a cyber security
statistics business, the number of cyber attacks increased by 600% during the
pandemic [18] and considering that the work from home culture is here to stay,
there is no reason to believe that the cyber crime rate is decreasing any time
soon. Hackers are using highly sophisticated tools in order to scan networks
and discover potential targets for their next attack. The process of gathering
such information, which helps the malicious actor map the network is called re-
connaissance. The world wide web is still based on slightly updated, but rather
basic technologies from the early 1990s, which is definitely not going to help
the security aspect. One such basic mechanism is the domain name system|7]
(DNS) which is translating websites names to IP addresses. Attackers have ad-
vanced methods to do reconnaissance and there is no research that concluded
how the the domain name influences the process. Also, there are security mech-
anisms that are designed to aid the security of websites such as Transport Layer
Security (TLS) certificates.[10] This technology, while improving security, can
also come with factors that can alter the reconnaissance process because of the
certificate transparency principles (i.e. hackers can find the domain easier if it
is listed somewhere).[4]



2 Background

This section serves as a critical foundation for understanding the context and
significance of the study. It will offer a comprehensive overview of the existing
knowledge, gaps in understanding, and the rationale for undertaking the re-
search. In this section, a concise yet informative background that sets the stage
for the investigation into the impact of DNS and TLS on the reconnaissance
process will be provided.

2.1 World Wide Web

The early 1990s period represents a significant technological development that
was going to change the world: the adoption of the World Wide Web, commonly
known as ”"the internet”. Even though its early stage usage was limited to inno-
vation enthusiasts, the web saw an accelerated growth in the 2000s. Nowadays
we use websites daily for activities ranging from paying bills and reading the
news to watching movies and working. In order to be reachable, every website
needs to be hosted on a server. This can be any computer that is having inter-
net access, but most sites are running from professional host providers. Host
providers have dedicated servers that are permanently running in order to en-
sure a website up-time as close to 100 percent as possible. The server is using a
uniquely assigned static IP address issued by the internet service provider (ISP)
which can be publicly reachable. This way, the server can be uniquely identified
and accessed by the users on the internet. However, users are unlikely to know
the IP address of the resource they are trying to reach, as opposed to a website
name that they are more likely to remember.

2.2 Domain names and domain zones

Domain names, also known as websites’ addresses, are uniquely assigned names
that correspond to a specific IP address. These names can be registered so
that an end-user accesses the website using a relevant name instead of typing a
meaningless IP address. Every domain name has three parts from right to left:
the domain suffix, the domain and, optionally, the subdomain. Domains can be
registered as generic Top-Level Domains (gTLD) or as country code Top-Level
Domains (ccTLD). gTLDs have the suffixes as ”.com”, ”.org”, or ”.net”, while
ccTLDs can be ”.nl”, ?.NL”, 7.ro” or many others.[13] Domain names are the
second level of a domain’s hierarchy and represent the last part before the suffix.
Subdomains are the third level of the hierarchy and they are added in front of
the domain. Aside from the visual difference in the website’s address, having a
different domain zone (different TLD) can have other technical particularities
that can alter the reconnaissance process.



2.3 Domain Name system (DNS)

Before DNS existed it was required to maintain a table that was matching each
website’s address to its corresponding IP address. DNS is the mechanism that
automatically translates the website’s name that the end-user is inputting to an
IP address that the routing protocols can use to access the requested resource.|7]

2.4 Domain Zone Files

Zone files are text-based documents that store the DNS matching table as well
as other auxiliary information.[17] Malicious actors can use those zone files to
find potential targets, so they might impact the reconnaissance process, but
their ability to access them depends on the zone’s policy. There are three types
of zone access policies:

e Fully open zone file that anyone can access: .nu
e Semi-open zone file that can be accessed after signing an agreement: .com

e Closed zone file that can not be accessed: .nl

2.5 Transport Layer Security (TLS)

TLS certificates, previously known as SSL, are a key element in securing internet
connections to websites. TLS handshakes work in the background by creating
an encrypted tunnel between the browser and the website. Users can tell if
they are using this technology by checking if the "https” and the lock symbol is
displayed in the browser. TLS ensures both end users’ information protection
and websites’ legitimacy.[10] The technical process of TLS will not be detailed
further as it is not the focus of this paper. However, certificate transparency is
the relevant point of TLS for this research and it is presented below.

2.6 Certificate Transparency

TLS certificates have to be issued by Certificate Authorities that verify whether
the website is legitimate.[4] The problem with this approach is that the CAs can
not always be trusted. Even if the CAs are generally trustworthy, they can be
hacked which means that the encrypted communication can be received by the
malicious actor.[4] Audits done by third parties ensured that the CAs were still
trustworthy, but there was an important delay between finding a compromised
CA and revoking the certificate. There were also chances that a malicious
CA was never even discovered during audits because these relied on operational
practices and historical performance. This security gap in TLS certificate issuing
process is fixed through Certificate Transparency (CT). Certificate transparency
mechanism store the logs on a publicly accessible distributed system based on
Merkle trees. Logs can be monitored by anyone, but they can not be deleted nor
modified. Unfortunately, hackers can go through them and select their targets
based on the information they find which alters the reconnaissance process.



3 Related work

In order to conduct a relevant research, it is important to have a clear under-
standing about the related work that has been done in the same direction. For
this scope, a suitable collection of papers has been selected by searching for
the following keywords: ”honeypot”, ”reconnaissance”, ”web-server”, "network
data analysis”. Some articles contain statistics and data that is no longer rele-
vant as they are a couple of years old, so that data was not cited here. However,
the general ideas are still relevant because the malicious actor’s mentality did not
change that much over time. Instead of seeing this as a blocker in the research,
this was used to understand the evolution of honeypots over time in order to
get a more clear overview of where this research area is heading. After that, the
main idea was extracted and summarized in the sections below for each paper
that has been found useful for the research. This section will provide a brief
overview of the current state of knowledge in the field, highlighting key theories,
concepts, and previous studies that have contributed to the understanding of
this topic.

3.1 The reconnaissance process

Significant research has been done regarding the reconnaissance so this section
will present what has been found so far, then it will proceed to fill the research
gap in the next sections. Similar to the physical attacking methodology, the
cyber-attacking process involves three main steps: reconnaissance, infiltration
and conclusion of the attack.[15] Reconnaissance represents the first step in the
attacking procedure and it is also the main focus of this research paper.[9] In
the reconnaissance part the attacker searches for potential targets by observing
its normal operations, which can help him collect key information.[15] This can
be done through multiple methods such as visual surveillance, social engineering
or other methods that can reveal important resources. Moreover, this process
aims to reveal weak points in the system that can lay the groundwork for the
infiltration step of the attack.[15] Reconnaissance can be generally classified
as passive or active.[9] Passive recon is done by getting information in stealth
mode, without having any direct contact with the potential target.[9] This can
be conducted by using online resources that are unrelated to the website the
attacker is interested in such as DNS zone files, Whois databases and others.[9]
By not being aware of the scanning process, the victim can not take any pre-
ventive actions in order to avoid the attack.[15] However, one can only extract
limited information by using the non-intrusive (passive) reconnaissance.[3] Some
data such as information about open/closed ports, the Operating System of a
machine or running services can only be gathered after sending requests to the
server.[3] This kind of reconnaissance can no longer be classified as passive and
is therefore called active recon. It is usually done through openly available tools
such as Nmap, Nesus or Nikito which can partially automate the discovery pro-
cess.[3] Within this paper both the indirect and direct reconnaissance will be
considered as follows. The indirect reconnaissance is relevant because it is the



step that is going to be affected by the domain zone through DNS/having a
TLS certificate generated. The direct reconnaissance will be used as a metric
for measuring the public ”curiosity” regarding the website.

3.2 Information gathered in the reconnaissance phase

In this first step, attackers aim to gather data such as information about net-
work, host, security policies or human information.[15] The main focus of this
paper is related to network information data such as IP addresses, network
topology and domain names. Discovering a website (i.e. finding the TP ad-
dress or the domain name) is a mandatory step for a malicious actor in order
to be able to know where should the attack be targeted.[9] Additionally, they
can go one step further and reveal the actual topology which maps the net-
work infrastructure. This allows the hacker to tune their attack methods for
optimal efficiency.[11] Oftentimes, reconnaissance information can be gathered
by automated tools that are set-up to probe the available resources.[14] These
techniques of doing reconnaissance can be increasingly effective when they are
automated as attackers can have a live overview of their potential targets with-
out raising any alert.[14] Organizations frequently underestimate the amount of
information that can be anonymously obtained from public sources.[14] While
DNS’s and TLS’s particularities are detailed in many papers, one aspect that is
not covered is the relevance of DNS and TLS in the reconnaissance process. This
paper aims to fill that research gap by diving into the subject and answering
the research questions mentioned in the next section.

3.3 Detecting the attacks based on network data

In order to detect the attacks, web-server’s data need to be collected and ana-
lyzed. This process of identifying the malicious activities targeted at the com-
puters or networks is known as intrusion detection.[16] There are mechanisms
that facilitate the intrusion attempts detection which are called intrusion de-
tection systems (IDS).[16] These can be more or less advanced, but they are
usually classified in two categories: misuse-based or anomaly-based IDS.[16] A
misuse-based IDS has a database of known attacks and it tries to match ana-
lyzed network data with the data in the database.[16] An anomaly-based IDS
know how the network is normally expected to work and it triggers an alert
when a significant deviation from the model is noticed.[16] While intrusion de-
tection systems can prove useful when analyzing large network data, they can
be complex to implement and they might prove unnecessary for the low volume
of data expected in this experiment. Therefore, for this research, a manual
analysis will be performed based on the web-server’s generated logs.

3.4 Honeypots

Honeypots are resources whose value lies in being probed, attacked and, in
some cases, even compromised by malicious actors.[6] Important research has



been conducted regarding honeypots and the general conclusion is that they
are able to provide unique attack information, which would be unobtainable by
other means.[6] Honeypots work by copying a resource such as a website or an
application in such a way that it tricks the attackers into considering them as
valuable targets. Then, the attackers will likely follow the discovery process with
an attack that can be monitored in order to gather data about the malicious
actor’s intentions.[12] As time passed, more advanced honeypots emerged so
their use-cases and complexity were significantly improved. Starting with late
2000s, they were actively used to distract attackers from the valuable resources
in real-time.[12] That means an Intrusion Detection System (IDS) detects if
a malicious actor is going to attack the resource (i.e. somebody initiates a
malicious connection) and redirects him to the honeypot.[12] Later on, even
more advanced tools appeared, such as ACyDS which have been detailed in
a 2016 study.[5] The tool works by creating an unique, fake virtual view for
every host in a network, including subnet topology and IP address assignments
for reachable hosts and servers. While this is having the same goal as the early
implementations, it is a significantly more advanced protection mechanism.[5] In
the late 2010s an even more sophisticated honeypot implementation is proposed
as part of a 2018 article.[2] This one is acting as an Intrusion Detection/Intrusion
Prevention system while also analyzing and providing visual representations of
the network data.[2] This way, the few attacks that can not be detected by
the implemented anti zero-day attack technologies, can be observed by humans
using a friendly user interface.[2] In 2020, Hacklt, a real-time simulation tool
for studying real-world cyber attacks in the laboratory emerged.[1] This tool
facilitates the creation of honeypots in a controlled environment in order to
simulate attack scenario and aid in implementing these systems in real-world.[1]
We can observe that over the last 20 years honeypots have assisted researchers
in studying attackers’ behaviors. Despite their undoubted evolution, honeypots
have one main scope of improving the cyber security landscape by impeding and
collecting data about cyber-attacks. However, regardless of the many articles
about honeypots applications, there is no research that is studying the impact
of DNS and TLS on the websites reconnaissance process using honeypots.



4 Research Questions

This section aims to outline the research objectives and research questions that
guide the study. These objectives provide a road map for the research, ensuring
clarity and direction in the investigation. By delineating the specific goals that
this paper aims to achieve, a framework for evaluating the success and impact of
the research is established. This paper aims to achieve the goal of determining
to what extent does the existence of DNS and TLS influence the attacker by
answering the three sub-questions:

e How does the zone in which a website’s domain is registered affect the
reconnaissance behavior of the attackers?

e How does generating a TLS certificate for a website further influence their
attitude towards this process?

e Which domain name zone experiences the least malicious attention?
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5 Proposed approach

This section highlights the methodology and strategy employed to address the
research objectives. It serves as a guide for the study, outlining the steps taken
to collect data, conduct analysis, and derive meaningful insights. In this section,
the objective as well as the approach to reaching it will be presented, aiming to
provide a comprehensive understanding of the subject matter. Additionally, any
potential limitations or challenges that are expected to be encountered during
the implementation of the proposed approach will be addressed.

5.1 Objective

This study will be split into two main goals. The aim of the first one is to
establish whether the domain name is modifying the reconnaissance behavior of
the attackers. The second goal is to tell whether a TLS certificate creation is
making any change in this scanning step.

5.1.1 Studying domain zones

The first step will be done by creating a website having just a login form that
logs any login attempt to the fictive application (honeypot). This way the web
page will look like a legitimate login portal to an important application. A SSH
server will also be setup in order to listen to potential SSH connection attempts.
The next step is registering three different domain types one at a time:

e A fully open zone that anyone can find such as domain.NL

e A zone that can be accessed after signing an agreement such as do-
main.COM

e A closed zone such as domain.NU

The attack patterns will be studied and compared between the registered
domains by analyzing the web-server’s logs. This will also establish a baseline
for the next step so that a potential increase in attacks can be measured. The
website will be hosted on a publicly accessible web-server in the cloud.

5.1.2 Generating TLS certificates

After studying the logs for each zone, a TLS certificate from Let’s Encrypt
will be generated. The hypothesis is that due to the certificate transparency
principles detailed in section 2.6, it is expected that behavior changes might
appear. A conclusion will be drawn based on the findings. The conclusion aims
to tell if DNS and TLS influences the attack process of the malicious actors.
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5.2 Step by step approach

In order to achieve a relevant conclusion, the steps below will be followed. Each
of the first three rectangles represents a 7 days data collection time frame. The
experiment will be repeated three times the only variable being the domain zone
in which the website will be registered to. For the first experiment the zone will
be .COM, a domain having a semi private zone file. For the the second the
webserver will be registered on .NL having a private one, while the third virtual
machine will have a .NU domain attached which is completely open.

Analyze the data in the
SSH and webserver logs

l l |

Configure webserver Register a TLS certificate

Baseline creation Domain registration Data collection
Register a domain Retrieve the logs from
.COM/ .NL/.NU the virtual machine

Figure 1: Step by step approach

The first step is setting up the virtual machine by configuring the apache
webserver with the greeting page and making sure that the webserver, as well
as the SSH server can be accessed from the internet. In the second step, after 7
days of log collection, a domain will be registered depending on the experiment.
Then, for the third one, a TLS certificate is registered through Let’s Encrypt.
The fourth step is collecting the logs and classifying them for each stage of each
experiment. Then, the fifth and last one is performing data analysis on the
gathered data in order to extract meaningful information.

5.3 Expected results

The target logs are the VM’s SSH logs and Apache webserver’s logs. In order
to compare baseline to the other results the number of logs for each event type
will be counted. This means that if there were 100 failed SSH login attempts
on the baseline webserver and 200 of them at one point in the experiment, the
second webserver is more likely to be impacted by that type of attack. When
comparing results, a margin of error of 10% will be applied (i.e. if the count
difference between two logs is lower than 10%, then there is no difference between
those within the scope of this experiment). It is expected that the number
of attacks will rise after registering a domain name because of the increased
ways that can be used to access the website. Therefore, it is expected that the
baseline will have less number of attacks (number of logs) than the logs collected
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after domain name registrations. Based on the assumption that DNS influences
website’s security, it is also expected that the ”.COM” /.NU domains will have
the higher number of attacks, while the ”.NL” one will have the least due to
zone file’s access rules. If the TLS registration impacts website’s security we can
either see increasing or decreasing number of attacks. This is because hackers
might abuse TLS certificate transparency and they might see the resource as
more valuable when having a TLS certificate generated, but they might also get
turned away by the increased security. Depending on the actual results, further
research will be done in order to understand the reasoning behind the results.
For example, it can be checked if the TLS certificate authority’s reputation
further influences the process based on the assumption that more money will
be spent to protect a valuable resource compared to a worthless one.

5.4 Challenges

This paper is trying to study the reconnaissance process of the attackers by
only changing the domain name zone and getting a TLS certificate registered.
However, a hacker’s scanning process is dependent on many other variables
that can invalidate the comparison if they are not accurately considered. For
example the website’s content must be kept the same for all domains, the hosting
platform must have the same up-time between the domains and the website
must be running for the same period of time in order to have accurate data.
Therefore, it is highly important to have a clear overview of the factors that
might influence the hacker’s scanning process in order to eliminate them and be
able to conduct a relevant study. Another challenge is creating a particularly
well-thought plan that yields relevant results and that does not induce bias (e.g.
respecting the exact same steps for all scenarios, eliminating other factors such
as collecting data in the same weekdays for all experiments).

13



6 Implementation

In this section, a comprehensive overview of the implementation process un-
dertaken to achieve the goals of the paper is presented. This section begins by
outlining the research design adopted for the study, then it will provide practical
insights into the data collection process.

6.1 Experimental design

The first step towards the goal is building and testing the experimental design.
For this purpose, an Apache web-server running in a Linux environment has
been setup. To ensure that the server is running, it should be checked if the
apache2 service is running using the command in the screenshot below.

vlad@VirtualBox: ~ [m} .

File Edit View Search Terminal Help

vladevirtualBo)
nabled; vendor preset: enabled)
EET; 3min 95 ago

Memory
CPU:
CGroup:

pache2 -k start
/sbin/apache2 -k start

Figure 2: Apache server’s service status reporting as "running”

Then, a HTML document containing a basic login form that mimics a login
portal to a fictive database has been created.[8] The HTML code that was used
to create the page is included in Annex 1. The website also uses two ”.css”
styling sheets in order to make it more attractive for the potential attackers.
After that, the created HTML and CSS files were moved to ” /var/www /html/”
as this is Apache’s default folder and the apache service was restarted using
”sudo systemctl restart apache2”. Now the setup is complete and anyone who
is accessing the website will be greeted by the window below.

14



Login — Mozilla Firefox

5] Login

= &} O O 127.001

Database Secure Login Portal

u Username

n Password

Figure 3: The login page

The website is designed so that pressing the login button triggers a POST
method which does nothing besides logging a POST event. Having no func-
tionality for the login button is not relevant as we are interested in detecting
access attempts which are logged on the web server alongside other types of
requests. The Apache logs are stored in ” /var/log/apache2/access.log” and we
can get a live data view in terminal using the command "tail -f /var/log/a-
pache2/access.log”. The screenshot below shows an example of data that is
captured after the website is accessed (the three GET events) and three login
attempts are detected (each attempt is one POST event).

Figure 4: Web-server’s logs
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After setting up the web-server and configuring the website, the SSH server
also has to be set-up. This is done by ensuring that the SSH service is running
and attempting to initiate a connection. The terminal is asking for the password
and we can also check the SSH logs which are stored at ”/var/log/auth.log”.
For two failed login attempts (wrong password) and one successful attempt, we
get the following readable output in the logs:

a .1 port 51116 ssh2
tualBo : 9.0.1 port 51116 ssh2
"tualBo hd [ 180896 sord for vlad from 127 1 port 5111 h2

1alBo hd[180896] : or user vlad(uid=
Dec 15 18:32:17 \ 1alBox systemd-logind[659]: New session 18 of user vlad.

Figure 5: SSH authentication logs

6.2 Measurement setup

After the experimental design is established, the next step is implementing the
configuration on the actual virtual machine that will be used as a webserver for
this experiment. Each VM has been setup by the university through Digital
Ocean cloud services provider and SSH authentication is only allowed from user
”vlad” through having a matching key pair. The VMs are running Ubuntu
22.04.2 LTS and are having kernel 5.15. Since the VMs already have internet
access, files can be transferred from the physical machine that was used to
create the files to the Linux server. After transferring the files and applying
the configuration from the experimental design, the VM needs to have ports 80
(HTTP) and 443 (HTTPS) open in addition to 22 (SSH). As the logs will be
analyzed on an external machine in order to centralize all the logs and generate
statistics, a communication channel between the VM and the external machine
needs to be created. For this scope an e-mail client has been setup on the VM
in order to be able to send the Apache webserver as well as the SSH logs.
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7 Results

This section will detail the results obtained for the three separate data collec-
tions. For this experiment, three different VMs having identical configurations
were used in order to collect the data. For each of the three VMs, there was a
21 days data collection period which was split in three equal time frames:

e Having the webserver running without any domain registration.

o Having the webserver running with domain registered. (either .COM/.NL/.NU
depending on the VM)

e Having the webserver running with domain registered and a TLS certifi-
cate registered.

For convenience, the webservers will be differentiated using the Top Level
Domain that was used for each domain registration. The timeline for the three
experiments can be found below. Afterwards, a brief summary of the collected
data can also be seen.

Baseline

NL registration

TLS registration

Figure 6: Overall data collection timeline

Baseline | Domain TLS

.NL 332 347 650
.COM 323 573 650
.NU 320 427 564

Figure 7: The count of unique IP addresses generating webserver logs

Figure 8: The count of failed SSH login attempts

17

Baseline | Domain TLS
.NL 23652 12233 11171
.COM 16591 13328 14415
.NU 15565 8019 8367




7.1 The .COM webserver

The first experiment that will be discussed is for a domain registered under
.COM. The following subsections will explain the results of the baseline experi-
ment (without a DNS entry linked to the virtual machine), the results from the
moment a DNS entry exists and finally the results when a TLS certificate has
been obtained. The data has been collected according to the timeline detailed
below.

2023 apr

'IO‘I‘I 12 13 14 1516 17 18 19 2021 22 23 24 2526 27 28 29 30

Figure 9: Data collection timeline for the first experiment

7.1.1 Baseline

During the first 7 full days that were considered, 323 distinct IP addresses gen-
erated 1682 logs according to the webserver’s reports. The daily number of per
day distinct IP addresses ranged from 54 to 80. The requests went from simple
entries that are created when the server is legitimately accessed, to malicious re-
quests that tried to get the ”.env” file which is commonly used to store sensitive
data. Improperly configured webservers might have the file publicly accessible,
therefore such requests try to exploit these misconfigurations. Other requests
attempted to get common files and exploit known vulnerabilities.

During the monitored interval there were 16591 failed login attempts through
SSH using default usernames such as "admin”, ”"administrator”, "user” as well

as common first names from various countries.

7.1.2 Domain registered

Another 7 days after registering the domain for this webserver as vladcan-
drei.com, 573 distinct TP addresses were found in the 3822 requests stored in
Apache logs. This indicates an increase of 77 percent compared to the baseline
which is in line with the expected results. The range for the daily number of
per day distinct IP addresses ranged from 79 to 135. This is a first indicator
that the domain registration influences the reconnaissance process. However,
the clear reasoning for this will be discussed depending on the results drawn
from the other two virtual machines which are targeting TLDs with different
zone file permissions. Regarding the logged requests, the same kinds of requests
that were seen in the baseline can also be seen after the domain registration.
However, new requests looking for the ”wlwmanifest.xml” file in various paths

18



on the webserver showed up. The mentioned file is specific to WordPress web-
sites so these requests are aiming to determine whether they are targeting a
WordPress server or not. The apparition of a significant number of requests
checking for the WordPress file only when the domain is registered, shows that
attackers are checking whether a domain is registered or not before starting the
reconnaissance process.

The SSH logs indicate a slight decline in the number of SSH login attempts
compared to the baseline measurements, down to 13328 entries.

7.1.3 Domain and TLS registered

After registering the TLS certificate another increase in the number of distinct
IP addresses can be noticed. 650 distinct IP addresses generated 4998 requests
to the webserver during the 7 days period that was monitored, which indicates
an increase of 14 percent compared to having only the domain registered and
a 102 percent increase compared to the baseline. The daily number of per day
unique IP addresses ranged from 103 to 125. The types of requests are largely
unchanged compared to the ones received when having only the domain regis-
tered.

The SSH logs indicate a slight increase compared to the domain-only part of
the experiment, counting 14415 SSH login attempts during the time frame.
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Figure 10: The count of distinct IP addresses per day on the .COM server
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7.2 The .NL webserver

The second experiment that will be discussed is for a domain registered under
.NL. The following sections will detail the results obtained from the three states
of the VM (without a DNS entry linked, with a domain registered and with
a TLS certificate generated). The data has been considered according to the
below timeline.

Baseline .NL registration TLS registration

——t——  ————

2023 may

1011 12 13 14 1516 17 18 19 2021 22 23 24 2526 27 28 29 30 31

Figure 11: Data collection timeline for the second experiment

7.2.1 Baseline

For the .NL webserver 332 distinct IP addresses generated 3388 requests which
is consistent with the 323 IP addresses that accessed the baseline for the .COM
webserver. Even though the logs were collected in different periods, the number
of IP addresses that generated requests for the two identical webservers is simi-
lar. This is a first indicator that scanners’ activity is largely consistent over the
considered 7 days intervals. The count of requests went up significantly com-
pared to the .COM server with many more malicious attacks emerging. This is
caused by a couple of bots spamming common known exploits on this webserver.

23652 login attempts by SSH were stored in the logs. This is significantly higher
than the 16591 that tried this on the first identical webserver. There is another
indicator that this server was targeted by some bots which are spamming both
known exploits and default credentials for the SSH login prompt in the data
collection period.

7.2.2 Domain registered

For the webserver having the .NL domain registered, 347 IP addresses generated
logs during the 7 days collection interval which is an increase of just 7 percent,
well within the margin of error. This highlights that because the .NL TLD has
a private zone file, the number of scanners interested in the webserver remained
consistent with the baseline. The number of requests went down to 2125. The
baseline has a couple of IP addresses generating hundreds of requests in a few
seconds, hence the increased number of requests compared to this stage. The
requests are similar to the baselines and there are no requests looking for Word-
Press specific files compared to the .COM domain logs.
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12233 failed SSH login requests were done, showing an important decrease com-
pared to the baseline due to the lower number of spam bots at this stage.

7.2.3 Domain and TLS registered

In the 7 days after having the TLS certificate also registered there was a signif-
icant increase in the number of IP addresses generating requests for the web-
server. 650 IPs were found in the logs which is precisely the same as the .COM
domain having a TLS certificate issued. It is worth noting that the IP addresses
are mostly distinct in this phase compared to the .COM + TLS phase regardless
of having the same count. The 2768 requests are similar to those collected prior
to having the TLS certificate registered.

11171 SSH login attempts were logged which is also similar to the previous
scenario.
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Figure 12: The count of distinct IP addresses per day on the .NL server
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7.3 The .NU webserver

The third and last experiment to be discussed is for the domain registered on the
.NU TLD. The subsequent sections will present the data that has been found
when analyzing the retrieved logs in the three phases. The data collection was
done according to the following time frame.

2023 may

4 § 6 7 8 9 qQ™" 12 13 14 {516 17 18 19 5§21 22 23 24 526 27 28 29 30 31 1 2 3 4 5 6 7 8 9 qON

Figure 13: Data collection timeline for the third experiment

7.3.1 Baseline

During the log collection time frame for the .NU webserver 320 IP addresses
generated entries in the retrieved logs. This data is consistent with the 332
IPs for the .NL and the 323 IPs from the .COM servers’ baselines. It is worth
mentioning that despite having the logs collected at the same time for the .NL
and .NU baselines, the IP addresses that visited the webservers are mostly
different. Only 85 IP addresses generated logs on both webservers during the 7
days collection interval, while the others were unique to the specific webserver.
This difference is likely due to the IP addresses of the webservers not being in
close sub nets (164.92.146.169 and 128.199.33.177). The 1282 requests are, as
expected, similar to the previous baselines and 1579 IP addresses generated SSH
logs which is just between the other two baselines.

7.3.2 Domain registered

After having the .NU, an open zone file domain, registered, 427 IP addresses
were observed in the logs. This is an increase of 33 percent compared to the
baseline, which is lower than the 77 percent increase seen when registering the
.COM domain. Having a lower increase for the open zone file domain compared
to the semi-open zone file domain, is likely due to the .COM zone being signifi-
cantly more popular than .NU. The 2171 requests are similar to the ones seen
on the .COM registered website and 1245 IP addresses generated SSH logs.

7.3.3 Domain and TLS registered

In the last phase of the experiment a TLS certificate was registered for the .NU
domain. This resulted in 564 distinct IP addresses appearing in the webserver’s
logs during the considered interval. A 32 percent increase can be observed com-
pared to having the domain registered without a TLS certificate. The increase
is percentually higher than in the .COM experiment, but there are still less TP
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addresses generating logs on the .NU webserver having a TLS certificate reg-
istered compared to the .COM one. This is again due to the higher reach of
the .COM domains compared to the .NU ones. There were 2727 requests in
the webserver’s logs which are similar to the previous stage. 969 IP addresses
attempted to login via SSH based on the logs which is the lowest registered
number out of the all 7 days monitoring intervals.

140
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Figure 14: The count of distinct IP addresses per day on the .NU server

23



7.4 General observations

In this section general remarks which are relevant for all of the three experiments
are presented. This also contains comparisons between the data collection time
frames whenever these reveal meaningful information.

7.4.1 The privacy of the zone files

It can be seen that registering a TLD having an open or partially open zone file
increases the number of scanners performing reconnaissance activities compared
to not having any domain registered. However, when the domain’s zone file is
private, no such difference could be measured. Also, generating a TLS certificate
increases scanners’ interest in the webserver due to the certificate transparency
principles in all of the three experiments regardless of the domain’s zone file
privacy.

7.4.2 The SSH login attempts

During the data collection process, it was also observed that the number of SSH
login attempts decreased as time passed. It is likely that the bots discovered that
the common username/password combinations are not working for the specific
server and they decided to stop trying.

7.4.3 The requests performed on the webservers

Based on the data analyzed from the three virtual machines, it can be observed
that most of the requests consist of standard access requests such as those gen-
erated by the webserver when it is legitimately accessed (GET / HTTP/1.1).
After accessing the websites, most visitors attempted common probing to un-
derstand what is running on the webserver such as "GET /scripts/info.php
HTTP/1.1” or "GET /sitemap.xml HTTP/1.1”. These requests are not explic-
itly malicious, but they can be used to lay the ground work for malicious ones.
Ammong these common requests, there were also malicious ones such as ”GET
/?a=fetch&content=iphp;die(Q@md5(HelloThink CMF));j/php; HTTP/1.1” which
is a well known, now patched WordPress request. Other known malicious re-
quests such as "GET /?XDEBUG_SESSION_START=phpstorm HTTP/1.1”,
which is trying to start a debugging session if php storm is installed, or ”GET
/.env HTTP/1.1”, which is attempting to get a file containing sensitive data,
were also seen in the logs.

The notable differences of the requests between the experiments is caused by a
couple of spam bots targeting the .NL domain when collecting the data. Ever
since the baseline, this particular VM experienced a higher number of mali-
cious requests, but it is worth noting that these high numbers of requests were
generated only by a few IP addresses. Therefore, there is no significant dif-
ference between the baselines in the count of IP addresses generating requests,
but there is in the count of requests. Apart from the apparition of a significant
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number of WordPress related requests after registering a .COM domain name
which was discussed in 7.1.2, there were no other important differences in the
type of requests received during the 9 different data collection time frames. De-
tailed tables with the top requests for every time frame can be found in Annex 2.
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Figure 15: The classification of the requests for the three experiments

7.4.4 The names of the hosts accessing the webservers

By using the Autonomous System Numbers (ASN) of the IP addresses found
in the logs and a mapping from ASNs to hostnames, further information about
the requesters has been found. There were no important differences regarding
the top IP owners between the three experiments, therefore all information was
merged in the table below. A detailed overview with the top resolved ASNs for
each phase of the experiment can be found in Annex 3.

It was revealed that the top names among the identified requesters are Digi-
tal Ocean, Google Cloud Platform, Amazon and Hurricane. Digital Ocean is
the cloud service provider who is hosting the three virtual machines used in
this experiment and the ”visits” were generally done to generate performance
related statistics about the hosted services. Google Cloud Platform , Amazon
as well as Hurricane (an US based network services provider) are known to per-
form non-malicious scanning of the publicly available internet data in order to
gather information that can used for improving their services. It is important to
note that the malicious requests found in this experiment were done by obscure
actors whose hostnames are not having relevant information associated on the
internet. In the table below, all the IP addresses that generated requests on the
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webserver at any given time of the data collection process were mapped to its
corresponding ASN to check to whom every IP address belongs to.

Resolved ASN .i|Count of IP Addresses
DIGITALOCEAN-ASN, US 552
AMAZON-02, US 216
GOOGLE-CLOUD-PLATFORM, US 193
HURRICANE, US 128
#N/A 86
AMAZON-AES, US 84
AKAMAI-LINODE-AP Akamai Connected Cloud, SG 80
MICROSOFT-CORP-MSN-AS-BLOCK, US 54
AS_DELIS, US 53
CHINANET-BACKBONE No.31,lin-rong Street, CN 50
LATITUDE-SH, US 50
OVH, FR 41
GOOGLE, US 39

CHINA169-BACKBONE CHINA UNICOM Chinal69 Backbone, CN 36
TENCENT-NET-AP-CN Tencent Building, Kejizhongyi Avenue, CN|35
INTERNET-MEASUREMENT, GB 35
UCLOUD-HK-AS-AP UCLOUD INFORMATION TECHNOLOGY HK L34
HKZTCL-AS-AP Hong Kong Zhengxing Technology Co., Ltd., HK |33

SERVER-MANIA, CA 28
BSNL-NIB National Internet Backhone, IN 28
AS-AGGROSOPERATIONS, GB 27
CHINAMOBILE-CN China Mobile Communications Group Co., Lt(24
CENSYS-ARIN-01, US 23
AS-BITSIGHT, PT 23
HOSTROYALE, IN 21
CENSYS-ARIN-03, US 19
ALIBABA-CN-NET Alibaba US Technology Co., Ltd., CN 19

Figure 16: The number of IP addresses for each hostname
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8 Conclusion

This paper aimed to study the influence of domain name and TLS certificate
registrations on the reconnaissance processes. This has been done by collecting
data for a baseline server, then for the webserver having a domain registered
and then for the same webserver having a TLS certificate issued. Additionally,
the data collection process was repeated three times only altering the top level
domain the website was registered on. The most relevant data being considered
is the count of IP addresses generating logs in the webserver logs as these show
how many machines are aware of its existence over the 7 days period.

One of the potential theories was that actors are using the top level domain’s
zone file to look-up the registered websites for conducting reconnaissance activ-
ities. To check for this, the three chosen domain zone’s were ”.NL”, ”.COM”,
7.NU” due to the different privacy setting of the zone files: private, semi-public
and public respectively. In order to prove the theory, it was expected to see no
difference on the webserver after registering a private domain and a quantifiable
one when registering a public or semi-public one. As also seen in the previous
section, the webserver having ”.NL” domain, which is a private zone file TLD,
experienced a similar number of IP addresses generating logs compared to its
baseline. However, for the ”.COM” and ”.NU” domains which are having semi-
public and public zone files, this count increased significantly. Additionally to
proving the theory, it can also be seen that the semi-public zone file acts as the
public one regarding privacy, with the first having even more visibility because
of the increased popularity of the ”.COM” TLD. Generally, having more IP
addresses aware of the webserver, caused more requests appearing in the logs
unless one of the data collection intervals captured bots generating hundreds of
request per second, influencing the requests count. Therefore, it can be stated
that the zone in which a website’s domain is registered affects the reconnais-
sance behavior of the attackers depending on the TLD’s zone file privacy setting.

The other theory was that actors are abusing the TLS certificate transparency
principles which implies the potential to access a list of all domains having a
security certificate issued. The hypothesis was again proven by the obtained
results with the count of IP addresses generating requests on the webserver in-
creasing considerably in the 7 days after registering a TLS certificate for all the
TLDs tested in this paper.

During the data collection, it was also observed that the number of failed SSH
login attempts decreased when comparing the baseline to any of the other two
scenarios for every tested TLD. However, this is not influenced by having a reg-
istered domain, but rather by the server getting more well known and attackers
realizing that their brute-force attacks using common credentials are failing.
Judging by the number of malicious requests received in the data collection in-
terval, the ”.NU” domain is getting the least malicious attention, however it is
also having the least amount of requests and visibility on the internet, therefore
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that also helps in keeping a low number of malicious requests. On the other
side, the ” .NL” domain got the highest malicious attention, but since these kinds
of requests were showing even in the state where the VM had no DNS entry
linked, a correlation between the ”.NL” top level domain and a high number of
malicious requests can not be made based on this research.

The main idea that can be learned from this paper is that both malicious and
non-malicious scanners which are doing reconnaissance activities are (ab)using
the TLD zone files and TLS certificate transparency (CT) logs to adjust their
activity. In other words, if there is an opportunity for a webserver to be dis-
covered, it must be assumed that such an opportunity will be used for both
malicious and non-malicious intents regardless of the non-malicious intents of
public TLDs and CT principles. Also, it was revealed that having a lower pop-
ularity domain such as ”.NU” in this experiment, helps lower the total number
of requests and visibility to malicious bots, despite having a high number of
visiting IP addresses.

For future work it would be interesting to experiment if registering a paid TLS
certificate from a reputable certificate authority further changes the reconnais-
sance behavior compared to the free one from Let’s Encrypt. It is expected that
having a paid certificate hints a potential attacker that the protected resource
is valuable. Whether a malicious actor is willing to invest more time trying to
compromise the webserver based on this information is not yet clear according
to the current state of research.
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9 Annex

9.1 Annex 1 - HTML code

<IDOCTYPE html>

<html>

<head>

<meta charset="utf-8">
<title>Login</title>

<link rel="stylesheet" href="https://use.fontawesome.com/releases/v5.7.1/css/all.css">
<link href="style.css" rel="stylesheet" type="text/css">

</head>

<body>

<div class="login">

<h1>Database Secure Login Portal</h1>

<form action="login.php" method="post">

<label for="username">

<i class="fas fa-user"></i>

</label>

<input type="text" name="username" placeholder="Username" id="username" required>
<label for="password">

<i class="fas fa-lock"></i>

</label>

<input type="password" name="password" placeholder="Password" id="password" required>
<input type="submit" value="Login">

</form>

</div>

</body>

</html>
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9.2 Annex 2

BASELINE

DOMAIN

- Webserver Requests

TLS
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T ol hp ATTLL G T s ncudesamantest o AT/ 7 GET fdsshbcard/opint, e HITP/L.1 o
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MG, 175.138.13.477 5010 s T e pasord s VTTB/10 ; GET iminfspintsho NTT311.1 o
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Figure 19:

The top 30 requests
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on the .NU server



9.3 Annex 3 - Top

BASELINE

Count of Name

IGITALOCEAN-ASN, US

AKAMAI-LINODE-A? Akamai Connected Cloud, S
GOOGLE-CLOUD-PLATFORM, U

/A

HURRICANE, Us

CHINANET-BACKBONE No.31,Jin-rong Street, CN
SN Naionantemes cone, N
£5_DELS,

(CHINAL6S-BACKBONE CHINA UNICOM China16 Backbone, CN

ZEn-ECh, Us
MICROSOFT-CORP-MSN-AS-BLOCK, U
DEDIPATH-LL, US

CENSYS ARIN-01, US

ovi, 7R

AS-RITSIGHT, PT
conexT, B
MEDIALAND-AS, RU
EERDINANDZINK, DE
TTNET, TR
CENSYS-ARIN-03, US

ALIBABA-CN-NET Hangzhou Alibaba Advertising Co, Ltd., CN

COGENT-174, Us
KAKHAROV-A5, K2
EthioNet-A5, ET

PL-As, PA

S AGGROSOPERATIONS, GB.
ALPHASTRIKE-RESEARCH, DE

(CAT-IDC-ABYTENET-AS-AP CAT TELECOM Public Company Ltd,CAT, TH

conTARO, DE

resolved IPs

DOMAIN

Count of Name
Name

OIGITALOCEAN-ASN, US

AMAZON 02, US

A

AKAMAI-LINODE-A? Akamai Connected Cloud, SG
GOOGLE-CLOUD-PLATFORM, US

AMAZON-AS, US

HURRICANE, Us

MICROSOFT-CORP-MSN-AS-BLOCK, US

HOSTROVALE, IN

owi, /R

GOOGLE, Us

TENCENT-NET-A2-CH Tencent Building, Kejzhongyi Avenue, CN
CHINANET-BACKBONE No.31,Jin-rong Street, CN

Online ss, FR

25_DELIS,US

CHINAMOBILE CN China Mobile Communications Groun Co., Ltd., CN
CENTURYLINK-US-LEGACY-QWEST, US

ZEN-ECH, US

PL-AS, PA

SERVER MANIA, CA

CENSYS-ARIN-01, US

AS-AGGROSOPERATIONS, GB
conexT, Ge

‘GEMNET-MN GEMNET LLC, MN
INTERNET-MEASUREMENT, GB
BSNL-NIE National Internet Backbane, IN

to ASN Names

DOMAIN +TLS

Countof Name

Name E
DIGITALOCEAN-ASN, US

‘GOOGLE CLOUD-PLATFORM, US

A

AKAMAI-LINODE-AP Akamai Connected Claud, 56
AMAZON-02, Us

HURRICANE, US

GOOGLE, Us

AS_DELIS, Us

(CHINANET BACKBONE No.31 Jin-rong Street, CN
MICROSOFT-CORP-MSH-AS-BLOCK, US
AMAZON-AES, US

CENSYS-ARIN-03, US

HKZTCL-AS-AP Hong Kong Znengxing Technology Co., Ltd,
UCLOUD-HK-A5-AP UCLOUD INFORMATION TECHNOLOGY HK LIMITED, HK
AS-AGGROSOPERATIONS, GB

EXCELLENT-HOSTING, SE

owH, 7R

CENSYS-ARIN-0L, US

TENCENT-NET-AP-CN Tencent Building, Kejizhongyi Avenue, CN
ZENECN, US

INTERNET-MEASUREMENT, GB

ASBITSIGHT, 2T

CONT7\A A, 6B

coNExT, G

AS4SBTO-BY, NL

WHG-NETWORK, GB.

INT-NETWORK, SC.

ALIBABA-CN-NET Alibaba US Technology Co., Ltd., CN
CENSYS-ARIN-02, US

FLYSERVERS-ENDCLIENTS, PA

Figure 20: The top 30 resolved IPs to ASN names for .COM

BASELINE

Count of Name

Name
DIGITALOCEAN-ASN, LS
AKAMAILINODE-AP Akamai Connected Cloud, SG
GOOGLE CLOUD PLATFORM, US
LATITUDE-SH, US
HURRICANE, US
ASAGGOSOPERATIONS 6B
AMAZON.02,
Meaosortcont MSN-AS-BLOCK, US.
AMAZON-AES, US
ZENECN, US
VNPT-ASVN VNPT Carp, VNV

SERVERBASKET-AS-IN SB Secure Data centers India Private Limited,

As DELES, Us
CHINANET-BACKBONE No 31,Jin-rong Street, CN
AS-BITSIGHT, PT

CENSYS ARIN01, US

CENSYS.ARIN-03, US

CARINET, US

UCLOUD-HK-AS-AP UCLOUD INFORMATION TECHNOLOGY HK LIMITI

INTERNET MEASUREMENT, GB
BSNL-NIB National Internet Backbone, IN
CONTABO, DE

ALBABA C

ALPHASTRIKE RESEARCH, DE
FLYSERVERS ENDCLIENTS, PA

1S-A5-1, US

CT-HANGZHOU-IDC No.288,Fu-chun Road, CN

Figure 21:

BASELINE

Countof ame.

LATTV0E 51,Us

A AGGROSOPERATIONS, GB
CHNANET-ACKBONENo L1 rong s, o
PSP Corp,
zEw o, us

ENSYS ARIN 03,U5

s contrs ndis st Lt .

CHINALG BACKEONS CHINA UNICOM Crinap i, o
INT NETWORK SO
Ao s 5

o ;mcom s ol 0F

N-NET Hangzhou Alibaba Advertising Co.Ltd., CN
CHINALGS-BACKEONE CHINA UINICOM Chinal69 Backbane, CN
HKZTCI-AS-AP Hong Kong Zhengring Technology Co., Ltd., HK

us
287,50

DOMAIN

Count of Name

Name
DIGITALOCEAN-ASN, LS

GOOGLE-CLOUD-PLATFORM, US

AKAMAI LINODE AP Akamai Connected Cloud, SG

HURRICANE, US

AMAZON-2, US

A5 DELIS, US

‘CHINALGS-BACKEONE CHINA UNICOM Chinal69 Backbone, CN
CHINANFT-BACKBONE No.31,lin-rong Street, CN

A5 AGGROSOPERATIONS, GB

MICROSOF I CORP MSN AS BLOCK, US
TEASTEAS, EG

CENSYS-ARIN-O1, US

BSNLNIB National Internet Backoone, IN

Fiyservers SA,

FLYSERVERS-ENDCLIENTS, PA

HKZTCL-AS-AP Hong Kong Znengxing Technology Co. Ltd., H
CARINET, US

1S-A5-1, US

CLOUDWEBMANAGE-IL-FR, US

PLIAS, A

KAMATERA, US

UCLOUD-HK-AS-AP UCLOUD INFORMATION TECHNOLOGY HK LIMITED, |
CENSYS ARIN03, US

GOOGLE, US

MAXMUNA-AS, UA

INTERNET-MEASUREMENT, GB

DOMAIN

5 ol vs
mmw SACKBONE o 31 ongses, o

MILHOSOFCORP-SN-AS-LOCK, US
eR 55,08

senn ia ca

Tt s
Gnine 5

AA CANET At U el G 1,
O i Wi s Grou co, L1t o
5 GROsO7ERATONS

chnese smsouzcmu,\w (COM Chins169 Backoane, O

CHINATELECOM CTCLOUD Cloud Computing Coraratin,

Figure 22: The top 30 resolved IPs to
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Count of Name

Name
DIGITALOCEAN-ASN, LS
GOOGLE-CLOUD-PLATFORM, US

AMAZON 02, US

AKAMAILINODE-AP Akamai Connected Cloud, SG
HURRICANE, US

AMAZON-AES, U5

SERVER-MANIA, C

INTERNFT- MFAWRFMFNT B

OVH, FR

AS BITSIGHT, PT

AUBABA-CN-NET Alibaba US Technology Co, Ltd., CN

HECN, US

562903, US

HKZTCLAS-AP Hong Kong Zhengeing Technology Co., Lid., 1K
CHINAMOBILE-CN China Mobile Communications Group Co., L, CN
WHITELABELCOLO393, U

CENSYS.ARIN-01,

CENSYS-ARIN-03, US

A5_DELIS, US

PONYNET, US

TENCENT-NET-AP-CN Tencent Building, Kejizhangyi Avende, CN
DEDIPATHLLC, US

UCLOUD HK AS AP UCLOUD INFORMATION TECHNOLOGY HK LIMITED, HK.
2005161, Us

M247, R0

CENSYS ARIN02, US

ASAGGROSOPERATIONS GO

Online 5A:

UAAAGED DEDICATED: SERVERS, GB

top 30 resolved IPs to ASN names for .NL

DOMAIN +TLS

Aama Connacted Coud, 52

iU s,
7T 4535 g Ko Trengeing ooy Con, 1,
e, U5
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TENCENT T o v(Bm\d\n’ Kejznongyi Avanue,
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S0 e ¢ o0 oo
cHnaico wmnmtmm NICOM Chins260 Bsckione,
NE o3 s, O

HNOLOGY K LIMITED, Kk

a5 18
coscas U
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9.4 Annex 4 - SSH Access

Baseline | Domain TLS

.NL 1759 1493 1362
.COM 1288 1143 1404
.NU 1579 1245 969

Figure 23: The number of unique IP addresses from the SSH logs
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