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Abstract

The modern data-driven society requires methods to collect accurate occupancy data for
informed decision making, and comes with user privacy concerns and challenges. This thesis
addresses the challenge of collecting accurate occupancy data while prioritizing user privacy.
The study focuses on the Interaction Lab at the University of Twente, where a privacy-friendly
occupancy measurement system is desired by the client.

The research revolves around identifying stakeholder requirements, suitable data collection
methods, achievable privacy given the requirements, and the prototyping choices. Finally, a
system evaluation is performed. Reviewing literature and current implementations, highlights
the privacy weaknesses of current technologies and the need for a private-by-design approach.

Requirements were collected through interviews with lab users and the Lab Team. Ideation
and specification phases led to the development of a prototype. The prototype utilizes an
VL53L5CX Time-of-Flight sensor with an 8x8 pixel array connected to a Raspberry Pi 4, with
a developed algorithm. The device observes a 2x2 meter zone at the entrance with a achieved
sample rate of 17-20Hz. Data is collected locally and mitigated into day-parts. The limited
observation zone, low resolution sensor, and data handling choices, are to ensure maximum user
privacy. Additionally, Lab Team users can request the current occupancy for planning.

The requirement evaluation confirmed the system’s compliance with the set requirements.
The performance evaluation achieved an accuracy of 96% in normal conditions. User and lab
team supported the system with a positive reception, with suggestions for increased transparency.

In conclusion, this thesis demonstrates the feasibility of a privacy-friendly occupancy mea-
surement system, which respects user privacy through hardware design while maintaining high
accuracy. Future research should explore the role and importance of hardware selection in en-
suring privacy.
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Chapter 1

Introduction

1.1 Context

Our society is becoming more and more data-driven in recent decade. Accurate data can support
good decision making, and collecting and using data to become a data-driven decision maker is
accessible to smaller organisations due to the advancements made. In this context, gathering
consistent occupancy data on the population within a room or building can offer significant
utility. The collected data can be employed for diverse applications and data-driven decision
making, such as: identifying overcrowded areas, evaluating event success, monitoring real-time
occupancy to locate appropriate study spaces or determine staff presence, planning future struc-
tures, among others. Moreover, the information procured by these systems can contribute to
economic savings and sustainability by facilitating effective energy management, by optimizing
the thermal design of buildings[10][19]. However, the modern day data-driven society and with
that the collection of occupancy data, comes at the cost of user privacy|22]. This project is aimed
at researching if the required data can be collected while prioritising privacy, this introduces the

problem statement.

1.2 Problem Statement

Current approaches may be excessively invasive, resulting in the potential collection of more
data than necessary or the possibility to do so. In numerous instances, privacy is guaranteed by
assurance rather than by hardware design. Rapid advances in this field have intensified these
concerns|22|. A common implementation involves the deployment of an artificial intelligence
model in conjunction with a camera capable of recognizing people. Although these systems
typically focus on quantitative data, they remain susceptible to software breaches and misuse,
due to the device having sensors that are not needed or too detailed for the primary goal. Also,
devices have additional sensors for collecting other data points in the future and often have extra
options such as demographic analysis and staff detection. With closed-sourced code the overall

inner workings of such devices, and how these sensors are used, can not be fully investigated by



a external party. As a result the promises of the manufactures, function as the sole indicator for

user safety.

1.3 The client

The Interaction Lab, situated at the University of Twente, serves as a connecting hub for various
research fields [1]. It provides a venue for students to engage in academic growth, explore
technologies, and access resources. By offering these technologies, instructional tutorials, staff,
and fellow students in a single location, the Interaction Lab fosters a sociable environment that
motivates the creation of innovative ideas. The main coordinator for the lab space is interested
in collecting occupancy data for a new additional lab in the "tower room". To collect data on

the occupancy, user privacy must be a priority.

1.4 Goal and Research Questions

The goal of this project is to build a privacy-friendly occupancy measurement system. The
system should prioritise the privacy of the user. The main focus of the project will be on the
hardware used for collecting occupancy data and how the client requirements can be satisfied
with minimal invasive and privacy friendly hardware. This would be hardware that is only able
to detect and measure data points needed for an accurate measurement. Also, the deployment
should not have any additional unneeded hardware or sensors then needed for the data collection
requirements. Additional to the hardware, software considerations will also be made. The

following research questions conclude the introduction:

"To what extent can accurate occupancy data be collected in the Interaction

lab when prioritizing user privacy?"

Main Research Question

To help answer this research question some sub research questions have been made:

1. What are the stakeholder requirements for a private occupancy measurement system?
2. What methods could be used to collect occupancy data in the lab?

3. What level of privacy can be achieved with the requirements for data collection?

4. How can these requirements become a working prototype?

5. What is the overall evaluation of the implemented system?



Chapter 2
Background Research

In this chapter a review of relevant literature! and state-of-the-art research will be conducted on
the current occupancy tracking systems at the University of Twente. Finally, the technologies

that have been mentioned throughout the chapter will be compared in a table.

2.1 Literature Review

This review of the literature aims to provide a comprehensive comparison of the available tech-
nologies and systems for collecting room occupancy data. The technologies will be discussed
based on the privacy-friendliness of the method and possibility of excess data to be collected
by future software updates. To mitigate the risk of software modifications or exploits by the
adversary, hardware data privacy could be an important part of the design cycle. Taking this
approach may be necessary to avoid collecting sensitive data from the core sensor. Additionally,
retaining data accuracy to a certain degree will also be taken into account. The review will look
at a variety of methods to collect room occupancy data. e.g.: CO2, motion detection, or chair
sensors, and conclude on which systems are most suitable to be used in a privacy-friendly and

non-invasive manner while retaining real-time data accuracy to an acceptable degree.

2.1.1 Privacy when measuring occupancy

When collecting occupancy data on the whereabouts of people, personal information may be
collected. Since this review aims to find a privacy-friendly system, it is essential to investigate
what factors contribute to this goal and are important when considering a suitable system.
Since all systems have to deal with storing data, this review will not investigate data privacy
per method discussed from a software perspective. This section will inform the reader of the

reasoning behind the factors that will be used for the systems discussed.

'section 2.1 The original review was written for the Academic Writing course, with slight adjustments for
continuity and sentence structure.



2.1.1.1 Data handling and encryption

All systems that will be considered collect data in some way or another. Correct data handling
and encryption are important methods to guarantee the privacy of users and achieve a system
that is less vulnerable to software exploits. Old methods primarily focus on how to keep adversary
from accessing the data. However, recent research is more focused on how data can be stored
in such a way that less harm can be done after a data breach, as mentioned in[12|. There is
sufficient literature to be found on how to treat data handling, storage, and encryption correctly.
When investigating encryption, camera data encryption can become a problem. This is because
encryption is a very computer intensive process when exposed to a large data stream that comes
from video. A possible solution to this problem is partial-encryption, where only the region of
interest is encrypted by a light-weight model[11|. Compared with other systems, this is not a
problem that arises. Therefore, because all possible systems collect data, this is not a factor

that will be further explored per investigated technology.

2.1.1.2 Privacy factors

The last paragraph above covered data privacy and why these factors will not be considered in
the discussion. This can also be referred to as software privacy and applies to every system.
This discussion is interested in what technology is private-by-hardware-design. For hardware

privacy in the occupancy measurement systems in this review, the following factors are used:

Minimizing the possibility of excess data collection by hardware design Limiting
data collection by software is a method often used to mitigate privacy concerns. However, this
may not be a future guarantee of data safety. An exaggerated example of this could be the need
for occupancy data at a single desk. This could be achieved with a binary chair weight sensor
with only the ability to send a yes or no. In contrast, a camera could be used in combination with
an Al video detection model. Data collection from these two methods could be programmed in

a similar way. However, it could be argued that problems may arise in the future.

Minimizing invasiveness The technology should not be invasive to the users. Using the
same example as above, of the camera and chair sensor, one can say that a camera gives the
user an privacy invasive feeling. The hardware should reflect the reality of a privacy-friendly
technology. An important disclaimer to mention is that this does not mean that the technology

should completely be hidden. The user should be informed about the collection of data.

Minimizing possibility of collecting personal identifiable data The technology should
not collect data that can identify a person. This concept could be taken to great lengths as there

might always be a method to extract data and cross-compare this with other collected data|36].



To summarize, the main takeaway from these factors is that occupancy data collection should
not be comparable to any form of surveillance[36]. To further explain and categorize the different
aspects of privacy in a system for the project, three levels have been formed. All privacy factors
that this review places into level 2 & 3 can be applied to any sensor technology used. As a result
of this, to select the scope of this literature review and focus on selecting a suitable sensor, all

the factors in this section belong to level 1 as illustrated in Table 2.1.

Privacy Levels

Level 1 Level 2 Level 3

Hardware Data Collec- | Sensor Node Transmis- | Data Storage

tion sion

- Low sensor precision. | - Limiting transmitted | - Limiting stored data.
data

- Limiting resolution. - Adding noise to trans- | - Encrypting stored
mitted data[11] data.
- 20] Covered in subsubsec-

tion 2.1.1.1

TABLE 2.1: Illustrating 3 levels where privacy measures can be applied. To help support
this review

2.1.2 Methods for measuring occupancy

With the increasing need for accurate and real-time data on building and/or room occupancy,
various methods have been developed to meet these demands. This section will examine the
most commonly used technologies for collecting room occupancy data, including experimental
technologies. In addition, the review will discuss privacy and data accuracy for all technologies
that are investigated. At the end of this chapter, the reader will have a better understanding
of the available technologies and their strengths and weaknesses in collecting room occupancy
data.

To find suitable technologies, it is important to mention some methods and technologies
that will not be considered. Firstly, no invasive method will be investigated that requires a
user to actively carry a specific device, such as RFID tag detection seen in|23]. Second, any
method that requires action from the user will not be considered. This does not include devices
that users already have, such as phones. To find suitable methods which are widely used,
some literature has been consulted that have done statistical research on the most common
methods for occupancy detection[40][18]. From here, other sources have been snowballed to
collect more information on the specific occupancy measurement systems. Additionally, other

potential methods are considered which are more experimental.

2.1.2.1 Camera detection

Using a camera for people counting is a method that is often used for occupancy detection. It

is based around the idea of applying certain AI models and blob detection to images from a



video[28][17]. One big advantage of this method is the ease of implementation, as cameras are
already widely used in many places and also serves other purposes. Additionally, the accuracy
of the occupancy data of a system that uses real-time video is high. An experiment conducted
in an office room shows an accuracy of up to 97.32% for correct detection|30]. Furthermore, a
camera can collect data on the exact location of a person[25|. Consequently, one camera can
be used to measure occupancy for multiple parts of a room and/or area. However, tracking
exact locations for occupancy measurements creates excess data. Additionally, users could be
identifiable through video. As a result, the use of a camera can create an invasive experience for
users. Nevertheless, many of these problems can be mitigated by limiting the transmitted data

from the camera node, as described in level 2 & 3.

2.1.2.2 ToF camera

Using a ToF (Time-of-Flight) camera for people counting is a method that works well for occu-
pancy measurements. This method is based on the principle of measuring the time it takes for
light to travel from a ToF camera to the object and back again. The data can then be processed
to a depth map, which can be used to determine the location of people in a room. One of the
main advantages of using a ToF camera in comparison to a traditional camera is the 3D out-
put. Consequently, the background of the image can be removed and provides a more accurate
understanding of the occupancy data compared to 2D images|[29]. Additionally, a ToF camera
uses IR (infra red) making it work in variable lit environments|34]. Moreover, TOF cameras
have the ability to collect data without capturing identifiable images of people. This makes
them a more privacy-friendly option. However, it could still be argued that excess data could
be collected. For example, the exact location and time of a user could be tracked. In both|[21]
and[15] a method is shown where arrays of single-pixel ToF cameras are used to preserve user
privacy. An experiment conducted using a TOF camera showed an accuracy of up to 100% for

correct detection[39]. In addition, other research found an accuracy of 95%][34].

2.1.2.3 CO2 concentration sensor

CO2 sensors are considered the most effective sensor for occupancy detection among all en-
vironmental variables that can be monitored, such as temperature, humidity, and light [13].
The concept is based on the principle that an increased human presence raises CO2 levels in
a room[41]. However, the accuracy of a CO2 based measurement system is not high. Namely,
human CO2 production varies from person to person depending on many different factors|37].
Similarly, many other location-specific factors can alter the concentration of CO2 and may vary
over time[24]. One solution to this is to combine other environmental factors into a learning
model. Candanedo et al.[16] developed an statistical learning model using CO2 together with
illumination, humidity, and temperature factors. Other studies also use CO2 measurements to-
gether with data from wireless communication sensing. For instance, Wang et al.|35] developed

a method using WI-FI sensing. When comparing traditional and newer models, the accuracy



varies between 55-95%][16].Multiple methods that bring together variables of varying accuracy
use some form of statistical learning to create accurate occupancy measurements. Consequently,
implementing similar learning models may be necessary for less invasive methods of collecting

occupancy data.

2.1.2.4 Chair sensors

A less common experimental method is the use of chair sensors. This method relies on the
usage of multiple sensor nodes that communicate with a base station. When using solid chairs,
integrating weight sensors can become a challenge. A solution to this problem could be to use
temperature sensors to sense the presence of a person|31]. This method of occupancy measure-
ment is very accurate for areas where people tend to sit down. However, if the area has a less
predictable ratio between standing and sitting down, The data becomes less accurate.
Although this method is not invasive, the data it collects can become a privacy concern.
For example, if the same person uses a chair every day, the data from that particular chair
can be used to collect personal information. Furthermore, when temperature sensors are used,
data about the health status of a person could be exploited. Although, these concerns can be
mitigated by limiting the transmitted data (level 2). For example, by transmitting a binary
value when the temperature changes to above 30 degrees[31]. Also, the node identifier could be
randomized so it is more complicated to track a specific chair node[27]. These methods could

still be vulnerable to possible software exploits.

2.1.3 Technology conclusion

To summarize this section, multiple methods have been discussed. It can be concluded that there
is no technology that suits all requirements. An increase in accuracy and real-time data is likely
to be paired with privacy concerns. As can be seen in Table 2.2. However, some noteworthy
differences should be mentioned. At first, using a ToF camera over a traditional camera can
increase accuracy due to its ability to remove the background from an image. Additionally, a ToF
camera collects less personal data and can be trimmed down to lower resolutions while retaining
accuracy. It can be concluded that, in the scope of occupancy measurements, an ToF camera is
more suitable over a traditional camera. Second, a CO2 sensor has issues with accuracy due to
many other factors that alter CO2 concentration in a room. However, other data can be used
together with statistical models to increase accuracy. Finally, the use of chair sensors might be
suitable if the setting allows. In addition, having occupancy data per zone or chair can help with
dynamic lighting and other optimizations. Ultimately, when choosing a suitable technology, a
suitable balance has to be struck between these strengths and weaknesses for the specific needs

of a situation.



2.1.4 Literature Review Conclusion

Selecting a suitable technology for collecting occupancy data is crucial to avoid collecting excess
data. Many privacy concerns can be mitigated by software precautions. However, the sensor
technology used may still become an issue in the future because of a software update. Addi-
tionally, these technologies add to the invasive nature of a method such as traditional camera.
This literature review was aimed to compare different methods to support a balanced decision
making. To achieve this, multiple methods have been discussed and compared. Additionally,
the review showed the importance of choosing a method that accommodates the required data.

Using multiple sources the most common methods were found and supporting sources were
snowballed from there. Afterwards, literature was investigated in regards to the privacy of
these technologies and as a broader term. From this it can be concluded that there was limited
literature on hardware privacy, named level 1 in this review. The implication of these limitations
is that less is known about absolute privacy, by hardware design. Future research could, for
instance, investigate how hardware can support the main goal of a system and limit the possibility
of additional usage when dealing with data collection in certain spaces. Such research could
contribute to protecting user privacy in times of growing possibilities in user data collection, Al

models, and increasingly capable technology.

2.2 State of the Art

In this section, the state of the art in room occupancy systems that are currently used at the
University of Twente are explored. In section 2.1 a literature review has been carried out,
discussing various methods and evaluating their accuracy and individual privacy. In contrast,
this section will investigate various existing deployments. These will be analyzed and contrasted

to underscore their distinctive features, advantages, and potential limitations.

2.2.1 Implementation at University of Twente

A current implementation for occupancy measurement is present at the University of Twente,
particularly focusing on "Occupancy Management"[3]. Since late 2020, sensors have been in-
stalled in the Ravelijn building. This project aims to tackle the increasing challenge of scheduling
and effectively utilizing campus spaces and facilities due to a growing student population. The
project aims to achieve faster and better insights into the use of lecture and project rooms.
The current scheduling approach is based on registered timetables, not on the actual usage of
spaces. Sensor data allows for a better understanding of room utilization and trends over time,
as opposed to manual counting, which provides only a momentary impression.

This pilot project aims to evaluate different sensor technologies to achieve the desired results:
faster, improved, and more accurate information on the use of educational facilities and meeting
rooms. The rapidly evolving sensor market offers improved technology and accuracy, following

this pilot, decisions will be made on the installation of people counters and presence sensors in



other campus buildings.

2.2.1.1 Types of sensor technologies:

Motion Sensors All motion sensing technology used at the university are based on PIR

(passive infrared sensor).
e Capgemini Desk sensor - PIR (general movement), installed under desks

e Capgemini meeting room sensor - PIR (general movement)

Elsys ERS Eye - PIR (general movement)

Elsys ERS Sound - PIR (general movement) and sound

OAC Electronics NightHawk - PIR, temperature, humidity and light

FIGURE 2.1: Picture of the ERS Eye sensor

Discussion In the scope of this project, privacy by design is of significant importance. The
listing of all different motion sensors used shows the sensors that are named on the website of
the University of Twente[5|. Investigating these sensors from their original product pages, it
should be noted that both Elsys ERS sensors have additional sensors in addition to the PIR
sensor[5]. Both ERS sensors have the ability to sense temperature, humidity, light, and sound.
Additionally, the ERS Eye has a "Panasonic Grid-Eye(C) infrared sensor" capable locating the

location of detected motion.

People Counters All people counters used at the university are either based on overhead
stereo vision or ToF sensing in combination with a camera, as shown in Figure 2.2. Stereo

camera systems use 2 high resolution cameras.

e Flir Brickstream 3D Gen 2 (BPC-2500M-25W) - Stereo vision with 2 digital cameras.
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e Xovis PC3-M - Stereo vision with 2 digital cameras.
e Xovis PC2S - Stereo vision with 2 digital cameras.

e Irysis Vector 4D Analytic - ToF sensor and digital camera.

FIGURE 2.2: Picture of a Flir Stereo Vision sensor at the University of Twente

Discussion Further exploring these technologies via there product page raises concerns in the
scope of privacy-by-design. First of all, the implementations use digital cameras with a high
resolution. The university website states that all devices are configured to convert images to
low-resolution images. However, these are software implementations, not hardware limitations.
On the product pages further capabilities can be found. One of these capabilities is the improved
AT computer on the Xovis PC2S, capable of classifying gender and age[6|. Additionally, the Irisis
device digital camera is only used for setup and calibration. However, on the product page the
digital camera can be used for staff identification. In the scope of privacy by hardware design,
these sensors could raise questions. Furthermore, to improve the privacy the stereo cameras are

mounted top-down to ensure the technology is not able to identify faces.

2.3 Technology summary

To help support the further exploration and selection of a suitable sensor, all technologies will
be added to a visual representation in Table 2.2, which shows the strengths and weaknesses of
each implementation. The summary is a combination of the sensors from both the literature
review, and the accompanying conclusion in subsection 2.1.3 and the existing technology at
the University of Twente, discussed in section 2.2. A conclusion that can be made from the
technology summary is that sensors that offer accurate real-time occupancy are mostly also
less private. Some technologies, such as, Time of Flight sensors offer many privacy benefits
while having the possibility to offer accurate data. These findings can be used for the further

exploration of possible implementations.
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Chapter 3

Methods and Techniques

With the introduction of a problem and the background research completed, the next step is to
work toward a solution. This chapter will explain the structure and method of how this project
will be structured, by describing the phases for this project to find a suitable solution for the

problem statement.

3.1 Creative Technology Design Process

In this section, the chosen design process will be motivated and explained. The Creative Tech-
nology Design Process (CTDP) is a specialized design methodology tailored for the Bachelor
of Creative Technology program at the University of Twente. This process incorporates a suit-
able balance between models, namely the divergence and convergence models, as well as spiral
models, as depicted in Figure 3.1 below. Its primary objective is to provide a framework for
navigating the often intricate design process, fostering iterative and adaptable ideation and pro-
totyping. The classic CTDP comprises four distinct phases: Ideation, Specification, Realization,
and Evaluation. Each of these phases will be elaborated upon, along with their application in
this bachelor thesis [26].
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FIGURE 3.1: The Creative Technology Design Process [26]

3.1.1 Ideation phase

In the first phase, a couple of possible concepts will come foreword from the ideation process. The
section will start with a stakeholder analysis. This analysis will identify the main stakeholders
and investigate what is important to them based on user interviews. The information from
stakeholders and background research is then used for two brainstorm sessions. In the first
session, possible implementations will be brainstormed and sorted according to requirements.

In the second session, possible methods to communicate this data will be explored. From this,
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some direction and conclusions can be made for the next phases.

3.1.2 Specification phase

In the specification phase the requirements are specified, and a final mix of technology for the
prototype and implementation will be outlined. To support this process and the start of the
realisation phase, user representations are created based on the stereotypical user the project is
trying to address. Additionally, use cases and user stories are created to map the interactions

required for the next chapter.

3.1.3 Realisation phase

In the realisation phase, the prototype will be created based on the specified requirements and
interactions required. At this point, the outline of the approach is known. However, a part of
the selection and choices made during this phase will be discussed in further detail in parallel
to the prototype realisation process, such as the exact brand chosen for the sensor. During
the realisation chapter multiple methods are used to document the back-end workings of the

interactions. Such as, pseudo code and process diagrams.

3.1.4 Evaluation phase

In the final phase an evaluation of the prototype will be conducted. The evaluation will focus
on three main parts. First, an assessment of the requirements is conducted to determine the
success of the implementation of the requirements identified in the MoSCoW analysis from
the specification stage. Second, a performance evaluation will determine both the quantitative

accuracy in normal operation, and include a qualitative analysis of more unique situations.
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Chapter 4

Ideation

In this chapter, a stakeholder analysis will be conducted. The analysis will be based on the
client’s requirements, and interviews conducted with both users and a team member of the
interaction lab. Then, two brainstorm session will be held for both the technologies that could
be used for certain requirements, and the communication methods. A preliminary selection will
be conducted to select the most promising combination of technologies. From the outcomes,
conclusions can be drawn on the best fitting concepts, and which technologies these will use for

the next specification phase.

4.1 Stakeholders

’ Stakeholder ‘ Role ‘ Contact
Interaction Lab (client) | Decision-Maker Daniel Davison
Users of the lab User Interviews
Lab Team Staff Interviews

TABLE 4.1: Stakeholder identification

4.2 Stakeholder Analysis

4.2.1 Interaction Lab (Client)

The client and also the supervisor for this project, Daniel Davison, is the main stakeholder for
this project. He is the discision-maker when it comes to implementation and holds the project
to certain standards, thus his power is high. Additionally his interest is high, as the project is
based around his requirement of building a system that is able to measure occupancy. For these

reasons it is important to manage the client closely.
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4.2.2 Lab Team

The lab team consists of the people that manage the day-to-day activities in the lab, and form
the basis of the social lab space. They are very valuable in collecting information on the needs
and wants around the space. As they can use the collected data for planning they also have a
high interest. Additionally the lab team is consulted when decisions have to be made. Thus,

their power is high and they should also be managed closely.

4.2.3 Users of the lab

The users of the lab consists of students, researchers and other members of the UT community.
They use the Interaction Lab as a facility and for personal growth. As the data could potentially
be used for real-time occupancy there is some interest. Their power is relatively high as privacy
concerns could lead to problems with the implementation. They should be consulted on how to

mitigate these concerns.

High

Power

Low

Low Interest High

TABLE 4.2: Power-Interest Matrix

User and Lab Team interviews
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4.3 Stakeholder Requirements

For the ideation phase it is important to know the requirements from different stakeholders
that will interact with the final product. These requirements are based on the initial client

requirements and interviews conducted with the lab team and users of the lab.

4.3.1 Interviews

The User and Lab Team interviews are conducted in the lab space. The client requirements were
known as starting blocks for this project. This subsection will explain how the interview was
setup to collect the stakeholder requirements. For these interviews the EEMCS ethics procedure

was used and completed.

Method The user evaluation process began with the recruitment of potential participants,
who were present in the lab environment. These participants were provided with an information
brochure, as shown in Appendix B, to clearly communicate the evaluation’s objectives and what
it entailed, along with their right to opt out at any time. After this, the participants were
requested to sign a consent form, as presented in Appendix C, to affirm their willingness to
engage in the interview. The user evaluation incorporated both lab team members and general
lab users in a single unstructured interview. Topics explored included privacy invasiveness, data
privacy, trust in software, and the potential interest in an API, for further development, and
other requirements or preferences. The demographic of the lab users are mostly students of
both Creative and Interaction Technology, looking for a place to study. During the interview
notes will be made on the key conclusions made in the open thematic conversation. Finally, the

participant is thanked for participating and offered to check the notes made.

Analysis The results from the unstructured interview are concluded into an overall conclusion,

and the key insights used for defining the user and lab team requirements.

Interview The interviews were held with 6 users, of which 2 are members of the Lab Team. In
conclusion, the interview data reveals varying perspectives on privacy, data collection, and tech-
nology trust among the participants. The interviewees from the lab seem relatively comfortable
with technology, but negative remarks were made about using cameras, they value transparency
and express the importance of not hiding the sensors. They are not interested in using an API
or developing anything. Further key insights are documented in the requirements section below,

together with the client requirements.

4.3.2 Client requirements

e Measure occupancy and collect this data.

e Time resolution of at least multiple parts of a day.
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e Make the data accessible.

e Respect the privacy of users.

4.3.3 User requirements
e Consider privacy.
e Limit the amount of stored data to ensure privacy.

e Not use a digital camera.

- This is a concern for users that are handling vulnerable data on their computer screens.

e Measure occupancy for different desks/zones.

- So users are able to see the availability of an installation they need.

e Have a public request system.
- Users expressed that certain data could be accessible through a request system with

public logging. This ensures privacy through transparency.

e Show the presence of staff members.

4.3.4 Lab Team requirements

e Measure the amount of users walking into the lab.

- This data could be used to identify the moments when extra staff is needed.

e Notify lab team when many users come to the lab.

4.4 Brainstorm session 1

In the first brainstorm session, implementations are generated based around multiple ways oc-
cupancy data may be used by the stakeholders. To keep the session as open as possible only one
requirement is used per time. Afterwards, the session will explore if a certain implementation

can also serve another requirement.

e Measure occupancy real-time, being the current occupancy in the lab.

- Client Requirement

e Measure occupancy in parts of the day.

- Minimum client requirement

e Measure occupancy of zones and desks.

- User requirement

e Measure in- and output of users.

- Lab team requirement
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FIGURE 4.1: Post-its from first brainstorm session

4.4.1 Preliminary selection

Before the concepts are generated based on this brainstorm session, some methods can be selected
for their potential. First, the methods are sorted based on which requirements can be satisfied
with the methods from the brainstorm session. Second, the same methods are reviewed based
on user privacy. Finally, the method offering the most privacy for the set requirement group is
selected. For example, from the methods that satisfy three requirements, the one is chosen with

the least privacy concerns.

4.4.1.1 Methods that satisfy multiple requirements

Most methods that have been generated to achieve a certain requirement would also function
to meet other requirements. First of all, the user requirement of measuring the occupancy
of desks and zones using multiple passive infrared sensors (PIR) or an Al driven camera can
satisfy the client requirement of real-time occupancy reading for the complete room. Using
a learning model, most of these methods could predict overall occupancy. Similarly, the lab
team requirement that measures the number of people who enter or exit the lab could also be

calculated to give an overall count. In Table 4.3 this is mapped and sorted.
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Detect change in ambient light at desk. Compare with other sensors

TABLE 4.3: User requirements and methods comparison

4.4.1.2 Privacy

Now that the methods have been sorted based on requirements some methods, that satisfy
the same requirements but are more invasive, can be eliminated. To support this process the

methods are mapped in Table 4.4 based on the following privacy factors:

e Always-on devices that always capture user information, not just at the door or by looking

at certain events.
e Able to recognize detailed personal features, such as cameras.

e Able to recognize other personal features, such as temperature, pressure sensors, or cameras

from above.

e Creating possible other concerns such as; a sensor that is installed on desks or in zones,
as these could give insights into the behavior of a certain user using the same desk, and

technology that uses Wi-Fi and Bluetooth solutions, as they could track device ID.
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TABLE 4.4: Privacy and methods comparison

4.4.1.3 Conclusion

For the final selection of the methods to be used, the most private method is chosen from every

requirement group.

e Multiple PIR or TOF sensors throughout the lab: From the group that satisfies all

4 requirements, using cameras can be eliminated due to the privacy concerns. PIR being

more privacy friendly, however TOF sensors can be limited in resolution, achieving the

same with less sensors.

e TOF above entrance with blob detection: Measuring the difference using a technol-

ogy at the entrance and exit of the lab is a very private way of occupancy measurement,

as the collection of data is limited to the small observed zone.

¢ 1 PIR motion sensor in lab to detect amount of movement: A very privacy friendly

way of detecting occupancy. However, this method is less accurate for measurements due

to it requiring motion.

4.5 Brainstorm session 2

In this session methods to communicate the

collected data will be explored. The goal is to

brainstorm suitable methods to communicate the data to a user. This process is completed by
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looking at the main requirement per stakeholder, and the possible ways this requirement can be

met, as seen in Figure 4.2.
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FIGURE 4.2: Mind Map from second brainstorm session

4.5.1 Preliminary selection

When communicating the data collected from a selected technology, authentication plays an
important role. The collected data should not be accessed by users who are not authorized.
During the user interviews it was mentioned that users do not prefer to have another web
interface or platform that requires an account. Additionally, an administrator must keep track
of who can access the occupancy data. In addition to the extra required actions, users also
expressed the importance of displaying who requested what data in a log. This log could be, for
example, accessible by all authenticated users. When considering all these factors, the usage of
a chat app becomes interesting due to offering a solution to these preferable requirements. First,

most people already have a chat app installed on their smartphone when using a widely-installed
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application. Therefore, most users would not require a new account or an app to be installed.
Second, when displaying the data only in a group chat, an admin could add and remove the
users that are allowed to access the data with ease. Moreover, having the data only in a special
group chat also allows for auditing by other users. For example, it would be quickly noticed
when a person keeps requesting data that is not required by that person at that time. Finally, a
chat method can also deliver notifications quickly. For these reasons, this method is preferred.

The final selection will be completed in the next chapter.

4.6 Conclusion and concepts

From the ideation some technology approaches and usages have been ideated and discussed.
The final prototype will be a chosen mix between a communication method and a sensor tech-
nology. Additionally, the further implementation and other technologies will be added to this
combination in the next two chapters. One finding was the promising usage of a chat app to
communicate data. Another technology with high potential was the usage of a Time of Flight
sensor, as they offer more accuracy then cameras when placed top-down, while increasing pri-
vacy. From this two concepts are chosen. However, the final implementation could deviate.
Both concepts use a Time of Flight sensor. The first concept only observes a zone post-door,
for a more private system, and then uses a chat app for data reporting. The second prototype,
uses multiple sensors throughout the lab, a more complex web interface is used to communicate
the additional data for the different zones.

4.6.1 First concept - Chat Based occupancy system with a Time of Flight
sensor observing a zone at the entrance of the lab

The first concept, involves a Chat-Based Occupancy System with a Time of Flight sensor placed
at the entrance of a lab. The system operates by monitoring the number of individuals entering
and exiting the lab space using the Time of Flight sensor and a blob detection algorithm.
Authorized users can interact with the system via a chat interface, making inquiries about

current occupancy. The occupancy data is saved locally to ensure privacy.

4.6.2 Second concept - Time of Flight sensors above zones with web interface
that shows occupancy per desk and installation

The second concept, introduces Time of Flight sensors placed above designated zones within the
lab. These sensors continuously monitor the occupancy of specific areas or desks. The collected
data is then made accessible through a web interface, allowing users to view real-time occupancy
for different zones and installations within the lab. This concept provides a web-interface that
enables users to view when lab resources can be used, optimizing workspace utilization and

allowing efficient resource management.
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Chapter 5
Specification

In the specification chapter, the user, lab-team and client requirements are reviewed and added
to a MoSCoW analysis. Additionally, these requirements are outlined in user representations
and user interactions/stories, to get a better understanding of the stakeholders this project is
addressing. After further specification of the systems workings, a conclusion is drawn and the

MoSCoW analysis is expanded for the final prototype.

5.1 Requirements - MoSCoW Analysis

In the ideation phase and background research, some ideas and concepts have emerged. To
further build on these ideas in this phase, the requirements are organized into a MoSCoW

analysis.
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’ Category Requirement Explanation
Must Measure occupancy for parts | The main project requirement from the client.
of the day. The lab team can also use this data for their
planning.

Must Share this data in a dashboard | The main project requirement from the client.
The lab team can also use this data for their
planning.

Must Respect the privacy of users A project requirement from the client and a
shared concern among users.

Should Limit the amount of stored | A concern among users.

data

Should Not use a digital camera A concern from some users. Even if nothing
is recorded, the lab should feel as a safe social
space.

Should Collect in/output of users The lab team expressed that looking at the in
and out stream of people could be useful. Ad-
dionally, this allows for occupancy calculations.

Could Measure occupancy for differ- | Users expressed that knowing if the desk or zone

ent desks/zones. with a technology they are using is occupied
could be useful.

Could Have a request system Users expressed that when per-zone data is col-
lected, this data should only be visible after a
user requests this data. Logging this publicly is
a solution.

Could Show the presence of staff | Users expressed that knowing staff presence can

members help them decide when to come to the lab

Wont Host the data trough an API | Users expressed that they are not very interested
in developing tools with the data at this time.

TABLE 5.1: Product Requirements MoSCoW Analysis

5.2 User representations and Stories

To help with further specifying and understanding the requirements, user representations will

be outlined that reflect the typical user, based on the user interviews. In addition, user stories

will be added to illustrate the interactions with the design.

5.2.1 User representation Michaél

Michagl represents users from the lab team and is based on initial requirements and interviews.

Michaél is interested in the real-time data generated by the occupancy system so he can better

plan his visits to the lab to support students. His frustration is not knowing the amount of

students in the tower room, requiring him to sometimes 'check up’. If he would have access to

the current occupancy, he would be able to plan the best moment to take the stairs to the tower

room, or come to the Interaction lab at all from another place on campus. This is concluded in
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Figure 5.1.

Michaél

» Support students in the lab.
» Make the interaction lab a useful space.
» Complete his MSc

Frustrations

» Not knowing the number of people in the Tower room (lab)

= Not always working at the best times.
Age: 24

Work: Lab Team Member
Family: Single

FIGURE 5.1: User representation Michaél, created with Xtensio, picture generated using
Al

5.2.2 User representation Pamela

Pamela represents the lab coordinator and is based on initial client requirements. Pamela is
interested in long-term data generated by the occupancy system so that she can better plan
events and lab team plannings. Additionally, she can share this data with projects at the
university that could use these insights. A frustration this project is trying to solve for her,
is not knowing the amount of visitors came to the lab compared to another moment when a
new installation is placed. When Pamela plans an one day event, that she attends, there is
some perspective on the success of this event. However, when the attraction placed or event is
multiple days, and she does not attend the lab full-time, this data help her measure the success.
Along the line this long-term data can lead to making data-driven decisions. This is concluded

in Figure 5.2.
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Pamela

Make the interaction lab a useful space
Work and plan successful activities and additions to the lab space.

Not being able to reflect on events using a data-driven approach.
Not being able to recognize patterns in user occupancy using data.

FIGURE 5.2: User representation Pamela, created with Xtensio, picture generated using
Al

5.2.3 User representation Tom

Tom represents users from the lab and is based on initial requirements and interviews. Tom
comes to the lab to study and sometimes work on projects using the installations available. Tom
cares about his privacy and is not comfortable with a hidden system. At the same time, he does
not want the implementation to bother him with any required interactions. as he has enough
obligations already and the lab is a space for him to focus on his studies. This is concluded in

Figure 5.3
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Goals

* Having a healthy work-fun balance.

» Finding a quiet study environment

*« Sometimes socialize in the interaction lab space and use the equipment

Frustrations

= Cares about his privacy.

» skeptical about the occupancy system.

Age: 20 » Does not want to be bothered while studying
Work: Student
Family: Single

F1GURE 5.3: User representation Tom, created with Xtensio, picture generated using Al

5.2.4 User stories

User stories show the interactions and goals for the user groups. Each entry defines a user

representation, an interaction, and the goal that is achieved by that interaction. The user

stories are formatted according the the outline by the Agile Alliance [4]

5.3

As a Lab Team member I want to know the current amount of occupancy so that I can
decide if I need to go to the lab.

As a lab user I want the occupancy system to not require an action from my side so that

I can study without distraction.

As alab visitor I want the occupancy system to not collect more personal data then needed

so that I do not have to worry.

As a researcher I want to be able to access long term data so that I can use it for my

project.

As a lab coordinator I want to use the long term data so that I can use it for planning and

reflection.

Sensor selection

The primary focus on privacy differentiates the development of this implementation from other

systems. In the background research it was discussed why privacy at a hardware level is crucial

to build private-by-design occupancy measurement systems. This requirement and concern has
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also been shared by users in the ideation phase. Because of this, a low-resolution time-of-flight

camera sensor was chosen above the door zone. This is further explained.

5.3.1 Door zone sensing

By only sensing the zone by a door, users are only observed for a brief moment when entering
or exiting the lab. This method makes for a less invasive system that, by design, cannot collect
any user data beyond this area. Additionally, this method offers very accurate readings of the

total in and out movements, this can offer additional insights.

5.3.2 ToF instead of other sensors

Some sensors are less capable of capturing user sensitive data, such as a method using 2 PIR
(typical motion sensing) sensors or using any other 2 point system including lasers, vibrations
and sound. However, these methods often have trouble with people entering and leaving simul-
taneously or detecting larger groups as individuals, as the raw data becomes harder to interpret.
Using higher resolution cameras could potentially deliver better data. However this raises many
privacy concerns. Additionally, users have expressed the invasive nature of using cameras. Using
a Time-of-Flight camera allows for using lower resolutions and distinguish between ground and
person/object without the need of detecting colors, which in turn could be used to identify users.
Additionally, a Time-of-Flight camera is able to show the highest point in the area of a pixel,

making even lower resolutions possible.

5.4 Data saving and accessing

The data collected by the system must be saved and shared. For this section, privacy is again a
leading requirement. The data will only be saved locally. At the end of each day the data will

be removed and saved to day parts. Real-time data is communicated through a chat app.

5.4.1 Minimal data saved

From the client requirement, occupancy data must be saved in day parts or higher resolution.
Another requirement from the lab team is to make the in and output of users accessible. To
achieve both these requirements the visitors walking into and out of the lab will be saved into
short-term storage. The sensors depth data will not be saved. The algorithm will change the
sensor data to a binary map and from this the only output a person entering or leaving the
room, and register this into the database. At the end of the day the data will be saved into
a long-term database and aggregated into 3 day-parts. When this process is completed with

short-term storage, used for the current occupancy, is removed.
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5.4.2 Accessing data

Using a chat app, data can be requested from the system. The system will give a rough estimate
of the current occupancy, and is able to notify the lab team when a large group enters. Then
long-term data can be accessed by an administrator by accessing the device. This way any data
safety concerns are mitigated, and only rough data can be viewed.

Advantages using a chat app:

Data is shared on a request-base in a group chat. - This allows for easy auditing by other

lab team members.

Allows easy permission controls. - Everyone in the group can access.

Fasier to access then opening and authenticating on a web app.

No additional app needed.

Future adaptations to which data can be requested are simpler to implement or change.

5.5 Final Specification

5.5.1 Use cases

Using a use case diagram, all possible interactions with the system are visualized. On the left
side all possible actors are shown, on the right right any interaction with external systems is

shown.
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FIGURE 5.4: Use-case diagram

5.5.2 MoSCoW analysis specification

After additional specification, the MoSCoW analysis from the ideation phase is revisited and

the scope for the realisation phase is defined.
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Category

\ Requirement

\ Specification Status

Must Measure occupancy for parts | Will measure 3 day parts
of the day.
Must Share this data in a dashboard | Will share data through the chat app.
Will make data accessible through local
database.
Must Respect the privacy of users Will not save any more information than is
needed.
Real time occupancy only shared in averages
Should Limit the amount of stored | Will save accumulated amounts in day parts.
data
Should Not use a digital camera Will use low resolution ToF sensor
Should Collect in/output of users Will measure change in occupancy
Could Measure occupancy for differ- | Will not be realized.
ent desks/zones.
Could Have a request system Will implement a request system
Could Show the presence of staff | Will not be realized

members

TABLE 5.2: Product Requirements MoSCoW Analysis
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Chapter 6

Realisation

During the realization phase, the prototype is constructed according to the specified requirements
and interactions. At this stage, the general approach chosen is further elaborated upon. Such
as, the selection of brands, hardware and software, while simultaneously working on building
the prototype. Various techniques are used to document the inner workings of the interactions,

including pseudo code and process diagrams. Finally, some challenges are discussed.

6.1 Location and placement

To start this chapter it is important to know how the sensor will be placed since this can be used
for the selection of a suitable sensor. In the specification, it was discussed why door zone sensing
offers more privacy than other room-wide solutions. However, measuring the zone inside of a
door can make the implementation harder, as the sensor has to be implemented into the door
frame. Additionally, the algorithm would have to take into account the opening and closing of
the door in the sensing field. To mitigate both of these issues, only the zone after a door will
function as the measurement zone. In this zone there will be no objects, which offers a clean
sensing area without the possibility of multi-path interference[38]. In subsubsection 2.1.2.2 of
the background research ToF sensing is explained. When the IR light takes a different route
back to the sensor this interference can start playing a role, as illustrated in Figure 6.1. The
sensor will be placed top-down above an empty zone, attached to the ceiling, so the light reflects
directly back to the sensor. Additionally, the sensor could be placed in different places when

these requirements are met.
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Objects or corners in enviroment

Flat enviroment
FIGURE 6.1: Hlustration of ToF multipath interference. Wrong path shown by red line.

6.2 Platform selection
The Raspberry Pi 4 (RPi4) was selected for this project due to its versatility, affordability and
performance. It has a fast processor and enough RAM to run a relatively light algorithm on
the real-time data coming from the sensor and some of the other tasks. Additionally, WiFi
is available to remotely access the interface, making live tweaking and debugging less labor
intensive. The Raspberry Pi also has a good interface for ToF sensors using 12C communication,
because of this many sensors can be directly attached. Also, it can be powered using standard
5v USB, while being widely available and open source. As a result, it is a perfect fit for a project
in this category.|7] A 4GB RAM model was chosen due to it being available with the limited

stock due to the chip shortage.

6.3 Sensor selection
For the sensor selection, low-resolution ToF cameras that can communicate using the 12C bus

connection are considered. A market leader for accurate ToF sensors is STMicroelectronics,

whos sensors are ported to the RPi4 by various brands. For this project, Pimoroni was chosen

because they are able to ship quickly, and offer an affordable price.
To pick the correct sensor a couple of requirements are of importance. First, the range of

the sensor must be suitable for the situation. When attached to the ceiling at a certain height,

this height becomes a rough minimum as the detection zone is placed above the floor. Second,
the sensor should have a suitable field of view. Finally, the minimum refresh rate should be

calculated to get enough track data per visitor.
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FI1GURE 6.2: The VL53L5CX Time of Flight sensor.

The VL53L5CX, shown in Figure 6.2, by STMicroelectronics is the most current gen multi
zone ToF sensor, which is also ported to RPi4 and widely available. The sensor supports a range
of up to 4 meters, making it more then suitable to measure from the lab ceiling at 2.4m and
additionally, making it suitable for less typical higher ceilings. The sensor supports a field of
view of 65° diagonal [9]. This would result in a detection area of 45° in length, resulting in a 22
meter area at a height of 2.4 meters.

Additionally, the refresh /sample rate should be checked as sufficient data is required to make
a blob track of a passing visitor. To control if this requirement is met, we will use a high human
walking speed of 5.6km/h. This would result in a passing time of 1.33 seconds. The selected
ToF sensor advertises a sample rate of 60hz. However, using the full 8*8 pixel array that we
need for this project the sample rate is reduced to 15hz[9]. Resulting in 20 samples for a fast
paced visitor. As a result, more samples are available then the 8 pixels in a row. Therefore, this
is more than enough for the algorithm to keep track of multiple different blobs in the sensing

zone.

6.4 Case design and mounting

To house both the RPi4 and the sensor, a case should be selected or designed. A couple of
requirements are of importance. First, the case should allow for light cooling, which is sufficient
for the low CPU usage required for the algorithm. A sufficient requirement is that the case
should have openings for air to pass through. Consequently, this allows for cooling blocks to be
added if needed. Second, the case should have an opening for the sensor to be placed in a top-
down position. Third, all other ports on the RPi4 should be accessible for future development
and integration’s!. Finally a mounting system should allow for non-permanent ceiling mounting.

Starting with the case selections, a case that satisfies all these requirements and is able to
house the specific sensor used is not available. In order to achieve a suitable design, a custom
case was designed by tweaking an existing CAD RPi4 case design and 3D printing the result.
The case in Figure 6.3 shows the selected design.

!This could include the audio jack for sound feedback; The HDMI port for displaying real-time data, offering
data transparency; The LAN port to offer a more permanent integration with the network.

36



FIGURE 6.3: Original RPi4 case design by Mohamed Gamal on GrabCAD.com

The case offers cooling vents on both sides, access to all ports, mounting screws and sufficient
room for the sensor mounting and cables.

We start editing the case by removing the existing ports that were present for an other
HAT module. For the sensor mounting on the top part of the case, an outline of the sensor is
created. Another sensor breakout board from Pimoroni was found on GrabCAD.com and the
dimensions matched the measurements of the board we are using. The measurements of the
sensor module on the breakout board were not published in the data sheet. As a result, an
image of the breakout board was projected on the found board as illustrated in Figure 6.4 to
arrive at the correct outline. Subsequently this outline can be projected onto the top part of
the case to create the cutouts as illustrated in Figure 6.5, where the sensor can be seen behind
the top-lid.

6.4.1 Temporary mounting

Even though mounting holes exist on the case design for more permanent mounting. For the
development part of this project, being able to test at different locations and quickly have access
to the device for debugging, an additional mounting method was sought. An new part going
all around the case as illustrated in Figure 6.6 solves this problem. It can be taped to one of
the ceiling strands, and allows the prototype to be easily attached and removed. Additionally, a
tight fit allows the prototype to function without the required screws to keep the parts together.

As a result, the device can be easily accessed during the development.

6.5 Software selection

To develop the system, software and libraries have to be chosen that comply with the needs.
Python has been selected as programming language due to its many libraries and strengths when

analyzing data. Additionally the advantages of Python being an easily learnable syntax and an
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FIGURE 6.4: VL53L5CX Sensor Breakout Board by Pimoroni projected on the breakout
board of the BME-680

- e

FIGURE 6.5: Cutouts in top part of case using outline of Pimoroni breakout board

extensive support for a wide range of libraries, facilitates the potential for future projects to
build upon this system.

For the communication of the occupancy a chat app has to be chosen. For this interac-
tion Telegram was selected. Even though Telegram is the second most downloaded chat app|2],
Whatsapp whose usage is more popular, only allows development by large and registered com-
panies. In order to use Telegram, a library has to be selected to support the communication
with the Telegram API. Thus, the Telebot library was selected.

The Telebot library facilitates the communication with the Telegram API. The library is
both streamlined and uncomplicated, allowing for less code and quick changes to the response
handling. Additionally, the Threading library will be used to run the infinite polling of the
Telegram API, parallel to the blob algorithmic loop. Keeping these processes separate supports
stability of the overall system and ensures persistent monitoring and response capabilities for

Telegram.
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FIGURE 6.6: Case in Solidworks with mounting

For managing the local database, TinyDB has been selected for lightweight data storage

within the system.

6.6 Software design

In this section the design of the software and detection algorithm will be documented. First,
the interactions are documented in a rough sketch used to show the outline of the final system.
These diagrams show the multiple systems and their workings inside of the installation, and the
user interaction, which is always located in a top node. In a later section, the algorithm that is

used for the detection of blobs is discussed using a choice diagram and pseudo-code.

6.6.1 Occupancy measurement, process outline

In Figure 6.7 the outline of the blob detection process is shown. When a user walks into the
sensor zone located directly after the door of the room a new blob is detected and tracking
starts, when the blob leaves the sensing zone, a conclusion is made based on the entry and exit
position. This conclusion can confirm if a person entered or left the room. When the difference
between this positions is not significant enough the blob is deleted and the visitor is not counted.

When a visitor is confirmed, a new entry is made into the database.
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FIGURE 6.7: A process diagram outlining the process of a user entering the sensor zone

6.6.2 Requesting occupancy amount, process outline

In Figure 6.8, the process outline of the request interaction is shown. When a lab team or
administrator user requests the amount of occupants inside the Telegram app, the API imple-
mentation calls a method. Next, the database handler class starts to count all the entries in
the database. When completed, the amount is returned inside of a range to not share exact

amounts.
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FIGURE 6.8: A process diagram outlining the process of a user requesting the real-time
amount

6.6.3 Daily minimizing saved data, process outline

In Figure 6.9 the process outline of the daily data minimisation is shown. The process is
automatically activated at night. First, it counts all the entries in the database and allocates
them to day parts. Next, the day parts are saved to the long-term database. When completed,

the local daily database is cleared.
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FIGURE 6.9: A process diagram outlining the process of the daily data minimization
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6.7 Final Code

Using the software design and the system process diagrams, the code is realised. First, the blob
algorithm shown in the pseudo-code and appendix is explained. The blob algorithm is used to
detect the direction and keep track of multiple visitors. Then an UML diagram is used to show
the other classes and additional explanations. Finally, in the next section, some of the challenges

faced are discussed.

6.7.1 Blob algorithm explanation and pseudo-code

When a visitor enters the lab a blob track is created, based on the contour of the binary map
from the sensors depth data. This starting position is stored inside of an instance of the blob
class, shown in section A.5. When the visitor leaves the detection zone, the final location is send
to the blob instance and the blob instance makes an entry to the database, and is then removed.
To decide if a visitor is walking into or out of the lab, the first and last x position of the blob is
compared. If this value covers more then half of the detection zone, a direction is chosen. Else,
a stationary conclusion is drawn and no data is stored. The code made for the blob detection is
explained further using pseudo code. To support the development of the algorithm, sensor data
was mapped to add visual feedback. This code is shown in the GUI version of the algorithm in
section A.4. Additionally, When multiple blobs are in the sensor zone a new ID is given. This
is shown in Figure 6.10. This illustration also shows the binary data, where the white pixels are
the middle of a detected blob with sufficient size.

Due to the size of contours not always being sufficient, some changes had to be made to
make the algorithm more stable and therefore, accurate. One change was making the ToF

sensor detect the closest peak in the light response, this is further explained in section 6.9.
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Another change was how the contours are handled. Due to the size of a contour not being large
enough in some mid frames, during a track, the contours are also appointed to a blob track. The
last blob tracks position, remains known if the algorithm does not identify a contour. When the
contour reappears, the blob track can continue by updating its position with the position off the
corresponding contour. If the contour does not reappear, the visitor has probably left the zone
and the blob is processed and removed as intended and explained above.

The following pseudo-code explains the blob algorithm in section A.3.

—Create an empty dictionary to keep track of blobs and their information.
(blob _mapping)
—Initialize a counter for blob IDs (blob id counter) to 1

—Repeat indefinitely:
—if blob id counter exceeds 10, set it back to 1

—if the ToF sensor has new data available:
—Get the 8%8 ranging data from the ToF sensor API
—Convert the data into a 2D array (arr)

—Remove pixels that return an error reading

—Create a binary mask based on the array values (binary mask)

—Convert the binary mask to a binary array (binary arr)
—Find contours in the binary array using cv2 (contours)

—For each blob in blob mapping:
—If a blob hasn’t been seen for more than 1.5 seconds,
remove it
—Otherwise, update the blob’s position and timestamp

—For each contour in the list of contours:
—If the contour area is greater than O0:

—Calculate the center of the contour

—Check if the contour matches an existing blob:

—For each blob in blob mapping:
—Calculate the distance between the center of the
contour and the previous position of the blob
—If the distance is less than 3, consider it the

same blob and assign it as a matched blob id
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—If no matching blob is found:
—Create a new blob with an ID (blob id counter)
and update the counter
—Add the new blob to blob mapping

—If a matching blob is found, update its position

and timestamp

—Increment blob number by 1 and assign it the ID
of the matched blob or the new blob

—Continue the loop

FIGURE 6.10: Binary map from sensor data.

6.7.2 Classes

Additional to the blob algorithm, code is written for the other classes shown in Figure 6.11. The
final implemented code for all classes can be found in Appendix A. The Telegram handler class
takes care of the communication with the Telegram API. The infinite polling process required
for Telegram to respond promptly, is handled in a separate thread to keep these processes
separate. The class can access the Database handler class in order to count the occupancy and
communicate this back. Finally the blob class is responsible for comparing the starting and

ending position of a visitor and uses the Database Handler to make an entry based on the result.
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FIGURE 6.11: UML diagram of classes

6.7.3 Telegram implementation

The implementation of the Telegram API is as followed. A user of the Lab Team can send a
'request’ command, which triggers a counting method in the database. The returned value is
rounded to the nearest 5 and send back to the user, as shown in Figure 6.12. The code used for

handling these requests and responses is shown in the appendix section A.2.
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FIGURE 6.12: Telegram bot communication

6.8 Realisation of hardware

The case for the RPi4 was 3D printed together with the mounting system in Figure 6.13. When
completed, the RPi4 was added. The ToF sensor came without any pins so a male to male
header was soldered to the breakout board, allowing the sensor to be connected to the pins
1,3,5,7,9 on the RPi4. Where 1 and 9 are 3.3v and ground for the power supply. Additionally, 3
and 5 form the I2C bus where 3 (SDA) is for data and 5 (SCL) for the clock. Pin 7, is connected
for the possibility to use an interrupt. However, for this implementation the code checks when
the data is available once every loop. Finally m2 screws are used to attach the sensor to the
lid in Figure 6.14 and closed prototype in Figure 6.15. Using the printed mount attached to
the ceiling using easily removable electrical tape in Figure 6.16, the whole system is ready to be
tested.
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FIGURE 6.14: The complete system apart
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FIGURE 6.15: The complete system

FIGURE 6.16: Case with temporary mounting attached to ceiling

6.9 Realisation considerations and challenges

During the realisation some challenges were met, they will be discussed in this section.

During testing it was discovered that visitors, in some cases only 1 or 2 pixels big, are not
detected as expected. As the blob algorithm requires a minimal size to function, to mitigate
errors of rogue pixels caused by reflections, a solution had to be found. During the initial research
a quick calculation was done that a visitor will always be stretched over a couple of pixels, so the
problem wasn’t the low resolution, field of view or height. Looking further into the issue it was
discovered that this was caused by the higher amplitude of reflection of IR light coming from
the floor, instead of the side of a visitor, as shown in Figure 6.18. For example, an arm swinging

through one pixel might reflect some light, but not enough to be seen as a target. The amplitude
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signal response is shown in Figure 6.17. In the driver guide [8], a setting was found that could
tweak this behaviour and the 'Target Order’ was changed from the default ’strongest’ to the
"closest’ peak in the graph. This solution worked. However, a new problem of false positives
was introduced where pixels sometimes reported back an object at 1-5cm distance for 1 frame.
This was resolved by always setting pixels that reported back a value lower then 5 to a 0 in the

binary array. As a result, clean reliable data goes into the detection algorithm.

Signal
A Strongest / Floor -.___
_____ .
Closest / Person
~—
>

Distance

FIGURE 6.17: Illustration of ToF returning signal amplitude.
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FIGURE 6.18: Person walking below sensors grid. Ilustration is cropped, actual grid
size is 8x8

Another issue was with an unstable sample rate. The sensor was set to being used at 15hz as
originally found in the datasheet during research for the realisation. The higher sample rate was
needed to reliably match blobs from frame to frame. As discussed in section 6.3. If a visitors
blob moves to far from the original location in the frame before, the amount allowed should be
raised. This could result in matched IDs from other blobs to be allocated to another person in
the same frame. By adding a sample rate counter to the code, the rate was confirmed anywhere
between 3-Thz, which is very unreliable and unacceptable for the project. In order to debug,
many approaches had been taken.

We started with all visualizers, used for the programming of the blob algorithm and debug-
ging, to be removed from the code. However, even only loading the data from the sensor gave
the same results. The RPi4 12C bus was clocked at 1MHz, the maximum allowed for the ToF
sensor, this was reduced to investigate if the bus data was saturated, only giving results when
lowering further then 400KHz. This put the attention on the sensor itself. Even the demo video
on the project page from Pimoroni, with example code using the 15hz sample rate, was not
running at this sample rate. After some additional research into the original API in C, behind
the Python wrapper, it was discovered that other not needed data was also being shared. After
forking the Python library, the back-end C firmware was adjusted, shown in Figure 6.19. As a
result, data could be collected at 17-20hz and the findings were also shared with the Pimoroni

team.
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v -} 16 mEmE ' library/platform.h (O

@@ -114,15 +114,15 @@ typedef struct

114 * I2C access. 114 * I2C access.

115 */ 115 */

116 116

117 - // #define VL53L5CX_DISABLE_AMBIENT_PER_SPAD 117 + #define VL53L5CX_DISABLE_AMBIENT_PER_SPAD
118 - // #define VL53L5CX_DISABLE_NB_SPADS_ENABLED 118  + #define VLS3L5CX_DISABLE_NB_SPADS_ENABLED
119 - // #define VL53L5CX_DISABLE_NB_TARGET_DETECTED 119 + #define VL53L5CX_DISABLE_NB_TARGET_DETECTED
120 - // #define VL53L5CX_DISABLE_SIGNAL_PER_SPAD 120+ #define VLS3L5CX_DISABLE_SIGNAL_PER_SPAD
121 - // #define VL53L5CX_DISABLE_RANGE_SIGMA_MM 121 + #define VL53L5CX_DISABLE_RANGE_SIGMA_MM

122 // #define VL53L5CX_DISABLE_DISTANCE_MM 122 // #define VL53L5CX_DISABLE_DISTANCE_MM

123 - // #define VL53L5CX_DISABLE_REFLECTANCE_PERCENT 123+ #define VL5S3L5CX_DISABLE_REFLECTANCE_PERCENT
124 - // #define VL53L5CX_DISABLE_TARGET_STATUS 124 + #define VL53L5CX_DISABLE_TARGET_STATUS

125 - J/ #define VL53L5CX_DISABLE_MOTION_INDICATOR 125 + #define VLS3L5CX_DISABLE_MOTION_INDICATOR
126 126

127 /¥* 127 /e

128 * @param (VLS3LSCX_Platform*) p_platform : Pointer of VLS3LSCX platform 128 * @param (VLS3L5CX_Platform*) p_platform : Pointer of VLS3LSCX platform

- 18 mEEE  library/v15315cx_ctypes/_init__.py (0

@@ -79,16 +79,16 @@ class VLS3L5CX_MotionData(Structure):

79 79
80 class VL53L5CX_ResultsData(Structure): 80 class VL53L5CX_ResultsData(Structure):

81 _fields_ = [ 81 _fields_ = [

82 - ("silicon_temp_degc”, c_ints), 82 + #("silicon_temp_degc”, c_ints),

83 - ("ambient_per_spad", c_uint32 * 64), 83 + #("ambient_per_spad", c_uint32 * 64),

84 - ("nb_target_detected”, c_uints * 64), 84+ #("nb_target_detected”, c_uint8 * 64),

85 - ("nb_spads_enabled”, c_uint32 * 64), 85 + #("nb_spads_enabled", c_uint32 * 64),

8 - ("signal_per_spad”, c_uint32 * 64 * NB_TARGET_PER_ZONE), 8% o+ #("signal_per_spad”, c_uint32 * 64 * NB_TARGET_PER_ZONE),
87 - ("range_sigma_mm", c_uint16 * 64 * NB_TARGET_PER_ZONE), 87 + #("range_sigma_mm", c_uint16 * 64 * NB_TARGET_PER_ZONE),
88 ("distance_mm", c_int16 * 64 * NB_TARGET_PER_ZONE), 88 ("distance_mm", c_int16 * 64 * NB_TARGET_PER_ZONE),

89 - ("reflectance”, c_uint8 * 64 * NB_TARGET_PER_ZONE), 89+ #("reflectance”, c_uint8 * 64 * NB_TARGET_PER_ZONE),

% - ("target_status”, c_uint8 * 64 * NB_TARGET_PER_ZONE), % + #("target_status”, c_uint8 * 64 * NB_TARGET_PER_ZONE),
o1 - ("motion_indicator", VL53L5CX MotionData) 91+ #("motion_indicator"”, VL53L5CX_MotionData)

92 ] 92 ]

93 93

94 94

FIGURE 6.19: Forked adjusted firmware inside Python wrapper
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Chapter 7

Evaluation

The final system described in chapter 6 will be evaluated. First, a requirement evaluation will be
conducted. Second, a performance evaluation will be done, comparing the sensors observation
with a ground truth. Additionally, the performance is also evaluated by putting the system
in unique situations. Third, a user evaluation is done to complete the evaluation. The user
evaluation is both interested in the lab teams experience with the request system and how users

of the lab experience the presence of the system.

7.1 Requirement evaluation

The requirement evaluation will be performed by evaluating the requirements listed in the
MoSCoW analysis (Table 5.2) concluded the specification chapter. The following requirements

are evaluated in Table 7.1 and further discussed in this section.
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Category

\ Requirement

‘ Evaluation

Must Measure occupancy for parts | Measures occupancy data all day.
of the day.
Must Share this data in a dashboard | Current occupancy can be requested using a chat
app. Long-term data is available.
Must Respect the privacy of users Multiple user privacy requirements have been
met.
Should Limit the amount of stored | The occupancy data does not contain any per-
data sonal data and is only saved in day parts long-
term.
Should Not use a digital camera Does not use a camera.
Could Measure occupancy for differ- | Only measures in a zone at entrance/exit to pri-
ent desks/zones. oritise privacy.
Could Have a request system Has a Request system using chat app.
Could Show the presence of staff | No, does not differentiate using personal features
members to respect privacy.
Wont Host the data trough an API | No API, but local database could be used for
further development of applications.

TABLE 7.1: MoSCoW Analysis Evaluation

7.1.1 Must - Measure occupancy for parts of the day.

The first requirement was given by the client and served as a minimal data resolution needed
for the project to be useful. The final product is implemented measuring all traffic entering and
exiting the lab room. This data is then used so the current occupancy can be shared with the
lab team. At the end of the day the data is saved into the required day parts and all additional
data removed. As a result, the minimal requirement is satisfied with the long-term data, while

prioritizing user privacy by removing all excess occupancy data.

7.1.2 Must - Share this data in a dashboard.
Could - Have a request system

The second requirement was given by the client so that the collected data can be viewed.
Additionally, the lab team could use the data on the dashboard to look at the current occupancy.
Some of the drawbacks of making a typical dashboard are the hard to implement authentication
and the requirement for the user to open a website of some sort, these reasons have also been
discussed in subsection 4.5.1. In the final product the long-term JSON data can be downloaded
from the local storage. Additionally, the current occupancy is made available using the request

based chat app.
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7.1.3 Must - Respect the privacy of users.
Should - Limit the amount of stored data.
Should - Not use a digital camera.

These requirements were motivated both by the original client requirement and by the first
user interviews. The user privacy was a priority during the product development and has been
implemented in different considerations. First of all on the hardware side, the sensor is only able
to see a 8*8 pixel data array. This is sufficient for multiple blob detection while not collecting
more information then needed. Additionally, The sensor is not able to see an image, nor color.
Even thought the sensor does see depth, the resolution is not high enough to clearly identify a
person and the depth data is not recorded. Furthermore, the placement of the sensor allows the
system to only record the movement of a visitor during leaving and entering the room. As a
result, a visitor is not observed when in the room. Additionally, the software considerations are
that no personal data is saved to a database entry, other than the direction travelled which data
is only saved locally. Also, after the day ends, the data is removed and saved to a long-term

database for the occupancy during day parts.

7.1.4 Concluding remarks

In conclusion, the final system described in Chapter 6 satisfied all the "Must" and "Should"
requirements, addressing the key functionality set out in the MoSCoW analysis, which is based
on the three different stakeholders. The system has successfully met the "Must" requirements,
which included measuring occupancy for parts of the day, sharing occupancy data, and the
multiple elements of respecting the privacy of users. The "Could" requirements for a request
system was also implemented, and became a primary interaction, as it is able to share data in
a simple and transparent way. The "Could" requirement for measuring occupancy in multiple
zones and the detection of when staff is present, were not implemented to prioritise privacy.
Overall, the requirement evaluation indicates that the system successfully addresses the most
important requirements from the stakeholders offering a privacy friendly solution for collecting

occupancy data.

7.2 Performance Evaluation

To ensure the reliability and effectiveness of the system, a performance evaluation will be con-
ducted. First the plan of the performance evaluation will be outlined. Then, the setup and
approach is documented. Finally, the results for the performance test will be shared and dis-

cussed.

7.2.1 Setup for Performance Evaluation

To conduct the performance evaluation, the final prototype had to be installed in the lab. An

important consideration for the evaluation is the right for a user to not participate in the tests.

54



For this reason, an opt-out lane is created and the sensor can not be installed directly after
the door as intended. As a result, the zone is placed more into the room as can be seen in
Figure 7.2. The two walls flanking the zone are intended to guide visitors through it, emulating
the behaviour of a visitor as if the sensor were positioned post-door. To help users understand
what is being tested and the possibility to opt-out, a sign (Appendix D) is shown on both sides,

as shown in Figure 7.1.

FI1GURE 7.1: Sign at door for performance test.
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FIGURE 7.2: Testing zone for performance test.

7.2.2 Plan for Performance Evaluation

To test the system on performance the following tests are conducted.

Normal Operation Test During this test, the system is implemented and observed during
normal operation. The systems observations are then compared with a ground truth which
will be observed by a human observer. Depending on the number of users entering and exiting
the lab, and the consistency of the accuracy, the time needed to evaluate will be decided. To
compare the product observations to a ground truth the local database is compared with the
observations of the researcher. To collect this data, a Python script (section A.7) is written to

note the timestamps in a database, so the two can be compared.

Unique Situations Test During this test, the system is put through some unique situations to
evaluate if the system is able to withstand more complicated situations. The following situations,

indicated by the client as typical for the lab space, will be observed and discussed.
1. Multiple people entering at the same time (in frame simultaneously).
2. People entering and leaving at the same time.

3. People stationary
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4. People entering while other person is stationary.

5. People entering with boxes and chairs.

7.2.3 Performance evaluation

During the performance evaluation days, the lab did not have enough visitors to collect the
required useful data. Due to the time constraints, it was decided that the normal operation test
will be performed by walking through the sensor field continuously with a group of students. In
a total time of 5 minutes the product was tested by 3 people with a total of 50 samples. The
participants were asked to walk in random directions, angles and at random times. Thus, the
product can not accidentally be evaluated in ideal circumstances. However, the unique situations
are purposely mitigated and tested separately.

After completing the first evaluations the data was recorded and plotted in Figure 7.3. The
blue line shows the data collected by the products local database, every visitor that entered or
left is added to the total sum and a point is created. The orange line shows the ground truth.
After a couple of samples the system misses a visitor that entered the room. As a result, the total
occupancy is off by 1. Further in the samples another error is made with a visitor leaving the
room, bringing the total back to the ground truth. At the end of the test the ground truth and
occupancy are concluded equal. To conclude, some remarks can be made about this experiment.
First, in addition to this test, no false positives were ever observed. Second, the accuracy of a
single detection is around 96%, and there does not seem to be a preference for direction. Third,
when a visitor is not detected, the total occupancy deviates from the actual occupancy. As the
errors do not seem to prefer a direction, the average will remain accurate. However, the error

margin of the total sum grows throughout the day.

FIGURE 7.3: Performance evaluation. Blue line is the result, orange the ground truth.

For testing the unique situations a similar approach is used where the possible situations are
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simulated by participants. However, the collected data will not be evaluated on a quantitative
basis, but analysed by reviewing the sensor data and making remarks about what causes certain

behaviour. These remarks can be used for the discussion to advise on future development and

are shown in Table 7.2.

’ Situation Requirement

Multiple people | When multiple people enter the frame in the same direction the system

entering at the | detects these. However, while testing is was noticed that when the par-

same time ticipants come to close to each other, they are detected as 1 blob, and
only 1 person is registered. Nonetheless, the door frame is not big enough
to allow for parallel entering, and visitors tend to not walk as close to a
person compared to the evaluation.

People  entering | For this test again, the results are accurate when the blobs do not collide.

and leaving at the | When they do, the system may register a stationary blob, as the total

same time. distance needed to register is not achieved.

People stationary

When a participant walking into the observed zone and then remains

stationary, the system will keep track of the created blob for as long as
the participant stays. When the participant leaves the zone the same
way they entered, the track will be removed as intended.

For this test the same conclusions can be drawn, when the blobs are not
close to each other the system can differentiate the blobs and performs
as expected.

People entering
while other per-
son is stationary.

People  entering | This test gave perfect results. As the system is already very accurate in
with boxes and | normal operations, it is hard to make a remark about the influence of
chairs. a person holding chairs and boxes. However, it could be expected that

more area to track, makes for more accurate results.

TABLE 7.2: Unique situation evaluation

7.2.4 Concluding remarks

In the performance evaluation, the system’s functionality and reliability were assessed. Two
primary tests were conducted: the Normal Operation Test and the Unique Situations Test. In
the Normal Operation Test, the system demonstrated an high average accuracy of around 96%.
It effectively tracked user movements. However, did miss some detections, leading to deviations
in the total calculated occupancy. As the total occupancy is calculated based only on change, the
error margin increases over time. However, as roughly demonstrated by the normal operation
test, the errors do not prefer direction and have the potential to average out during the day.
Additionally, after the day is completed the short-term data is removed and total occupancy
starts at zero. As a result, the collected data is a sufficient representation of the total occupancy
and is a positive sign for the successful implementation of the product. The Unique Situations
Test examined scenarios like simultaneous entries, entries and exits at the same time, stationary
individuals, and entries with objects. While the system generally performed well, it struggled
when multiple individuals came too close together, resulting in single detections. In reality

many of these situations would not become an issue, but it does leave room for improvement.
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In summary, the system effectively tracks visitor traffic in a lab environment, with some minor

limitations.

7.3 User evaluation

This section provides an overview of the user evaluation process.

Method First, potential participants are invited to take part in the user evaluation. The
participants are recruited in the lab space and are known to be users of the lab, consisting
mostly of Creative and Interaction Technology students. The potential participants are then
provided with an information brochure, shown in Appendix E, containing details about the
evaluation’s objectives, what the evaluation entails, and the right to opt out at anytime. This
step is to ensure participants have a clear understanding of what is expected. Subsequently,
participants are requested to sign a consent form, shown in Appendix F, as an affirmation of
their willingness to engage in the evaluation and their acknowledgment of the specifics. The
interviews will be setup as semi-structured, where set questions are asked, with the option to
explore further on the theme. Users who are not lab team members, are not able to directly
interact with the prototype. As a result, the user evaluation is divided into a lab team part,
and a user part. Due to this the specifics will be documented separate for both the lab team
and lab users. For both interviews the key findings and conclusions of the open conversation
are noted down by the researcher per asked question. Finally, the participant is thanked for the

participation and given the opportunity to review the notes taken.

Lab Team approach The lab team participants will be asked to use the chat bot to request
the current occupancy. When the participant is satisfied and understands the workings, a
conversation is held using a couple of questions. The primary focus is to find out how the
lab team experiences the interaction. Additionally, the participant is asked to comment on the
method used to communicate this data. Finally, another question is asked on how the system
is used, to find out if the lab team can already see themselves using the system. The following

questions are asked.

e Can you comment on the interaction with the chatbot?

e Can you comment on how the data is communicated from the system?

e Can you comment on how the system will be used?
Lab Users approach The user evaluation is primarily focused on how the user experiences
the presence of the occupancy system. During this conversation some questions are used to steer
the focus. First, participants are asked to comment on the presence of this system. The goal of

this question is to start a conversation on the privacy aspects. Also, a question is asked about

possible improvements regarding, but not limited to, privacy concerns. In the final question
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users are asked how the collection of occupancy data impacts them. This question is asked to
gain insights in how the user weights the collection of occupancy data against being observed by
the device. Due to there not being a direct benefit of this system for users this is an important

aspect. The following questions will be asked.
e Can you comment on the presence of the room occupancy system?
e How could the implementation be improved?

e The client can now collect occupancy data, how would that impact you?

Analysis In contrast to the unstructured interviews from the ideation phase, the semi-structured
evaluation interview will give more specified answers per theme related to the question. The

overall findings, key insights and possible recommendations will be summarized per question.

7.3.1 Lab-Team evaluation results

In the interviews with the lab team, there were two separate participants, and several take-
aways emerge regarding their interaction with the chatbot and their thoughts on the system’s

implementation and data communication:

Interaction with Chatbot: Both users expressed that the chat app was easy and clear to
interact with. User 1 suggests using WhatsApp for the chatbot interaction as it is more popular,
while User 2 is satisfied with Telegram. User 2 appreciates the request-based interaction as it is
very simple and quick. They both express interest in receiving notifications when large amount

of people visit the lab.

Data Communication: User 2 comments on the usage of Telegram bringing work life into
personal life. However, due to the system only working with requests, it is not a huge problem.
The user advises on implementing into Microsoft Teams, as this is used for communication by
the lab team. Additionally, User 2 suggests a dashboard for more widespread use. User 1 finds
the data communication good. However, would like to also know when the last 2 people leave

the lab, as the chat app will only show "0 to 5 people".

How the system will be used: User 1, expresses interest in sharing the chat app with
other users to know the current occupancy but raises concerns about students accessing this
information. Both lab team members express the usefulness of the system, especially when
downstairs and not knowing the current status of the lab room upstairs. Additionally, user 2
expresses that using the data to look back at events is good, but asks why a simple head count

wouldn’t be sufficient.
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7.3.1.1 Concluding remarks

The advice of switching to Whatsapp was considered and discussed in the realisation chapter.
Additional to the mandatory business registration, the limitations of the API also form an issue.
To make the system open and accessible for future developments, the Telegram API was chosen
to offer more possibilities. User 1, advised on communicating the actual occupancy through
Telegram. However, earlier in the development, this was discussed with the ethics commission
and chosen to only communicate a range to further respect user privacy. To conclude, both users
from the lab team were overall positive regarding the chatbot interaction and the usefulness of
the occupancy tracking system. Also, the lab team evaluation gave some insights and some

points to research with future development.

7.3.2 User evaluation results

In the interviews with users, there were three separate participants. Participants are allowed to
ask questions and discuss how the system collects data and overall working. Several takeaways

emerge after a conversation about the implementation:

Can you comment on the presence of the room occupancy system? Participants
generally had positive perceptions of the room occupancy system’s presence. User 1 expressed
concerns about privacy as a student but saw its potential value for lab team members. They
appreciated the system’s non-intrusive nature once its operation was clarified and after reading
the information brochure located at the door (Appendix D). User 3 desired a way to view the
occupancy data for convenience of knowing when the lab room was busy, and had no privacy

concerns, while appreciating the non-camera approach.

How could the implementation be improved? In terms of improving the system’s im-
plementation, User 1 thought it was "an amazing method" after discussing using a ToF sensor,
but recommended additional transparency, allowing users in the room to see the data being
collected. The user mentioned making the raw sensor data visual on a screen or show what the
sensor can see on a sign. User 2 suggested the inclusion of a dashboard for all users. User 3
expressed a need for a screen downstairs to view the occupancy data. Additionally, showing if
the room is currently being used for a class by showing this outside before entering could be

useful.

The client can now collect occupancy data, how would that impact you? The per-
sonal impact of the client’s ability to collect occupancy data varied among participants. User 1
recognized the potential usefulness of the data, particularly for lab team members, and appre-
ciated the provided information on the information sign. User 2 questioned whether the system

was actually needed as staff has an idea of when people use the lab.
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7.3.2.1 Concluding remarks

Some points were made during the user interviews about offering additional transparency. Sug-
gestions were made to show the occupancy on a screen. These screens could be located downstairs
to show the current status of the lab room, or at the door to give an indication about a potential
class, or in the lab room itself in order to give data transparency. Also, the view of the sensor
could be shown on a screen or sign to further demonstrate the limited invasiveness of the device.
Giving users access to the chat app may become an authentication challenge. However, offering
this information on a public screen could be a useful addition to the lab space. To conclude, all
users expressed a positive attitude towards the presence of the system. Also, they all understood
the clients need for this device and data collection, with one user expressing some doubt about
the actual need for such data. These interviews, in addition to those with the lab team, have
also given extra insights into possible future developments and are both a positive sign for a

successfully implementation.
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Chapter 8

Discussion

In addition to the evaluation of the system and the insights gained from the user evaluation, this
chapter will foster a broader perspective by reflecting on the project as a whole. Some themes
throughout the project will be discussed by sharing the findings, limitations and making possible

recommendations for future projects.

8.0.1 Privacy

From the moment the data is collected to when it is shared or saved, privacy is the priority. The
device only observes a small zone at the entrance, which is sufficient for collecting occupancy
data as the performance evaluation has confirmed. The goal of a private design is also served
by using a low-res sensor which prevents the collection of excess data, only saving in day parts

and by processing all data locally. Some of these choices are reflected on in this section.

Privacy levels In the literature review, the findings on privacy were split in 3 levels. Level 1,
which indicated the amount of raw data collected by the sensor, would function as the primary
goal for this project and for finding a suitable sensor. Level 2 covered the privacy in transmission
from a sensor node to a the controller. Finally, level 3 covered the privacy of data storage. The

discussion on privacy will use these three levels.

Level 1 - Sensor selection Literature revealed the weaknesses and strengths of many different
technologies that can be used for occupancy tracking. In combination with state-of-the-art
research into sensors, currently used on the campus of the University of Twente, the different
technologies were mapped in a table based on the sensor accuracy and hardware privacy factors.
From the table it could be concluded that technologies that have the ability to offer accurate
data, are less private by nature when looking at the hardware capabilities.

The use of a time-of-flight sensor with an 8*8 pixel array, was not the most privacy friendly
hardware that could have been selected. This is due to the sensor being able to detect how
tall an user is to a quite accurate degree. As a result the length of a stay with the height of

a person could be identified, including the person’s behaviour over a longer periods. In more
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busy environments using this variable for tracking would become less of an invasion of privacy,
as many visitors with the same height will be identified.! Using two lasers or other duo systems,
as discussed in the realisation, would have offered a more private hardware design. However,
using a two variable system would not handle multiple visitors correctly, as both sensors would
activate concurrently, it becomes difficult to distinguish order. When using a two motion sensor
setup (PIR), this problem becomes less of a problem because direction can be detected based on
the increase in motion, but overall accuracy remains low and challenging[32]. It can be assumed
that enterprise brands, as seen in the State of the Art research, use cameras for this exact reason,
as they offer very high accuracy[30]. This project tried to solve the issue at hand, by taking a
modern approach without the usage of high resolution imaging, nor the possibility of the usage
thereof. The blob detection algorithm functioned well and is able to handle these situations
with concurrent visitors, achieving a high accuracy compared to more invasive methods, while

retaining user privacy.

Level 2 - Data handling When the raw data is captured by the ToF sensor, it is processed
internally by a micro-controller. To lower both the bandwidth and retain privacy, the firmware
was adjusted to only send the required depth data. Additional data, including reflectance of the
subject and motion indicaters are not transmitted on the I2C bus. Moreover, the RPi4 code
directly converts the depth data into a binary map. A recommendation is to further adjust
the sensor firmware to only transmit a binary map, so the RPi4, which is connected to the
internet, would never be able to access the more detailed depth data, further protecting user
data. Additionally, to prevent transmission of sensitive data when transmitting data through
telegram, the current occupancy is not shared in an exact amount. Level 2 data handling also

becomes very important with multiple nodes, this will be discussed in subsection 8.0.4.

Level 3 - Data storage One limitation is the short-term occupancy data, which is not saved
in a less detailed approach, such as with the long-term day parts. This was done to support
the counting for the chat app, and for the code that minimizes the data at the end of the day.
Although these data can only be accessed by accessing the device directly, it does not excuse
that the data is available. Due to the time frame of this project, finding a suitable solution
was not completed. A solution would be to aggregate changes, and save these totals without
taking note of a timestamp in the database. Such an implementation should not alter any of

the current workings.

8.0.2 Blob detection algorithm and accuracy

During the performance evaluation, some unintended behaviour was found in more unique sit-
uations when multiple blobs overlapped. The result of the algorithm calculating the middle

of a contour, issues arise when two blobs form one component. Having a better algorithm for

'Depth data (which could indentify height) is not saved nor is it used by the algorithm. The 2d depth array
is converted to binary. This paragraph is only about hardware capabilities.
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detecting visitors and their walking direction would allow the system to also perform with a
higher accuracy in more complex situations, and as a result, be more suitable for places with
a high number of visitors. One recommendation for future adaptations would be to make the
algorithm remember that two blobs merged, and force it to keep the newly formed component as
two visitors. Another solution would be to remove an outer bound from the blob and use a point
closer to the center for contour detection, as used in many existing methods [33]. The accuracy
achieved with the current algorithm and sensor combination holds up well against more invasive
solutions. In the found literature, a system that uses a camera in an office room achieved a
accuracy of 97.32% in [30]. Additionally, another paper achieved an accuracy of 95% using a
high-res ToF camera and AI model[35|. In comparison, the final prototype achieved a similar
accuracy of 96% in the evaluation, while using a minimal amount of data nor AI model, without

the limitations of a two point system.

8.0.3 Evaluation Participants

For the performance evaluation, participants were limited. This is due to the tower room lab
space being relatively new and not widely used. As a result, during the performance evaluation
the required data could not be collected in the time frame set. Therefore, the evaluation had
to be done with a small group of people simulating typical behaviour. A discussion could be
held if this would influence the performance results and if testing in a normal situation would
have led to different results. First, the group was representative as typical aged students from
Creative and Interaction technology. Second, the binary map used by the algorithm does not
rely on differences in length. Finally, during the realisation similar stable tracking was observed
in a different setting. It can be concluded that the performance test accuracy is representative

of the actual accuracy.

8.0.4 Rooms with multiple doors

The interaction lab where this system will be implemented only has one door, allowing all
measurements to be done by the integrated system. If the system would be implemented in a
room with multiple doors, an additional prototype could be used with the same blob detection
algorithm. To facilitate easy expansion, an external database is used which can be interacted
with from a separate class. When setting up a second device the blob detection algorithm
could signal the main device using USB serial, or an encrypted network protocol. If a network
protocol is used, privacy factors should be reconsidered with the taken approach. For example,
an encrypted data connection could still be monitored by an adversary that would be able to
detect the difference between a person entering and leaving the lab based on packet size, or
know that there is movement due to this packet being send. One solution would be to encrypt
in such a way that the size of the packet does not relate to the content, a common practice in
sensor node networks|14|. The problem of detecting the visitors timestamp by only observing

when a packet is send, can be mitigated by either: sending random packages to hide the actual
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data in a flood of other data or, the data could be aggregated on the node until it is required

by the main node.

8.0.5 Evaluation recommendation

In the evaluation some lab users expressed that they would appreciate having access to the
occupancy data through screens. This again would require carefull consideration of the privacy
factors. A recommendation that could be made for data safety, is to use the RPi4 to render
an image for a screen that is directly attached, not requiring sharing data over an internet
connection. Additionally, to not share more data then needed, it can be mentioned that users
are mostly interested in how busy the lab is. Displaying a little clock without any numbers could

be a way to communicate only the neccecary information, as seen in Figure 8.1.

FIGURE 8.1: Current occupancy dashboard
The lab team also mentioned the idea of receiving notifications when a large group enters.

This would help them to quickly send a team member to support new visitors that may need

something. Due to time constraints this element was not implemented.
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Chapter 9

Conclusion

In this chapter, the conclusion is made for this bachelor thesis aimed at building a privacy-
friendly occupancy measurement system for the Interaction Lab at the University of Twente.
The main research question will be answered. Additionally, a recommendation is made for future

research.

"To what extent can accurate occupancy data be collected in the Interaction

lab when prioritizing user privacy"

Main Research Question

The literature research showed that technologies capable of precise data collection compro-
mise privacy due to their hardware capabilities. Interviews with lab users and the lab team
confirmed a shared commitment to safeguarding privacy. After an ideation and specification
phase, the requirements for the prototype were used to build the final system.

The prototype developed, consists of a Time-of-Flight sensor connected to a Raspberry Pi 4
concealed in a custom case. The device is mounted with a top-down view observing a 2*2 meter
zone at a sample rate of 20Hz. The sensor uses a low resolution 8*8 pixel array to communi-
cate depth data to the RPi4. The small observation zone and low resolution both contribute
to respecting user privacy by hardware design. To further protect user data, long-term data is
aggregated into day-parts. Additionally, the current occupancy is shared with the Lab Team
through the Telegram chat app.

The evaluation phase tested and evaluated the final prototype. Three evaluations provide a
comprehensive overview of the system. The Requirement Evaluation confirms that the system
effectively fulfills the key stakeholders” "Must" and "Should" requirements, offering a privacy-
friendly solution for collecting occupancy data. The Performance Evaluation highlights the
system’s robustness in normal operation, with an average accuracy of around 96%, with some
missed detection occurring in more unique situations. During the evaluation, these missed

detections balanced out over time when calculating the total occupancy, with the calculated
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occupancy equal to the actual occupancy. Lastly, the Lab Team and User Evaluations reveal
positive attitudes toward the system, with suggestions for increased transparency, and other

valuable insights for potential future improvements.

In summary, this bachelor’s thesis project demonstrated the potential for a privacy-friendly
occupancy measurement system using less invasive hardware while maintaining a high degree of

accuracy.

9.1 Future research

In the state-of-the-art research it was found that some of these devices, currently implemented
at the University of Twente, have additional sensors such as microphones, which are not used
for any tracking. Furthermore, stereo camera implementations use software to convert high-
resolution images to low resolutions, with the brand promoting the possibility of demographics
tracking which is not needed on campus. This is seen in many places, as using high resolution
cameras and Al models occupancy tracking is accurate and easy to implement. Questions can be
asked if purely software can mitigate all user privacy concerns. The existing body of literature
on hardware privacy, classified as level 1 in this thesis, is quite limited. However, this project
demonstrates how privacy-friendly hardware can be selected to meet these minimal requirements,
generating user support, while maintaining a high degree of accuracy. Future research should
look into the question how hardware can help a system satisfy its main requirements and insure
privacy. This kind of research will be important in protecting user privacy in the quick developing
world of big-data and Al, by limiting excess data to be collected. Another recommendation is
to use this research to create a criteria for sensors used in occupancy tracking systems. This
criteria can be used to ensure a degree of user privacy. Where this criteria will be used as a
framework to position the occupancy tracking method or technology into a certain group. This
group, would make organisations and businesses more conscious when selecting a system for

their specific purpose and requirements.
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Appendix A

Python code

A.1 Database Handler Class

from tinydb import TinyDB, Query

import time

class DatabaseHandler:
def __init__(self): #Makes database and table
self.db = TinyDB(’today’)
self.table = self.db.table(’count’)

def add_person(self): #Method adds person to database
timestamp = int(time.time())

self.table.insert ({’timestamp’: timestamp, ’action’: ’person entered’})
def remove_person(self): #Method removes person from database
timestamp = int(time.time())

self.table.insert({’timestamp’: timestamp, ’action’: ’person left’})

def get_people_count(self): #Returns count of total occupancy

add_count = len(self.table.search(Query().action == ’person entered’))
remove_count = len(self.table.search(Query().action == ’person left’))
return add_count - remove_count

A.2 Telegram Handler Class

import telebot
import threading

class TelegramHandler:
def __init__(self, database_handler):
self .database_handler = database_handler
token = "6326184737:AAFYuE1AOIsHhy4kPgCbuwpLp -22bIzQQXg"
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self .bot = telebot.TeleBot (token)

@self .bot.message_handler (commands=[’count’])

def get_people_count(message): #Method for returning count

count = self.database_handler.get_people_count()

estimate = self.estimate_count (count)

self .bot.reply_to(message, f"There are approximately {estimatel}

people in the lab.")

self .polling_thread = threading.Thread(target=self.run_polling)

self .polling_thread.daemon = True #stop thread when main program stops

self .polling_thread.start () #Infinite polling methods is added to

separate thread

def run_polling(self):
self .bot.infinity_polling()

def estimate_count (self, count):
lower_bound = ((count - 1) // B) * 5 + 1
upper_bound = lower_bound + 4

return f"{lower_bound}-{upper_bound}"

A.3 Main Blob Detection Class (Without GUI)

from v15315cx.v15315cx import VL5L3L5CX
import time

import datetime as dt

import numpy as np

from matplotlib import cm

import cv2

import os

from blob import Blob

from databasehandler import DatabaseHandler

from telegrambot import TelegramHandler

if (True):
v153 = VL53L5CX ()
v153.init ()
else:
v153 = VL53L5CX ()
alive = v153.is_alive ()

if not alive:
raise IOError ("VL53L5CX Device is not alive")

print ("Done!")
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v153.set_resolution (64)

# This is a visual demo, so prefer speed over accuracy
v153.set_ranging_frequency_hz (15)

#v153.set_integration_time_ms (5)

v153.set_target_order (1) #closest
v153.set_ranging_mode (1) #Continueus
v153.set_sharpener_percent (20)
v153.start_ranging ()

blob_mapping = {} # Dictionary to store blob ID and its properties

blob_id_counter = 1

db = DatabaseHandler ()
telegram_bot = TelegramHandler (db)

while True:
if blob_id_counter>10:
blob_id_counter=1
if v153.check_data_ready():
data = v153.get_ranging_data()
arr = np.flipud(np.array(data.distance_mm).reshape((8, 8))).astype(’

float64’)
arr[arr < 5] = 2000
#print (arr)
binary_mask = arr < 1300
binary_arr = binary_mask.astype(np.uint8)
contours, _ = cv2.findContours(binary_arr, cv2.RETR_EXTERNAL, cv2.

CHAIN_APPROX_SIMPLE)

# Update the existing blobs with their new centers and timestamps
for blob_id, (prev_x, prev_y, last_seen, blobObj) in list(blob_mapping.
items ()):
if time.time() - last_seen > 1.5: # If the blob hasn’t been seen
for more than 1.5 seconds,
remove it
blob0Obj.last_pos(prev_x)
del blob_mappingl[blob_id]

for contour in contours:
if cv2.contourArea(contour) > O0:
M = cv2.moments (contour)
center_x = int(M["m10"] / M["m0O0"])
center_y = int(M["mO01"] / M["m00"])
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matched_blob_id = None
for blob_id, (prev_x, prev_y, _, _) in blob_mapping.items():
distance = np.sqrt((center_x - prev_x)**2 + (center_y -
prev_y) #x2)
if distance < 3: # Threshold for considering it’s the same
blob
matched_blob_id = blob_id

break

if matched_blob_id is None:
new_blob_id = blob_id_counter

blob_id_counter += 1

blob_mapping[new_blob_id] = (center_x, center_y, time.time
(), Blob(center_x,
db))
else:
blob_mapping[matched_blob_id] = (center_x, center_y, time.
time () ,

blob_mappingl[
matched_blob_id] [-1
D)

blob_number = str (matched_blob_id + 1 if matched_blob_id is not
None else new_blob_id
+ 1)

cv2.waitKey (1)

A.4 Main Blob Detection Class (With GUI)

from v15315cx.v15315cx import VLB3L5CX
import time

import datetime as dt

import numpy as np

from matplotlib import cm

import cv2

import os

from blob import Blob

from databasehandler import DatabaseHandler

from telegrambot import TelegramHandler

last_time = dt.datetime.today().timestamp ()
diffs = []

if (True) :
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v153 = VL53L5CX ()
v153.init ()

else:
v153 = VL53L5CX ()

alive = v153.is_alive ()
if not alive:
raise IOError ("VL53L5CX Device is not alive")

print ("Done!")

v153.set_resolution (64)

# This is a visual demo, so prefer speed over accuracy
v153.set_ranging_frequency_hz (15)

#v153.set_integration_time_ms (5)

v163.set_target_order (1) #closest
v153.set_ranging_mode (1) #Continuous
v153.set_sharpener_percent (20)
v163.start_ranging ()

blob_mapping = {} # Dictionary to store blob ID and its properties

blob_id_counter = 1

db = DatabaseHandler ()
telegram_bot = TelegramHandler (db)

while True:
if blob_id_counter>10:
blob_id_counter=1
if v153.check_data_ready():
data = v153.get_ranging_data()
arr = np.flipud(np.array(data.distance_mm).reshape((8, 8))).astype(’

float64?)
arr[arr < 5] = 2000
#print (arr)
binary_mask = arr < 1300
binary_arr = binary_mask.astype(np.uint8)
contours, _ = cv2.findContours(binary_arr, cv2.RETR_EXTERNAL, cv2.

CHAIN_APPROX_SIMPLE)
# Update the existing blobs with their new centers and timestamps

for blob_id, (prev_x, prev_y, last_seen, blobObj) in list(blob_mapping.
items ()):
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if time.time() - last_seen > 1.5: # If the blob hasn’t been seen
for more thamn 1.5 seconds,
remove it
blob0Obj.last_pos (prev_x)
del blob_mappingl[blob_id]

blob_marked_array = np.zeros((8, 8), dtype=np.uint8)
cv2.drawContours (blob_marked_array, contours, -1, 255, thickness=cv2.
FILLED)

blob_marked_array = cv2.cvtColor (blob_marked_array, cv2.COLOR_GRAY2BGR)
cv2.drawContours (blob_marked_array, contours, -1, (0, 0, 255),

thickness=1)

resized_blob_marked_array = cv2.resize(blob_marked_array, (400, 400))

for contour in contours:
if cv2.contourArea(contour) > O0O:
M = cv2.moments (contour)
center_x = int(M["m10"] / M["m00"])
center_y = int(M["mO01"] / M["m00"])

matched_blob_id = None
for blob_id, (prev_x, prev_y, _, _) in blob_mapping.items():
distance = np.sqrt((center_x - prev_x)**2 + (center_y -
prev_y) *x2)
if distance < 3: # Threshold for considering it’s the same
blob
matched_blob_id = blob_id
break

if matched_blob_id is None:
new_blob_id = blob_id_counter

blob_id_counter += 1

blob_mapping[new_blob_id] = (center_x, center_y, time.time
(), Blob(center_x,
db))
else:
blob_mapping[matched_blob_id] = (center_x, center_y, time.
time (),

blob_mapping[
matched_blob_id] [-1
ID)

blob_number = str(matched_blob_id + 1 if matched_blob_id is not
None else new_blob_id

+ 1)

text_size = cv2.getTextSize(blob_number, cv2.
FONT_HERSHEY_SIMPLEX, O
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.5, 1)[0]

text_position = (int((center_x / 8) * 400 - text_sizel[0] // 2),
int ((center_y / 8) * 400 + text_sizel[1l] // 2))

cv2.putText (resized_blob_marked_array, blob_number,

text_position

FONT_HERSHEY_SIMPLEX,

.5, (0, 255,

cv2.imshow (’Binary Image’, binary_arr*255)

cv2.imshow ("Blob Marked Array", resized_blob_marked_array)
cv2.waitKey (1)

new_time = dt.datetime.today().timestamp ()
diffs.append(new_time - last_time)

last_time = new_time
# Clip the list
if len(diffs) > 10:

diffs = diffs[-10:]

#print (len(diffs) / sum(diffs)) #to count sample rate

A.5 Blob Class

class Blob:

def

def

__init__(self, initial_x, db):
self.db = db

self.initial_x = initial_x
self.final_x = None

self . required_distance = 4

last_pos(self, x):

self.final_x = x

if (self.final_x - self.initial_x) < -self.required_distance:
self.db.add_person()
print ("added")

, CV2.

O))

elif (self.final_x - self.initial_x) > self.required_distance:

self.db.remove_person ()
print ("removed")
else:

print ("stationary")

print (self.db.get_people_count ())
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A.6 Day Parts Data Minimization code

def get_people_count(self, action, start_time, end_time):
count = len(self.table.search((Query().action == action) &
(Query () .timestamp >= start_time) &
(Query () .timestamp <= end_time)))

return count

def save_totals_and_clear_data(self):

now = datetime.datetime.now()

morning_start = now.replace(hour=0, minute=0, second=0, microsecond=0)

morning_end = now.replace(hour=11, minute=59, second=59, microsecond=
999999)

afternoon_start = now.replace(hour=12, minute=0, second=0, microsecond=
0)

afternoon_end = now.replace (hour=14, minute=59, second=59, microsecond=
999999)

late_afternoon_start = now.replace (hour=15, minute=0, second=0,
microsecond=0)

late_afternoon_end = now.replace (hour=17, minute=59, second=59,
microsecond=999999)

morning_entered_count = self.get_people_count(’person entered’,
morning_start, morning_end)

morning_left_count = self.get_people_count(’person left’, morning_start
, morning_end)

afternoon_entered_count = self.get_people_count(’person entered’,
afternoon_start, afternoon_end)

afternoon_left_count = self.get_people_count(’person left’,
afternoon_start, afternoon_end)

late_afternoon_entered_count = self.get_people_count(’person entered’,
late_afternoon_start,
late_afternoon_end)

late_afternoon_left_count = self.get_people_count(’person left’,

late_afternoon_start,

late_afternoon_end)

day_parts_db = TinyDB(’day_parts’)
day_parts_table = day_parts_db.table(’day_parts_totals’)
day_parts_table.insert ({morning_start: {’entered’:
morning_entered_count, ’left’:
morning_left_count]},
afternoon_start: {’entered’:
afternoon_entered_coun
, ’left’

afternoon_ left_count
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late_afternoon_start: {’entered’:

# Clear all data from the ’count’ table for the next day.

self.table.truncate ()

}’

late_after
, ’left’

late_aftex
)

rnoon_entered

rnoon_left_cc

A.7 Ground truth code

from datetime import datetime

from tinydb import TinyDB

db = TinyDB(’entry_log.json’)

def log_action(action):
timestamp = datetime.now().strftime(’)Y-%m-7%d %H:%M:%S”’)

db.insert({’timestamp’: timestamp, ’action’: action})

while True:
key = input ()
if key == ’w’:
log_action("Leaving")
elif key == ’s’:
log_action("Entering")
else:

print ("Invalid input")
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Appendix B

Ideation - Information Brochure
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Information Brochure

31-03-2023 // Hylke Jellema // Privacy Friendly Room Occupancy System

The purpose of my research is to find a privacy-friendly way to collect occupancy data for the
interaction lab. During the interview, you will be asked questions regarding your privacy
concerns, data safety, and need for any possible access to real-time data. Additionally, some
questions may be asked regarding your current working environment. The interview will take
a maximum of 20 minutes.

If during the interview, for any reason, you would like to withdraw, there is no reason to
clarify the reasons. The collected data will also be removed from the study. If the interview is
taking too long, please also bring this to my attention. To conclude, you can leave at any
time without reason.

There is no risk in participating. If there are any worries or discomforts, you can leave at any
time and have the collected data removed. The research project has been reviewed by the
ethics commission, and its standards are adhered to.

Regarding the collected data:

- Important keywords and quotes are written down in personal notes.

- Any quotes that can identify you, such as [e.g. certain habits or opinions unique to
you], will be collected but not be shared beyond personal notes. Any information
unique to you that is used in the report will be made unidentifiable [e.g. “On
Wednesday” -> “On a certain day of the week”]

- The personal notes will be removed in less than 2 years.

- You may revise personal quotes directly after the interview, correct answers or have
them removed.

- These notes are strictly confidential and will only be used to identify patterns which
will be used in the published report.

Contact details:

Researcher: Hylke Jellema, h.j.jellema@student.utwente.nl

Supervisor: Daniel Davison, d.p.davison@utwente.nl

If you have questions about your rights as a research participant, or wish to obtain

information, ask questions, or discuss any concerns about this study with someone
other than the researcher(s), please contact the Secretary of the Ethics Committee
Information & Computer Science: ethicscommittee-CIS@utwente.nl




Appendix C

Ideation - Consent Form
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Consent Form for Creative Technology
YOU WILL BE GIVEN A COPY OF THIS INFORMED CONSENT FORM

Please tick the appropriate boxes Yes

Taking part in the study

| have read and understood the study information dated 31/03/2023, or it has been read to O
me. | have been able to ask questions about the study and my questions have been answered
to my satisfaction.

| consent voluntarily to be a participant in this study and understand that | can refuse to O
answer questions and | can withdraw from the study at any time, without having to give a
reason.

| understand that taking part in the study involves that my answer may be written down and O
used for research and development of an occupancy data collection systems.

Use of the information in the study

| understand that the information | provide will be used in a report for a graduation project O
and may be kept for <2 years.

| understand that personal information collected about me that can identify me, such as [e.g. O
certain habits or opinions unique to you], will be collected but not be shared beyond personal
notes. Any information unique to me that is used in the report will be made unidentifiable

[e.g. “On Wednesday” -> “On a certain day of the week”]

| agree that my information can be quoted (in a way explained in the last question) in research O
outputs

Signatures

Name of participant Signature Date

| have accurately read out the information sheet to the potential participant and, to the best
of my ability, ensured that the participant understands to what they are freely consenting.

Hylke Jellema

Researcher name Signature Date

Study contact details for further information: Hylke Jellema, h.j.jellema@student.utwente.nl
Contact Information for Questions about Your Rights as a Research Participant

If you have questions about your rights as a research participant, or wish to obtain
information, ask questions, or discuss any concerns about this study with someone other than
the researcher(s), please contact the Secretary of the Ethics Committee Information &
Computer Science: ethicscommittee-CIS@utwente.nl

UNIVERSITY OF TWENTE.

No



Appendix D

Evaluation - System Test Information

Note: Also used in a "keep right" version.
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OCCUPANCY MEASUREMENT TEST

Using a low resolution camera a system is measuring occupancy in the

Interaction Lab. The sensor is situated top-down at the entrance of the Lab.

An observer may also note your presence to test the accuracy of the system.
No personal identifiable information is collected or recorded.

If there are any concerns or discomforts you can OPT-OUT by keeping left
from this paper. Please also leave the Lab using this lane. This way you are
not participating in any automated data collection or observations.

Contact details:

Researcher: Hylke Jellema, h.jjellema@student.utwente.n|
Supervisor: Daniel Davison, d.p.davison@utwente.nl

If you have questions about your rights as a research participant, or wish to obtain
information, ask questions, or discuss any concerns about this study with someone
other than the researcher(s), please contact the Secretary of the Ethics Committee

Information & Computer Science: ethicscommittee-ClS@utwente.nl




Appendix E

Evaluation - Information Brochure
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Information Brochure

03-09-2023 // Hylke Jellema // Privacy Friendly Room Occupancy System

The purpose of my research is to evaluate a device to collect occupancy data for the
interaction lab in a privacy friendly manner. During the interview, you will be asked questions
regarding possible privacy concerns, and how the device could be improved. Additionally, if
you are part of the lab team, you will be asked to interact with a chatbot and share your
thoughts. The interview will take a maximum of 15 minutes.

If during the interview, for any reason, you would like to withdraw, there is no reason to
clarify the reasons. The collected data will also be removed from the study. If the interview is
taking too long, please also bring this to my attention. To conclude, you can leave at any
time without reason.

There is no risk in participating. If there are any worries or discomforts, you can leave at any
time and have the collected data removed. The research project has been reviewed by the
ethics commission, and its standards are adhered to.

Regarding the collected data:

- Important keywords and quotes are written down in personal notes.

- Any quotes that can identify you, such as [e.g. certain habits or opinions unique to
you], will be collected but not be shared beyond personal notes. Any information
unique to you that is used in the report will be made unidentifiable [e.g. “On
Wednesday” -> “On a certain day of the week”]

- The personal notes will be removed in less than 2 years.

- You may revise personal quotes directly after the interview, correct answers, or have
them removed.

- These notes are strictly confidential and will only be used to identify patterns that will
be used in the published report.

Contact details:

Researcher: Hylke Jellema, h.j.jellema@student.utwente.nl

Supervisor: Daniel Davison, d.p.davison@utwente.nl

If you have questions about your rights as a research participant, or wish to obtain

information, ask questions, or discuss any concerns about this study with someone
other than the researcher(s), please contact the Secretary of the Ethics Committee
Information & Computer Science: ethicscommittee-CIS@utwente.nl
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Evaluation - Consent Form
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Consent Form for Creative Technology
YOU WILL BE GIVEN A COPY OF THIS INFORMED CONSENT FORM

Please tick the appropriate boxes Yes

Taking part in the study

| have read and understood the study information dated 03/09/2023, or it has been read to O
me. | have been able to ask questions about the study and my questions have been answered
to my satisfaction.

| consent voluntarily to be a participant in this study and understand that | can refuse to O
answer questions and | can withdraw from the study at any time, without having to give a
reason.

| understand that taking part in the study involves that my answer may be written down and O
used for research and development of the occupancy data collection system.

Use of the information in the study

| understand that the information | provide will be used in a report for a graduation project O
and may be kept for <2 years.

| understand that personal information collected about me that can identify me, such as [e.g. O
certain habits or opinions unique to you], will be collected but not be shared beyond personal
notes. Any information unique to me that is used in the report will be made unidentifiable

[e.g. “On Wednesday” -> “On a certain day of the week”]

| agree that my information can be quoted (in a way explained in the last question) in research O
outputs

| agree with, and understand, the answers | have given in this form:

(Write Yes or No)

| have accurately read out the information sheet to the potential participant and, to the best
of my ability, ensured that the participant understands to what they are freely consenting.

Hylke Jellema

Researcher name Signature Date

Study contact details for further information: Hylke Jellema, h.j.jellema@student.utwente.nl
Contact Information for Questions about Your Rights as a Research Participant

If you have questions about your rights as a research participant, or wish to obtain
information, ask questions, or discuss any concerns about this study with someone other than
the researcher(s), please contact the Secretary of the Ethics Committee Information &
Computer Science: ethicscommittee-CIS@utwente.nl

UNIVERSITY OF TWENTE.

No
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