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Abstract: Considering the increased reliance on remote employment systems, the need to prioritise safety and foster a productive envi-
ronment is imperative. The choice of authentication measure plays a crucial role in maintaining this balance. However, current research in
the field lacks an exploration of the trade-offs between intrusive and non-intrusive authentication measures. Additionally, most research at the
moment consists of comparing authentication measures within similar categories (such as touchscreen and motion-based authentication with
other touchscreen and motion-based authentication), or across dissimilar categories (such as accelerometer-based gait authentication with device
profiling authentication). The latter consists of not only varying performance metrics (such as Equal Error Rate (EER) and False Rejection Rate
(FRR)), but also varying usability testing sample sizes and integrated development environments, among others. This results in challenges in
conducting a fair and unbiased comparison of the systems. Our study addresses these notable gaps by assessing the trade-offs between intrusive
and non-intrusive authentication measures within a homogenised environment to produce unbiased results. Through an extensive review of ex-
isting literature, we first identify existing authentication measures that are better suited for remote employees. Then, a web-app that implements
each of these measures is developed, by minimising discrepancies across each system, so that they can be evaluated through testing. Finally,
the results are analysed to conclude which type of system is a better fit for continuous authentication for remote employees.

Keywords: Continuous Authentication, Security, Intrusive authentication, Non-intrusive authentication, Hybrid authentication, Remote
Employees.

1. INTRODUCTION AND LITERATURE
REVIEW

The existence of COVID-19 has brought about a change in work-
place dynamics, with Eurostat [2022][24] reporting a notable in-
crease from 5.5% in 2019, to 13.5% in 2021 among individuals
aged 20-64 that began working from home. With this signifi-
cant increase, the demand for efficacious authentication measures
is critical. Password vulnerabilities have been highlighted as one
of the most significant risk factors for security [29]. Consider-
ing passwords are the root cause of over 80% of breaches, pass-
wordless authentication is encouraged. Continuous authentication
(CA) emerges as a robust security measure since unlike traditional
measures that exist solely at entry points, CA monitors user/device
behaviour continuously [7]. It accounts for changing risk factors
such as network anomalies, environmental changes and other be-
havioural data. This authentication, can then be divided into: intru-
sive and non-intrusive authentication. The former consists of meth-
ods that require active participation and interaction from the user
(such as answering a security question), and the latter involves min-
imal disruption (such as extraction of device posture). While nu-
merous proposals for continuous authentication exist [2], a gap per-
sists in comparing intrusive and non-intrusive authentication mea-
sures. Furthermore, existing studies exhibit much heterogeneity in
methodologies, hindering a fair assessment of the effects of the au-
thenticationmeasures compared. Furthermore, according to a study

by Al-Sharafi et al.[2016][3], users may not express significant
concerns about security vulnerabilities unless they are seen to have
a direct impact on a users’ account. This makes user preferences
a critical aspect to explore. Motivated by these gaps in current re-
search, our study aims to compare the trade-offs between intrusive
and non-intrusive authentication measures whilst considering secu-
rity as well as user-convenience. We aim to do so by developing
a web-app system that implements these authentication measures
for testing through usability testing and performance metrics. The
system further overcomes challenges posed by methodological het-
erogeneity bymeans such as homogenising the Integrated Develop-
ment Environment (IDE) and language for developing the systems,
using similar performance metrics, etc. This research introduces a
novel approach in not only analysing the better fit for remote em-
ployees between intrusive, non-intrusive and hybrid systems, but
by developing a uniform framework that enables fair assessment
of the same. The main contributions of this research study are as
follows:

• Proposes research questions to address the different aspects
this study aims to cover.

• Provides an in-depth analysis to answer the aforementioned
research questions.

• Summarises the findings and discusses the most viable au-
thentication measure.
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• Examines research limitations and identifies areas for future
improvement.

2. RESEARCH QUESTIONS
The main research question for this proposal is as follows: What
are the trade-offs between intrusive and nonintrusive authentication
measures and how can their security and convenience be assessed
in terms of continuous authentication? This main research ques-
tion can be further divided into sub-research questions. They are
as follows:

RQ1: On what basis can representative intrusive and non-
intrusive authentication measures be selected?

RQ2: How can a system be developed and evaluated for these
authentication measures?

RQ2.1: How will these authentication measures be imple-
mented?

RQ2.2: How can evaluating these measures be ho-
mogenised during and after implementation?

RQ3: What measures are considered for evaluating the security
and convenience of the aforementioned systems?

3. ADDRESSING RESEARCH QUESTIONS
This section addresses the methodologies used to answer each re-
search question. It further concludes each subsection with results,
consequently answering their respective questions.

3.1. On Answering RQ1
To understand the bases on which we select the intrusive and non-
intrusive authenticationmeasures, we engaged in a literature review
of some common biometric authentication measures that can be
collected by users. These include: DNA verification, facial recog-
nition, iris and retina recognition, vein structure and signature [28].
Now, considering the five characteristics of biometrics [17]: uni-
versal,distinctive,persistent,collectable and unique, the initial eight
biometrics can be narrowed down to three, namely, facial, voice
and iris recognition. DNA verification, vein structure and signa-
ture can be disregarded since these biometrics are not ’collectable’
by an average laptop possessed by a remote employee. A filter
which is relevant when considering remote work is a lightweight
security solution [12]. Since common devices possessed by users
have limited resources such as computing power, memory, and sen-
sor quality, among others, the solution must be adept at working
within these constraints. Iris recognition, while collectable, ac-
cording to the National CyberSecurity Centre (NCSC)[22], relies
on infrared cameras for capturing images with sufficient detail. Al-
though not hard to find, most laptops today do not come equipped
with infrared cameras making this a non-practical solution. Feasi-

ble behavioral biometrics as suggested by Tripathi [2011][28] also
consist of: keystroke analysis - which considering the task, can
be considered a non-intrusive authentication measure. Ometov et
al. [2018][21], mentions three types of factor groups to connect
individuals to credentials: knowledge, ownership and biometric
factors. Among these, due to their inherent probabilistic nature,
biometric authentication measures are not very straightforward in
satisfying the binary decision mechanism. A suggested measure
that does satisfy this, resulting in increased security, is the One
Time Password (OTP)[21]. Time-based OTP was also one of the
highest-ranked two-factor authentication measures in a usability
survey Reese et al. [2019][23] - rendering it an appropriate fit for
remote authentication.
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Figure 1: . Authentication measure selection process.

3.2. On Answering RQ2.1
After the selection of authenticationmeasures, a system implement-
ing each of these non-intrusive (system A, with facial recognition),
intrusive (system B, with OTP) and hybrid (system C, with both fa-
cial recognition and OTP) measures, in the same environment was
developed 1 [21], using Python, HTML and Javacript. The frame-
work used to implement the systems is Flask. Figure 2 displays the
sequence of interactions a user can have with the system. Users
started by creating an account with a unique username, password
and clicked 4 pictures of themselves via a prompt with instructions.
After that, they are introduced to the pages of systems A,B and C,
sequentially as they complete tasks. Each page had the same tasks,
namely, image description and math problem solving, that users
were required to complete during user testing to mimic a produc-
tive environment. Each page had its respective authentication mea-
sure continuously authenticating the user in the background as they
completed the tasks.

Welcome
Page

Login
Credentials

Registration Face Scans

System A System B System C

No account

Account exists

Successful
Authentication

Successful 
Authentication

Unsuccessful
Authentication

Unsuccessful Authentication Unsuccessful Authentication

Figure 2: . User-system interaction sequence .

1https://gitlab.utwente.nl/s2297809/AuthenticationMeasureResearch
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3.2.1. Facial Recognition

The first system is that of facial recognition which utilises the Local
Binary Patterns Histogram (LBPH) algorithm. It’s robustness and
accuracy enable it to outperform other Euclidian distance-based al-
gorithms such as Eigenfaces and Fisherfaces [25]. Considering the
diversity of remote employees’ camera capabilities, LBPH’s effec-
tiveness in scenarios with low-resolution cameras - producing 90%
accuracy at 35 pixels and 94% at 45 pixels - as demonstrated by
Ahmed et al. [2018][1] is crucial. Training the classifier involves
using a subset of the Labeled Faces in the Wild Home (LFW)[30]
dataset due to its inclusion of multiple images per person, which in
turn enhances robustness [27]. Although the complete LFWdataset
consists of 13,323 images, the model being retrained after each reg-
istration necessitated a manageable subset due to time constraints.
Therefore, the dataset used in training consists of 53 individuals,
each contributing 3-5 pictures. It is noteworthy, that training on
even this limited dataset required approximately 11.191 seconds.
In a real-world setting, users would submit appropriate photos for
registration ahead of time, allowing for extended processing time
without disrupting their workflow.

3.2.2. OTP Authentication

The second system is that of an OTP. The libraries used for this
include the random and smtplib modules. In a real-world scenario,
users would log in using their individual email accounts. However,
during usability testing, to expedite the testing process and min-
imize the collection of personal information, a dedicated dummy
email account is created. Users are given access to this email,
where they will receive OTPs via Simple Mail Transfer Protocol,
secured by Transport Layer Security which encrypts the same mes-
sage. They are required to enter these OTPs into a prompt on their
main work page with the task.

3.2.3. Hybrid Authentication

The third system combines these authenticationmeasures. The user
is authenticated by means of facial recognition at first, and in the
case that it fails, they are asked to input the OTP emailed to them.
Figure 3 demonstrates each system with its authentication measure.

Facial
Recognition OTPSystem A System B

System C

Non-Intrusive
Authentication

Intrusive
Authentication

Hybrid Authentication

+

Figure 3: Composition of each system with respective au-
thentication measures

3.3. On Answering RQ2.2
Although the authentication measures have been selected, unifor-
mity must be realised during and after the development of the web-
app they are integrated in. The main challenge currently is that dif-
ferent research proposals have different setups for their researches,
so results are obtained under non-uniform conditions. There are a
few ways to maintain homogeneity and ensure this did not happen
in this research:

1. Programming environment: During the development stage,
it is important to deploy the authentication measures in the
same environment. This helps overcome biases that can be
introduced by differences in complexities due to libraries,
syntax, etc. For this reason, the authentication measures are
both implemented in Python due to its vast ecosystem of li-
braries and frameworks, in the VSCode Integrated Develop-
ment Environment. They are also integrated into the Flask
web application framework, establishing uniform commu-
nication protocols between the pages and the logic for both
authentication measures. The threading logic implemented
in both measures is nearly identical and makes use of global
locks. Furthermore, the OTP and facial recognition authen-
tication are both scheduled tasks, being invoked at equal in-
tervals by leveraging Pythons APScheduler library 2.

2. Size and composition of users for testing: To promote an
unbiased assessment, the user base during the testing phase
is kept the same for all systems being compared. This en-
sures consistency across the number of users as well as their
demographics. Alroobaea and Mayhew [2014][4] recom-
mend moderate sample size of 16±4 is sufficient to ensure a
comprehensive exploration of the system and is more appro-
priate for comparative studies. Since our research which is
based on comparing various authentication systems aligned
with their recommendation, we chose a sample size of 21
which was approximately equal to 16±4. Every user is asked
to test all three systems: intrusive, non-intrusive, and hybrid.
This ensures the same variation in demographics across all
systems.

3. User interaction with the system: It should be ensured that,
save for the interaction required for authentication, the users
are required to complete the same tasks and interact with the
systems in the same way. In the current system, every user
is asked to complete two tasks for each type of system: im-
age description, and a few basic math problems. The kind of
image and problems vary across each system, but the type
of tasks are the same throughout.

4. Performance metrics: It is crucial to employ the same type
of evaluation metrics across the systems to assess their per-
formance fairly. For example, the survey by Al-Naji and
Zagrouba [2020][2] consists of some proposals using only

2https://apscheduler.readthedocs.io/en/3.x/
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accuracy, some using only EER, some only FAR and so on
to evaluate their systems. In order to promote comparabil-
ity, this research has the same metric used for both systems,
namely, accuracy. The reason for this selection is discussed
in the next section

3.4. On answering RQ3
Now that the system had been developed, it could be evaluated.
Evaluation of the previously selected authentication measures boils
down to two main factors: security and convenience. This section
will explore the methodology and results of both aspects.

3.4.1. Security

For the security evaluation of the system, aligning with the goals of
the research, it is important to establish a common ground between
the systems for comparison. Although according to V.L.B. De Mel
[2023][11], metrics such as False Acceptance Rate (FAR), False
Positive Rate (FPR), etc. are common in facial recognition systems,
it is difficult to apply these to an OTP based system. Therefore,
for the purpose of a fair comparison, the primary security evalu-
ation metric considered in this study is accuracy. Carvalho et al.
[2019][8] describe accuracy as how well a system predicts unseen
data. The facial recognition-based authentication system, despite
parameter fine-tuning, exhibited amodest accuracy of 54%. We ex-
perimented with the detectMultiScale() 3[9] methods parameters:
scaleFactor and minNeighbours as can be seen in Table 1.

Table 1: This table visualizes parameter fine-tuning for de-
tectMultiScale()

No. SF MN Accuracy Images detected
1. 1.8 10 75% 4
2. 1.5 7 66% 9
3. 1.3 5 60% 10
4. 1.2 10 54% 19
5. 1.2 5 38% 19
6. 1.1 7 37.5% 19
2. 1.01 10 23% 26

The method is responsible for detecting objects of varying sizes in
the input images. The scaleFactor parameter specifies how much
the image size is reduced - higher values favour larger faces while
lower make the system more sensitive to smaller faces. The min-
Neighbours parameter determines the number of neighbours a re-
gion needs to be considered a face. Lower values result in more
detections but with a higher FPR, and higher values detect fewer
faces but with increased accuracy. The last two columns in Ta-
ble 1 reveal a trade-off between accuracy and total faces detected.
Higher scaleFactor values increased accuracy but reduced the total
number of faces detected (out of 19 test images). This was observed

regardless of changes in minNeighbours. To address this trade-off,
we selected highest values that detected all faces successfully and
introduced confidence intervals. A study by Hadi et al.[2022][13]
is relevant in considering the confidence levels due to their usage of
n Asus x455LJ laptop with Intel(R) Core(TM) i3-5010U CPU. The
confidence level of 62% identified in their study on the lower-range
laptop suggests that a similar level may perform well on mid-range
laptops commonly used by remote employees. Therefore our test
system utilised a scaleFactor of 1.2, minNeighbour value of 10 and
confidence level of above 60%.

In contrast to this, the OTP-based authentication system, while
lacking a traditional accuracy metric due to the nature of its func-
tioning, still displays higher security than facial recognition in the
sense that it has an accuracy of 100% because it will never al-
low unauthorised access. This assertion, however, is based on the
premise that no external account, such as an e-mail ID, is addition-
ally compromised.

3.4.2. Convenience

During usability testing, after the users were done interacting with
the three systems, they were asked to complete a questionnaire 4

[20]. The convenience of the system was measured via this survey
which included Likert scale questions gauging user perceptions re-
garding aspects such as productivity, hindrance and ease of use,
among others. A set of 6 questions recording the aforementioned
factors were repeated for every system. The questions asked can
be observed in Appendix A. According to Lazar et al. [2017][18],
some of the most common criteria for determining the representa-
tiveness of users include: age, gender, education and job among
others. Our target group being remote workers was encompassing
of users of different age groups as well as occupational and ethnic
backgrounds. This enabled the accommodation of a representative
sample.

Figure 4: . Distribution of participant ages (left) and educa-
tional/occupational status.

3https://docs.opencv.org/3.4/d1/de5/classcv11𝐶𝑎𝑠𝑐𝑎𝑑𝑒𝐶𝑙𝑎𝑠𝑠𝑖 𝑓 𝑖𝑒𝑟 .ℎ𝑡𝑚𝑙
4https://docs.google.com/spreadsheets/d/15uZumNpBTCf105ThQmNoVVZLPPqfzMphSeGYbOqFuW4/edit?usp=sharing
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Figure 5: . Distribution of participant ethnicities includ-
ing: UK, Germany, India, Jordan, Nigeria, Romania, Rus-
sia, Pakistan, Vietnam, Qatar, Cyprus, Indonesia, Japan.

3.4.3. Approach to Analysing Survey Results

Once the survey results were collected, it was time to analyse them.
”Within-subject” design is that which requires each participant of
usability testing to be exposed to multiple systems [18]. Since the
users were asked to interact with all three systems and then an-
swer the questionnaire, this study used a within-subject approach
to the usability testing. The goal of the statistical analysis is to un-
derstand whether the users have differing opinions about either of
the proposed systems. Further according to Lazar et al. (2017)[18],
significance tests to compare the means of multiple groups include:
t-tests and Analysis of Variance (ANOVA) tests. Since the t-test is
a pairwise test, we utilise the ANOVA test in order to compare the
three systems. Since we have only one independent variable (ie.,
type of system: A,B,C), we are to conduct a one-way ANOVA test.

3.4.4. Statistical Analysis of Survey Results

The one way ANOVA test was done using the Statistical Package
for the Social Sciences (SPSS) software 5. The data which was
originally saved in the .xlsx spreadsheet file was then opened with
SPSS. In SPSS, the equivalent of a within-group one-way ANOVA
test is a ’Repeated Measures ANOVA test’. Executing said test
resulted in multiple tables, two of which were of considerable im-
portance. These were Mauchly’s Test of Sphericity [6]6 and the
Multivariate test 7. For an alpha (α) - which is the threshold for
significance - value of 5% or 0.05, The Mauchly test results (as
in Figure 9 in the Appendix) indicated consistent user preferences
across three systems. The Multivariate test results (Figure 10. in
the appendix) indicated a significant difference between results of
each surveyed system 8[14]. To get more information regarding
the differences among systems, a class of post-hoc tests known as
Multiple Comparison Analysis was used, the most commonly used
MCA statistics being: Tukey, Bonferroni and Dunnett [31]. No-
table findings for some questions (Figure 11 of the appendix) in-
clude:

• Q1: For the first question, a significant difference of

p=0.026 9 was observed between systems B and C. System
C further showed a higher mean score than A and B signi-
fying more positive opinions.

• Q2: For the second question, significant differences be-
tween systems A and B, as well as B and C were observed.
System A was preferred in comparison to system B, as was
system C. System A further had the highest mean score
among the three.

• Q3: For the third question, a significant difference of
p=0.010 was observed between systems B and C. System
C was preferred to both A and B, although not significantly
to A.

For the rest of the questions, ie., Q4,Q5 and Q6, although not sig-
nificantly, the mean score of C was always higher than its counter-
parts. This entails an overall more positive outlook towards system
C. It is preferred over the other two in the last three questions as
well. Referring to the two close-ended questions in the survey that
asked users which system they thought struck a balance between
convenience and safety, 80.9% answered with system C, 14% with
system A and 14% with system B, since users were allowed to se-
lect more than one option. Regarding deployment preference, 38%
favoured system A emphasizing ease of use while specifying their
opinion would only hold if accuracy was guaranteed. No individu-
als from the 25-34 group preferred this. System C was favoured by
66.6%, citing safety and convenience in the sense that they would
not be too inconveniently affected (logged out) in the case of a
faulty face detection, and would have to rely on a second authenti-
cation measure which they mentioned did not affect their produc-
tivity much. Individuals who chose system B, 9.5%, also agreed
by mentioning that they chose the same because it enabled them to
stay on the webpage in case of a faulty face detection.

Figure 6: . This graph displays responses to the system they
think best strikes the balance, and which one they would ac-
tually deploy.

5https://www.ibm.com/products/spss-statistics
6Blanca et al. (2023).
7https://www.ibm.com/support/pages/ibm-spss-statistics-28-documentation
8https://www.ibm.com/support/pages/ibm-spss-statistics-28-documentation
9https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4111019/
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3.4.5. User Feedback

While the questionnaire results played a significant role in the re-
search study, the open question at the end of the survey, and one-
on-one conversations with the participants after their testing also
provided helpful insights of the user experience. This highlights
user concerns and suggestions.

• Duration of authentication: This feedback was provided not
only during the one-on-one conversations with a few users,
but also in the open-ended question response in the survey.
Some users expressed concerns regarding the frequency of
authentication, suggesting it could be distracting during ex-
tended work sessions. We clarified that the intervals were
shortened for usability testing, but in practical scenarios they
would be extended to minimise disruptions in workflow.

• Type of tasks: Around the 10-12 user mark, some users be-
gan expressing their distaste for math. Regrettably, chang-
ing tasks at that stage would necessitate restarting the us-
ability testing process. Due to time constraints, task modi-
fications at this stage were not possible. Potential solutions
are further discussed in the ’discussion’ section for future
research.

4. CONCLUSION
In conclusion, this research set out to examine the most appropriate
type of authentication system between intrusive, non-intrusive and
hybrid measures for remote employees by evaluating their security
and convenience. While considering the 54% accuracy of system
A, it may be essential to note that the training set for this study was
no more than 300, with 53 individuals having 3-5 pictures of them
each. Another factor worth noting is the quality of the images used
in training from the LFW dataset. Most of the pictures were of low
resolution, posing as a potential challenge in achieving a higher ac-
curacy. Despite the theoretical accuracy, system A reported a lower
fail rate: with only 5/21 users experiencing failed facial recognition
during usability testing conducted in the study. Nevertheless, 66%
of users vouched for the deployment of hybrid system C in their
daily lives. Although users reported to being able to multitask bet-
ter with system A (Q5), system C further possessed a higher mean
score for every other question asked, indicating amore positive user
response than the other systems did. For questions 1,2 and 3, sig-
nificant differences were observed between systems B and C, the
latter possessing a higher mean. In terms of security, the facial
recognition system, system A, was able to produce a 54% accuracy
as previously mentioned. System B and the hybrid system C, pro-
duced a 100% accuracy, preventing any unauthorized access. It is
noteworthy to consider that most user responses that vouched for
the deployment of system A indicated their preference would hold
if the system had higher accuracy. Achieving an accuracy of 100%
in facial recognition has inherent challenges that underscore its lim-
itations [5, 16]. Furthermore, the intrusive authentication aspect of
system C aligns with the binary decision framework [21] which en-

sures a clear distinction between correct and incorrect inputs, elimi-
nating the possibility of probabilistic outcomes which contribute to
ambiguity. Although it compromises on convenience, convenience
results from the survey (specifically for Q5) prove users would pre-
fer to compromise on convenience for safety, than the other way
round. Hence, we can conclude that hybrid systems of authenti-
cation are the most appropriate authentication measure for remote
employees in terms of security as well as user preference.

5. DISCUSSION
Although findings provide valuable insights, it is essential to ac-
knowledge the limitations and propose scope for future research
and improvement. This section will do the same.

• Sample Size for Usability Testing: Although 16±4 was in-
deed a recommended size, the current research was time-
bound, limiting the extent to which an even distribution
across demographics could be ensured. Future research
could benefit not only from a larger sample space, but also
an evenly distributed demographic that ensures an approx-
imately even number of employed individuals, males, fe-
males, and individuals of differing age groups are selected.

• User feedback: As mentioned in the previous feedback sec-
tion, it was found midway through usability testing that
some of the users found some of the tasks to be stressful.
In the future, a system could be developed where users are
given the option to choose between various tasks, such that
they may not be required to complete those that they find
difficult or pressurising. For example, tasks could vary be-
tween literature, math, sciences, spotting the difference ex-
ercises, etc.

• Refining facial recognition: Given the time constraints of
the current research, there exists an opportunity for future
investigations to dedicate more time to refining the facial
recognition system. This could involve experimenting with
various classifying algorithms and datasets (the Yale dataset,
for example) or simply fine-tuning different parameters for a
specific algorithm further. An additional suggestion would
be to use various cascades for facial recognition instead of
just one. The side profile and smile cascades could be used
to further improve the accuracy and account for not only
varying orientations of the face, but features as well.

• Security Assumption: This study assumes the accuracy of
OTP-based systems provided there is no other account such
as an email being compromised. Future studies should take
into account the likelihood of these accounts being compro-
mised to further realise and enhance OTP-based authentica-
tion.
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7. APPENDIX
A.
Post-Hoc Tests Table

Figure 7: . Post-Hoc questions 1,2. Leftmost column is representative of the question asked. Columns I and J represent the
systems being compared in each row. p-values are to be found under the ’Sig’ column.

Figure 8: . Post-Hoc questions 3,4. This figure is a continuation of the previous, hence rows and columns can be interpreted in
the same way.
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B.
Mauchly’s Test of Sphericity Table

Figure 9: . Mauchly’s Test of Sphericity.

C.
Multivariate Test Table

Figure 10: . Multivariate Test.

D.
Usability Testing Survey Questions

Figure 11:
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