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Management Summary

As digitalisation progresses, the need for robust systems integration becomes increasingly crucial.
Initially, organizations relied on on-premise integration platforms (TIP), licensed by vendors. With
the advent of cloud computing, the Integration Platform-as-a-Service (iPaaS) emerged, offering a
cloud-based alternative to TIP. Today, vendors offer both platforms, yet their respective advantages
and disadvantages remain underexplored in literature. Furthermore, in practice, organizations struggle
with the decision between TIP and iPaaS.

This research adopts a Design Science Research Methodology (DSRM) with a problem-centred
approach to address these issues and answer the key research question:

What are the functional and non-functional capabilities of integration platforms, and how do iPaaS
(Integration Platform as a Service) and traditional integration platforms differ across these
capabilities?

The DSRM is applied in three phases over six steps. The first phase involves a systematic literature
review on iPaaS in Chapter 3, identifying gaps and formulating six problems that establish the design
requirements for this study. Based on these requirements, this research proposes a three-component
design: a glossary to clarify terms, a Capability Model to understand essential integration platform
capabilities, and a Non-Functional Capability (NFC) Tool to compare TIP and iPaaS based on non-
functional aspects. Functional capabilities were excluded from the tool as they are too vendor-specific
to apply to the general concepts of iPaas and TIP.

The first iteration of applying the methodology in Chapter 4 includes expert reviews and interviews to
validate and refine the proposed capabilities, leading to the NFC Tool 1.0 and Capability Model 1.0
development. These tools were further refined in a second iteration in Chapter 5 through additional
expert reviews and a case study comparing the iPaaS and TIP offerings of two vendors, Microsoft and
SAP. This iterative process resulted in a robust comparison of benefits and drawbacks associated with
each platform type.

The findings indicate a general preference for iPaaS over TIP due to its functional superiority and
reduced maintenance burden, leading to an 'iPaaS unless' decision scenario. However, reasons such as
regulatory compliance and control over infrastructure may lead organisations to opt against iPaaS. In
comparing TIP and iPaasS, the focus of this research is directed to less complex integration scenarios
including organizations that currently do not have an integration platform, or that have only one
integration platform implemented. More complicated, multi-platform environments, which involve a
mix of TIP and iPaaS from multiple vendors, are acknowledged but are also recommended as a focus
for future research.

In conclusion, this research fills a significant gap by comparing the benefits and drawbacks of iPaaS
and TIP and provides practical tools for industry practitioners. The Capability Model and NFC Tool
facilitate a thorough comparison of integration platforms, assisting in formulating client requirements.
Additionally, the glossary clarifies the distinctions between TIP and iPaaS, serving as a valuable
reference for future research.
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Concept

Definition used in this research

Enterprise application integration

Enterprise service bus

Functional capability

Integration platform

Integration platform-as-a-service

Non-functional capability

Traditional integration platform

Vendor

The controlled sharing of data and business processes
among any connected applications and data sources in the
enterprise.

An architectural pattern (rather than a specific technology)
designed to support message-based, distributed integration
through open standards. It aims to enable secure and
reliable interactions between disparate applications by
providing routing, invocation, and mediation services.
The abilities or features integration platforms possess to
perform tasks, processes or functions.

Vendor-provided middleware enabling development,
execution and governance of Integration flow connecting
any combination of on-premises and cloud-based premises,
services, applications and data within or across
organizations.

An integration platform that is offered through a PaaS
cloud service model. Therefore, the hosting is off-premise,
deployment is in a public cloud and the management is
externally organized.

The attributes or qualities of a system that define its
operational performance.

An integration platform for which the hosting is on-
premise, deployment is on-premise and the management is
internally organized.

A company that sells integration platform technology
and/or integration platform services to other organizations.
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1 Introduction

As the world is digitalizing at a fast pace, the number of systems required to be linked together grows
and integration is becoming crucial for scalable and resilient businesses [40]. 80% of enterprise
business operations leaders identify data and system integration critical to ongoing operations [17].
Despite its relevance, integration is still a big challenge amongst companies as "38% of respondents
see the integration of siloed business software applications as their biggest challenge to digital
transformation” [1]. The importance of integration can be argued from an intra and inter-
organizational viewpoint, so within the organization, and beyond organizational borders.

Intra-organizational integration already "is a daunting task in the on-premise environment, where the
full control of resources and services is usually assured” [54]. The introduction of cloud-based
applications poses a whole new set of architectural and technological challenges as companies find
themselves having a combination of on-premise legacy systems and cloud-based applications that
should be able to exchange data [21]. In terms of inter-organizational integration, data and application
integration allows companies to become part of a larger ecosystem in which they can cooperate with
more companies to increase business value. Consequently, when the number of integrated actors and
systems expands, the integrations' complexity increases and the importance of well-managed
integrations grows [42].

In scientific literature, Enterprise Application Integration (EAI) is defined as the controlled sharing of
data and business processes among any connected applications and data sources in the enterprise [52].
This discipline established itself somewhere around the year 2000. Till then, isolated applications,
whether custom-built or off-the-shelf were connected via point-to-point integrations [21]. This
approach resulted in complicated integration landscapes, also referred to as a ‘spaghetti architecture’
where adding new, or modifying existing integrations becomes increasingly difficult. EAl emerged as
a solution, proposing to simplify the complicated application network by linking applications through
a centralized, application-independent information broker’, also referred to in this research as a
Traditional Integration Platform (TIP). A TIP is installed, deployed and managed on-premise, by the
company using the platform, and uses standardized connectors and defined integration logic to
facilitate smoother inter-application communication [52]. Companies like Microsoft, Oracle and IBM
are popular vendors that offer these integration platforms.

Currently, more than two decades later, technology is arguably having even more of an impact on
businesses. Modern-day developments like the Internet of Things (1oT), Big Data and Cloud
Computing are on companies’ interest lists. In contrast, large applications like Customer Relationship
Management (CRM), Supply Chain Management (SCM) and Enterprise Resource Planning (ERP)
have already found their way into the organization. Within the EAI domain, an integration Platform-
as-a-Service (iPaaS) emerged as a cloud-based alternative to existing on-premise integration
platforms. Boomi launched the first iPaaS in 2008 named AtomSphere [13], but the term was further
popularized by Gartner who publishes iPaaS-focused magic quadrant studies [33] in which they
compare iPaaS offerings of different vendors. The concept of iPaaS promises both mature EAI
functionalities and the benefits of SaaS applications [21]. It is used to facilitate on-premise to on-
premise, on-premise to cloud and cloud-to-cloud integration [10]. In 2021, this iPaaS market was
valued at 5.32 billion dollars and is expected to reach 61.67 billion dollars by 2023 [44]. It seems that
iPaa$S is a competitor to the more traditional EAI solutions and that companies face the challenge of
selecting the right integration solution for their integration problem [11].

1.1 Problem Statement

Scientific literature has identified a lack of comparative analysis between iPaaS and TIP. Hyrynsalmi
et al., (2021) concluded that "the adoption of new cloud-based integration platforms is in a
maladjusted situation and that the choice between on-premises and cloud-based integration solutions
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is not always clear" [42]. Ebert et al., (2017) proposed that future research should focus on “for
example, critical success factors for using iPaaS as well as advantages and disadvantages compared to
classical EAI tools have not been investigated in detail” [21]. This research infers the following
problem statement: There is insufficient knowledge of the advantages and disadvantages of iPaaS
compared to TIP for organizations to make informed decisions between them.

This research came across a second problem while constructing the body of knowledge around the
iPaaS concept. Current literature has adopted the following iPaaS definition:

“a suite of cloud services enabling development, execution and governance of integration flows
connecting any combination of on-premises and cloud-based premises, services, applications and
data within the individual, or across multiple organizations.” [42]

This research states that this definition is not specific enough to distinguish between TIP and iPaaS.
What happens, for example, if a traditional integration platform is being hosted on a cloud machine?
The platform's functionalities remain the same but now it becomes a cloud service and perhaps also an
iPaaS. The definition does not provide conclusive answers to this. Therefore, to accurately compare
iPaaS to TIP, it should be clear what is considered an iPaaS and what is not.

1.2 Research Goal

The research goal should logically follow from the problem description. The first goal is to
understand what an iPaaS is and to be able to clearly explain when middleware should be referred to
as iPaaS and when it should be referred to as a TIP. Only then can this research compare the two.

The second goal of this research is to provide clarity into the benefits and drawbacks of iPaaS
compared to traditional integration platforms. Current research has not yet put much effort into how
this comparison could be structured. Ebert et al., (2017) state that “research on iPaa$S is rare, many
interesting business and technical issues on the platforms and use cases have not been addressed”
[21]. The distinction between business and technical aspects is a starting point for this comparison.
These aspects can be translated into functional capabilities (technical aspects) that describe what
functions an integration platform is supposed to perform, and non-functional capabilities (business
aspects), the quality attributes of the integration platform [77].

Therefore, this research develops an integration platform capability model that includes these
capabilities. This model itself is not necessarily the primary goal of this research. Instead, the goal is
to use that model to make the comparison between iPaaS and TIP. It is important to note that this will
not be a decision model because that would be too complex due to the large amount of scenario-
specific aspects that play a role in this decision. This research primarily aims to shine as much light as
possible on the different aspects that might play a role in this decision.

1.3 Research Questions

Based on this objective, the main research question of the thesis is formulated as:

What are the functional and non-functional capabilities of integration platforms, and how do iPaaS
(Integration Platform as a Service) and traditional integration platforms differ across these
capabilities?

The research question is divided into multiple sub-research questions. The answers to these sub-
research questions combined provide an answer to the main research questions.

Sub-research questions:

1. How to distinguish between iPaaS platforms and traditional integration platforms?
a. What is a traditional integration platform?
b. What is an iPaaS?
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c. How do these concepts differ from each other?

2. What are the capabilities of integration platforms?
a.  Which capabilities for integration platforms are described in the literature?
b. Which capabilities for integration platforms can be identified by expert validation?

3. What are the use cases of organizations that have to select between a traditional integration
platform and iPaaS?

4. How can the capability model be used to compare iPaaS and traditional integration platforms?
1.4 Research Methodology

Since this research aims to design and demonstrate a capability model for integration platforms, it
adopts the Design Science Research Methodology (DSRM) proposed by Pfeffers et al., (2007) to
answer the research questions. This methodology is developed for “carrying out design science
research in information systems” [66].

Figure 1 outlines the six steps of this methodology, the different activities that this research performs
within each step and the iterations made in this research. A detailed description of these steps is given
below where the specific activities listed in the figure are marked italic.

Second expert review of Capability Model 1.0
and NFC Tool 1.0

Unclear classification

.
ofiPaaS and TIP . First expert validation of capability selection
.................... § peceesesessssssssssssessssseseenannss
A 4 A A |
1.Problem 2. Objectives of 3. Design and 4, 5. Evaluation 6.
identification Solution development Demonstration Communication
and motivation
Unclear SLR to iPaaS+ Glossary + Expert review + Testing and Thesis report +
P differences SLR to Capability Use-case potentially P] Oraldefence
between iPaas integration model + nFC adaptingthe
andTIP + capabilities tool artefact
Unclear
terminology

Problem
centered

approach

Possible entry points for research

Figure 1: Design science research methodology[66]

Step 1: Problem identification and motivation. Pfeffers et al., identify four possible entry points to
start the research. A problem-centred approach is suggested when the idea for the research results
from suggested future research in a paper [66]. Current research proposed future work into the
concept of iPaa$S in comparison with TIP. Section 1.1 further elaborates on these papers. To increase
relevance and justify the value of a solution, expert interviews were conducted. These interviews are
further described in section 4.3. Nine out of ten interviewees confirmed the need for further research
into this direction.
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Unclear terminology of the concept of iPaaS was identified as a second problem during the
Systematic Literature Review in step 2. To be able to compare iPaaS with TIP this research should
first make clear what these concepts refer to. This problem is further described in the section 1.1.

Step 2: Objectives of solution. “Infer the objectives of a solution from the problem definition and
knowledge of what is possible and feasible” [66]. This step includes acquiring “knowledge of the state
of the problems” [66]. To do this, this research conducts a Systematic Literature Review (SLR), that
follows the methodology of Okoli [65], to the concept of iPaaS to summarize its current body of
knowledge. The review identifies missing knowledge in current research on what the term iPaaS
refers to as well as its benefits and drawbacks compared to traditional middleware. The review finds
several problems that are translated into design requirements. The process and findings of the review
are described in Chapter 3

To understand what is possible and feasible in terms of the objectives for this research, a second SLR
following the methodology of Okoli [65] is performed that discover current models that include
functional and non-functional capabilities related to integration platforms. This review is described in
the section 3.1.2 and confirms the feasibility of developing and applying a capability model to
compare iPaaS and TIP.

A full description of the objectives of this research is described in section 1.2. It is important to
mention here that developing the capability model is not necessarily the main goal of this research.
This model is only a means to be used to compare the two types of integration platforms.

Step 3: Design and development. This research first develops a glossary by synthesizing information
from literature on iPaaS with background literature on the domain of EAI. This glossary is described
in the section 4.2 and is used for the remainder of this research to distinguish between iPaaS and TIP.

The main artefact of this research is the capability model. The selection of capabilities is constructed
by synthesizing the functional and non-functional capabilities described in current models (identified
in the SLR to integration capabilities). This process is further described in section 3.1.2. “Because
design is inherently an iterative and incremental activity, the evaluation phase provides essential
feedback to the construction phase as to the quality of the design process and the design product under
development” [34]. Therefore, the first iteration of this capability selection is performed through
expert interviews. This process is described in section 4.3 and resulted in the first version of the
capability model (section 4.4).

Lastly, the concept of iPaaS and TIP are further compared on the non-functional capabilities. This
comparison is formulated into a Non-Functional Capability (NFC) tool based on expert interviews and
background knowledge to show the different aspects on which iPaaS and TIP differ. This process and
the results are described in section 4.5.

Table 1 shows the criteria that are defined for the NFC tool. These criteria are used in the
demonstration and evaluation step of this research.

Criteria of the artefacts | Description

Understandability The information in the artefact is understandable assuming that the
reader has a basic understanding of integration concepts

Sufficiency The artefact contains all necessary information sufficiently

Accuracy The information in the artefact is correct

Usefulness The artefact is useful to compare iPaaS against TIP

Usability The artefact is easy to use

Table 1: Design criteria of the artefacts

Step 4 and 5: Demonstration and evaluation. The capability model and the NFC tool are
demonstrated and evaluated in a second iteration using a mixed-method validation approach derived
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from the Framework of Evaluation in Design Science Research (FEDS) [87]. Recall that the objective
of this research is to use the capability model to compare iPaaS and TIP.

Firstly, the NFC Tool and the Capability Model are demonstrated and evaluated through expert
reviews. This process includes identifying relevant interview participants, developing a review
protocol including evaluation metrics, using a method for qualitative data analysis of the interview
and analysing the results on the evaluation criteria. The process is described in detail in section 5.2.

Secondly, the capability model is applied in a case study. Together with an integration expert who
knows specific vendors’ iPaaS and TIP offerings, the model is used to support and structure the
process of identifying how these two different platforms compare on their functional capabilities. The
case study description, the findings and the evaluation are described in section 5.5

Step 6: Communication. The different steps described in this methodology and their findings are
described in this report and presented in a thesis defence. This step concludes the research and
finalizes the DSRM.

1.5 Thesis Outline

The approach of this thesis consists of three general phases: (1) theoretical background, (2) design and
development, and (3) demonstration and evaluation. Figure 2 presents the different steps within these
phases, the section where this step can be found and the sub-research question it addresses.

Chapter 2 and Chapter 3 cover the theoretical background in three building blocks. Background
information on the domain of EAI to contextualize the domain in which integration platforms exist. A
systematic literature review (SLR) towards iPaa$S is conducted to build the theoretical framework on
iPaa$S but also to show that current literature does not sufficiently describe iPaasS, let alone understand
its benefits and drawbacks compared to TIP. A second literature review is performed to identify
models covering capabilities of integration platforms.

Chapter 4 covers the design and development phase, which first presents the glossary. The glossary is
designed based on the information listed in the theoretical background and used to clearly distinguish
between iPaaS and TIP. Secondly, this research synthesizes the different capabilities identified in the
SLR into one capability model. This model is validated through expert reviews.

The model consists of functional and non-functional capabilities. The non-functional capabilities are
further compared for iPaaS and TIP in the NFC Tool. This tool aids stakeholders, for example,
Information Technology (IT) managers in understanding how iPaaS and TIP differ in their non-
functional capabilities.

Chapter 5 covers the demonstration and evaluation phase. First, expert reviews are conducted to
validate the NFC Tool. A review protocol describes the different steps of the interview as well as the
evaluation metrics. The review session is also used to validate the capability model. The capability
model is applied and evaluated in a use case where it functions as a guiding tool to compare the iPaaS
and TIP integration platforms of specific vendors.

15



Chapter 6 discusses the findings of this research and concludes it by answering the research questions,
describing the practical and theoretical contribution and formulating directions for future work.

Demonstration
Theoretical background Design and development ¥ Conghule
and evaluation Research
Chapter 2 +3, Chapter 4 Chapter 5 Chapter
sRQ1l.a sRQ2.a sRQ1l.c sRQ2 sRQ4
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2 Background Enterprise Application Integration

This chapter covers the domain of Enterprise Application Integration (EAI). Section 2.1 defines EAI
and explains some terms that are relevant for the remainder of the chapter. Section 2.2 discusses how
different EAI styles evolved. Section 2.3 outlines the components that make up for an integration
solution. Section 2.4 introduces the different architectures used to develop solutions. The emergence
of cloud computing is discussed in section 2.5 Lastly, section 2.6 shows how traditional integration
platforms and iPaaS coexist at a vendor.

2.1 Definition of EAI

Enterprise Application Integration (EAI) is defined as “the controlled sharing of data and business
processes among any connected applications and data sources in the enterprise” [52]. This is realized
by building an integration solution that connects applications and data. However, integration is a
difficult task as explained by [37] through these four challenges:

e Networks are unreliable: Compared to processes running on a single computer, an
integration solution has to transport data across the networks between computers. The steps
required to do so can cause delays or interruptions.

e Networks are slow: “Sending data across a network is multiple orders of magnitude slower
than making a local method call” [37].

e Any two applications are different: The systems for which the integration solution is
designed can use different programming languages, operating platforms and data formats. The
solution must be able to interface between them.

e Change is inevitable: The applications change over time and an integration solution has to
keep up with these changes.

Table 2 displays the four dimensions of EAI. The concept of an integration Platform-as-a-Service
(iPaaS) exists in the data and application interface dimensions [21]. Therefore, the remainder of this
chapter refers to those two dimensions when considering integration.

| Dimension Definition Example
“Bundle applications by using their user | Mainframe applications that
User interfaces as a common point of do not provide database or
interface integration (also known as screen business process level
scraping)” [52]. access

Application servers, TP
(transaction processing)
monitors, and frameworks.

“Sharing of the business logic that may

Method exist within the enterprise” [52].

Leverage interfaces of applications to

Application | access both business processes and simple Message broker

iPaaS interface information which are used to bundle the
focus applications together [52].
Data “Process, techniques and technology of Extract Transfer Load
moving data between data stores” [52]. (ETL)

Table 2: Examples of the four dimensions of EAI [52]

Several concepts are introduced to assist in explaining the domain of EAL.

Protocol: A protocol is a set of rules and regulations that allow two IT components to communicate.
Well-known protocols are the Hypertext Transfer Protocol (HTTP) used on the World Wide Web and
the Simple Object Access Protocol (SOAP) protocol which provides rules to pass information
between applications in an Extensible Markup Language (XML) format. Protocols are layered, the
SOAP protocol can use the HTTP protocol to send the messages. A protocol that is also worth
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mentioning is the Electronic Data Interchange (EDI) protocol. It facilitates “the intercompany
communication of business documents in a standard format” [89]. The protocol includes a message
standard which allows two companies to directly exchange messages. Because of this, EDI had a great
effect on the Business-to-Business communication [89].

Asynchronous vs synchronous communication: Applications communicate either synchronously or
asynchronously (Figure 3). The former implies that “the calling process is halted while the sub-
process is executing a function” [37]. It can be compared to a phone call between two people where
one person listens while the other is talking. Asynchronous communication uses a send-and-forget
approach that “allows the process to continue to execute after it sends the message” [37].
Asynchronous has some advantages, the caller can perform other processes in the meantime instead of
waiting for the results. The processes can also be executed in any order but this does require the
processes to be able to run independently from each other [37].

time fime

> >

Process A hlocked Process A |

call return message*
Process B Process B

Synchronous Call Asynchronous Message

Figure 3: Synchronous and asynchronous messaging[37]

2.2 Integration Styles

Table 3 outlines the four main approaches that are used to realize an integration solution. Each style
was developed in response to its predecessor with messaging being the latest development. In an
application-integration solution, multiple styles of integration can be used so that each point of
integration takes advantage of the style that is best suited for the problem [37]. Appendix A displays a
summary of the benefits and drawbacks of each style.

Integration style Description
File Transfer One application writes a file that another later reads. The applications need to
agree on the filename and location, the format of the file, the timing of when it
will be written and read, and who will delete the file.

Shared Database | Multiple applications share the same database schema, located in a single
physical database. Because there is no duplicate data storage, no data has to be
transferred from one application to the other.

Remote Call One application exposes some of its functionality so that it can be accessed

Invocation (RCI) | remotely by other applications as a remote procedure. The communication
occurs in real-time and synchronously.

Messaging One application publishes a message to a common message channel. Other
applications can read the message from the channel at a later time. The

applications must agree on a channel as well as the format of the message
Table 3: Integration styles [37]

The section on the Application Programming Interface (APl Management Platform describes how
Remote Call Invocation is practically implemented in APIs.
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2.3 Components of an Integration Solution

Using one of the integration styles described in the previous section, integration solutions can be
created between two or more applications. To do this, “a number of things have to happen. These
things make up what we call middleware — the things that sit between applications” [37]. In literature,
the term middleware is also used to describe a software tool used to assist programmers in building
integration [8]. However, this term neglects the fact that integrations can be programmed directly
without the need for a software tool. The decision of integration style determines the type of
middleware that is used: Messaging uses message-oriented middleware whereas RPI uses procedure-
oriented middleware. Figure 4 displays the basic elements of an integration solution.

Message i :
9 Routing Translation

Channel
Application | | —» = G —-/:l—‘ @ﬂ —»| | Application
—

I
@ Systems Management

Figure 4: Abstract process of an integration solution[37]
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A message is “an atomic packet of data that can be transmitted on a channel” [37]. It contains of two
parts: the body with the actual information of the message and the header with meta-data about the
message. A message is represented according to a certain structure called a schema. Examples of
schema types are Extensible Markup Language (XML), JavaScript Object Notation (JSON) and
Comma-Separate Values (CSV).

Most applications are not prepared to participate in an integration solution. Therefore, an application
needs an endpoint that allows the application to send and receive messages from other applications
[37]. An example of an endpoint is an API which “defines the contract of a software component in
terms of the protocol, data format, and the endpoint for two computer applications to communicate
with each other over a network” [19]. More information on APIs is provided in the section on the API
Management Platform.

Channels are the virtual pipes used to connect applications. Two familiar types of channels are the
point-to-point channel which ensures only one receiver of a given message, and a publish-subscribe
channel allowing multiple receivers to each receive a copy of the message.

If two or more applications are included in the integration solution, the middleware should know to
which applications a specific message should be sent. The routing component is responsible for
orchestrating this. An overview of different types of routers is provided by [37].

Because the internal data format of an application can often not be changed the middleware needs to
provide some mechanism to convert one application’s data format into the other’s, this is called
translation or transformation. Visual drag-and-drop tools have been developed to aid in
transformation. However, these “can become a liability when it comes to debugging or when you need
to create complex solutions”[37].
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Finally, there should be an overall systems management function that monitors the entire integration

solution and reports to a central location.
2.4 Integration Solution Architectures

The architectural style to implement integration solutions evolved. From pre-mature point-to-point
and hub-and-spoke architectures towards more commonly used Enterprise Service Bus (ESB) and
APl management platform approaches. Be aware that these are broad, architectural concepts in a
complicated integration landscape. Even though they are presented as separate concepts, their real-
world implementation is complex and multi-modal.

2.4.1 Point-to-point

In point-to-point communication architecture, applications interact directly without middleware, as
depicted in Figure 5. Integration logic is embedded within the application which requires custom
development for each integration. This approach compromises scalability as the number of
applications grows. However, for a small number of applications, this approach proves
straightforward [50].
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I / I — \
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SCM system Supplier

Figure 5: A point-to-point integration architecture

2.4.2 Hub-and-spoke

The hub-and-spoke model, or message broker [58], centralizes integration logic in a hub, connecting

systems (spokes) via bespoke connectors [50], as shown in Figure 6. Its key advantage is fewer

necessary connections for integrating multiple systems. However, the hub represents a single point of

failure; any malfunction disrupts all integrations, risking total infrastructure collapse. Moreover, the

hub's reliance on proprietary protocols and platform-specific interfaces [58] forces organizations into
a difficult choice: risk overloading the hub with new applications or creating separate hubs, leading to

a fragmented, "islands of hubs" scenario within the organization [58].

20



L1n

Customer
(oo | N 2
. ., =
Supplier
ERP system F X pp
/
/" Message broken,
X . X
N — N —
SCM system CRM system

Figure 6: A hub-and-spoke architecture

2.4.3 Enterprise Service Bus

The concept of the ESB emerged to address the "island problem™ seen with Message-Oriented
Middleware (MOM) and to support the rise of Service-Oriented Architecture (SOA), which
significantly impacted the IT industry in the mid-2000s [78]. SOA is based on the principle that
applications should offer their functionalities as reusable services, which are self-contained, stateless
business functions accessible via a standardized interface, regardless of the implementation [58].
Services are software components defined by metadata understandable by other programs,
encompassing a service implementation (the executing code), a service contract (service parameters),
and a service interface (communication protocols and interaction with other services) [6]. In SOA,
business processes are designed by orchestrating multiple services based on their metadata, offering
advantages like improved scalability, decoupling, and testing and deployment management over
traditional monolithic architectures [78]. SOA can be implemented with service-based technologies,
typically using web services like SOAP or Representational state transfer (REST) [56]. An ESB is
viewed as a practical application of SOA principles to integration, acting as a connecting middleware
[15].

Defining an ESB precisely is challenging, as there's no agreed-upon definition and set of features of
an ESB. Commercial vendors contribute to this confusion by arbitrarily labelling their products as
ESBs [58]. Essentially, an ESB is an architectural pattern rather than a specific technology, designed
to support message-based, distributed integration through open standards. It aims to enable secure and
reliable interactions between disparate applications by providing routing, invocation, and mediation
services [58]. As depicted in Figure 7, an ESB's infrastructure is distributed, consisting of server
clusters or hubs that host integration services. While small implementations may have a single hub,
the architecture allows for adding more hubs to scale up the system, with the entire network centrally
managed for better control and configuration
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Figure 7: The ESB as a distributed infrastructure with centralised control [48]

2.4.4 APl Management Platform

Where ESB took full “benefit” of SOA, the value of APIs increased with the rise of microservices, a
specific type of SOA style. Recall from the previous section that SOA merely means that applications
provide their business functionality in the form of reusable services. Hence “more guidelines became
necessary in order to achieve performance and fast deployment goals™ [75] which resulted in the
development of microservices. The microservice architectural style is defined as “an approach to
developing a single application as a suite of small services, each running in its own process and
communicating with lightweight mechanisms , often an HTTP resource API” [26]. This statement
shows how API’s benefitted from the rise of microservices. Microservices should be thought of “as a
specific approach for SOA in the same way that XP or Scrum are specific approaches for Agile
software development” [63].

An API defines the contract of a software component in terms of the protocol, data format, and the
endpoint for two computer applications to communicate with each other over a network”. [19]. In
simple terms, it contains the requirements that describe how two applications can communicate. An
API can be designed according to several styles including RCI, REST and SOAP [19]. An API
provider should provide the following information for a consumer to consume the information of the
API [19]:

e The functionality provided by the API

e The URL which can be used to access the API

e The input and output parameters (names, message formats, data types)
e The Service-Level Agreement that the API provider adheres to

e The technical requirements for the rate limits

e Documentation to improve the understanding of the API

APIs need to be managed using an API management platform. “An API management platform
enables you to create, analyze, and manage APIs in a secure and scalable environment” [19].
Unfortunately, there is not much research published on the API management platforms. The book of
De B. [19] states that the platform should provide capabilities in three types of services

1. API gateway services: These services allow the user to “create and manage APIs from
existing data and services” [19]. The capabilities are surprisingly similar to the ESB and
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include security, data and protocol transformation, routing and orchestration. The way these
capabilities are described is also similar to the description of the ESB. An API gateway acts
as a single entry point into the system. It is amongst other elements an integral part of the
microservice architecture because it allows to management of the different microservices in
one central point [29].

2. Analytics services: These services provide relevant business metrics and monitor traffic from
applications. The platform “should be able to extract and log custom variables from within the
message payload for advanced analytics reporting” [19]. Furthermore, “user auditing can help
the API administrator review historical information to analyze who accesses an API, when it
is accessed, how it is used, and how many calls are made from the various consumers of the
API” [19]. Lastly, the platform should monitor if the Service Level Agreement (SLA)
conditions are met.

3. Developer services: This service should provide the following capabilities. Firstly, developer
support which includes correct API documentation and test and development kits to make it
easier for developers to adopt APIs. Secondly, community management allows developers to
see how other developers are doing—Ilastly, API catalogue and documentation where API can
be publicized [19].

2.5 Cloud Computing

Cloud computing is defined as “on-demand access, via the internet, to computing resources,
applications, servers (physical servers and virtual servers), data storage, development tools,
networking capabilities, and more hosted at a remote data centre managed by a vendor” [88]. Cloud
computing technology is at the origin of iPaaS and has a great influence on the IT landscape of today's
businesses.

2.5.1 Cloud Computing Origin

Before cloud computing and virtualization, organizations managed their entire IT infrastructure (see a
list of infrastructure components in Figure 11), including costly servers that hosted multiple
applications without isolation, leading to inefficiencies and vulnerabilities to outages [31]. Operating
systems were directly installed on the hardware, and applications shared the same system without
providing physical or virtual isolation as depicted in Figure 8. This complicated application
management and server utilization because applications could not easily be transferred from one
server to another.
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Figure 8: Servers without virtualisation [31]
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Virtualization provided a solution for this ineffective utilization of resources. “Virtualization uses
software to create an abstraction layer over computer hardware that allows the hardware elements of a
single computer: processors, memory, storage and more to be divided into multiple virtual computers,
commonly called virtual machines (VMs)” [88]. This is important because it “isolates software from
hardware and so provides a mechanism to quickly reallocate applications across servers based on
computational demands” [31]. This technology improves resource utilization, scalability and
flexibility of the IT infrastructure. Figure 9 shows a simplified version of how the IT architecture
would look like with virtualized servers.
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Figure 9: Virtualized servers [31]

Virtualization optimized IT architecture, but still within a setup managed by an organization's system
administrators. Transitioning to cloud computing requires a service layer and on-demand provision of
resources [31] that “enables vendors to serve users with their existing physical computer hardware. It
enables cloud users to purchase only the computing resources they need when they need it and to
scale those resources cost-effectively as their workloads grow” [88]. This service layer hides the
complexity of the infrastructure from the user and presents it with a cloud-management interface.
Figure 10 shows how this management layer, depending on the specific implementation, can be
accessed through a dashboard, APls, Web Services and other specific services. The figure is a
simplified version visualising that the blue parts are now provided by and under the responsibility of a
cloud provider. Section 2.5.3 further explains that this specific set of hardware and software falling
under the vendor's responsibility differs per cloud service model.
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Figure 10: Simplified cloud infrastructure [31]

2.5.2 Cloud Migration Incentives

Organizations that adopt cloud computing services enjoy scalability and flexibility, allowing them to
dynamically adjust the required resources to meet (changes in) demand [56]. Furthermore, cloud
computing allows for cost efficiency through the pay-as-you-go model, eliminating the need for
significant upfront investments in hardware and software as shown in Figure 11. This reduced
responsibility not only eliminates upfront investment but also reduces the costs that would normally
be incurred in maintaining these different hardware and software components.

Cloud computing also allows organizations to only pay for the resources they use, leading to potential
cost savings compared to software packages that need to be bought in their entirety, even though an
organization might only want to use a specific subset of the package [55]. The cloud enables
unparalleled accessibility and collaboration, allowing users to access data and applications from
anywhere, fostering productivity and flexibility in today’s increasingly remote work environment
[84]. Additionally, the cloud accelerates innovation and agility, providing consumers with the tools to
rapidly deploy and test new applications without substantial investment, thereby lowering the barrier
to innovation [22].

Vendors had several reasons to start using and offering cloud computing products. Section 2.5.1
explained that the introduction of virtualization was the big realisation of cloud computing. Besides
that, vendors desired the shift from traditional upfront purchase models to subscription-based revenue
models. The move to a service-oriented model emphasizes recurring revenue over one-time sales,
promoting customer retention and long-term relationships [3]. Also, the vendor now takes
responsibility for a large part of the infrastructure that would normally be the responsibility of an
individual organization. VVendors can achieve economies of scale by organizing very large data
centres as it is more cost-efficient to buy and configure hardware resources in larger volumes [31].
Also, the larger the data centre becomes, the easier it becomes to maximize the amount of work per
dollar spent: Components can be shared more efficiently, server idle times are reduced and physical
and virtual server density is improved [31].

2.5.3 Cloud Service Models

Section 2.5.1 explained that cloud computing involves a virtualized environment that is offered on-
demand through a service layer to the customer. The service model describes how the service layer is
made available to the customers [31]. The three most common models are SaaS, PaaS and laaS [52].
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“These service models may have synergies between each other and be interdependent - for example,
PaaS is dependent on IaaS because application platforms require physical infrastructure” [31]. Figure
11 shows the differences in responsibilities for hardware and software between on-premise and the
different service models.

Software as a Service (SaaS)

The capability provided to the consumer is to use the provider’s applications running on a cloud
infrastructure. The applications are accessible from various client devices through either a thin client
interface, such as a web browser (e.g., web-based email), or a program interface. The consumer does
not manage or control the underlying cloud infrastructure including network, servers, operating
systems, storage, or even individual application capabilities, with the possible exception of limited
user-specific application configuration settings. For example, a vendor might allow a company to use
its logo inside a SaaS application [52].

Platform as a Service (PaaS)

The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created
or acquired applications created using programming languages, libraries, services, and tools supported
by the provider. The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, or storage, but has control over the deployed
applications and possibly configuration settings for the application-hosting environment [52].
Therefore, the consumer can deploy applications without incurring the cost and complexity of buying
and managing the underlying hardware, software and hosting capabilities [72]. “The difference in
PaaS from Saas is that SaaS only hosts completed cloud applications whereas PaaS Offer a
development platform for both completed and in progress cloud application” [72]

Infrastructure as a Service (laaS)

The capability provided to the consumer is to provision processing, storage, networks, and other
fundamental computing resources where the consumer is able to deploy and run arbitrary software,
which can include operating systems and applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over operating systems, storage, and deployed
applications; and possibly limited control of select networking components (e.g., host firewalls) [52].
The advantage of laaS is that it provides the ability to customers “to access a virtual server in few
minutes and pay only for the resource they use” [72].
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I Applications Applications Applications Applications

I Data Data Data Data

| Runtime Runtime Runtime Runtime

| Middleware Middleware Middleware Middleware Managed by
client

Managed by
Virtualization Virtualization Virtualization vendor

| Virtualization

I Servers Servers Servers Servers

| Storage Storage Storage Storage
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Figure 11: On-premise, laaS, PaaS and Saa$ [73]

2.5.4 Cloud Architectures
There are three different cloud computing architectures: Public cloud, private cloud and hybrid cloud.
A public cloud “is a multi-tenant cloud environment, where the same computing resources are shared
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among multiple customers” [90]. This is the standard cloud computing model [5]. In this case, the
vendor owns and maintains the infrastructure just as stated in the cloud computing definition at the
beginning of this section. The vendor then makes these resources available to the customers and
businesses over the internet through virtualization [5]. “The customer has limited visibility into or
control over where the computing infrastructure is hosted.” [5]. The advantages of a public cloud are
“greater scalability, lower cost of entry and faster access to the latest technologies” [90].

In contrast to public clouds, private clouds represent a distinct cloud computing model characterized
by their single-tenant architecture, where resources are exclusively allocated to a single customer [90].
This differentiates private clouds from their public counterparts by offering dedicated services and
infrastructure to one organization, enhancing privacy and control over the cloud environment. Private
clouds can be hosted in various ways: on-premise by the organization, by the cloud vendor, or by a
third party. When hosted on-premise, organizations assume full responsibility as depicted in Figure 11
which could limit the actual cloud advantages like scalability and flexibility. Alternatively, vendor-
managed private clouds offer dedicated resources at a higher cost compared to public clouds [5].
Furthermore, management of this type of private cloud can vary, ranging from complete control by
the organization to a shared responsibility model with the cloud service provider. An overview of the
deployment, hosting and management options is given in the glossary presented in section 4.2.

Lastly, a hybrid cloud architecture “integrates public and private cloud infrastructures. In this model,
the two types of cloud are joined together into a single, flexible infrastructure, and the enterprise can
choose the optimal cloud environment for each individual application or workload” [90]. By
leveraging a hybrid cloud, organizations can move workloads between cloud solutions as needs and
costs fluctuate, providing a balance between on-premises infrastructure and the public cloud [16].
This is the most flexible infrastructure. However, the complexity increases because the cloud
infrastructures that are combined, and their interfaces “should be competent enough while permitting
to transfer data from one cloud to another” [30].

2.6 The Vendor

The previous sections in this chapter delved into EAI's theory, highlighting the shift towards
messaging and the evolution of ESBs and APl management platforms. The upcoming chapter
introduces iPaaS, the latest advancement in EAL. In practice, these integration styles (section 2.2,)
components (section 2.3) and architectures (section 2.4) are combined into a vendor's integration
platform offerings. This section briefly outlines the current state of these vendors.

EAI is essentially a strategy for managing business applications [64], not a one-size-fits-all solution
but rather achieved through various methods. Companies can build their middleware or adopt a third-
party product, typically from leading IT vendors [50][64]. These vendors offer integration platforms,
defined as “specialized software tools that help to design, implement, run and monitor integration
solutions that orchestrate a set of applications to keep their data synchronized or to develop new
functionalities on top of the current ones” [28]. Key players include IBM, Oracle, Microsoft, and Dell
Boomi [64], providing comprehensive solutions that encompass all necessary EAI products.

Traditionally, these platforms were on-premise solutions that required an upfront license fee and
client-side management (see Figure 11). The advent of cloud computing opened up opportunities for
vendors to offer iPaaS, a cloud-based integration service, while still supporting traditional platforms.
Microsoft with BizTalk and Azure Integration Services, IBM with the Integration Bus and App
Connect, Oracle with SOA Suite and Integration Cloud Services, and SAP with Process Orchestration
and Integration Suite exemplify this dual offering. This allows businesses to choose between cloud-
based or on-premise solutions. This study aims to explore the differences between these platform

types.
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3 Literature Review

This chapter describes the literature review to the concept of integration Platform-as-a-Service (iPaaS)
and the literature review to discover integration capabilities. Section 3.1 presents the method for both
systematic literature review and their protocols. Section 3.2 presents and analyses the iPaaS
definition. Section 3.3 introduces iPaaS components and functionalities as described in the literature.
Section 3.4 describes the benefits and drawbacks of iPaaS as an integration platform. Lastly, section
3.5 concludes this chapter.

3.1 Method

Two systematic literature reviews are conducted in this thesis. Firstly, to construct the current body of
knowledge around the concept of iPaaS. This exposes the state of problems that serve as input for the
design recommendations of this research [66]. Secondly, to identify integration capabilities which
reveal the theory that is operationalized in the solution design of this research, allowing this research
to move from the objectives of the solution to the design and development phase [66].

For both reviews, the Systematic Literature Review (SLR) methodology of Okoli [65] is chosen as it
is specifically developed for the information system research stream. “Information systems combines
social science, business, and computing science, whose research methods are different from those of
the health sciences”. The methodology consists of seven steps. Section 3.1.1 explains the steps for the
SLR to iPaaS. Section 3.1.2 explains the steps for the SLR to discover integration capabilities.

3.1.1 Systematic Literature Review to iPaaS
1. ldentify the purpose

The iPaaS definition introduced in section 1.1 states that it can be used to create, manage and govern
integration flows to connect applications, data and services across different organizations. These are
essential components of any integration platform, and not just iPaaS. Therefore, this systematic
literature review aims to answer research question 1.b by identifying the components, capabilities and
features belonging to an iPaa$S that enable it to create, manage and govern integration flows.

2. Draft protocol and train the team

This research uses a research protocol to improve its replicability. This protocol is a plan that
describes the conduct of the proposed systematic literature review [65]. This protocol is further
described in Appendix B. Given the recent development of scientific content on the topic of iPaaS and
the limited number of papers on iPaaS, articles that are not cited by others are included. This increases
the number of sources and improves the generalizability of the results. Scopus is used as the database
to query as it covers a wide variety of scientific articles. Training the team is not needed in this case as
the SLR will be performed by a single person.

3. Search for literature

The following search query is used resulting in 53 articles: “TITLE-ABS-KEY( 'ipaas’ OR 'integration
platform as a service' OR 'integration-platform-as-a-service") .

4. Practical screening and quality appraisal

The practical screening and quality appraisal of the articles is done according to the inclusion and
exclusion criteria from Table 4.

Inclusion criteria Exclusion criteria
e Publicly available e Duplicates
e English or Dutch articles e Medical papers (see description below)
e Discusses iPaaS e Different meaning of iPaaS

Table 4: Inclusion and Exclusion criteria
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Articles are considered publicly available if they can be accessed through the publishers’ website, via
a semantic scholar like Google Scholar or through the license of the University of Twente without the
need to make a payment. Poorly written articles are assessed by checking spelling and grammar and
assessing the referencing. Medical papers are excluded because they refer to another, medical
definition of iPaaS. Finally, some papers referred to iPaaS as an "intelligent paging-as-a-service" or
“input parameter analysis system" which are not relevant to this research. The process of applying
these criteria is visualized in Appendix B.

5. Data extraction

The inclusion and exclusion criteria are used to extract the data and narrow the results. Applying the
criteria removed 37 of the 53 included articles. Consequently, 16 papers are included for further
analysis in the SLR. The complete extraction protocol is described in Appendix B

6. Synthesis of studies

Table 5 shows that the included papers in the SLR range from papers publicized in 2012 to 2023. The
largest number of citations belongs to the paper of Ebert et al., (2017). Also, the earlier publicized
papers generally have more citations than the more recent publications. It stands out that Hyrynsalmi,
with four papers ([40][41][42][43]), is responsible for 25% of the total number of papers. A further
description of the papers and the used methods is found in Appendix B. Notably, only a small
number of papers validated their findings and some papers did not describe a research method.

Ref Author Year Citations
[10] Bolloju and 2012 15
Murugesan
[54] Marian 2012 21
[69] Potocnik 2012 20
[68] Phan 2013 22
[21] Ebertetal. 2017 47
[85] Theilig 2018 3
[83] Srimathi 2019 3
[14] Cestarietal. 2020 5
[93] Zhangand Yue 2020 12
[42] Hyrynsalmi 2021 3
[62] Neiferetal. 2021 11
[27] Frantzetal. 2021 16
[40] Hyrynsalmi 2022 7
[41] Hyrynsalmi 2022 1
[80] Séngerand 2022 1
Abeck
[43] Hyrynsalmi 2023 0

Table 5: Number of citations per paper

7. Writing the review

The results of this review are part of a larger research project, which also encompasses a background
information investigation. In this comprehensive research endeavour, the SLR is treated as an
independent study. Consequently, the SLR findings are discussed in section 3.2 section 3.3 and
section 3.4 and used alongside other research outcomes, collectively shaping the research's
conclusions.
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3.1.2 Systematic Literature Review to Integration Capabilities
1. ldentify the purpose

The goal of this review is to identify the functional and non-functional capabilities of integration
platforms. These can function as a starting point for a structural model to describe integration
platforms in the design and development phase of this research.

2. Search

The following data sources were selected to extract information from in the subject fields of
information systems and computer science: Scopus, Scholar and Gartner. The latter is a grey literature
source which is included because of the limited availability of scientific sources that cover the
technical capabilities of integration platforms.

The following keywords were used to discover sources: “(EAI OR enterprise application integration)
framework”, “(EAI OR enterprise application integration) model”, “(EAI OR enterprise application
integration) conceptual model”, “SaaS model”, “SaaS adoption”, “Integration capabilities”,

“Integration platform evaluation”.

An iterative strategy was used that resulted in this long list of keywords. It became clear the sources
covering the functional capabilities were scarce and that the sources that did cover that part were
frameworks. Regarding the non-functional capabilities, no models could be found that covered these
for integration platforms specifically. Therefore, the decision was made to include models that
covered the non-functional capabilities of Enterprise Application Integration (EAI) adoption and
Cloud adoption.

3. Practical screening and quality appraisal

The inclusion criteria are that sources can be of any document type (not only journals) that are written
in Dutch or English and cover either functional or non-functional capabilities related to EAI,
integration platforms or cloud adoption. By not adopting very strict inclusion criteria, this review aims
to limit the risk of not including certain integration capabilities.

4. Data extraction

Using the previously described search strategy, this literature search discovered three models that
covered the functional capabilities of an integration platform, six models on non-functional
capabilities influencing EAI adoption and four models on non-functional capabilities influencing SaaS
adoption. Table 6 shows the included sources per category.

Category Ref Author Citations
. [32] Guttridge, Comes, Ray (2023) 0
FAlmodels on functional 160 Banreininejad and Moradi (2013) 15
P [70] Pushmann and Alt (2001) 106
[37] Hung et al., (2015) 32
[2] Al-Balushi et al., (2015) 8
[86] Themistocleous (2004) 167
Factors influencing EAIl adoption | [46] Themistocleous and Kamal (2006) 54
[4] Aserey, N., & Alshawi, S. N. (2013) 4
Mantzana, V., & Themistocleous, M.
[53] (2005) 17
[92] Yang, Z et al., (2010). 355
Factors influencing Cloud [79] Safari, F., Safarl,(zl\(l).,l58)c Hasanzadeh, A. 151
adoption [36] Hsu, C. L., & Lin, J. C. C. (2016) 153
[73] R. D. Raut et al., (2017) 120

Table 6: Included papers in the literature review towards conceptual models



5. Synthesis of studies

The selection of models is synthesized to construct a first selection of functional and non-functional
capabilities. Two different synthesizes are performed, one for the functional capabilities and one for
the non-functional capabilities. The former included models from the category “EAI functional
capabilities”, and the latter included the models from the category “factors influencing EAI adoption”
and “factors influencing cloud adoption” (see Table 6).

The synthesis is performed according to the following steps:

1. List all factors/capabilities and their description

2. Group factors/capabilities that are the same or have a similar
description

3. Ifafactor is only mentioned in one paper, remove it from the list (Steps 3, and 4 are not for

4. Map the non-functional factors to the International Organization  functional capabilities synthesis)
of Standardization (ISO) 25010 framework (step is based on

[71])

Steps three and four do not apply to the synthesis of the functional capabilities because they include
only three models so the decision is made to make the list as complete as possible.

Figure 12 shows a representation of how the discovered models are combined into one list.

Model A Model B Model C

Compare Compare

) )

Figure 12: Schematic overview of model construction

6. Writing the review

The results of this literature review consist of applying the synthesis protocol described in the
previous step to the identified models. The synthesis for the functional capabilities and the resulting
list of capabilities is described in Appendix C. There was a large amount of overlap, and only a small
number of functional capabilities were described in only one of the three models. Due to the small
number of included models, the decision was made to include these in the final list. The synthesis
resulted in a list of 17 functional capabilities related to an integration platform.

The model synthesis for the non-functional capabilities can be found in Appendix D. Ten models
were included, six covering the aspects that influence the adoption of EAI and four covering the
aspects that influence the adoption of cloud within organizations. Due to this larger amount of models,
the process of synthesis was more difficult. Several aspects were excluded as they were only present
in one of the ten models and overlapping descriptions were combined resulting in a total of 20
business factors influencing the adoption of EAI/SaaS. To shorten the list of non-functional
capabilities, the approach of Rahman and Reza [71] is used. They mapped non-functional capabilities
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on the 1ISO 25010 framework [45] which is ISO’s latest system and software quality model. The
mapping resulted in a selection of eleven non-functional capabilities that are listed in Appendix D.

3.2 iPaaS Definition

iPaasS is part of the cloud computing “family”: Platform-as-a-Service. In short, this means that the
responsibility for the hardware and software required to use the integration platform lies on the vendor
side, and not on the client side. A more detailed explanation of the as-a-service solutions is given in
section 2.5.3. Literature is in agreement with how an iPaaS is defined. This definition is provided by
Pezzini and Lheureux (2011) [67] and formulated as:

“a suite of cloud services enabling development, execution and governance of integration flows
connecting any combination of on-premises and cloud-based premises, services, applications and
data within the individual, or across multiple organizations.”

Deriving from this definition, an iPaaS is “a suite of cloud services”. The papers in the SLR do not
explain what a cloud service actually is. However, Theilig et al., (2018) [85] describe a Cloud Service
Provider as a party that facilitates easy access to remote resources. Hence, this research assumes that a
cloud service is a remote resource that can be accessed by companies.

Furthermore, an iPaaS uses integration flows to connect applications. The papers do not define the
integration flow. Therefore, this research assumes an integration flow to be everything that is
responsible for the integration between two applications. The term ‘integration flow’ can then be used
to refer to a specific integration between two applications. An iPaaS should enable the development,
execution and governance of these integration flows. These are three distinct activities and section
3.3 summarizes through which components and functionalities these activities are realized.

An iPaaS should be able to connect both on-premise and cloud-based applications. Figure 13 shows
how an iPaaS platform mediates between these environments.

( Saa$S providers ]
SaaS App SaaS App SaaS App

[ iPaaS Platform ]

|
- > -
ey e Yo
) — i
L] L= L]
On-premise On-premise On-premise
( Business ]

Figure 13: Global relationship structure of the iPaaS market [62]
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Lastly, an iPaaS should connect services, applications and data referring to the lower two
dimensions in Figure 14.

User interface (e.g., web portals)

Business process (e.g., support for manual process steps)

Function (e.g., API call to an application) IPaas

Data (e.g., sychronization of two databases) Focus

Figure 14: Levels of integration addressed by iPaaS [21]

One of the older papers on iPaaS was written by Poto¢nik and Juric (2012) [69]. They provide some
general capabilities of an iPaaS which are presented in Table 7.

Capabilities Description
Data should be complete and consistent via data synchronization
mechanisms to provide automatic transformation and migration, and

Data integrity and

security data should be secure.
Data transformation Transform data between different storage types and formats
and migration
Connectivity Connect different systems using their native interfaces
Governance and Mechanisms to support governance and management of integration

management services

Orchestration Enable service orchestration into business processes
Monitoring Offer insights into the performance of the integrations

Table 7: Responsibilities of an iPaasS [69]

Despite being general, these capabilities are still true. However, Potoénik and Juric's works lack detail
on the implementation of these responsibilities. Consequently, it can be argued that these capabilities
apply to any integration platform, encompassing both iPaaS and on-premise platforms. Given this
context, this research seeks to extract further details on the components and functionalities of an iPaaS
that enable it to fulfil these capabilities. These are examined and summarized in section 3.3.

3.3 iPaaS Components and Functionalities

According to the iPaaS definition, it should enable the development, execution and governance of
integration flows. To further elaborate on these distinct activities (development, execution and
governance), the different findings of the papers included in the SLR are summarized per activity.

3.3.1 Development of Integration Flows

iPaa$S should allow the development of (highly complex) integration flows [10][14][41][62] using
visual design tools to describe integration flows that include logic-based branches, process hierarchies
and complex transformation operators [21]. Visual design tools are described as a business process
modelling language by [14]. Message transformation capabilities are also mentioned by [54] but not
further exemplified how iPaaS offers this capability. Additional data integration concepts include data
synchronization, data format, data migration, structure transformation and data replication [10][69].
iPaaS should enable service orchestration into business processes composed of diverse SaaS services
or applications [54][69]. Again, no further details are provided in the papers as to how that is reached.
Furthermore, all of the above-described functionalities are regular integration platform functionalities,
not specific to iPaaS.

iPaa$S should include development methods [10][14][27][41][42][69]. An example of such a method
is the “drag and drop” or no-code/low-code development feature within the integration flows [27][42].
This approach allows users with limited coding skills to employ pre-built components for creating
functional integration flows [57]. It is important to mention that low-code development features
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existed before the origin of iPaaS. A traditional integration platform like BizTalk also has a low-code
development tool. Key elements in low/code development are pre-built adapters/connectors that make
for smoother database and application integration and reduced development time [14][21][40]. A pre-
built adapter is a piece of code that allows connection and communication with a specific type of
application or data source.. These connectors expose the fields and entities from the configuration of
an endpoint of the application such that an iPaaS user can connect their applications [57]. This is not a
feature distinct to iPaaS as pre-built adapters are also available in TIPs. They can range from file-
based Hypertext Transfer Protocol (HTTP) adapters to more complex applications or Electronic Data
Interchange (EDI) adapters [21]. The concept of HTTP and EDI was explained in section 2.1. The
user should also be able to develop adapters for enterprise-specific applications [21][80]. The
development of these adapters is facilitated by the iPaaS vendors’ software development kits. Since
iPaaS is a Platform-as-a-Service, users do not have to install any hardware or middleware to make use
of its functionalities [14][21][39][40][42]. Till now, the last statement on hardware and middleware
instalment is the only concrete difference between iPaaS and traditional integration platforms.

Table 8 summarizes all described development features in iPaa$S literature and classifies if they are
specific to iPaaS or if they are general integration platform concepts.

. o Specific
Desclr_lbed In iPaas Reference for Argument
iterature .
iPaaS?
Develop complex [10][14] No This is the essence of any integration
integration flows [41][62] platform
Visual design Existed before iPaaS in TIP offerings,
tools/business process [21][14] No see the “TIP: BizTalk’ section for a TIP
modelling language example
An essential capability of any
Message Transformation [21][54] No integration platform as described by
[35].

iPaaS papers do not further elaborate.
Service orchestration can be done
Service Orchestration of through a visual design tool. If iPaaS
SaaS services [54](69] Maybe has more native adapters to SaaS
services, then it could be better suited to
orchestrate these services.
Existed before iPaaS in TIP offerings.

Drag and Drop/Low-code [27][42] No See the “TIP: BizTalk’ section for a TIP
example
Existed before iPaaS in TIP offerings.
Pre-built adapters [14][21][40] No See the ‘TIP: BizTalk’ section for a TIP
example
Paas service model [14][21][39] Yes TIP was never offered ‘as-a-service’ so
[40][42]. correct.

Table 8: Classifying if iPaaS development functionalities are specific to iPaaS

3.3.2 Execution of Integration Flows

The platforms support advanced EAI concepts such as message queues or transaction processing.
Synchronous and asynchronous communication mechanisms are available as well as single/batch and
scheduled/event-based execution of the integration flows [21]. Evaluating received data and
outcomes, and proposing or implementing solutions to control the managed process automatically is
summarized as monitoring and analysis [14]. They also describe that iPaaS should guarantee smooth
context adaption and system evolution. However, the paper lacks further explanation as to how these
aspects are realized in practice. Furthermore, this section is again not unique for iPaaS as all the
mentioned concepts are present in traditional integration platforms as well.
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In terms of execution, iPaaS should facilitate routing and protocol conversions. Users develop, test,
deploy and monitor the execution of their integration flows "in the cloud" and pay the provider for a
"service." At onboarding time, iPaaS clients implement the local agent software appliance, possibly in
multiple instances for high availability and scalability, which will be under the full control of the
iPaaS provider. As explained earlier, integration flows are often designed using low-code
development tools which provide a graphical interface to the user. However, once the flow is
implemented, hosted and triggered, the iPaaS transforms the low-code integration flow into actual
executable code and metadata. These are then transparently deployed on the proper local agents to
execute the functionality of the integration flow. At runtime, the local agents report performance and
statistical data to the iPaaS cloud, so that users can track and manage their integration flows from the
iPaaS management console [54].

Table 9 summarizes all described execution features in iPaaS literature and classifies if they are
specific to iPaaS or if they are general integration platform concepts.

Described in iPaasS literature Reference Sp?gggzsfor Argument
Introduced by [35] as a general
Message Queues [21] No integration feature.
Synchronous/Asynchronous Introduced by [35] as a general
2 [21] No . .
communication integration feature.
Routing [54] No Introdyced by_ [35] as a general
integration feature.
Protocol conversion [54] No Introdyced by_ [35] as a general
integration feature.
Single/Batch execution [21] No The concept eX|st_ed before the
origin of iPaaS
Scheduled/Event-based execution [21] No The concept existed before the
origin of iPaaS
Transaction processing [21] No The concept existed before the

origin of iPaaS
Table 9: Classifying if iPaaS execution functionalities are specific to iPaaS

Figure 15 shows that according to Ebert et al., (2017), there are three different variants of iPaaS
architectures depending on where the integration system is developed and where it is executed, local
(on-premise) or in the cloud [21]:

Local : Cloud

(A) Cloud :
Development & Applications [+ ” Applications

Execution E
1: *_. Applications

Applications :

O [N
Development & i
Cloud Execution +——+C, Applicatioris

Figure 15: Architecture variants of iPaaS [21]

(B) cloud
Development &
Local Execution
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In Architecture A, the development is supported by web-based design tools storing meta-data, such as
data mappings and integration flow definitions, in the cloud. During the execution of the integration
flows, actual application data are transferred through the iPaaS cloud. Platform users can flexibly
scale the platform size according to the data traffic and do not need to manage an integration
infrastructure [21]. This seems to be the traditional public cloud iPaaS environment as discussed in
the section 2.5.

While the development in Architecture B is web-based, the integration flows are executed locally.
Integration flows are deployed to a local execution environment fully managed by the user. If only on-
premise applications are integrated, no application data needs to leave the enterprise. Compared to the
cloud-based execution environment of Architecture A and C, the local execution environment of
Architecture B requires a ramp-up phase for its setup and might be less easy to scale. This option
might be preferred when a company wants to keep its data inside but the iPaaS vendor offers more
development features in their cloud-based environment to develop integration flow [21]. Instinctively,
this architecture variant should have huge implications on the way the integration platform is being set
up and managed. However, the authors, Ebert et al., [21] provides no further information on this
architecture variant which leaves room for many questions. For example, if a local execution
environment has to be set up by the company using the platform, can it still be referred to as an iPaaS?
Recall from section 2.5.3 that within the Platform-as-a-Service, a company user does not have to
manage any infrastructure.

In Architecture C, the development relies on on-premise tools (e.g., based on Eclipse), which are
typically more powerful than their web-based counterparts and allow custom programming. In the
second step, processes are deployed to a vendor's cloud-based execution environment similar to
Architecture A. Compared to Architecture B, the user neither needs to set up nor manage the
execution environment but can simply scale the environment according to resource demands [21].
Similar to architecture B, too little information is provided on this architecture variant. What is meant
by the vendor's cloud-based execution environment? Is this a public cloud and if so, is this option
possible for all vendors to develop locally and execute their public cloud? Or could it be that the
execution environment is a private cloud hosted at the vendor? If that is the case, the company using
the platform could (partially) be responsible for setting up and managing these resources (section
2.5.4).

To summarize, even though these architectural variants seem like important distinctions, the paper
does not further elaborate on these different options.

3.3.3 Governance of Integration Flows

iPaa$S should have real-time process management and monitoring [14] [62] [68] [69]. “It should be
able to detect the quality of service (QoS) and service level agreement (SLA) violations and inform
users about the problems. On the other hand, it should provide cloud-oriented Business Activity
Monitoring (BAM) with metrics defined across multiple SaaS applications” [69]. Furthermore,
several papers include the topic of governance within iPaaS and conclude that an iPaaS should have
well-defined governance [10][42][62][69]. “iPaaS should provide mechanisms and functionalities to
support governance and effective management and provisions of integration services” [69]. “The
governance for SaaS should be extended Service Oriented Architecture (SOA) governance as it
should cover SaaS application performance, backward compatibility, continuous support, security”
[69]. However, [42] merely mentions it as a benefit compared to on-premise data integration without
further investigating the governance in an iPaaS. [62] states that governance can reduce errors and
increase data security and integrity in an iPaaS. The relationship between governance and security is
well established but their statement does not say anything about the governance implementation in an
iPaaS. Marian (2012) [54] mentions the following governance concepts: security federation, usage
tracking, administration, registry/repository, artefact life cycle management, and policy
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management/enforcement. The iPaaS governance platform services can potentially be used
independently from the integration platform services.

Table 10 summarizes all described governance features in iPaaS literature and classifies if they are
specific to iPaaS or if they are general integration platform concepts.

Described in iPaaS literature | Reference Sp?C'f'C Argument
for iPaaS
. Existed before iPaaS in TIP
Real-time management and [14] 162] No offerings. See the ‘TIP: BizTalk’
monitoring [68] [69] ' )

section for a TIP example
Existed before iPaaS in TIP
Business Activity Monitoring [69] No offerings. See the ‘TIP: BizTalk’
section for a TIP example
Unclear what extended SOA
governance is and no further
description is given in the
Extended SOA governance [69] No/Maybe | literature. However, section 2.4.3
introduced SOA and Enterprise
Service Bus (ESB) which existed
before the iPaaS introduction
Security federation, Usage
tracking, Administration,
registry/repository, Artefact life [54] No
cycle management, Policy
management and enforcement
Table 10: Classifying if iPaaS governance functionalities are specific to iPaaS

3.4 iPaaS Benefits and Drawbacks

The author provides no further
information on these concepts.
Without context, these concepts are
very broad and apply also to TIP.

Several papers introduced benefits and/or drawbacks associated with iPaaS.

3.4.1 Benefits

Compared to traditional EAI methods, iPaaS is easy to use and adopt [21][42]. The following reasons
for this are given: iPaaS was developed later with an increased focus on usability, drag and drop
integration building methods were used as well as pre-built adapters and reused data mapping
templates [21]. Section 3.3 already explained that these features are not exclusive to iPaaS. Regarding
the statement that iPaaS was developed later with an increased focus on usability. This statement is
very speculative as one could also argue that the traditional integration platform has proof of concept
whereas the iPaaS platform is still being tweaked with different services being tried and adjusted
along the way.

iPaaS is a developer-friendly integration platform that needs little set-up time to build integrations
[42]. Therefore, integration of new applications is faster and maintenance costs for changing existing
integrations are lower [21]. The aspect of cost savings was also mentioned by Bolloju and Murugesan
(2012) [10] but they related cost savings to procuring, deploying and managing the required
integration infrastructure. It is again unfortunate that the papers do not dive into the cost aspect of
iPaaS compared to traditional integration platforms. Indeed, a company does not have to manage or
deploy the required infrastructure for integrations but this research does not agree that one can argue
based on that statement that it is also cheaper then.

A central advantage of the iPaaS solution for companies and SaaS providers is a reduction in the
number of connectors required which is made possible by the platform structure [62]. This statement
is true when comparing iPaaS to traditional point-to-point integration because iPaaS offers a central
point of communication meaning that an extra application only has to make one connection to the
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iPaa$S platform to be connected to all other applications. Section 2.4 further explains this and also
shows that this is not a specific iPaaS benefit but instead, a benefit of each integration platform as
traditional EAI middleware provides the same advantage.

The scalability of the platform was mentioned as a benefit by [40] and [42]. This is a very true
statement. Furthermore, iPaaS allows the creation of efficient and cohesive integration systems that
can automate activities, and conduct data evaluation and decision-making [40]. In line with efficiency
and cohesiveness, the high productivity of iPaaS was mentioned as a benefit [21]. They also include
the predictability of costs as a benefit. It remains unknown why iPaaS provides a better predictability
of costs than traditional integration platforms. The entire structure of the payment model is different
for iPaaS than for traditional integration platforms. If anything, traditional integration platforms are
producing more predictable costs because a company generally pays a perpetual licensing fee whereas
iPaa$S often operates a subscription-based model that uses a recurring fee based on usage, traffic and
volume. Finally, in line with the definition of iPaaS, there is no need to acquire, initiate and manage
hardware and application infrastructure software in their data centres [54].

3.4.2 Drawbacks

The most often mentioned drawback was related to data security challenges as enterprise application
data and meta-data is transferred through the internet [42][21][62][69][54]. Also, this data could
potentially be shared with a third-party provider which poses additional risks [21].

The choice of selecting the right platform is crucial [10][21][42]. Users do not have the same kind of
control over upcoming updates compared to on-premise integrations which limits their flexibility [69].
Therefore, choosing the platform vendor influences the ability to control the kind of integration
solutions a company can develop [14][42]. Also, the iPaaS vendor decides which pre-built
Application Programming Interface (APIs) and adapters are available. A lack of sufficient pre-defined
APIs was identified by [69] as a drawback. Bolloju and Murugesan (2012) [10] state some
requirements to consider when selecting a platform:

- The investments made in the existing IT environment

- Type, volumes and complexity of B2B interaction

- Available mechanisms for interaction with different types of customers, suppliers and
partners

Not being able to control upcoming updates contributes to the risk of vendor lock-in [21][40]. Limited
portability further increases this risk [21]. Limited portability means that integration solutions
developed in one iPaaS solution are difficult to transfer to another iPaaS solution. As a result, it
becomes less attractive to switch from iPaaS providers contributing to vendor lock-in. Furthermore,
compliance checks with laws and internal regulations as well as technical challenges were identified
as factors that might complicate and slow down the deployment of iPaaS in contrast to EAI [21][40].
These technical challenges can include the need for an appropriate firewall setup from the company
side, but also performance issues from the iPaaS vendor or the internet connection which affects the
message and data exchange between applications [21]. Lastly, iPaaS vendors do not provide a clear
cost-benefit ratio compared to other integration methods [62]. This could be explained by the
complexity of providing a quantitative number in terms of perceived benefit due to the specific
integration architecture and needs of each company. However, such insights would make the
decisions for companies more straightforward.

3.5 Conclusion Literature Review

According to Pfeffer’s, the resources required to define the objectives of a solution include knowledge
of the state of problems [66]. Current literature lacks a structural approach to describe iPaaS. Each
paper contributes with a small number of iPaaS functionalities but none of the papers provide an
overall model used to describe iPaaS. Furthermore, almost all functionalities prescribed to iPaaS are
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similar to/present in traditional integration platforms. Similarly, some described benefits and
drawbacks are not exclusively to iPaaS but are valid for traditional integration platforms as well.
Others are presented with little context which makes it impossible to assess if true. The review also
showed different architectural variants of iPaaS which confused as to whether some of these variants
can be referred to as iPaaS. This Systematic Literature Review confirms the idea that more in-depth
research is needed on the differences between iPaaS and traditional integration platforms. Table 11
summarizes the current state of the problems, which are used to formulate requirements in the design
and development phase.

Ref | Problem

P1 | There is no structural model to describe the integration platform in its entirety.

P2 | The described iPaaS functionalities are often general integration platform functionalities.
They do not mark notable differences between iPaaS and Traditional Integration Platforms
(TIP).

P3 | Some described iPaaS benefits and drawbacks apply to integration platforms in general.

P4 | Some described iPaaS benefits and drawbacks are not provided with enough context to assess
if true.

P5 | Different architectural variants are presented by [21] that raise the question if these variants
can still be referred to as iPaaS.

P6 | Current literature does not reflect on the decision-making process for organizations that have

to select an integration platform.
Table 11: The identified problems during the Systematic Literature Review

The second literature review (section 3.1.2) provided this research with a first list of functional and
non-functional integration capabilities derived from the literature. This list is operationalized and
serves as input in chapter 4 to solve P1.
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4 Design and Development

This chapter describes the design and development of the different artefacts of this research. First,
section 4.1 presents the design requirements and the design approach. Section 4.2 introduces a
glossary that is used to clearly distinguish between Traditional Integration Platforms (TIP) and
integration Platform-as-a-Service (iPaaS). Section 4.3 presents the first iteration of expert reviews.
Section 4.4 presents the Capability Model 1.0. Lastly, section 4.5 introduces the Non-Functional
Capability (NFC) Tool 1.0.

4.1 Design Requirements and Approach

The problems identified in Chapter 3 and described in Table 11 correspond to requirements that
should be addressed in this design and development phase. Table 12 shows the formulated design
requirements for this research. The last column maps the requirements to the corresponding problem.

Requirement | Requirement Relates to the
ID problem:
R1 This research must clearly and completely distinguish between | P5
iPaaS and TIP.
R2 This research must present a structural model to describe P1, P2
integration platforms.
R3 This research must present use cases of integration platform P6
decision processes that include TIP and iPaaS
R4 This research must present a comparison of iPaaS and TIP, P2, P3, P4
their benefits and drawbacks, based on the structural
framework.

Table 12: Design requirement and their mapping to the research problems

To address the aforementioned requirements, this research proposes a design of three components:
Component one is a glossary that aims at addressing R1; Component two is a Capability Model that
aims at addressing R2; component three is a Non-Functional Capability (NFC) Tool that aims at
addressing R4. The last requirement, R3, is addressed by conducting expert interviews to provide
practical input on the decisions that organizations face when choosing for TIP or iPaaS.

Figure 16 shows a Business Process Modelling Notation model of the different steps taken in this
research to develop the design components. Given the iterative nature of the Design Science Research
Methodology (DSRM), the figure presents the Design & Development and the Demonstration &
Evaluation phase. In total, this research conducts two iterations of the DSRM to improve the artefacts.
The bottom lane contains the findings of the literature review that are used as input for this phase. The
top lane contains the artefacts of this research. Red artefacts are final and yellow artefacts are
improved in an iteration. The activities are marked with numbers and briefly explained below.

1) Formulate design requirements: The research problems formulated based on the systematic
literature review are transformed into design requirements for this research.

2) Develop glossary: This is the first artefact to be developed. It allows this research to be clear on
what is considered an iPaaS and what is not (R1). Understanding this is necessary to conduct the
expert reviews.

3) First iteration of expert reviews: The first expert review iterations has two goals:

1. Identify use cases for integration platform decision processes, and the important aspects that
play a role in this process (R3).

2. Practical validation and improvement of the capability selection from theory. The theory
selection functioned as a starting point. Through practical validation, this research improves
the rigour. The input of the experts is used to construct a Capability Model 1.0 (R2)
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4) Determine how to address R4: Steps two and three addressed the first three design

requirements. Using the available information and constructed model, this research faces the

decision of how it should address R4. This research decides to develop a Non-Functional
Capability tool 1.0 as a separate artefact that compares iPaaS and TIP on their non-functional
capabilities. Section 4.5 further explains why this decision was made.
5) Construct NFC Tool 1.0: TIP and iPaaS are compared on the non-functional capabilities (R4).
The information is presented in a usable tool to enhance practical usability.
6) Second iteration of expert reviews: The Capability Model 1.0 and Non-Functional Capability
Tool 1.0 are subjected to a second iteration of expert reviews. Resulting in the improved versions

1.1

7) Case study: The Capability Model 1.1 is applied in a case study that compares the functional
capabilities of the TIP and iPaas offerings of two vendors different vendors.
8) Ex-Post evaluation: The benefits and drawbacks of iPaaS and TIP are listed per identified use
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4.2 Integration Platform Glossary

One of the research goals is to clearly describe what is considered to be an iPaaS, what is a TIP and
how those two concepts differ from each other. Section 3.2 presented the iPaaS definition. However,
this definition is similar to the definition given on integration platforms in section 2.6.

iPaas definition:

“a suite of cloud services enabling development, execution and governance of integration flows
connecting any combination of on-premises and cloud-based premises, services, applications and
data within the individual, or across multiple organizations.” [42]

TIP definition:

“specialized software tools that help to design, implement, run and monitor integration solutions that
orchestrate a set of applications to keep their data synchronized or to develop new functionalities on
top of the current ones” [16].

The main distinction is that iPaaS is offered as a Platform-as-a-Service model (section 2.5.3). Hence,
a company does not have to acquire and/or configure hardware and software before using the platform
and is also in no way responsible for the management of the infrastructure. Therefore, this research
considers iPaaS to be a platform where the hosting is off-premise, deployment is in a public cloud and
the management is externally organized. This research considers a traditional integration platform to
be hosted on-premise, with on-premise deployment and internally organized management. Table 13
shows a glossary where the TIP and iPaaS definitions are extended, indicated with the ‘*’. Words in
italics refer to other concepts described in the glossary.

A concept is rigid “if it is essential to all of its instances. For example, the concept animal is rigid
because everything that is an animal, must be an animal and is an animal for as long as it exists. It
cannot cease being animal and change into, for example, a plant” [9]. Following this classification,
iPaaS and TIP are not rigid concepts. For example, Microsoft's integration platform, BizTalk, is
typically offered as a TIP as described in the section 2.6 because organization A purchases a license to
install BizTalk on its own infrastructure. Now consider a hypothetical scenario where Organization Z
takes responsibility for the infrastructure that hosts BizTalk platforms for multiple entities (e.qg.,
Organizations A, B, and C). This setup would resemble a public cloud, according to the definitions
provided in the glossary. Thus, from Organization A's perspective, it is utilizing BizTalk through off-
premise hosting and external infrastructure management, akin to a public cloud deployment. As per
the glossary's definition, BizTalk, originally a TIP, effectively transforms into an iPaaS under these
circumstances.

As always, there exists a grey area of possibilities where it is difficult to classify an integration
platform as one or the other. However, this line of questioning quickly becomes very complex and is
subjected to a great lot of subjectivism in the classification. For example, a company takes an iPaaS
platform but hosts it off-premise, at some third-party vendor in a private cloud. Then it “can be hosted
on an independent cloud provider’s infrastructure or built on rented infrastructure housed in an offsite
data centre” [90]. One could argue already that this is not an iPaaS anymore as the company needs to
take some precautions to realize this and therefore the Platform-as-a-Service model is not valid
anymore. However, assuming that we are still considering an iPaaS, it then becomes a question of
how the management is organized at that third party where the hosting is fixed. These “management
models also vary—the customer can manage everything itself or outsource partial or full management
to a service provider” [90]. If a customer has to manage everything itself, it would be counterintuitive
to label that as an iPaaS. To overcome this unclearness, this research for now only considers iPaaS
and TIP forms as described in the glossary.
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Concept

Description

Ref

Middleware

Integration
platform

TIP

iPaaS

Integration
flow

Cloud Service
Provider

Cloud Service
Model
Hosting
location

Deployment
architecture

Infrastructure
Management

Software tools or services that assist an application in interacting and
communicating with other applications, networks, hardware, and/or
operating systems.

Vendor-provided middleware enabling development, execution and
governance of Integration flow connecting any combination of on-
premises and cloud-based premises, services, applications and data within
the individual, or across multiple organizations.

An integration platform *for which the hosting is on-premise, deployment
is on-premise and the management is internally organized.

An integration platform *that is offered through a PaaS cloud service
model. Therefore, the hosting is off-premise, deployment is in a public
cloud and the management is externally organized.

An automated workflow used to synchronize data between multiple cloud-
based and/or on-premise applications and services.

An IT company that provides cloud services which are on-demand,
scalable computing resources like computing power, data storage, or
applications over the internet. The provider offers its services according to
a defined cloud service model

Describes how the service layer is made available to the customer. The
most popular service models are laaS, PaaS and SaaS (section 2.5.3)
Refers to the provision of infrastructure and computing resources (like
servers, storage, and network capabilities) on which software applications,
websites, and services run. Hosting can be performed:

- On-premise: When the resources are located physically within the
organisation's facilities.

- Off-premise: When the resources are physically located at a
provider facility

The process of distributing and installing a software application or a
service on a hosting platform, making it available for use. The deployment
options are:

- Public cloud: Sharing of the same computing resources
(hardware, storage, and network devices) with other organizations
or cloud “tenants”. access to services and management of an
account goes through a web browser.

- Private cloud/on-premise: The computing resources are used
exclusively by one business or organization. The resources can be
physically located at your organization’s on-site datacentre (the
option is then on-premise or private cloud deployment) or can be
located at a third-party service provider (private cloud
deployment).

- Hybrid: A hybrid cloud is a type of deployment option that
combines on-premises infrastructure—or a private cloud—with a
public cloud.

The responsibility for technical support, patch management, system
management, monitoring and updates. The management options are:

- Internal: The organization is responsible

- External: A provider is responsible

Table 13: A Glossary for Integration Platforms

[8]

[42]

[42]

[42]

[52]

[88]

[31]

[21]

[90]

[52]
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4.3 Expert Interviews

The next step in the design and development phase is conducting semi-structured interviews. Table 14
shows the three goals of the interviews. The following questions are used for the semi-structured
interviews to reach these goals:

1. Inthe literature, it seems that the decision for organizations to choose between an iPaaS
platform and a traditional integration platform to develop and manage their integrations is
unclear. What is your view on this matter?

2. Inyour experience, if and how do organizations struggle with the decision between different
integration vendors?

3. Would you agree that the list of capabilities is complete and that it can be used to assess an
integration platform?

4. Would you prioritise the capabilities and if so, how would you prioritize them?

5. Can you describe an integration project(s) that involved the decision between TIP and iPaaS
or the migration from one to the other?

Goal of interview Rationale

Experts' views on whether the decision between | To retrieve insights from the business on what
on-premise and iPaaS is unclear. is being stated in theory (see section 1.1).

Identify integration use cases. So they can be used to demonstrate the
capability list on them

Evaluate the selection of capabilities that resulted = To use that selection to analyse and compare
from the model synthesised in section 3.1.2 TIP and iPaaS.

Table 14: Goals of the Interview

Table 15 shows the ten experts that were interviewed, eight Deloitte experts from different
departments. One expert from eMagiz, a small iPaaS provider, and one expert from Livense, a
company specialising in Microsoft integration software, both BizTalk and Azure Integration Services.

Ref | Role Organization | Team Date consulted
1 Senior Manager Deloitte Digital Customer Integration 18-12-2023
2 Senior Consultant Deloitte Digital Customer Integration 20-12-2023
3 Manager Deloitte Digital Customer Integration 13-12-2023
4 Integration specialist | Livense N.A. 12-12-2023
5 Senior Manager Deloitte Cloud Engineer and Integration 19-12-2023
6 Senior Consultant Deloitte Digital Customer Integration 20-12-2023
7 Manager — Oracle Deloitte Oracle 07-12-2023
8 Product Manager eMagiz N.A. 18-12-2023
9 Senior Manager Deloitte Digital Customer Integration 08-12-2024
10 | Manager Deloitte Human Resources Transformation | 13-12-2023

Table 15: Reference table for first validation interviews

The transcript of the interview is provided in Appendix E. The most important findings of the
interviews are discussed per the goal described in Table 14 using the references from Table 15.

4.3.1 Practical Validation of Research Relevance

Current iPaaS literature advised future research work directed to the benefits and drawback of iPaaS
and TIP. The practical relevance of this advice is validated by experts. Nine out of ten experts (2-10)
agreed that this research direction is practically relevant explaining that “organizations are struggling
with the decision between a traditional integration platform and iPaaS” (2). Furthermore, within this

44



decision, “there are different motives that contradict each other which makes it very complicated as
there are pros and cons for applying an iPaaS” (4). There was one respondent who argued that iPaaS
is always the best option because “it offers the latest greatest version and it fits in the cloud movement
that companies experience when adopting SaaS” (1).

4.3.2 ldentify Integration Use Cases

The second goal of the interview was to identify integration use cases from practice that can be used
as a starting point to compare iPaaS against TIP. The experts were asked about their experiences
regarding integration platform selection processes for clients to understand these different use cases.
These decision processes are complex and specific to each organization because many different
organization-specific aspects can play a role in this process. Therefore, formulating concrete and
differentiating use cases that are both general enough to be relatable but also specific enough to make
accurate statements is difficult. A distinction can be made regarding the initial situation at an
organization that proved to apply to each process. Either, the organization does not have an
integration platform already implemented, called a greenfield situation. Or they already have an
integration platform implemented, which means that they have to decide if they want to migrate from
that platform.

Figure 17 shows the steps in a greenfield scenario. The use-case that this research derives is in step 2.
Hence, it assumes that the organization has already made the decision to adopt an integration platform
and currently faces the decision between TIP and iPaaS.

Greenfield Scenario: The organization does currently
not have an integration platform.

1. Does the organization want an integration
platform?

yes

Scope

3. Which vendor should the organization choose?

Researct, .. [ 2. Does the organization want a TIP or an iPaaS? ]

Figure 17: Research Scope of Greenfield Scenario

Figure 18 shows the steps in an existing integration platform scenario. The use-case that this research
derives is in step 1. Hence, it assumes that an organization that has a TIP faces the decision to migrate
to iPaaS or an organization that has an iPaaS and faces the decision to migrate to TIP. Based on the
expert review, the latter option seems to occur very little. When organizations decide to adopt a cloud
strategy they are less likely to return to the on-premise implementation. However, to complete this
research this situation is also included.
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Existing IP scenario: The organization currently has an
integration platform (TIP or iPaaS).

Research (’ 1. Does the organization want to migrate from
Scope ’ TIP/iPaaS to iPaaS/TIP?

yes

2. Does the organization want to stay with the current
vendor?

No

-/ . &= 090\

[ 3. Which vendor should the organization choose?

Figure 18: Research Scope of Existing Integration Platform Scenario

This research acknowledges that there exist more complex scenarios in which organizations have
more than one integration platform implemented, possibly both TIP and iPaaS and possibly from
different vendors. Due to the added complexity of these scenarios, and the scope of this research
which aims to compare TIP and iPaaS, these scenarios are not included in the remainder of this
research.

Table 16 outlines the different aspects that play a role in the decision between TIP and iPaaS as
mentioned by the experts. These aspects are divided into general aspects that apply to both integration
platforms and specific aspects that benefit iPaaS or TIP. The last column refers to the referencing as
stated in Table 15.
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General aspects Ref
IT vision and strategy: Does the organization have a plan to move its application to the 5, 6,
cloud/keep its applications on-premise? This influences the decision of where to host the 7
actual integration platform.
Resource Extensive Migration Process: Migrating from TIP to iPaaS or the other way 57
around is costly.
No incentive to migrate: It can be difficult to formulate a business case to invest time and | 4
resources into the migration of an integration platform. 8
Future prediction: It is difficult to assess where an integration platform will be in 3, 5, or | 2
10 years and how that impacts the choice that organizations are making now for their
integration platform.

TIP Benefits
Increased influence: TIP offers more freedom to organizations to determine when they 2
want to scale their resource. In iPaaS, organizations are bound by an agreement made with
the vendor.
Data Compliance Issues: TIP allows the organization to enforce their internal data
compliance rules. These can determine that data cannot be sent across the internet, or reside
in servers located across the border.

(SN
~N w

iPaaS Benefits
Lower setup costs: In the greenfield scenario, the investment to realize a TIP is 1,2
considerably larger than to realize an iPaaS
Flexible scalability: iPaaS is designed with more features and options to realize scalability | 1

Changing business requirements: iPaaS responds better to changes in business 1
requirements like scalability, API-led connectivity, B2B integration and security
Latest greatest: the vendor is pushing the organization to the iPaaS platform as it offers 1,4

the latest greatest there.
Table 16: Factors influencing the choice between TIP and iPaaS from expert interviews. (N=10)

The earlier described scenarios and the aspects listed in Table 16 are further applied in the ex-post
evaluation (section 5.6) of this research. The first and second iterations are used to improve the
understanding of how TIP and iPaaS compare to each other on the functional and non-functional
capabilities without taking the different scenarios into account. In the ex-post evaluation, this
knowledge is combined with the information described in this section to make accurate statements on
the reasons to choose iPaaS or TIP in any of the scenarios.

4.3.3 Capability Selection Validation

The experts agreed with the division between functional and non-functional capabilities to include
both technical aspects and business-intensive factors in the analysis. Regarding the functional
capabilities, several experts deemed the list to be complete (1, 4, 7, 10). Other experts proposed
adjustments for the selection of functional capabilities which are listed in Table 17. The referencing
corresponds to Table 15.

Proposed Adjustments Ref
Divide the APl Management capability into the following sub-capabilities: Authentication 9
and authorisation, Traffic management, Orchestration and routing, Developer portal,

Analytics, and API lifecycle management [19].

Split Electronic Data Interchange (EDI) support and Partner Management into two separate | 2,5
capabilities. Partner Management should be described separately because it concerns a

dashboard that can be used to monitor business partner integrations. EDI support falls under
Adapters.

Add Encryption and Trading Partner Agreements to the capability selection. These are 2,8
important B2B capabilities that should be included within the integration platform.
Add Integration Flow Development Tool as a capability. 3
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Add data-related capabilities including Master and Meta Data Management, Data 5,
Virtualization and Data Synchronization 8,9
Group the capabilities in higher groups that contain sub-capabilities. Upon further discussion | 9
with the respondent, these groups were determined to be Messaging, B2B integration, File
Transfer, Data Management and APl Management. Some of these capabilities were already
included in the model but the respondent indicated that they can be further worked out into
sub-capabilities.
Change Connectivity to Synchronous and Asynchronous Communication because it is better | 6
recognized in the industry.

Table 17: Functional capability adjustments based on expert interviews (N=10)

Several experts also proposed adjustments for the selection of non-functional capabilities. These are
listed in Table 18. The referencing corresponds to Table 15.

Proposed Adjustments Ref
Split resource utilization into the costs of licensing, and actual resource utilization like 5
personnel and materials. Because often, people do not associate licensing costs with resource
utilization.

Combine availability and recoverability into one ‘availability’ capability. Often, aspects like | 4
recovery planning and disaster planning are part of availability requirements.

Group accessibility, learnability and operability into usability (this is also done in the 5

International Organization of Standardization model), because they share a lot of overlap.
Table 18: Non-functional capability adjustments based on expert interviews (N=10)

In terms of prioritization, it became clear that “it is quite difficult to prioritize because different
priorities apply in a specific use case” (4). Within a company, it comes down to personnel preference
as well as available technical expertise (5). Furthermore, it depends on who is assessing the platform,
a financial person will not care about recoverability but business people do” (3). Therefore, this
research does not prioritize the capabilities but instead, provides insight into each capability.

4.4 Capability Model 1.0

In preparing to construct a capability model, it is crucial to distinguish between 'capabilities' and
'requirements.’ According to IBM, requirements are defined as the functionalities or features that
organizational units need, whereas capabilities refer to the functionalities or services that these units
can provide to others [76]. Thus, a requirement is a necessity or demand from a unit, whereas a
capability is an ability or capacity that an entity possesses and can offer to other units. In this context,
the integration platform itself is viewed as the 'providing unit' as it offers specific capabilities to other
units within the organization. The aim here is to define what the platform can effectively provide
(capabilities) through a capability model.

Five guidelines are stated by Lankhorst (2016) that help to define capabilities [51]:

1. Capabilities define what an entity does, not how it does it or who is doing it;

2. Capabilities may be composite, consisting of sub-capabilities. A capability may also use other
capabilities;

3. Capabilities are defined in understandable domain terms using nouns;

4. Capabilities can be organized in a capability model that provides an overview of the
integration platform;

5. A capability model consists of unique capabilities.

Capabilities can be functional or non-functional. Functional capabilities refer to the functions that a
unit is supposed to perform. Non-functional capabilities help in assessing how well the unit performs
this set of functions [77]. Non-functional capabilities are often referred to as quality attributes of a
unit. In the first iteration, experts confirmed that dividing capabilities into functional and non-
functional allows the research to cover the entire spectrum of integration platforms. Therefore, a
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capability model can be the structural model that allows this research to describe and compare TIP
and iPaas.

This section scrutinizes the design decision of the capability model. Recall that the following steps
have been taken till now:

1. This research assessed that a capability model can be used to model an integration platform
and validated this approach with experts;

2. This research constructed a first selection of functional and non-functional capabilities based
on current literature (section 3.1.2);

3. This research validated the selection of capabilities with experts which resulted in a list of
suggested improvements described in Table 17 and Table 18.

This research chooses to accept the proposed adjustments of experts (step 3) for the following
reasons:

1. Current literature is scarce on integration capabilities so practical input is required;

2. The practical validation did not propose major adjustments that contradicted the literature.
Instead, some refinements were proposed to improve the selection.

3. The entire selection will be subjected to expert validation for a second time.

Figure 19 shows the first version of the capability model with the suggested improvements. Appendix
F shows if the capability was derived from the literature review (indicated with the corresponding
source [*]. Or, added based on the expert validation (indicated with the expert reference of Table 15

(*))-

Functional =— Non-Functional —
APl management B2B Messaging File Transfer Data Management Attributes
Authentication/ Certificate Synchronous/ Protocol Support Data Maintainabili
Authorisation Management Asynchronous pp Synchronization v
i P M ’ |
Orchestrat_uon and aptner Manapement Publish/Subscribe Automation Dot Performance
Routing Interface Movement
API Lifecycle Trading Partner P Meta-Data s
=]
Management Agreement rofocol Bridging Management compatiblity
AR o Adapters Persistence Data Virtualization Scalability
Documentation
Traffic : : Master Data :
Management Encryption Transformation Management Security
Developer Portal Message Validation Routing Bu5|§:;fneRule Availability
) Integration Flow g
Analytics Designer Tool Usability
Orchestration Pricing Model
Queues and Resource Utilization
Topics
Activity Monitoring
and Logging

Figure 19: The Capability Model 1.0

The main reason to group the functional capabilities was it provides structure in the model and it
acknowledges that certain capabilities are often used in combination. Expert validation confirmed the
choice. Upon further inspection, it also relates to the Enterprise Application Integration (EAI)
background chapter. Three of the four integration styles are present in the capability groups. These are
Messaging, File Transfer and Application Programming Interface (API) management. Shared
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Database was not mentioned by any of the experts as a missing capability and is also not present in
the theoretical models.

Creating a distinct group for B2B capabilities reinforces the difference between inter-organizational
and intra-organizational integration. To achieve B2B integration, it is likely that other capability
groups will be utilized as well, which aligns with Lankhorst’s second guideline. Moreover, the
capabilities within the B2B group are specifically tailored for B2B integration, ensuring adherence to
Lankhorst's guideline two.

In the literature, bulk data movement was identified as the primary data management-related
integration capability. However, several experts recommended establishing data management as a
separate capability group with additional sub-capabilities. This advice stems from the fact that many
organizations seek integration platforms that not only support but also enhance data management
capabilities.

It is important to mention that this capability model is not exhaustive. More sub-capabilities can
probably be added. However, the model in itself is good enough for this research because it gives the
different aspects to consider when deciding between TIP and iPaaS. The completeness of these
different aspects is validated in the expert review.

The capability model applies to all integration platforms, both iPaaS and TIP. The next step in this
research is to apply the model and compare iPaaS and TIP. The model is demonstrated and evaluated
in a case study (section 5.5) to compare TIP and iPaaS within a specific vendor. Furthermore, the non-
functional capabilities are further worked out into a separate tool in this design phase. Section 4.5
further elaborates on this process.

4.5 Non-Functional Capability Tool 1.0

The Capability Model fulfils the second design requirement (see Table 12) by defining the
functionalities of an integration platform through the functional capabilities, and the quality attributed
through the non-functional capabilities. To fulfil the third design requirement, this research needs to
investigate how TIP and iPaaS compare on these capabilities. Ideally, the entire capability model can
be used to analyse and compare the concepts of iPaaS and traditional integration platforms as
described in the research objectives in section 1.2. Unfortunately, the functional capabilities cannot
easily be generalized to the broader concepts of TIP and iPaaS because they rely too much on specific
vendor offerings. To clarify, the iPaaS of Microsoft (Azure Integration Services) can realize its
functional capabilities completely different from the SAP iPaaS (Business Technology Platform
Integration Suite). That is why developers working with Microsoft iPaaS cannot directly work with
the SAP iPaaS. For example, the data transformation tool of SAP iPaa$ is different from the tool of
Microsoft iPaaS. Consequently, comparing TIP and iPaaS on their functional capabilities requires this
research to focus on vendor-specific iPaaS offerings. This research does this in the case study in
section 5.5. However, for the design and development phase, this research focuses on the entire
concept of iPaaS and TIP.

The non-functional capabilities are better suited in this regard. As described in the previous section,
non-functional capabilities are quality attributes of the entire platform. Therefore, this research
develops an information tool which further compares iPaaS and TIP on the non-functional
capabilities. The tool is designed in PowerPoint because it is widely used in practice and allows for a
straightforward and clear way of structuring the information. The information in the PowerPoint is
derived from the literature on EAI, iPaaS and integration capabilities, and the expert interviews.
Figure 20 shows an example slide on the NFC's availability. The other capabilities are structured
similarly with a TIP part (part 4) and an iPaaS part (part 5) resulting in 18 pieces of information (9
capabilities, each containing an iPaaS and a TIP part). Appendix G lists all 18 pieces of information
with corresponding references.
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Availability :

Measures the reliability and uptime of the platform and is typically expressed 2
as a percentage of time that the platform is functional and reachable.

Awailability relates to scalability. Availability can be impacted through spikes in traffic (peak demand).

The key answer to realisng high avaikability for a TIP isto implement ilability has been considered a requirement when developi cloud
redundancy which refersto theduplication of critical components or services As aresult, organizations have fewer responsibilitiesin
functionsof a system intending to increas=therelizbility of the system, realizing 3 highly availzble solution and there areals> more options in terms
ensuringits availability, and enhancing fault tolerance. of availability at thevendor'sside.

© 2023 Deloitte The Netherlands B

Figure 20: The slide structure of the NFC Tool 1.0

Table 19 describes the different components of the slide.

Number | Description

1 The non-functional capability of this slide

2 A description of the non-functional capability

3 Information related either to the non-functional capability or to integration platforms in
general. So not necessarily to iPaaS or TIP

4 The information on TIP for this specific non-functional capability

5 The information iPaa$S for this specific non-functional capability

Table 19: The slide components explained
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5 Demonstration and Evaluation

This chapter covers the demonstration and evaluation of the Capability Model and the Non-Functional
Capability (NFC) Tool and presents the changes towards the second version. Section 5.1 outlines the
approach this research takes. Section 5.2 presents the expert review used to validate the NFC Tool and
the Capability Model. Section 5.3 presents the Capability Model 1.1 which processed the feedback of
the expert review. Section 5.4 presents the NFC Tool 1.1 with processed feedback from the expert
review. Section 5.5 outlines a use case in which the Capability Model 1.1 is demonstrated on the
Traditional Integration Platform (TIP) and Integration Platform-as-a-Service (iPaaS) offerings of two
different vendors. Lastly, section 5.6 presents an ex-post evaluation in which this research reflects on
the reasons for organizations to choose iPaaS or TIP based on the earlier defined scenarios.

5.1 Mixed-Method Validation Strategy

This research adopts a mixed-method validation strategy that follows the Framework for Evaluation in
Design Science (FEDS) evaluation design process [87]. This process consists of four steps: (1)
explicate the goals of the evaluation, (2) choose the evaluation strategy or strategies, (3) determine the
properties to evaluate, and (4) design the individual evaluation episode(s). These steps are described
in this section.

The goal of the first iteration of expert reviews in section 4.3 was formative. That is, the purpose of
the evaluation was to improve the outcomes of the artefacts. In this second iteration, the goal shifts
more to a combination of a summative approach, to judge the extent to which the outcomes match
expectations and a formative approach. The aim is to improve the capability model and the NFC tool
but also to test if they match the expected outcome. The strategy chosen is the Technical Risk &
Efficacy strategy because it “emphasises artificial formative evaluations iteratively early in the
process, but progressively moving towards summative artificial evaluations” [87]. The properties to
evaluate the NFC tool are the evaluation criteria introduced in section 1.4. The capability model is
evaluated on its completeness.

In total, this research designed three individual evaluation episodes concerning stakeholders that
interact with the artefacts. First, the expert review of the first iterations is described in section 4.3.
Those results have been worked out in the remaining sections of Chapter 4. The second and third
episodes are described in this chapter and consist of a second iteration based on expert reviews and a
case study. Figure 21 places these evaluation episodes on the FEDS graph [87].
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Figure 21: Evaluation Episodes of this research [87]

The second evaluation episode evaluates both the Capability Model 1.0 and the NFC Tool 1.0 through
expert reviews. Aiming to constitute a diverse group of experts including Deloitte Consultants,
integration platform users and integration platform vendors to improve the validity and
generalizability of the findings. The purpose of the evaluation is partly formative and partly
summative. The artefacts are improved based on the provided feedback but they are also evaluated on
the evaluation criteria defined in the section 1.4. The evaluation paradigm is artificial because the
experts assume that they apply the artefacts in a real-world context.

The third evaluation episode demonstrates the Capability Model 1.1 in a case study that compares the
iPaaS and TIP offerings of a specific vendor on their functional capabilities. This case study is
performed together with an integration expert with a technical understanding of the integration
offerings of that vendor. The purpose of this evaluation is more summative as it aims to test if the
capability model can efficiently be used to structure the comparison. The evaluation paradigm leans
more to the naturalistic side as the capability model is used in the real-world process together with an
integration expert. However, the researcher plays a large role in the case study making it also an
artificial setting.

Table 20 summarizes the demonstration and evaluation approach used in this research.

Input artefacts (to be

demonstrated/evaluated) Outcome Section

Method | Section

The final version of the

Expert 0 Capability Model 1.0 Capability Model (version 1.1) 53
Review NEC Tool 1.0 The final version of the NFC 54
Tool (version 1.1)
Case Demonstrate that the
Study 55 Capability Model 1.1 capability model can be used 55

to compare TIP and iPaaS
Table 20: Overview of demonstration and evaluation approach
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5.2 Expert Review

5.2.1 Review Participants

The initial phase of validation involves conducting interviews with integration experts. Given their
direct relevance, their insights into the model's understandability, usability, and practical application
are crucial. Table 21 outlines the experts who take part in the evaluation, with those who participated
in the initial interview round (section 4.3) highlighted in bold. Engaging this particular group is
critical as it ensures the model is reflective of their profound knowledge, a process also referred to as
member-checking [91]. A unique reference number was assigned to each participant, which is utilized
in sections 5.3 and section 5.4 to document any modifications to the artefacts. Appendix H presents
the transcription of the interviews.

Ref | Role Organization Team Date
consulted

1 Senior Manager Deloitte Digital Customer 26-02-2024
Integration

2 Senior Consultant Deloitte Business Operations 27-02-2024

3 Specialist Lead Delivery | Deloitte Oracle 28-02-2024

4 Senior Manager Deloitte Cloud Engineer and 28-02-2024
Integration

5 Product Manager eMagiz N.A. 28-02-2024

6 Specialist Lead Deloitte Oracle 01-03-2024

7 Senior Consultant Deloitte Technology Vision and 13-03-2024
Architecture

8 Enterprise Application BDR Thermea N.A. 22-03-2024

Architect Group

Table 21: Review Participants

5.2.2 Review Protocol

The NFC tool is validated based on the requirements presented in the section 1.4. These requirements
are scored on a 5-point Likert scale. The expert interviews are also used to provide a second
validation of the selection of capabilities in the capability model (section 4.3.3)

The review is structured according to the following protocol:

1. Preparation: The participant receives the NFC tool in advance and is asked to read through it
and evaluate the slides in the tool based on the evaluation criteria described in step 2 in Table
22.

2. Evaluating the individual slides: During the interview, the participant is asked to go through
each slide of the tool and to provide feedback on every aspect using the questions described in
step 2 in Table 22.

3. Evaluating the complete tool: The participant is asked to provide feedback on the entire tool
based on the questions described in step 3 in Table 22.

4. Evaluating the capability model: The participant is presented with the capability model and
is asked the questions described in step 4 in Table 22.
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Table 22 outlines the questions per step in the protocol:

Step in

protocol

2: Evaluating
the Slides

3: Evaluating

the Tool

4: Evaluating

the

Capability

Model

Questions

Would you update any TIP or iPaaS information description? If
s0, please explain what and why.

The information in the slide is understandable assuming that the
reader has an understanding of basic integration concepts.
(Understandability)

The information in the slide covers the non-functional capability
sufficiently. (Sufficiency)

The information in the slide is correct. (Accuracy)

The information in the slide is useful for understanding the
different aspects of iPaaS and TIP. (Usefulness)

The slide deck tool is easy to use. (Usability)

This model improves understanding of the differences between
iPaaS and on-premise integration platforms better than the
currently available model

Do you feel like important topics have not been covered in the
model? If so, could you explain which topics?

Would you add/change any non-functional capabilities? If so,
please explain what and why.

Would you add/change any of the capabilities in the model? If so,
please explain why.

Can you based on your knowledge, identify functional (sub)-
capabilities that only belong to iPaa$S or only to traditional

integration platforms?
Table 22: Interview questions per step in the protocol

5.2.3 Qualitative Data Analysis
The transcriptions of the expert interviews are analyzed to extract relevant insights from the data.
Utilizing the qualitative data analysis methodology outlined by Dey [20] ensures a structured and
insightful evaluation of the feedback. The complete transcriptions are available in Appendix H. The
analysis is conducted in three primary steps:

Answer

format
Yes/No +
comment
Likert scale
(1-5)

Likert scale
(1-5)

Likert scale
(1-5)
Likert scale
(1-5)

Likert scale
(1-5)
Likert scale
(1-5)

Yes/No +
comment

Yes/No +
comment

Yes/No +
comment
Yes/No +
comment

1. Reading and Annotating: This involves a thorough review of the transcriptions to identify
and note down sections that are particularly relevant to the NFC tool, any open-ended
guestions, or the established evaluation criteria.

2. Categorizing Data: This step requires organizing the annotated data into specific categories.
These categories are detailed in the appendices of each transcription, facilitating a systematic
approach to data analysis.

3. Corroborating Evidence: Finally, data is synthesized based on its categorization and
context. For example, the specific capabilities or the comparison between TIP and iPaaS
within a capability. This consolidation aids in reinforcing the findings and ensuring they are
backed by the data.



5.2.4 Evaluation Criteria

In the second and third steps of the interview protocol (Table 22), participants evaluate the NFC tool
using a series of statements based on the assessment criteria formulated in section 1.4. Table 23
displays the findings per criteria per slide. The lowest, median and average scores are used to reflect
the distribution of the results.

In this evaluation, which utilized a Likert scale from 1 to 5, the lowest average score recorded was
3.7. Overall, the results indicate satisfaction with the evaluation, though there were significant insights
gained during the process. Notably, 'understandability’ and ‘accuracy' received the highest average
scores. This outcome can be attributed to the comprehensive use of text to facilitate a detailed
comparison between TIP and iPaaS.

However, the extensive text also diminished the tool's practicality; several experts reported that the
slide deck could not be directly utilized with clients due to its verbosity. Moreover, the 'sufficiency' of
the tool scored slightly lower, as some experts pointed out the necessity of considering various
organization-specific aspects when comparing TIP and iPaaS. Thus, while the tool serves as a useful
starting point, it alone is not adequate for a complete analysis.

Additionally, none of the researchers were aware of any existing models before this, and they
expressed high satisfaction with the development of a new one. Consequently, the potential for
improving current practices was rated highly in the survey results.

Other feedback and proposed adjustments are discussed in section 4.4 and section 4.5.
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N Pricing Resource . - - — - L
Criteria Score model Utilization Security | Scalability | Availability | Performance | Compatibility | Usability | Maintainability
Min. 4 4 4 4 4 4 3 4 5
Understandability Med. 5 5 5 5 5 5 5 5 5
Avg. 4,7 4,7 49 47 4,6 47 4,7 4,6 5
Min. 3 2 3 4 2 3 4 3 4
Sufficiency Med. 4 4 4 5 5 45 4 5 5
Avg. 4,1 3,9 4.3 4,7 44 3,7 44 4.4 4,0
Min. 4 4 4 3 3 3 4 2 3
Accuracy Med. 4 4 4 5 5 45 5 5 5
Avg. 4.4 44 44 4.4 4,7 4.4 4,6 4,3 4,7
Min. 2 3 3 4 3 3 4 4 4
Usefulness Med. 5 5 5 5 5 4 5 5 5
Avg. 4,6 3,9 3,9 4,1 44 4,0 4,1 41 4,0
Rate Entire Tool
Min. 2
Usability Med. 4
Avg. 4.4
| Min. 4
mproves current
practices Med. 45
Avg. 4.5

Table 23: Evaluation Criteria Scores from Expert Reviews (N=8)




5.3 Capability Model 1.1

This section introduces the final version of the capability model based on the expert review. Table 24
displays the results of the expert review. The last column refers to the experts introduced in Table 21.

Capability Comment Adjustment Ref
Data Within data management, only data Include Data 1,3
management synchronization and bulk data movement | synchronization and Bulk

are integration capabilities. Data Movement as Data

Management Capabilities

Encryption Encryption is not only a B2B capability. It | Place Encryption outside 6

is also used for internal traffic. the B2B capability group
Activity Activity monitoring and Logging are done | Place Activity monitoring | 2,6
monitoring and | for the entire integration platform. It is and Logging outside the
Logging now only listed as a Messaging capability | Messaging capability group

but it is also done for Application

Programming Interface (API)

management and B2B.
Adapters and Adapters in B2B and pre-packaged Combine Adapters and 2,5
Pre-Built integration content in Messaging show Pre-Packaged Integration
Integration some overlap. Adapters are pre-built Content and place it in the
Content integration pieces that can readily be used. | general capability section

Table 24: Capability model expert review comments and adjustments

Figure 22 shows the final version of the capability model with the processed adjustments. A
description of all the capabilities can be found in Appendix F.
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54 NFC Tool 1.1

This section introduces the final version of the NFC tool which includes the processed feedback that
was received during the expert review. For each non-functional capability, the changes and statements
from the expert's review are described with corresponding references. These references point to the
experts described in Table 21. The slides of the final NFC tool can be found in Appendix I.



Pricing Model
Table 25 presents an overview of the adjustments made in the pricing model slide based on the expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref
Add that, depending on the vendor, prices are determined based on different aspects 4
including a per-core licensing model or a fixed price independent of traffic

Remove the pricing example of Tibco from the slide because the given price is incorrectand | 4,5
the correct price is not published.

Add this comment in the iPaaS section: ‘It is only difficult to estimate costs in the initial 6
phase. The moment you run an iPaaS, after 3,4 months it is pretty easy to estimate the costs
Add this comment to the TIP section: “With TIP, a company becomes owner of the license”. | 7

On the other side with iPaaS, this is not the case so add the following text to the iPaaS
section: “Organizations do not become the owner of the iPaaS services”.
Table 25: Processed feedback on the pricing model slide

Resource Utilisation
Table 26 presents an overview of the adjustments made in the pricing model slide based on the expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref
Split the columns up into separate ‘needed for TIP/iPaaS’ columns and ‘comment’ columns 1
Add an extra ‘Configuration’ aspect under implementation costs that explains the added 1

complexity of TIP regarding the configuration of the extra hardware and software required
for the platform.

Change the table header ‘needed for’ to ‘prerequisite for’ to show that servers are needed for | 5
iPaasS also but under the responsibility of the vendor
Table 26: Processed feedback on the resource utilisation slide

Security
Table 27 presents an overview of the adjustments made in the pricing model slide based on the expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref
Add this to the iPaa$ text: ‘It is important to understand that even though using iPaaS 1
transfers part of the responsibility for security to the vendor, the integrations that are

developed and hosted on the platform will always remain under the organization's

responsibility. That means that one unsecured developed API can harm the entire security,

even if the vendor has their security part managed perfectly.’

Indicate that refusing to send data across the internet is a compliance matter. Also, give 3,4
Brexit as a compliance example.

Add this to the iPaaS text: ‘Sometimes, action from the organization is required to implement | 5
new security updates.’

Table 27: Processed feedback on the security slide
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Scalability
Table 28 presents an overview of the adjustments made in the pricing model slide based on the expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref
Add this text to the general part: “Whether it's TIP or iPaaS, platform expertise is crucial for | 1
scalability. The main difference is that TIP also requires infrastructure alignment, needing

broader expertise. While both need platform experts, iPaaS simplifies managing scalability
components.’

Add this to the iPaaS text: ‘So the ease of scalability depends on this specific agreement.’ 3
Add this section to the TIP text: “A key advantage of TIP is that it allows organizations
complete control over scaling, despite its resource demands. Unlike iPaaS, where

bureaucratic hurdles can delay scaling, TIP enables organizations to scale on their terms”.
Table 28: Processed feedback on the scalability slide

~

Availability
Table 29 presents an overview of the adjustments made in the pricing model slide based on the expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref
The point of criticism on geographical availability seems to be in the question where this is 4,5
automatically offered. Since eMagiz also does not offer it automatically but on request. The
following text is added to the part on geographical availability: ‘Note that this option of
geographical availability differs per vendor and might incur extra costs to realize.’

Add this section to TIP: “Many organizations using TIP neglect to implement redundancy 7
due to the increased costs and complexity of management and configuration. This turns the

TIP into a single point of failure which means that if the server fails, it significantly impacts
availability”.

Table 29: Processed feedback on the availability slide
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Performance
Table 30 presents an overview of the adjustments made in the pricing model slide based on the expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref

Add to the text on TIP that higher performance can only be achieved when ‘the connected 1
applications are also hosted on-premise.’

Also added the following text to the iPaaS part: ‘Can theoretically achieve higher
performance compared to TIP when applications are hosted in the same data centre where the
iPaaS platform is hosted.’

Add this example to the TIP text: ‘One of the use cases where this advantage might be 1,4
important is 10T applications within an on-premise production environment. Take company

X which uses robots that cut crops within greenhouses. This requires the processing of a lot

of traffic where an increase in performance can make a substantial difference in efficiency

Create a general text box and add this text: 2,6
‘Two important aspects that play a role in the performance of integrations that do not rely on
whether TIP or iPaaS is used. First, the performance of an integration is affected by how

efficiently that integration is developed. Unnecessary lines of code will increase latency.

Second, many integration platforms are part of a vendor's wider product offering. Often,
performance is increased when the integration platform integrates other products of this

vendor because tailor-made adapters are used that integrate those offerings very efficiently.’

Include this text in iPaaS after SLA information: ‘Performance is often constated after the 3

fact. It all depends if you make hard agreements with the vendor.’
Table 30: Processed feedback on the performance slide

Compatibility
Table 31 presents an overview of the adjustments made in the pricing model slide based on the expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref
Added two sources in the slide to the statement: TIP “is promoted as better suited to handle | 1,
legacy system integrations”. 3,4
Add a grey text box that states this message: ‘The toolkit of a platform that is, all the specific | 2,
features that are included to allow a user to develop integrations, largely determines how 3,5

compatible that integration platform is within a specific application landscape. For example,
applications that use a lot of EDIFACT messages are easier to integrate with a platform that
supports many versions of this format. Hence, compatibility should be assessed per platform
and the decision between TIP or iPaaS does not play a large role in this discussion.’

Table 31: Processed feedback on the compatibility slide
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Usability
Table 32 presents an overview of the adjustments made in the pricing model slide based on the expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref
Add the following text to the TIP part: ‘Furthermore, TIP is often not designed to be handled | 1, 4,
by business people and almost always requires technical experts to develop the integrations.” | 5
Add the following text to the iPaaS toolkit story: ‘However, this toolkit builds over time and | 3

in the beginning, iPaaS is often less feature-rich than the TIP offering of a vendor.’

Do not agree with business people being able to develop integrations. It remains a technical | 7
endeavour. Therefore, add the following text to the iPaaS section: “. In practice, this seems

unwise because integration, even a simple one, operates in a larger complex IT landscape

which always requires some technical thinking”.

Add this section to iPaaS: “iPaaS also offers a marketplace where users can offer pre-built 7

integrations. This greatly enhances the usability of the iPaaS platform”.
Table 32: Processed feedback on the usability slide

Maintainability
Table 33 presents an overview of the adjustments made in the pricing model slide based on expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref
Add the following text to the under-construction part: ‘This does depend on the specific 1
vendor as was mentioned in an expert review. Google and Azure often do this but platforms

like Boomi, Workato and Mulesoft never retract their features.’

Add this comment to the iPaaS text: With iPaaS, a vendor has more control over the 4
enforcement of accepting updates. Whereas with TIP, it depends on whether companies

accept the update’

Both iPaaS texts cover the industry terms: Vendor-managed updates, and continuous 7

development. Therefore, add these terms to the text.
Table 33: Processed feedback on the maintainability slide

General Adjustments
Table 34 presents an overview of the adjustments made in the pricing model slide based on the expert
reviews. The second column refers to the experts introduced in Table 21.

Adjustment Ref
Added two slides of Management Summary which contained the most important points per | 7
capability for TIP and iPaaS (see Appendix I). This provides a nice overview that makes the

tool more practically usable.

Different comments were made on the concept of automatic scaling. One expert (2) stated 2,
that it is often included in most iPaaS offerings, sometimes even free of charge. Another 4,5
expert (4) stated that it is often not included in the offerings. The decision was made to

follow the feedback of the iPaaS provider (5) who stated that it is available for several

services but it comes at extra costs.
Table 34: Processed general feedback

5.5 Case Study Capability Model

The second validation phase consists of a case study that applies the capability model. As described
earlier, the functional capabilities are difficult to generalize to the concept of TIP and iPaaS because
they are closely connected to a specific vendor. Therefore, this case study aims to simulate the
scenario where an organization want to compare the iPaaS and TIP offerings of a vendor on their
functional capabilities to guide them in their decision-making process. The non-functional capabilities
are excluded from this case study for the following reasons: Firstly, The case study takes a
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considerable amount of time when only the functional capabilities are used. Including the non-
functional capabilities makes the case study too lengthy. Secondly, the non-functional capabilities are
less connected to a specific vendor and already handled in the NFC Tool.

Within this case study the capability model functions as a tool that structures the process of
comparing TIP and iPaaS by comparing these platforms per capability.

5.5.1 Case Study Participants

Since this case study investigates the integration platform offerings of a specific vendor, participants
are required to have extensive technical expertise in both the TIP and iPaaS offerings of the vendor.
The vendors Microsoft and SAP are included in the case study. Each case study consisted of one
session with the expert, these sessions per participant are presented in Table 35. Section 5.5.2
describes the case study protocol.

Ref | Position Vendor expertise | Data consulted
1 Integration Expert Microsoft 06-03-2024
2 Senior Manager Digital Transformation A SAP 14-03-2024

Table 35: Case study participants

The other participant is the researcher himself, taking the role of the organization that wants to
compare the platform offerings.

5.5.2 Case Study Protocol
During the case study, the capability model is applied to understand the offerings of TIP and iPaaS of
a specific vendor. The following protocol is used to apply the capability model.

1. Selection: The participant is invited with a detailed overview of the case study that clearly
explains what is expected from the participant in terms of the expertise of the TIP and iPaaS
platform of a specific vendor.

2. Preparation: Upon agreement, the participant is sent the capability model and asked to think
about how the TIP and iPaaS offerings of the vendor differ per capability.

3. Introducing the platforms: Within this report, the platforms are briefly introduced based on
publicly available documentation info from the vendor's website. This increases the reader's
understanding of the platforms.

4. Applying the capability model: In one session, the participant is asked to walk through the
capability model and describe/compare the TIP and iPaaS offerings on that vendor per
capability. The researcher asks follow-up questions to ensure an as detailed as possible
comparison.

5. Processing Results: The results of the sessions are processed into a readable comparison per
capability.

6. Evaluate the process: The process of the case study is evaluated with the participant, and by
the researcher himself.

5.5.3 Case Study Evaluation

The comparison of the platforms is described in Appendix J. It stood out that iPaaS was functionally
superior to TIP. A reason for this is that iPaaS is built with the lessons learned from TIP, allowing the
vendors to build a better product. Furthermore, in both cases, the TIP offering of the vendor did not
have clear APl management capabilities. The expert indicated that these capabilities had to be realized
through another, third-party, solution. They also indicated that other TIP offerings can have an API
management solution included.

Besides the results of the actual comparison, the case study is more focused on the evaluation of how
well the capability model functions as a structured tool for a platform comparison. The participants
were asked two open questions that are listed in italics. The referencing described in Table 35 is used
to identify the answers of each participant:
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Do you agree that utilizing the capability model is a good way to structure this comparison?

“Yes, I believe that the functional capabilities can help clarify the choices that organizations have to
make. Thus, | think that using that capability model could have helped companies to make better
decisions beforehand, which might have resulted in fewer surprises later on. Looking at my last two
clients, | can say that after making their choice for an iPaaS, they still faced some surprises. These
surprises could have been minimized if they first made a similar assessment like the one in this case
study” (1).

”Yes, actually it is good. A similar method is used for other vendor products by colleagues of mine.
However, it does highly depend on the expert used in this process. For example, | know both SAP
platforms on a relatively technical level. However, if you want a strong technical analysis, developers
should be brought in. It might be difficult to find one developer that has that deep technical
knowledge of both platforms. So then, multiple people are required. So besides this being a good
approach, other driving points influence the decision for a platform. Many customers want to go with
a platform of choice on the cloud solution they are already on. So if they for example already use
Azure, they will be more likely to adopt Azure Integration Services” (2).

How would you further improve this process?

“Normally, the comparison of platforms needs to align with an organization's specific wishes or
requirements. In this case study, these wishes were not incorporated into the evaluation. This was a
deliberate choice because the aim was to only compare TIP and iPaaS. That said, | see potential in
using the capability model not just as a comparison tool, but also as a framework to help organizations
clarify their requirements. Hence, the process should be standardized to also include the
organizational requirements in the process. This would make it a more powerful tool, in its entirety,
for tailored platform comparisons.” (1)

“If you only want to assess the two platform offerings, this method works well. You could maybe
include more people in the use case together to have a discussion. Preferably, those people have
different levels of technical and business experience with the platforms™ (2).

Researcher Evaluation
In this case study, the researcher took the role of an organization that wishes to compare two platform
offerings. Hence, the evaluation of the research is also valuable to take into account.

The researcher agrees with the feedback given by the participants. Indeed, the capability model
functions well to structure the comparison. However, besides the different capabilities that should be
discussed, it does not provide any other structure or guidance on the comparison process. Thus, the
researcher had to have the technical knowledge of the capabilities and integration platforms, in
general, to guide the case study and ask the correct follow-up questions.

Per the vendor, the case study took about two hours with one expert. To improve the results of the
comparison, more time per session is needed. Also, the comparison would benefit from a diverse
group of experts including technical developers more business-oriented experts to have the complete
picture and to foster discussion.

5.6 Ex-Post Evaluation

According to Venable et al., (2016) an ex-post evaluation “regards a chosen and developed system or
technology after it has been acquired, designed, constructed, or implemented” [87]. In section 4.3.2,
this research formulated starting scenarios which could serve as a basis to provide recommendations
to organizations in terms of choosing between TIP and iPaaS. These scenarios were organizations in
the greenfield (1), organizations currently having a TIP and considering switching to iPaaS (2), and
organizations currently having an iPaaS and considering switching top TIP (3). This research attempts
to combine the information derived throughout this research process to formulate hypotheses on the
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benefits/drawbacks of TIP and iPaaS per scenario. It thereby further improves the information listed
in Table 16

5.6.1 Protocol

1. Formulate hypotheses for the scenarios: Based on the knowledge acquired throughout this
research. Hypotheses on TIP and iPaaS benefits are formulated per scenario. These
hypotheses can be found in Appendix K;

2. Develop survey: The hypotheses are formulated in a survey that asks participants if they
agree with the hypotheses and if they would make any modifications or additions;

3. Select participants: Throughout this research, a considerable number of integration experts
have been contacted. The survey is sent out to all these experts to achieve a high response
number;

4. Process results: The results are processed in the following section.

5.6.2 Survey Results

In total, the survey received eight responses. There was an overall agreement with the hypotheses with
several proposed modifications. Several experts, understandable, noticed that the hypotheses aim to
reduce a very complex decision process down to a view key point. Consequently, the list of benefits is
broad and the actual decision between TIP and iPaaS will largely depend on specific organizations
needs. However, the list does provide a brief overview per scenario on the benefits and drawbacks of
iPaaS compared to TIP.

Based on the received feedback and formulated hypotheses, this research argues that the decision
between TIP and iPaaS is an ‘iPaaS unless’ decision. This means that iPaaS is generally favoured
unless some specific reason(s) exist to choose TIP. The following reasons are given for iPaaS’
superiority over TIP:

Organizations are unburdened: An iPaaS vendor takes responsibility for the hardware, operating
system and security software which unburdens organizations from this responsibility resulting in the
following advantages over TIP:

1.

Decreased Complexity: iPaaS, being cloud-based, removes the necessity for organizations to
buy, install, and upkeep physical hardware and infrastructure. This simplifies resource
management. Still, organizations require technical integration expertise and understanding of
cloud services to effectively use iPaaS (2)organization’s

Vendor-managed updates: Automatic updates require minimal effort from organizations.
More possibilities: iPaaS has built-in features and options to realize scalability, availability and
performance of integrations. However, contractual negotiations with the vendor determine the
scalability, availability and performance options. For example, a discount on purchasing a fixed
amount of resources can take a lot away from the freedom to change scalability, availability, and
performance.

Potential Cost Savings: Firstly, a reduction of staff that are responsible for the infrastructure.
Secondly, organizations with fluctuating peak demands may find iPaaS more economical. Unlike
TIP, where hardware must be scaled for peak loads, often sitting underutilized during quieter
periods, iPaaS allows for more flexible scaling, potentially lowering costs. However, extensive
TCO assessments are required to determine actual cost savings for specific organizations' needs.

Vendors’ latest greatest: iPaaS is a vendor’s latest greatest providing:

1.

2.

Access to the latest features/functionalities: New features are always launched on the iPaaS.
They are not necessarily launched on the TIP.

Comprehensive Toolkits: Similar or a more diverse toolkit than TIP including extensive API
management capabilities. This toolkit is also developed with the lessons learned from the TIP
platform of the vendor.
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3. Expertise availability: As integration experts gravitate towards the latest technologies, iPaaS
platforms benefit from a larger pool of skilled professionals.

Easier integration with external parties: iPaaS platforms facilitate easier integration with external
parties by providing secure gateways, simplifying connections with diverse user environments. In
contrast, Tip often requires a buffer zone for secure data exchanges, adding complexity and overhead.

Alignment with Cloud Strategies: As organizations increasingly adopt cloud computing to fulfil
their IT strategies, iPaaS emerges as a compatible cloud-based integration solution

In a greenfield scenario (scenario 1), there are three reasons for organizations to adopt a TIP over an
iPaaS:

1. Organizations’ on-premise IT vision and strategy: If an organization's strategy and plans are
firmly rooted in on-premise solutions, without any inclination towards cloud migration, TIP could
align better with their needs.

2. Regulation and compliance issues: For organizations with highly specific security requirements,
TIP allows for complete control over security settings. Regulations and compliance standards,
especially those that restrict data transmission over the Internet or data storage in specific
locations, can necessitate the use of TIP over iPaaS. It should be noted that this only applies to
some very specific scenarios. For most organizations, the iPaaS security features are sufficient, if
not better, than the organization's security provisioning.

3. Control over scalability and performance configurations: While iPaaS offers advanced
features for integration scalability and performance, these are often governed by vendor
agreements. TIP offers organizations unrestricted control over these configurations, free from any
third-party agreements. Hence, there are edge cases where iPaaS solutions are too inefficient and
TIP is superior.

When organizations already have an existing TIP platform (scenario 2). There are two more reasons
added to the previous three that make organizations warry of migrating to an iPaaS:

4. Resource extensive migration process:

a. Migrating involves a period in which both TIP and iPaaS have to run beside each other to
facilitate undisrupted operations.

b. Migrating requires redevelopment of existing integrations on the iPaaS platform. Unless
the organization stays with the same vendor and that vendor offers migration tools to
automate the activity.

c. Migrating requires new integration experts who can work with the iPaaS. TIP integration
experts become less relevant, if not useless. Or they should be trained to use the iPaaS.

5. The absence of innovation need that covers the entire scope of the organization: As long as
the TIP still functions as an integration platform. It can be difficult to make a business case to
invest time and resources into the migration to iPaaS. Often, the reason to reassess the integration
platform is when a big application migrates to the cloud. If such a big project remains absent, the
urge to migrate is likely to remain absent as well.

The last scenario refers to organizations that have an iPaaS and are considering switching to TIP.
Experts indicated that this is a very unlikely scenario and organizations will never completely switch
back to TIP but will keep a combination of TIP and iPaaS. The following two reasons are mentioned
why an organization would move back from iPaaS to TIP:
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1. Application infrastructure remains on-premise: The integration platform was the first to
migrate to the cloud with the expectation that other applications would follow. This did not
happen and now the on-premise infrastructure is integrated with a cloud solution.

2. False promise: iPaaS is actively praised by vendors for its low-code solution that should allow
citizen integrators to develop integration. In practice, this is not so straightforward. If
organizations migrated from TIP to iPaaS with the idea of developing integration with citizen
integrators, they might want to switch back to TIP because they had built up expertise there.
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6 Discussion and Conclusion

This chapter discusses the research and concludes by answering the sub-research questions that
contribute to answering the main research question. Section 6.1 discusses notable findings during the
research process. Section 6.2 answers the sub and main research questions. Section 6.3 and 6.4
describe the practical and theoretical contribution. Section 6.5 details the limitations of this research.
Finally, the recommendations for further research are described in section 6.6.

6.1 Discussion

While Enterprise Application Integration (EAI) is a well-studied topic, the sub-field of Integration
Platform as a Service (iPaaS) has received comparatively less scholarly attention. The Systematic
Literature Review (SLR) described in Section 3.1.1 revealed a sparse body of knowledge on iPaaS,
indicating that current research does not comprehensively cover its full spectrum. Since its emergence
in 2008, iPaa$S has evolved rapidly, potentially outpacing academic analysis. One reason for this
might be the commercial origins of iPaaS development, which often limits the public availability of
detailed technical information. Another factor contributing to the limited identified research in the
SLR could be the use of outdated or incorrect search terms during the literature review, leading to the
exclusion of relevant studies. The terminology in IT evolves and terms previously used like "hybrid
integration platform™ or "cloud integration platform" may now fall under the umbrella of iPaasS.
Research that used those terms instead of iPaaS was not included in the SLR due to the used query.
Given the sparse knowledge body of knowledge, engagement with industry experts provided deeper
insights into iPaaS, underscoring the value of such interactions. In hindsight, this research would have
benefited from expert interaction before conducting the literature review. This would have sped up the
researcher's knowledge of the topic.

To compare iPaaS and Traditional Integration Platforms (TIP), this research had to make a clear
distinction between them through hosting, deployment and management options. However, the lines
between these concepts are increasingly blurring, a trend expected to continue. iPaaS offerings are
evolving to support on-premise hosting and deployment, enabling organizations to leverage iPaaS
capabilities while complying with organizations’ TIP-centric requirements, such as data regulations
and specific security concerns. As iPaaS is the vendors’ latest and greatest, it will continue to
outperform TIP in terms of functionalities thereby gaining dominance in the market. Consequently, it
seems to be inevitable that iPaaS will increase its presence in the future and for TIP to become less
relevant in time.

The expert reviews revealed that there are multiple types of iPaaS offerings. Experts identified two
main types: hyper-scalers like Azure Integration Services, Amazon Web Services, and Google Cloud,
offering integration services as part of their broader cloud platforms, including Infrastructure as a
Service (laaS) used for comprehensive infrastructure needs. In contrast, vendors like Oracle and SAP
provide iPaaS solutions within their suite of applications. Additionally, the study examined a smaller
iPaaS provider focusing on smaller organizations and greenfield scenarios. This distinction highlights
the variety of iPaaS offerings available, something that was not described in earlier literature.

The practical world of integration does not have a ‘one-size-fits-all-all” approach. Solutions that work
for one organization do not necessarily work for another. This depends on complex contextual
aspects. This also became evident during the expert reviews where, sometimes, contradicting
statements were made by different experts on the efficiency of certain solutions. An example of this is
the concept of a private cloud architecture (introduced in section 2.5.4). This architecture was
excluded from the scope of this research but was mentioned by some experts as a popular approach to
use an iPaaS and benefit from the cloud advantages while limiting the cloud disadvantages that are
described in section 5.6.2. However, other experts would disagree due to management complexity and
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substantial costs incurred with setting up and maintaining a private cloud. Consequently, this research
recommends future work into the concept of a private cloud and its influence on iPaaS adoption. This
is further described in section 6.6.

Currently, iPaaS is a vendor's most recent evolution of integration product offerings. They actively
promote this product and its functionalities and benefits. Furthermore, Gartner introduced the role of a
citizen integrator: “business-oriented roles with limited to no IT experience” [12]. iPaaS is promoted
as suited to be used by citizen integrators to develop integration through the low-code features.
However, all experts included in this research agreed that developing integrations, even with iPaaS,
requires technical expertise. They argued, contrary to Gartner, that it is generally not a good idea to let
citizen integrators develop integrations. Integration flows that are relatively easy to develop still
operate in an organizations infrastructure, together with other integration flows. Therefore, technical
expertise in the integration landscape is required to understand the consequences of newly
implemented integrations. The low-code features do make the process of integration experts more
efficient.

This research aimed to cover the entire spectrum of iPaaS through the functional and non-functional
capabilities. While this enables a comprehensive overview, it also simplifies the complex nuances that
exist in the practical applications integration platforms. Hence, the capability model and the NFC
Tool should function as a starting point for practical users in their decision-making process and for
scholars' research as a base for their future research (section 6.6).

6.2 Conclusion

6.2.1 Sub-Research Questions
1. How to distinguish between iPaasS platforms and traditional integration platforms?
a. What is a traditional integration platform?

A TIP is defined as “specialized software tools that help to design, implement, run and monitor
integration solutions that orchestrate a set of applications to keep their data synchronized or to develop
new functionalities on top of the current ones” [28]. As described in section 4.2, this research adds to
this definition that, for a TIP, the hosting location is on-premise, deployment architecture is on-premise
and the management is internally organized. These concepts are further detailed in the glossary
described in Table 13. The platform functions as a central point of communication within an
organizations application landscape. Its functionalities are used by integration developers to develop
integration flows that connect an organisation’s different applications. Often, this platform is offered
by a vendor through a commercialized product. Organizations can acquire a license from the vendor
that allows them to deploy the integration platform within their hosting environment.

b. What is an iPaaS?

iPaasS is defined as ““a suite of cloud services enabling development, execution and governance of
integration flows connecting any combination of on-premises and cloud-based premises, services,
applications and data within the individual, or across multiple organizations” [33]. As described in
section 4.2, this research adds to this definition that an iPaaS is offered through a PaaS cloud service
model, the hosting location is off-premise, the deployment architecture is in a public cloud and the
management is externally organized. These concepts are further detailed in the glossary described in
Table 13. Similar to a traditional integration platform, it is a central point of communication used to
develop integration flows. Current literature prescribes several functionalities and benefits to the
concept of iPaaS which are summarized in section 3.3 and 3.4. However, this research showed that
these are often applicable to integration platforms in general, as described in Table 8, Table 9 and
Table 10. Hence, they provide little help in clearly identifying the differences between iPaaS and TIP.
This observation was part of the motivation for this research.
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c. How do these concepts differ from each other?

This research found that iPaaS architectures described by [21] and introduced in section 3.3.2 cause
difficulties when classifying integration platforms as iPaaS or TIP. Classification questions arise in,
for example, scenarios where a traditional integration platform is hosted on a virtual machine or an
iPaa$S platform is deployed in an on-premise private cloud. It is debatable in these situations whether
platforms should be considered iPaaS or TIP. There is however an important implication of iPaaS that
is currently not addressed in both its definition and in iPaaS literature: the Platform-as-a-Service
model. Therefore, organizations do not have to manage the hosting environment in which the iPaaS
platform is deployed. To summarize this service model implies specific options for the hosting
location, deployment architecture and management organization of the integration platform.
Therefore, this research distinguishes between TIP and iPaaS based on those aspects listed in Table
36.

TIP iPaaS
Hosting location On-premise Off-premise
Deployment Architecture On-premise Public cloud
Infrastructure Management | Internally organized | Externally organized

Table 36: Distinguishing aspects of TIP and iPaaS

Section 4.2 covers the design of a glossary that adds these options to the existing definition of TIP and
iPaaS. Explicitly defining what constitutes an iPaaS and a TIP within this research context, paves the
way for a systematic and insightful analysis of the two concepts. Furthermore, the concepts of TIP
and iPaa$S are not rigid as a TIP can effectively transform into an iPaaS. An example to clarify this
statement is given in section 4.2.

2. What are the capabilities of integration platforms?
a.  Which capabilities for integration platforms are described in the literature?

Capabilities can be split up into two groups, functional and non-functional capabilities [77]. Through
a systematic literature review, this research aimed to constitute a first selection of integration platform
capabilities of these two groups (section 3.1.2). The review included papers that described functional
capabilities and factors influencing Enterprise Application Integration (EAI) adoption in
organizations. The former were synthesised to construct a first selection of functional capabilities
which is displayed in Appendix C. The latter were synthesised into a selection of factors influencing
EAI adoption. Following the method [71], this selection was mapped to the non-functional
capabilities in the 1SO 25010 framework [45]. The synthesis and mapping resulted in a first selection
of seventeen functional and twelve non-functional capabilities that can be found in Appendix C and
Appendix D.

b. Which capabilities for integration platforms can be identified by expert validation?

The development of the capability model underwent rigorous evaluation through two rounds of expert
reviews, details of which are found in Sections 4.3 and 5.2 respectively. Initially, while experts did
not object to the capability selection derived from the literature, they recommended additions and
structural refinements that are detailed in Table 17 and Table 18. While refining the selection of
capabilities, this research adhered to the capability guidelines described by [51]. For the functional
capabilities, the primary modification involved categorizing them into six groups: APl Management,
Messaging, File Transfer, B2B, Data Management, and General. Although these capabilities were all
sourced from literature, experts proposed incorporating additional sub-capabilities. Following this
feedback, nine sub-capabilities were added, bringing the total to 26 functional capabilities. For non-
functional capabilities, the key adjustment was the consolidation of several capabilities into more
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cohesive groups. After these modifications were validated by experts, the total count of non-
functional capabilities stood at nine.

The first comprehensive draft of the capability model emerged from the initial review, as documented
in Section 4.4. Subsequent minor adjustments during the second round of reviews culminated in
unanimous expert agreement on the model’s completeness, as documented in Section 5.3. This
research recognizes that the capability model is not definitive; further sub-capabilities could be
integrated. However, for this study, the model provides a thorough framework for comparing TIP and
iPaa$S technologies.

3. What are the use cases of organizations that have to select between a traditional
integration platform and iPaaS?

When selecting an integration platform, organizations participate in a decision-making process.
Expert reviews described in section 4.3.2 concluded that this process is complex and requires analysis
of the organization's current, and future needs and resources. This study refrained from attempting to
formulate detailed use cases of how organizations make these decisions. However, based on the
expert interviews, this research found a primary differentiator: whether an organization already
possesses an integration platform.

If organizations have an existing integration platform, the consideration becomes whether they should
migrate to a different type of platform, be it from TIP to iPaaS or vice versa. Hence the first scenario
constructed is when organizations already have an integration platform. If the organization is without
a pre-existing integration platform, it first decides if it wants to have an integration platform at all.
Upon establishing this need, the question then shifts to selecting between TIP and iPaaS. This
decision is the second scenario used as a basis for evaluating the relative advantages and
disadvantages of TIP versus iPaaS. These scenarios are further described in section 4.3.2.

It is also crucial to acknowledge that some organizations may deploy multiple integration platforms,
potentially including both TIP and iPaaS from various vendors. These scenarios, involving multi-
platform integration strategies and the potential for conflicts or synergies between platforms, are
inherently complex and were not explicitly covered in this study due to their intricate nature.
Nevertheless, the insights gained from this research can still be applied to these more complex
scenarios as an initial step. A comprehensive comparison in such cases, however, would require
further exploration of additional factors. By recognizing these complexities, this study contributes to a
broader understanding of integration technology deployment, even though such detailed scenarios are
beyond its current scope beyond its current scope.

4. How can the capability model be used to compare iPaaS and traditional integration
platforms?

The capability model is applied in a case study that assesses and compares the TIP and iPaaS
offerings of a specific vendor. This case study, described in section 5.5, is performed with an
integration expert who has extensive technical knowledge of the TIP and iPaaS offerings of the
vendor. In one session, the expert was asked to walk through the functional capabilities of the
Capability Model and compare the TIP and iPaaS offerings for each capability. As such, the
Capability Model structured this comparison. The case study was performed for two different
vendors, Microsoft and SAP. To improve the process of applying the capability model this way, it
would be helpful to have a more diverse group of experts to foster discussion and to have access to the
actual integration platform so real-life examples can be shown.

Where the functional capabilities are connected to a specific vendor, the non-functional capabilities
are better suited to actually compare the concept of iPaaS and TIP generally. Therefore, these non-
functional capabilities are further worked out in the NFC Tool. This is a PowerPoint deck that
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compares iPaaS and TIP per non-functional capability. The textual content of the tool is displayed in
Appendix G. The information in the deck is validated in section 5.4 and adjusted based on expert
reviews that rated the tool on defined criteria from 1 (strongly disagree) to 5 (strongly agree). During
this evaluation, integration experts rated the information in the tool. Based on the results it can be
concluded that the information is understandable, sufficient, accurate, useful and usable. Furthermore,
the following statement was evaluated with an average score of 4,5. Experts agreed that his model
improves the understanding of the differences between iPaaS and on-premise integration platforms.

In an Ex Post Evaluation, the gathered information from the expert review is applied to the scenarios
formulated through sub-research question three. To provide recommendations to organizations on the
decision between TIP and iPaaS. This research concludes that it is an ‘iPaaS unless’ decision. This
means that iPaas is generally favoured unless organizations have some specific reason to choose TIP.
Section 5.6.2 described the reasons for iPaaS to generally be superior over TIP and the specific
reasons per scenarios for TIP to possibly be favoured over iPaaS. It's important to note that the choice
between TIP and iPaaS should be based on a thorough analysis of the organization's specific needs,
resources, and strategic objectives. The Capability Model and NFC Tool can provide a first direction
into formulating these needs of organizations.

6.2.2 Main Research Questions
The previously described answers to the sub-research questions contribute to answering the main
research guestion that this research aims to answer:

What are the functional and non-functional capabilities required for integration platforms and how
do iPaaS (Integration Platform as a Service) and traditional integration platforms differ from each
other in these capabilities?

Based on the results obtained in this research, it can be concluded that this research succeeded in
identifying the functional and non-functional capabilities and developing them into a capability
model. In the second expert review, all experts agreed that the list of capabilities was complete. This
capability model was the starting point to further compare iPaaS and TIP. This comparison is
performed on several different levels.

First, the capability model itself proved an effective starting point to assess the integration platform
offerings of a certain vendor. Together with experts, the functional capabilities of the capability model
were worked through, providing an overview of how those two platforms compare. For the two
platforms included, it can be concluded that for almost all capabilities, iPaaS provides a similar or
better feature than TIP. Hence, iPaaS is superior to TIP from a functional perspective.

Secondly, the NFC tool further compares iPaaS and TIP on their non-functional capabilities. The
comparison shows that iPaaS has several advantages over TIP but also highlights certain aspects that
organizations should take into account when adopting an iPaaS. Some examples are the importance of
the specific vendor agreement and the inability to develop flows by citizen integrators even though
that is promoted by iPaaS vendors. The tool also shows the added complexity of setting up and
maintaining a TIP. The tool was rated by experts on different evaluation criteria. The rating was
based on a 5-point Likert scale and averaged between 3,7 and 4,9.

6.3 Contribution to Practice

The contribution of this research to practice is twofold. First, the thesis presents a validated capability
model for integration platforms that includes both functional and non-functional capabilities. This
model was developed with extensive input from industry practice across all phases of the research,
ensuring its completeness and applicability in real-world settings. Practitioners can use this model to
structure assessments and comparisons of integration platforms, as demonstrated during a case study.
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It also supports Deloitte consultants in understanding and structuring their clients' requirements for
integration platforms.

Secondly, the NFC tool offers practitioners a quick and effective way to compare the most critical
aspects when deciding between TIP and iPaaS. This tool, also developed and refined through practical
input, guides organizations in their decision-making process for choosing an integration platform and
is useful for Deloitte consultants advising these organizations. The NFC tool has been evaluated by
integration experts, receiving high scores for its accuracy, usability, and understandability, further
indicating its value in supporting informed decision-making processes.

6.4 Contribution to Research

This research makes several significant contributions to the scientific community. Firstly, it addresses
the recognized need by Ebert [21] and Hyrynsalmi [42] for a structured comparison between
Traditional Integration Platforms (TIP) and Integration Platforms as a Service (iPaaS). This study
uniquely structures this comparison through a detailed research design (outlined in section 1.4), thus
filling a notable gap in the existing literature.

Secondly, while Ebert [21] highlighted the architectural variants of iPaaS (outlined in the section
3.3.2), there was confusion about whether these variants qualify as iPaaS. This research clarifies these
ambiguities by extending the definition of iPaaS to include specific aspects of hosting, deployment,
and management. These refined definitions are consolidated into a comprehensive glossary (outlined
in section 4.2), providing a clear framework that future research can utilize to distinguish between
iPaaS and TIP more effectively.

Thirdly, as concluded after the literature review on iPaaS (outlined in section 3.5), the existing
literature on iPaaS lacked a structured model to thoroughly describe and analyze iPaaS, particularly in
detailing its functionalities and differentiating its benefits and drawbacks compared to TIP. This
research developed a capability model (outlined in section 5.3) that not only describes the structural
components of iPaaS but also introduces a Non-Functional Capability Tool (outlined in section 5.4)
that compares iPaaS with TIP. These tools were rigorously tested and validated across two iterations
through expert reviews, marking the first known study to comprehensively compare both the
functional and non-functional capabilities of these platforms. Through two expert reviews, this
research infused practical insights into the academic discourse. This approach has effectively bridged
the theoretical and practical realms within the domain of Enterprise Application Integration (EAL),
enriching the academic literature with grounded, actionable knowledge.

6.5 Limitations

The validity of the systematic literature review may be influenced by the exclusion of potentially
relevant papers, a common challenge in any literature review. To mitigate this threat, multiple
databases were utilized to ensure a more comprehensive coverage of available literature. A notable
limitation of the initial review was the exclusion of potential iPaaS synonyms such as 'hybrid
integration platform' or ‘cloud integration platform' from the search queries. While the inclusion of
such synonyms might have brought additional sources, these are likely rather older sources. This is
because the term 'iPaaS' has become more standardized which means that the most current and
applicable insights are likely to be found in works that explicitly use this term. Thus, while the
exclusion of synonyms could be seen as a limitation, its impact on the applicability of the research
findings may be minimal.

The synthesis and the mapping of the capability models in the design and development phase both
pose threats to the validity of the research because of the subjectivism that is included in the mapping
of constructs. This threat is addressed as best as possible by adhering to a standard protocol and
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having the resulting selection of capabilities validated by different panels of experts twice in this
research. Furthermore, the mapping choices are described allowing for reflection on these decisions.

This research relied heavily on expert reviews and interviews to validate the NFC tool and capability
model. This method introduces potential biases. Efforts were made to select a diverse panel, of
experts, but there is always a risk that these experts are biased and that their experiences influenced
their objective judgement and therefore the findings of this research. This research acknowledges that
a different selection of experts could give different insights.

This research was not able to demonstrate the NFC Tool and the Capability Model in a real-life
application. Preferably, the NFC Tool and/or the capability model were used in an organization that
was in a platform migration process. Currently, the artefacts were only demonstrated in an artificial
setting. This was more straightforward as a demonstration in a real-world setting would require
specific organizations that were in the midst of an integration platform decision process. Furthermore,
this research did not have enough time to prepare and conduct that type of validation. Acknowledging
this limitation underscores the need for further research focusing on practical implementations.

The researcher's involvement in the case study introduces potential bias and limitations. The primary
limitation lies in the dependency on the participating expert's knowledge and the researcher's ability to
follow up on made inquiries. This research acknowledges that other pairings of experts or researchers
might provide different outcomes when comparing the TIP and iPaa$S of a certain vendor. Moreover,
the direct involvement of the researcher with the capability model ensured a clear understanding of its
application, eliminating any confusion regarding its use. This familiarity poses a challenge for
individuals less engaged with the model, who may wish to replicate the case study. For such
individuals, navigating the capability model without the benefit of deep involvement in its
development could introduce difficulties in its application and interpretation.

One of the limitations of this research is the generalizability of the findings over time. Advancements
in the world of integration go fast and the information derived from experts as well as the comparison
made between TIP and iPaaS are a snapshot of the current situation. If this comparison had been made
when iPaaS was first launched in 2008, the results would have likely been different due to the
immaturity of the platform. Following this line of reasoning, the results of a future comparison will
likely be different than the conclusions of this research as a result of the fast development of iPaaS.

6.6 Recommendations for Future Work

This research suggests several promising directions for future research related to this study conducted
on the concept of TIP and iPaaS and the developed artefacts.’

First and foremost, future research should apply the NFC Tool and Capability Model in real-life
scenarios. The former could be applied to organizations that are in the greenfield and starting the
decision-making process for their integration platform. It is difficult to quantify the effect of the tool
on this process. A suggestion is to use consultants who are guiding organizations in their decisions for
an integration platform. They could perform these projects with the tool and without to see how they
experience the effectiveness of the tool. One point of attention that was noticed during expert reviews
in this research is that the tool is lengthy and text-heavy. Hence, future research should aim to
increase the practical usability by making the tool easier to use. The latter can be used within a
platform comparison, similar to the case study described in section 5.5. This research did not develop
a standardized process to apply the Capability Model as a structure tool so future attention should be
directed to how this tool can more effectively be used in a platform comparison.

This research explained the greenfield scenario (section 4.3.2) in which organizations do not yet have
an integration platform. To make these scenarios relevant for this research, the assumption was made
that organizations in these scenarios have already decided that they want to have an integration
platform. However, in practice, this is not likely to be the case. Therefore, future research should be
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directed to the business benefits that justify purchasing/hiring an integration platform. Possibly,
research has been conducted in the earlier period of the EAIl domain but this research did not consider
the availability of iPaasS.

Future research should explore scenarios where organizations employ multiple integration platforms,
such as a combination of TIP and iPaaS, potentially from different vendors. As described in section
4.3.2, this study identified these scenarios as too complex to analyze due to the need for a detailed
examination of multi-platform integration strategies. However, investigating these complexities is
important for a comprehensive understanding of integration platform deployment. Future work could
provide valuable insights by focusing on how different integration platforms interact within diverse
organizational contexts, and what the added benefits and drawbacks are of these hybrid integration
platform scenarios.

Future research should further investigate the concept of a private cloud (section 2.5.4) and how that
influences iPaaS adoption. This research did not include this concept in its comparison. Furthermore,
experts had disagreeing statements on the practical applicability of the private cloud. Hence, it is an
interesting direction for future research to investigate this concept as it can bridge the functionality of
the iPaaS platform with the security requirements of a TIP platform.

The current decision-making process for organizations to choose an integration platform is, as
described by experts (section 4.3), complex and highly dependent on specific aspects. Hence, it would
be valuable to conduct research on this specific process to investigate why this process is complex.
Possibly, succeeding in developing a more standardized approach to deciding between integration
platforms. It could use this research as a source of information for important aspects to consider when
deciding between TIP and iPaaS.

This research showed that iPaaS is very likely to be dominant compared to TIP. This is the ‘why’
reason for organizations to migrate from TIP to iPaaS. Future research should be conducted to
investigate ‘how’ organizations should migrate to iPaaS and ‘when’ the timing is good to make this
migration. This costly migration process is identified as one of the reasons for organizations do not
migrate to a potentially better platform. By investigating this process, organizations are supported in
this process, making it less of an obstacle to migrate to another platform.
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Appendices

The Benefits and Drawbacks of the Different Integration Styles

Appendix A
Approach Description Benefits Drawbacks
Decide what format to use
Integrators need no knowledge of applications Manual file processing by developers

File/data Use a common data transfer mechanism that can P 9 by P

transfer be used by any language and platform. Appl_lcatlons are decoupled from each other When files be produced and consumed?

Simple, no extra packages are needed
Updates occur infrequently resulting in stale information
A central, agreed-upon datastore that all of the Data consistency Developing a suitable design for the database (both technical and political)
Shared applications share, so that any of them have
database access to any of the shared data whenever they No timeliness External packages that often do not work
need it. Performance issues when multiple applications read and modify the same data
. L . . Tightly coupled applications

Remote Applies the principle of encapsulation. AEEEEIENS T R Ty
procedure Applications make direct calls to each other Anolications can alter internal data without other aoplications bein Remote calls can fail which can affect the entire system
invocation when they need data to be sent or modified. PP affected PP g

Semantic dissonance occurs (can be overcome with transformations but still
applies)
Allows for decoupling . .
Transfer packets of data frequently, Less fast dan RPI but still relatively fast

Messaging immediately, reliably, and asynchronously, Asynchronous messaging Inconsistency problems can still occur but are reduced substantially compared

using customizable formats

Collaborative behaviour of applications

to file transfer

Increased development effort to design transformations



Appendix B Systematic Literature to iPaaS

The Systematic Literature Review Protocol:

Stage 1: Define the purpose of the review

}

Stage 2: Define the research protocol

}

Stage 3: Searching for literature

}

Stage 4: Practical screen & quality appraisal

Development of search strategy
Search terms:

TITLE-ABS-KEY ( "ipaas"
OR "integration platform as a
service" OR "integration
platform-as-a-service" )

}

Stage 5: Data extraction

}

Development of Assessment
framework
Criteria:
Accessibility and iPaaS focus

Stage 6: Synthesis of studies

}

Application of Assessment
framework

Stage 7: Writing the review
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Data Extraction Steps:

TITLE-ABS-KEY ("ipaas’ OR
"integration platform as a service"
OR "integration platform-as-a-

service"
N=53
Exclude papers in the subject area
of medicine
N=22
N=31
Different meaning of iPaas
N=6
N=25
Duplicates
N=4
N=21
No access
N=5

Papers included in SLR
N=16
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iPaaS summary of included sources:

Ref

[10]

[54]

[69]

[68]

[21]

[85]

[83]

[14]

[93]

[42]

Author

Bolloju
and
Muruge
san
(2012)
Marian
(2012)
Potocni
k (2012)

Phan
(2013)
Ebert et
al.
(2017)
Theilig
(2018)

Srimath
i (2019)
Cestari
et al.
(2020)
Zhang
and Yue
(2020)
Hyrynsa
Imi et
al.
(2021)

Theme

They are describing that Small and Medium-sized Enterprises (SMEs) are falling behind in adopting a
cloud-based approach for the integration of their application. Therefore, they argue that SMEs should
invest more in the cloud and they outline several brief approaches and recommendations for adopting an
iPaaS in an SME.

Combining several grey literature sources into an analysis of the concept of iPaaS. However, few
scientific sources are presented and a proper research method is lacking.

Arguing that integration problems arise from the absence of proper mechanisms to integrate SaaS
applications that are conceptually different from on-premise applications. They present iPaaS as the
solution and highlight several requirements that belong to iPaaS.

Developing a sensor-cloud iPaaS that can be used to host, operate and integrate sensors.

Combines existing literature on the topic of iPaaS and presents statements regarding the architectural
types of iPaaS and the future challenges that are present in the research domain of iPaaS.

Investigating the concept of an open iPaaS by designing and validating a list of requirements and
developing a target architecture of the underlying open-source project.

They apply an iPaaS to integrate heterogeneous school systems and present some visual integration
architecture models.
Designing an open, generic and extensible iPaaS platform that can be used within the agriculture sector.

Comparing ESB and iPaaS from a product bundling expertise. They investigate the optimal pricing and
bundling decisions and from that, derive the best integration choice.

Conducting interviews with software companies to understand how integration problems are solved
using integration platforms (both on-premise and iPaaS)

Industry

SMEs

NA

SaaS
users

loT

NA

SMEs
Education
Agricultur
e

NA

Software

Method

Literature
review

No method
presented
No method
presented

No method
presented
Literature
review

Design
Science
Research
Case study

Literature
review, Case
study
Design
Science
Research
Semi-
structured

interview and

thematical
analysis

Results
validation
No

No

No

Yes

No

No

Yes

Yes

No

No
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[62]

[27]

[41]

[40]

[80]

[43]

Neifer
(2021)

Frantz
et al.
(2021)
Hyrynsa
Imi
(2022)

Hyrynsa
Imi
(2022)
Sénger
and
Abeck
(2022)
Hyrynsa
Imi
(2023)

Focussing on deriving integration practices and design-related barriers and drivers regarding the
adoption of IPaaS. They conducted 10 interviews with experts from different Software-as-a-Services
vendors. They conclude that the main factors regarding the adoption of I1PaaS are the standardization of
data models, the usability and variety of connectors provided, and the issues regarding data privacy,
security, and transparency.

Presenting an open source iPaaS platform named The Guarana which is demonstrated in a use case

Arguing that the definition of an Enterprise Integration Platform as s Service (EiPaaS) is outdated.
Therefore, the research aims to formulate a new definition and also highlight several capabilities
associated with EiPaaS

Summarizing the state of the art of iPaaS by conducting a systematic literature review.

Developing a software solution to integrate authentication and authorization among different systems.
The Mulesoft iPaaS is used to develop business logic.

Studying the experiences of the professionals, who have gone through an integration platform adoption
project in their company recently.

SaaS
vendors

Software

NA

NA

Software

Cross
industry

Literature
review and
semi-
structured
interviews
Literature
review, case
study

A scoping
review of
academic work
and popular
tools
Systematic
literature
review

No method
presented

Semi-
structured
interviews
with IT
managers and
professionals

No

No

No

No

No

No
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Appendix C

Synthesis of Functional Capability Models

Functional capability

Capability description

Ref

Connectivity

The ability to support the physical transport of data and messages between distributed applications through middleware by using
synchronous and asynchronous communication mechanisms. Resulting in the ability to tightly or loosely coupled applications

[32] [60] [70]

Protocol bridging

The ability to seamlessly connect applications that use different communication protocols.

[60]

Message/event Broker

The ability to operate as a message/event broker to enable topic-based publish-subscribe and queue-based point-to-point distribution
patterns.

[32] [60] [70]

Routing The ability to direct messages to different destinations, even via different connectivity mechanisms. To support the specification of routing [60] [70]
rules, the EAI system must have functionality for the execution of procedural logic, accessibility to the content of individual messages and
dynamic routing of outgoing messages based on their content.
Persistence The ability to reliably store messages until they are successfully delivered to their intended destination. [60]
Transformation The ability to transform a message format from a source application into a format of the destination(s) application. [60] [70]
Message identification and | The ability to identify an incoming message through the metadata of that message. Upon identification, the integration solution should be [32] [70]
validation able to validate the message against a pre-defined message definition to ensure that applications receive correct messages.
Business Rule Management | The ability to support the management of business rules which can be used to automate decisions [32] [60]

Process
Management/Orchestration

The ability to orchestrate the flow of information between applications, services and data sources that includes a sequence of
transformations as specified by a pre-defined process model. Each transformation expects a source message to be available, and so the
process model coordinates every inter-resource message and request within a complete integration scenario.

[32] [60] [70]

Bulk Data Movement The ability to move bulk data between two data sources. Examples of this type of integration are ETL and ELT [60]
Activity Monitoring and The ability to monitor the availability and performance of the integrations and to collect information about these integrations. This [60] [70]
Logging information can be used to detect errors and to provide insights into the currently deployed integrations

Partner The ability to integrate with B2B-specific data formats and protocols, including the interpretation and creation of message formats and flows | [32] [60]
Management/media applicable to electronic data interchange (EDI). It covers the common administrative transactions of inter-enterprise data sharing and EDI

support process management

Prepackaged integration
content

The ability to deliver prebuilt integration solutions, including application and technology adapters, cloud streams, integration templates,
patterns and other predefined (including industry-specific) integration content that users can configure, customize, extend and deploy to
address common integration requirements for packaged applications

[32] [60] [70]

File Transfer The ability to be used as a file transfer solution between file systems, data stores and document stores on a triggered, scheduled or manual [32]
basis. Also, the ability to provide pre- and post-transfer processing functions, and to provide operational reporting on file transfers.

Authentication and The ability to support data and application security through access provisioning, authentication and authorization [32] [70]

authorisation

APl management The ability to define, manage and enforce policies like metering, data masking, traffic shaping and throttling. This includes the provision of | [32]

developer portals to enable API discovery and manage access requests.
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Appendix D Synthesis of EAI and Cloud Factors
Synthesis of Factors:
Non-functional capability | Description Ref
Commitment by The criticality in the implementation of EAI studies is interlinked with the extended commitment by the management [371[2][46]1[92][73]

management

internal pressure

Employees have been working with a traditional manual system for ages and they refuse to move to new systems, which makes the
implementation difficult

[53][2] [4][37] [36][46]
92

Centralisation

Centralisation refers to the decision-making authority and encompasses participation in the decision-making and authority
hierarchy

[2] [4][46]

ROI

measures the profitability of an investment, calculated as the net profit from the investment divided by its cost

[2] [4][46]

Costs

The implementation of new technology depends on its cost. For EAl implementation considering the cost is indispensable for
procuring and developing adequate levels of hardware and software and training end-users as needed

[53][2] [4] [36][86]

Managerial capability

The ability to identify problems of the current systems, and to develop and evaluate alternatives to improve the IT capacity of the
organisation appears to be a decisive factor influencing EAI adoption.

[2] [4] [46]

Size

The advantages of scaling flexibility and pay-as-you-go cost structure may make
cloud services are attractive to SMEs, while large firms may be reluctant to adopt such
services because it entails an effective loss of self-control over their IT/IS
infrastructure.

(210371 [73]

Personnel IT knowledge

The available skill set of the personnel is an important factor that constrains the introduction of EAI technologies

[2] [46][79] [92] [73]

IT Infrastructure

This relates to the heterogeneity of the platforms and the networking capabilities of the organizations that are planning for EAI
implementation

[53][2] [4][37] [46]
[79][86] [92]

IT sophistication Organizations with sophisticated IT resources are likely to be implementers of integration technology because they are ready to [53][2] [4] [86]
implement new EAI technologies
Technological risks The risk and uncertainty associated with EAI can make risk-averse managers require higher, not lower, rates of return before they [2] [4]146]

invest

security and privacy

The security and privacy of citizens' data have always been important. Trust and confidence between users and the government are
recognized as critical success factors in the implementation of EAI

[2] [41[37] [36][46]
[79] [73]

Compatibility

Once the technology is compatible with existing systems and working norms, the organization will tend to adopt it. When a
hospital integrates a new information system that is more compatible with it.

[37] [36] [79] [73]

Simplicity/ease of use

organizational users need to find out how simple the solution is and judge this new technology’s potential benefits

[79] [36]1[92] [73]

business partner satisfaction

Business partner satisfaction has a significant impact on the performance of enterprises. The accomplishment of this factor will not
be attained without integrating services needed by business partners and EAI technology usage

[53][2] [4][46]

Market knowledge

The majority of successful IT implementation cases refer to the recognition of demands in the market which supports stakeholders
with the knowledge needed to be updated about what is the trend in the market regarding EAI technologies

[2] [46]

External support

The system implementation can never be successful without external support and it is also an important factor. EAI distributors
have to arrange this support implicitly (consultancy, maintenance and updates)

[53][2][37] [46][86]
[73]

External Pressure

Companies face external pressures in adopting innovative technologies in the form of governments, stakeholders and competitors.
Competition increases environmental uncertainty and the demands for and the adoption of innovative technology. Increased

[53][41[37] [46] [79]
[92] [36] [73]
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external pressures.

external pressure results in circumstances where a higher level of information system integration is necessary to respond to various

Regulatory environment

We defined the regulatory environment as the degree to which the cloud service is affected by government or company rules.
Government policy and related legislation play a critical role in affecting the development and diffusion of innovation

[36][73]

Mapping from factors to 1SO capabilities

Factors influencing EAI | Description Mapping to 1ISO 25010
adoption component(s)

Internal Internal pressure is another important aspect of the influence of IT adoption. Employees have been working with a traditional Learnability, operability
pressure manual system for ages and they refuse to move to new systems, which makes the implementation difficult

Centralisation

EAI projects will increase the efficiency and effectiveness of companies and save money through increased centralisation of
resources. Centralisation refers to the decision-making authority and encompasses participation in the decision-making and
authority hierarchy

Resource utilization (being
the main driver for higher,
managerial personnel)

ROI The management layer of companies is often only interested in the ROI of the EAI project R Resource utilisation

Costs The implementation of new technology depends on its cost. For EAl implementation considering the cost is indispensable for Resource utilisation
procuring and developing adequate levels of hardware and software and training end-users as needed

Size The advantages of scaling flexibility and pay-as-you-go cost structure may make Scalability

cloud services are attractive to SMEs, while large firms may be reluctant to adopt such
services because it entails an effective loss of self-control over their IT/IS
infrastructure.

Personnel IT knowledge

The available skill set of the personnel is an important factor that constrains the introduction of EAI technologies

Accessibility, learnability,
operability

IT Infrastructure This relates to the heterogeneity of the platforms and the networking capabilities of the organizations that are planning for EAI Compatibility
implementation
IT sophistication Organizations with sophisticated IT resources are likely to be implementers of integration technology because they are ready to Compatibility,

implement new EAI technologies

Technological risks

The risk and uncertainty associated with EAI can make risk-averse managers require higher, not lower, rates of return before they
invest

Recoverability, security,
availability

security and privacy

The security and privacy of data have always been important. Trust and confidence within the company but also between its
business partners are recognized as critical success factors in the implementation of EAI

Security

Compatibility

Past studies have found that, when innovative technology is incompatible with users’ existing values and jobs in an organization,
obstacles to its adoption will arise. In other words, once the technology is compatible with existing systems and working norms,
the organization will tend to adopt it. When an organization integrates a new information system that is more compatible with it,
the cost and difficulty level of the integration will be relatively lower. In other words, when the information system can be
integrated relatively easily, there will be an increased willingness to seek it

Compatibility,

Simplicity/ease of use

Organizational users need to find out how simple the solution is and judge this new technology’s potential benefits

Accessibility
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business partner Business partner satisfaction has a significant impact on the performance of enterprises. The accomplishment of this factor will Performance, availability,
satisfaction not be attained without integrating services needed by business partners and EAI technology usage security
External support The system implementation can never be successful without external support and it is also an important factor. EAI distributors Learnability

have to arrange this support implicitly (consultancy, maintenance and updates)

Regulatory environment We defined the regulatory environment as the degree to which the cloud service is affected by government or company rules. Compatibility

Government policy and related legislation play a critical role in affecting the development and diffusion of innovation

The first selection of Non-Functional Capabilities

Non-functional capability

Description

Resource utilisation

The degree to which the amounts and types of resources used by an integration platform, when performing its
functions, meet requirements.

Availability The degree to which the integration platform is operational and accessible when required for use.
Securit The degree to which a product or system protects information and data so that persons or other products or
y systems have the degree of data access appropriate to their types and levels of authorization.
- The ability for the integration platform to scale to meet increasing demands; for example, at peak times or as the
Scalability )
system becomes more widely adopted.
The ability of the integration platform to always run acceptably. In mission-critical systems, even the smallest
Performance . .
delay in processing data can be unacceptable.
Compatibilit The degree to which an integration platform can exchange information with other products, systems or
P y components, and/or perform its required functions while sharing the same hardware or software environment
p p q g
Operability The degree to which the integration platform has attributes that make it easy to operate and control.

Maintainability

The degree of effectiveness and efficiency with which the integration platform can be modified by the intended
maintainers

Learnability

The degree to which an integration platform can be used by specified users to achieve specified goals of
learning to use the integration platform with effectiveness, efficiency, freedom from risk and satisfaction in a
specified context of use.




Accessibility

The degree to which the integration platform can be used by people with the widest range of characteristics and
capabilities to achieve a specified goal in a specified context of use.

Recoverability

The degree to which, in the event of an interruption or a failure, the integration platform can recover the data
directly affected and re-establish the desired state of the system.
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Appendix E First Expert Review Transcription

Permission to record is asked before the starts

Q: Could you introduce yourself

| started another company 27 years ago that included custom applications. It also included CRM, which was sold to Deloitte in 1998. Then we went along because
Deloitte took over the company and its IT people. At the time when we were part of Deloitte, we still did some customization for a while. In the end, mainly
customer applications between CRM. | have always been involved in CRM and integrations. Siebel was acquired by Oracle so then Oracle CRM and Oracle
integrations were done. That became less in the CRM part because Oracle CRM wasn't selling well and salesforce came up. So then | did a lot of integration
between different Oracle cloud products. | missed the CRM part a bit because that's where the innovation is. So | switched to digital customer a few years ago. |
was asked to build an integration team for a year. Now | am the business lead of this team. A year ago we made a big acquisition, so now we have about 40 men.
We are getting broader as a team. Because we have such broad expertise, we are also involved with the customer at an early stage because we can also advise
them in their choice of a particular vendor. In this, we overlap with the enterprise architecture team. We also regularly receive requests from customers to help
them with this

I have been working in the integration world since 2017. | started as an intern at another company that switched to Deloitte and now we are part of Deloitte
Digital. During my time 1 worked as a system administrator, and then | ended up as a platform engineer. That's when | was asked to become a platform engineer at
Company X. | have a wide range of expertise considering running everything on-prem to everything in the cloud and everything in between. In my time as a
system administrator, | was still busy setting up servers and patching switches.

I rolled into integration 20 years ago, at one of my previous employers felt the need to connect financial processes (SAP and invoice scanners) and to build
business logic into them. | started there in operations, supporting developed applications and those were all on-premise environments in Tibco (2000s). That was
technical and functional management. | did that at two companies, from 2003 to 2010 and from 2010 to 2017 at a bank. That was all on-premise Tibco middleware
integration platform. At the time | left, the migration from on-premise to the cloud was underway, so | didn't experience that anymore. The speciality of the
company was integration software (Tibco, Mulesoft and other platforms) Mulesoft is a modern integration platform where you can have a mix of on-prem, iPaaS
or both. That's where | started with Mulesoft development 6 years ago. My current client at Deloitte is company X, there | do Mulesoft development all as iPaaS.
Development consists of analysis, design and building integrations.

I have been working in IT for a while now, for over 30 years. And in the last 20 years, | have been working quite intensively on the subject of integration and
came into it a bit by chance. | worked at Microsoft and there | specialized in BizTalk, Microsoft's on-premise integration platform. | worked with me for 7 years.
Yes, after that | started my own business. | think I find it especially interesting to work on the content of the integration. But | have had various roles: at company
X 1 worked as an architect of the integration team for a while. Now I'm with two customers: Company Y, which is a cheese supplier and Company Z, a
slaughterhouse and food services. That is a slaughterhouse and also a meat processing company.

I'm studying computer science and started at a software company that Deloitte bought around 2000. At Deloitte, | have always been involved in software
development with Oracle and Microsoft. After that, more with integration.

I've been working for Deloitte since 2017 in the Oracle offering, so | do everything but in the context of Oracle-related projects. We do large ERP
implementations based on our offerings. Oracle currently has the latest greats of product portfolio being offered in the cloud as a SaaS solution. For ERP, it is
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interesting for a lot of companies to go from an on-prem to a cloud ERP package. We support large projects of cloud transitions. This can be all kinds of different
flavours. Sometimes for a customer in the Netherlands, sometimes for large multinationals with a large number of countries. The scope of that context also
determines how complex, large and long it takes. ERP is at the heart of business operations, which means that it often requires a multitude of integrations with
peripheral applications. Transactions have to come from the outside in or vice versa. To facilitate this as much as possible, Oracle has its integration product:
Oracle Integration Cloud. That is the product that is usually used as a middleware product to facilitate the middleware.

I've been working at eMagiz for 13 years. First started as an application and integration consultant. From there, we built up expertise in integrations. eMagiz is a
spin-off of Cape Group. Because there was so much demand within the cape group for an integration platform, we developed it separately. When it got bigger, |
took the step to become a product manager there. | then managed the development team for several years. Had multiple roles at Emagiz since 2018. However,
always in the integration branch. When the company was just starting, we were already dealing with integration tooling. Then we used open source. What you're
saying, it used to be middleware and since 2015, 2016 cloud computing has been called iPaaS. You have parties such as Gartner and Forrester that throw a new
name at it once in a while. Then they come up with a new name every 5 years and then they start interviewing parties and they have to meet their standards (that's
their marketing model). iPaaS is a term, but a hybrid integration platform was used for it. We have continued the ideal image of a hybrid integration platform. We
used to be on-premise, but when the cloud became hip, we fully focused on it. In that capacity, our software has been transformed in such a way that it can run in
the cloud and on-premise. In the cloud, it's fully automated and you don't have to do certain installation steps. On-premise, you have to ask the customer for a
server (windows Linux). Someone on-site to do the initial setup. In the cloud, you press one button and you have something.

I have been working in integration for a little over 10 years. Currently working for Deloitte for almost 2 years. In this capacity, | have often advised on IP selection
processes for large organizations in various industries. | have developed several methodologies for this type of advisory process.

10

I write a functional design about what an integration should do. I also write a technical design in which there are specifications without details. E.g. endpoints that
are used. I can also think along to a certain extent in solutions for, for example, a message attachment needs to be used. | don't program in middleware.

Int

Q: In the literature, it seems that the decision for companies to choose between an iPaaS platform and an on-premise platform to develop and manage its
integrations is unclear. What is your view on this matter?

Looks like they have to. First of all, because the latest versions are all cloud products or hybrid iPaaS. Secondly, it fits in the movement that companies already
have towards the cloud for their other applications (SaaS) Also, for greenfield customers, the investment in a traditional integration platform is too big, the vendor
knowledge offered for iPaas is better, and you get Kubernetes hosting, and you do not need maintenance and service teams to manage your network so you are
partially unburdened in the cloud. Compared to traditional IP, you see a step up based on the business requirements to which iPaaS responds better: Scalability,
API-led connectivity, low-code orchestration tools (of which | am not a particular fan), B2B integration, security and flexibility The reasons for an on-premise
platform almost always has to do with regulations. A couple of years ago, speed was an aspect but now you can host a private cloud with servers located next to
each other so the latency is reduced.

Yes, you see companies struggling with the decision between running a traditional integration platform or going to an iPaaS or SaaS platform. Running a
traditional integration platform on the production level requires a lot of people which is difficult, especially for smaller companies. Those smaller companies tend
to move towards an iPaaS or SaaS platform because it unburdens them. However, for iPaasS, you will still need the expertise to set up and manage the platform
which might be difficult to find in the market. Then SaaS is a good option because it unburdens completely. At company X, on-premise never goes away as a
result of sensitive data that cannot leave the company's premises (also not private cloud). However, the data that is not sensitive is integrated through iPaaS so we
use a hybrid approach
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When | get involved, the choice has already fallen for the Mulesoft environment. What | do read is that it often comes down to the following considerations: Do
we want to limit the capital expenditure or the operational expenditure? Another aspect is the security of data (GDPR rules)

Companies indeed have to make a choice, but within that choice, different motives contradict each other, and I think that that makes it very complicated. There are
many pros and cons for applying an iPaaS making it a difficult trade-off. If you already have a traditional integration platform, investments are already made in
that platform, you are used to developing integration with that platform, and integrations are currently running using that platform so it is convenient to keep using
it. However, the vendor is pushing towards the iPaaS platform by offering the latest and greatest there. That is however also a point of caution, the iPaaS concept
is new and under development so it might be worthwhile to postpone migration projects till the platform is more mature. In the end, cloud iPaaS is the future but
it is a question of how and when the integrations are migrated to an iPaaS.

First, the question is whether you want to use a vendor's integration platform at all. That depends on the amount of integrations how technically savaged your team
is and what that team prefers. If we then assume that we are considering scenarios in which the IP will be used, then that choice is based on all kinds of arguments.
First of all, what does your application landscape look like, is it 90% on-prem

and 10 in the cloud. Or are there a few large ERP packages in the cloud and the rest on-prem

. And what is your expectation for the future when that will change? | think that mainly determines whether you make that choice to do integration in the cloud at
some point and when you make that choice. It will never be the case that companies first opt for IP in the cloud and only then start running applications in the
cloud, IP follows the rest. The choice for an IP is a choice that often goes along with one of the major applications (CRM, ERP). If it goes to the cloud, they often

start thinking about iPaaS. Why is that, because a lot of applications within the landscape use that ERP package, so maybe 50% of your applications have to be
changed the moment your ERP package goes to the cloud.

Absolutely, Companies struggle. First of all, in deciding do they even need an integration platform. However, building your integrations point-to-point without IP
is not future-proof. and companies will end up spending a lot more time on development and maintenance. However, using an ip costs money so it is a matter of
time versus money. Once they are clear that they need an integration platform, the second question is: do they need it on-premise? which is like an enterprise
service bus or do they need a properly cloud-hosted iPaaS? That is the second thing that they struggle with. And third thing which | do see a lot, the people
struggling a lot these days, is which iPaaS is going to be best suited for them to like know have in their IT architecture. So these three things | think I've seen a lot
and the answer to that is it is going to depend on what their needs are, what their current landscape architecture is, what is their future roadmap, what they see in
their next fires down the line, how do they see their IT infrastructure.

Depends very much on the situation in the IT landscape that you find at the customer. If you start a cloud transition in a complex IT landscape that might have an
integration platform running. Then you have to make the trade-off, are we going to use the existing platform, maybe use both integration platforms (because there
are new and existing use cases that need to be maintained) or just migrate entirely to the cloud? It has to do with vision, Is there an IT strategy and IT vision within
the company on how a company should deal with integrations and where we want to go on our roadmap to the future? So it has to do with the maturity of
implementing a strategy within a company (vision of the future or letting it be ruled by the issues of the day, "just put it to work™ and everything in between. That
makes what kind of choice is made. It's always about a business case.

In principle, no. Our customers are not concerned with the cloud at all, on-premise, they just have integration issues. In addition, a lot of our customers don't have
an existing IP at all when they knock on our door so that demand is not there either

I think the question of on-prem or iPaasS is outdated. There are two scenarios, 1 is greenfield, they have no IP and many p2p integrations and see that they are now
stuck. The other is the legacy modernization of their integration capabilities. For example, they have an on-premise ESB installed. But they want to explore
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innovation in that area. With Greenfield, the starting point is immediately an iPaaS or iSaaS, and the choice is between these different forms. In the second
scenario, they want to upgrade their integration capabilities, but on-premise is usually still included because they already have an on-premise installation and then
they want another on-premise deployment model. The iPaasS is the concept of a distributed IP that can be on-premise or in Azure. So the question between iPaaS
and on-premise mixes up certain attributes of such an IP.

Greenfield is often already in the cloud because they have new IT infrastructure. If you have a larger company that has been around for a long time, they have an
on-premise presence. But they want a combination of both within the same IP (same vendor).

10

Company X used a traditional integration platform before, as did a large insurer. So it's still going to happen. But they do look for solutions that make it a bit
cheaper. It must be said that the SOA suite can do more than OIC. There's more functionality in there than OIC. You can also get SOA suite in the cloud from
Oracle on an Oracle server.

Int

Q: your experience, if and how do companies struggle with the decision between different integration vendors?

yes, that decision is very relevant for our customers. Important for that decision is that the requirements from the company side are clear. It helps if the company
has an experienced IT department because they usually understand the requirements. Otherwise, we sit together with the company to guide them in the process of
defining the requirements but that takes more time.

In terms of differences between platforms. Azure is all-encompassing but difficult for companies that do not have the resources to deal with Azure (because it is
such a wide platform). If you are not tied to SAP or Oracle you will probably not use any of those integration platforms. Then often you will go to Boomi or
Workato

These are choices that are made at the management level.

If you look at those different cloud platforms, there are many reasons to choose or not to choose a particular platform. You often see that companies have a high
priority on Azure. Especially because Azure is easy to integrate with the customer's current environment because part of the server park is already running on
Windows.

w

Yes, | regularly see these questions in Deloitte team groups. | don't know if it's difficult, but companies do need to determine what are important factors to them.

| profile myself as a Microsoft Integration Specialist. So the choice has already been made when | get to the customer. But there is a choice. Note that you often
choose a technology of something that is already running within your company. Gives Eneco an example And so they had different integration platforms. That
resulted in a whole battle every time where something had to be implemented. 1 think that the functional and non-functional requirements can help a lot to provide
insight into the choice you are making. So | think that could have helped companies to make that decision better in advance so that they might be faced with fewer
surprises afterwards

If they make a choice themselves, it is almost always the choice of the IT department and not a business choice. That's because integration is a technical thing, so
the business doesn't think about integration at all and assumes that it's taken care of and so it ends up with IT. If you have an IT department that programs the most
in Java, you will look for the solution that best suits you. If they are very involved with Salesforce, they will probably go to Mulesoft.

And third thing which | do see a lot, the people struggling a lot these days, is which iPaaS is going to be best suited for them to like know have in their IT
architecture.

Not always, you have two types of businesses:
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- Companies that are looking for an IP
- Companies that do not realize they need an IP (the smaller companies that have become bigger and normally never had to deal with this)

For the first type of company, you come in a selection process where they indeed use those requirements lists to compare the vendors. In the latter type, they are
often made aware during a project that an IP might be helpful for them

A problem we experience is that if a customer already has an IP, they don't just say goodbye to it. There are years of investment in this. Companies will only
replace their IP if they are very dissatisfied, or if there is a large party that can afford to have a second IP next to it. The reason for that is that when you switch
from platform, you have to redevelop all the integration interfaces which results in a complex migration process + you have to educate people again in using the
new platform

Int

Q: Would you agree that the list of capabilities is complete and that it can be used to assess an integration platform?

Starting with functional: | understand all the functional capabilities and think that the list is complete

Non-functional: I miss one thing: Your integration strategy must be linked to your business strategy. This must be reflected in what a company wants to
distinguish itself. For example, you can start a new company X, but you won't distinguish yourself with a good portal. So you can buy a portal from the customer,
buy a good ERP system, and use standard connectors but that is not differentiated so you don't have to put a super advanced integration platform in between. Or,
as a company, you want a customized portal, which means that very specific integrations will be possible, which will make many more demands on your IP. So
the question is: Are you dealing with very specific integrations because of your business strategy? What is the impact of your business strategy on the integration
strategy? From there come the requirements for your IP. The rest of the NFRs | can place well and sound logical,

Yes | think that both lists are pretty complete

I thought that both were good lists. There is one thing I've written about it:- Development tools: What kind of tools are available and how well do they support the
development process you have in mind?

Functional capabilities are complete

Non-functional requirements: | would like to add maybe 1 more thing in the choice of an IP, a weird one but does have an influence. What you see is that e.g.
Microsoft, which just says Azure is the future. This means that the whole elite corps of integration people is focused on the latest technology. So apart from the
fact that as a company you have to choose whether you want to go in that direction. You see that the people who are going to help you build the integrations are
already chosen for you. If I'm speaking to myself, I'm not going to do a BizTalk implementation anymore. | have to work on my profile and my profile is not
served by the fact that | am going to gain experience with outdated technology

Yes, both lists look complete. | don't think of anything missing

NFR: Non-functional requirements: These are all things that companies expect you to have from a certain limit. (hygiene factors). It has to be able to do this, it has
to be able to handle so much, it can cost so much, etc.

FRs: I don't see anything crazy in the list and | only miss it: Often you need parties for IP that can manage it for you in case you don't have the expertise yourself. |
don't see that one again. What professional services are provided? We have sometimes had problems with parties wanting us, but because we are smaller, those

95




customers were afraid that we could not provide enough support capacity. In addition, larger companies often do not want to work with smaller companies
because they are afraid that those smaller companies will not be able to handle it.

A lot of classic ESB capabilities. | would develop B2B/partner management further into several sub-capabilities because it's an important aspect of an iPaaS. The
same applies to APl management and maybe even File transfer. Although the latter is used less in reality. | also miss data management capability here, it's not a
core capability of integration but it can have a lot of effect on how you set up your integrations. Below | would include data virtualization, master data
management, metadata management, and business rule engine.

Int

Q: What kind of integration project(s) have you worked on?

I am now with a client where we started 3.5 years ago. They had started with a digital factory and requested an integration platform because they didn't have one
there at all. They had a very small IT department which they gradually expanded and which had to gradually start working in the IT landscape. A central
organisation is now being set up for this. So we started in the greenfield with an IP, which is nice, there are the typical challenges with on the one hand the latest
of the latest and on the other hand the old SAP ERP system from 1990 that has been completely customized. In this way, we come across all kinds of things that
need to be tied together. Those are beautiful puzzles.

ASML is a broad company with a lot of data flows, so they had the request for an IP that can operate both on-prem and in the cloud. That's how they ended up
with Mulesoft. What we have seen at ASML is that on-prem is difficult to set up, but you have the most influence at times when you need to expand things, you
have more solution options. ASML uses a hybrid Mulesoft approach because they have to deal with highly classified data that is not allowed to be sent over the
cloud. They do integrate non-classified data through a cloud-based iPaasS.

One of the difficult things in deciding on a platform is to predict how your integration landscape will look in 3, 5, or 10 years from now. That requires a lot of
knowledge and predictive ability.

if you go for an on-prem platform then you need a lot of resources, you have a team from the network, a team from the server installation, a team that manages
software and only then do we come and set up the IP. That makes the TCO very large, where you can remove a number of those layers (teams) with an iPaaS
platform. You don't need a networking team, for example. That's all taken care of for you. That does not alter the fact that you do need to have some of that
knowledge. ON an iPaaS platform you still have to spin up servers, you just don't have to physically go there. The dividing line between on-prem and iPaas is
there, but it is not very large (he is talking about the dividing line here in terms of necessary knowledge, complexity, etc.). However, the difference between those
2 and SaaS is very big. All you have to do is press deploy and everything will be taken care of for you. If you go to an SME, the choice to spend a little more on a
license for SaaS is often smarter than getting a lot of knowledge to set up an iPaaS platform or on-premise platform

It is often about unlocking data from back-end systems and connecting different systems, at different locations, with different protocols, from different vendors.
They say: We have a legacy system here, which produces a lot of data about aircraft movements. We want that to go to a database, but not via a p2p script but
with a good integration that also facilitates reusability of the data. Then an application rolls into Tibco, Mulesoft that reads, stores, transforms and sends data.

Another company is a government organization. They all have measurement systems in place in the country that send data to the Directorate-General for Public
Works and Water Management. They want to make that available as a service to customers. This is done via APIs that you define at the front end with well-
defined resources. That request is routed to the right backend systems, which send the data and combine it into a response. You can think of it as bringing
differences between data from systems A to B. For example, synchronizing product data or orders. Another use case is unlocking data to the clients. Those clients
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can be systems within the company (an old legacy mainframe computer, you can build an API in your iPaaS that unlocks the data from that computer) That's the
main use case for mule soft

Gasuni had an existing IP so there was not an immediate need to do something else, apart from a healthy interest in what else was happening in the market. At the
time, you also saw a lot of immaturity in the Azure platform. It was unclear how the solutions would land there. Some pilot business was done and nothing would
be taken away if it had a specific advantage (was easier) to use the iPaaS in the iPaaS. So there was an "on-premise first unless... " mindset. In practice, this meant
that several very small projects went to Azure, but those were not even real integrations. There was a pre-emption on the fact that the applications were going to
the cloud. That's something many companies embrace: Buy before build before reuse. When you see that all the major software players are betting on the cloud.
Then you know that a large part of your IT landscape will run in the cloud. So it's also useful to have technology that can integrate with the cloud.

With Vergeer, it was very different. They had an on-premise integration platform, but they had it implemented by an external party with whom they no longer had
any contact. As a result, their IP was unsustainable. They had it rebuilt by a partner who wanted to do the maintenance but with the latest technology (iPaaS). Then
you see that if they had gone through all the capabilities at the time, they would have been more aware of that choice. They also have on-premise software
development, but on-prem doesn't match what's happening in Azure. They don't have any cloud expertise themselves, but their IP is now running in the cloud. As
a result, everything is now a black box for them in terms of integration. They don't understand Azure and are used to doing on-premise integrations. They also do
not transition other IT systems to the cloud. This situation puts pressure on the choice of a cloud integration platform. This transition from on-prem to cloud was
easy because there were no other changes in that transition period that allowed them to run the cloud platform as a shadow platform with the existing platform

Consultancy projects about an IP and internal projects for an IP implementation, where we also build integrations. External projects for customers in the
healthcare sector where we usually make integrations in Mulesoft. Also built in the Oracle SOA suite. I'm not the one who builds the integrations, but | manage a
team that does that. | am functionally responsible for what needs to be built. In the future, this may be done more offshore, where we will work together with
Indian colleagues.

So I've worked on a project called Company X. Company X is a competitor of Walmart in the US and 1 think they chose Mule Soft because it gives a lot of out-of-
the-box connectors and they had integrations with Oracle, ERP, Oracle Finance and retail. And I think they saw that mule soft would be the best fit for them. They
did not want to invest so much in infrastructure. They did not want to take the pain of handling setting up a server and VMS and all of those things so Mulesoft as
cloud is like a pure cloud platform which provides out-of-the-box features for our deployment, hosting infrastructure and everything. So | think that was one of the
primary reasons that they went with uh with an iPass mule soft. Apart from that, it gives a lot of flexibility in terms of reusability, high availability, and 0
downtime. All those features I think attracted them to use ipass. | thought they had because they are a retail company, so company X or Walmart, have to talk to a
lot of third-party vendors for their wholesale purchases and all of those things, right? So when they want to talk to a lot of third parties where they need us, you
know secured layer in between while talking to or while communicating with outside vendors for their information or data or products or and whatnot, they need
to have a gateway kind of in between when are you know talking to the outside world that's where an ipass or Mulesoft was helpful to give that extra layer of
security to them | would say.

Yes, what | already mentioned is that you have those two types of customers. 1 customer knows he needs an IP. Then you get to the checklists where you can look
at what you can do as an IP. This plays a role in, for example, a tender. Those functions that you showed are part of that. The majority (customer 2) don't know
that they need an IP. They want to have a problem solved and are much less interested in those functions. They work with problems and that is translated into
functional things. All those non-functionals are hygiene factors, if you don't meet them, you won't even get in. The small companies are not asking for this, but the
large companies certainly are. Of course, that is of no use to you for your answer. It's just very different from party to party. The big clubs have seen on the
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internet what an IP has to meet and then they ask the vendors for that list. We work a lot with customers in logistics and the question is always about: have you
already done this or can you already do this, and then the question arises: how much does it cost?

10

We mainly have customers with very outdated technology. And then we do a whole implementation. We recently had a client who did everything in Excel. We
then roll out Oracle HCM and then Oracle OIC for the integrations. They all have other adjacent systems that have to be integrated via that middleware platform
so that all integrations run on 1 platform. If it is spread over all kinds of wood string solutions, it becomes very confusing. So then you get a migration project

from those wood string solutions to the Oracle OCI
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Appendix F

Capabilities Descriptions of Capability Model

Functional Capabilities Description Ref
Synchronous/asynchronous The ability to support the physical transport of data and messages between distributed applications through middleware by using [32]
communication synchronous and asynchronous communication mechanisms. Resulting in the ability to tightly or loosely coupled applications [60][70]
Transformation The ability to transform a message format from a source application into a format of the destination(s) application. [60] [70]
The ability to direct messages to different destinations, even via different connectivity mechanisms. To support the specification of routing | [60] [70]
Routing rules, the EAI system must have functionality for the execution of procedural logic, accessibility to the content of individual messages and
dynamic routing of outgoing messages based on their content.
Integration fltc())v(\)lldevelopment The ability to offer (low-code/no-code) tools that support the development of integration flows. ©)
Queues and topics The ability to operate as a message/event broker to enable top;:;tlizfgg publish-subscribe and queue-based point-to-point distribution [32] [70]
Publish and subscribe The ability to operate as a message/event broker to enable topg:{;ttigiﬁg publish-subscribe and queue-based point-to-point distribution [32] [70]
Activity Monitoring and The ability to monitor the availability and performance of the integrations and to collect information about these integrations. This [60] [70]
Logging information can be used to detect errors and to provide insights into the currently deployed integrations.
The ability to orchestrate the flow of information between applications, services and data sources that includes a sequence of [32] [70]
Orchestration transformations as specified by a pre-defined process model. Each transformation expects a source message to be available, and so the
process model coordinates every inter-resource message and request within a complete integration scenario.
Protocol bridging The ability to seamlessly connect applications that use different communication protocols. 4)
Persistence The ability to reliably store messages until they are successfully delivered to their intended destination. [60]
Authentication and - _—_— . S _—— — [32] [60]
authorisation The ability to support data and application security through access provisioning, authentication and authorization. [70]
. The ability to throttle and manage the API traffic to handle unexpected spikes in traffic, limit the number of calls that can be made to an [32]
Traffic management 2 ! .
API and prioritize important classes of customers who should be given priority over other calls
. . The ability to route and combine multiple requests from APl consumers to the correct back-end services that provide the requested business | [32] [60]
Orchestration and routing S
functionality. [70]
The ability to provide a platform that can be used by developers to discover, use and create APIs. The platform should document existing [32]
Developer portal APls
Analytics The ability to provide information on the traffic of the API platform that can be used as a base for future decision-making [32]
. The ability to manage the already developed APIs. APIs are likely to be updated with business requirements and this capability ensures that [32]
API lifecycle management
these updates are handled correctly
Adapters The ability to offer pre-defined and ready-to-use B2B adapters to connect partner systems to the integration platform [32] [60]
P . The ability to facilitate event management and reporting, auditing in centralized dashboards that can enable you to extend real-time activity | (1, 2, 8)
artner management interface : -
and status information from and to your partners.
E . The ability to encrypt and decrypt messages and files to increase security. This capability also includes certificate management including (2, 8)
ncryption . .
the support for modern ciphers and algorithms
. The ability to set up, activate and manage trading partner agreements that define how the trading/business process is fulfilled in the given 2
Trading partner agreement

context
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Message identification and The ability to identify an incoming message through the metadata of that message. Upon identification, the integration solution should be [32] [70]
validation able to validate the message against a pre-defined message definition to ensure that applications receive correct messages.
The ability to establish policies, procedures, and tools to ensure that metadata is accurately, consistently, and efficiently collected, 4,9
Meta-data management - S S
integrated, accessed, and maintained across an organization.
Data synchronization The ability to ensure that data across multiple devices or systems is consistent and up-to-date. (4,9)
Bulk data movement The ability to move bulk data between two data sources. Examples of this type of integration are ETL and ELT. [60]
Business Rule Management The ability to support the management of business rules which can be used to automate decisions. [32] [60]
The ability to retrieve and manipulate data without requiring technical details about the data, such as how it is formatted or where it is 4,9
Data virtualization physically located. It provides a unified, abstracted, and real-time view of data from multiple, disparate sources, enabling users to access
and analyze data without needing to know its underlying structure or location.
Master data management The ability to manage an organization's critical data, focusing on cre;;gg a single, consistent, and accurate source of truth for shared master (4,9
Automation The ability to schedule and automate repetitive file transfers to reduce the manual work and manual errors 4)
Protocol support The ability to support end-to-end encryption protocols such as SSL, Secure File Transfer Protocol, and File Transfer Protocol Secure [32] [60]
pp (FTPS) for secure content in transit.
Non-Functional Capabilities Description
Pricing Model The sum of money paid to the vendor to make use of the platform's functionalities. The approach to calculating this depends on the specific (5)
g vendors' licensing plan
See
Resource utilisation The degree to which the amounts and types of resources used by an integration platform, when performing its functions, meet requirements | Appendix
D
. The degree to which a product or system protects information and data so that persons or other products or systems have the degree of data See .
Security . . L Appendix
access appropriate to their types and levels of authorization. D
- The ability for the integration platform to scale to meet increasing demands; for example, at peak times or as the system becomes more See .
Scalability . Appendix
widely adopted. D
Performance The ability of the integration platform to always run acceptably. That is, to run according to the defined Service Level Agreement. This A Sssdix
included the performance in terms of latency, the availability of the platform and in case of malfunctioning, the recoverability. ppD
- The degree to which an integration platform can exchange information with other products, systems or components, and/or perform its See .
Compatibility - - . . . Appendix
required functions while sharing the same hardware or software environment D
- The degree to which the integration platform can be used by specified users to achieve specified goals with effectiveness, efficiency and See .
Usability . N o Appendix
satisfaction in a specified context of the use D
See
Maintainability The degree of effectiveness and efficiency with which the integration platform can be modified by the intended maintainers Appendix
D
See
Availability The degree to which the integration platform is operational and accessible when required for use. Appendix
D
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Appendix G

Slide Information Including References

(2/2) 18pow Burond

BizTalk? licenses per core per year:
» 10,853 dollars per core per year
*  Minimum of 4 core licenses required per server
resulting in minimum costs of 43,412 dollars per
server per year
Oracle? licenses per processor:
» 57,500 dollars per processor per year

See
Foot
-note

Slide TIP part Ref iPaaS part Ref
Title
Generally uses a licensing-based pricing model NA | Organizations only have to pay for the combination of services [55]
that they require (not buy the entire package of a TIP).
The pricing model is only a small portion of the TCO -> see NA | The pricing model is complex and can be licensing-based or [61]
resource utilization consumption-based or a combination of both. This depends on the
2 specific vendor and the set of services used. The complexity of the
2. pricing model can make it difficult to predict the pricing of a
e specific vendor and also to compare are pricing of different
§ vendors.
&
= For flexible scalability, a more consumption-based pricing model | [61]
) is favourable. )

With more constant consumption, a plan-based pricing model is
desirable because it is cheaper and more predictable in terms of
performance.

Consumption-based: iPaaS is described in the literature as low
start-up costs because it is a pay-as-you-go model. This holds for
example for Azure:

o Pay-per-execution: Small amount of money every time a
resource (integration flow, APl connector, Queue/Topic)
is executed.

o Pay-per-hour/month pricing: Pay per month for a certain
amount of CPU and memory.

See
Foot
-note

! https://www.biztalk360.com/blog/biztalk-server-2020-licensing-cost/#Session%205

2 https://www.oracle.com/a/ocom/docs/corporate/pricing/technology-price-list-070617.pdf

3 https://azure.microsoft.com/en-us/pricing/details/logic-apps/
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Difficult to estimate the total costs as it highly depends on the
number of integrations that are to be developed and the amount of
traffic that is expected.

These are the minimum prices to buy the license for these
platforms. Be aware that this is for one server only,
availability requirements might force a company to have at
least two servers up and running -> doubling the price®.
Furthermore, often companies have multiple environments
(dev, acc, prd) which could increase the required computing
power and therefore the price.

All the information is derived from this report®

[47]

Plan-based: Other iPaaS platforms have a considerably large
upfront investment: SAP integration suite® starts at 60,804
dollars/year, Boomi® at 48,000 dollars/year and Mulesoft’ at
80,000 per year.

See
Foot
-note

A1unoas

Resource utilization showed that a TIP requires a stack of [73] | Because the platform is automatically updated and the iPaaS is the | [7]
hardware and software for which the organization is latest-greatest of vendors (described in maintainability) users have
responsible. This responsibility includes the security access to the vendor’s best security features and protocols. Be
configurations of all the components in the stack. aware that this does not mean that iPaa$S is always better than TIP

as TIP platforms can also have these protocols and features.
Hence, building and maintaining (patching and updating) a See | Vendors use a shared responsibility approach that outlines which [69]
solid security infrastructure requires a lot of resources (both Foot | components of security fall under the vendor’s responsibility and
personnel and money). Even then, it is debatable if the security | -note | which under the company’s. Hence, the company does not have to

dedicate resources to that part of security for which the vendor is
responsible. An example of this division is given here.

4 https://www.ibm.com/docs/en/devops-release/6.2.1?topic=release-configuring-servers-high-availability

S https://www.sap.com/products/technology-platform/integration-suite/pricing.html
6 https://www.softwareadvice.com/bi/dell-boomi-profile/

7 https://www.salesforce.com/editions-pricing/integration/anypoint-platform/
8 https://www.opentext.com/file_source/OpenText/en_US/PDF/opentext-wp-total-cost-of-ownership-of-enterprise-integration-solutions-en.pdf
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infrastructure is better than the security offered by iPaaS

a company has over its infrastructure. This can be critical for
highly regulated industries or companies with specific security
requirements (physical server location, data protection rules
etc.)

Anigereas

vendors®.

Also, because of the increased complexity of the stack [18] | Limited visibility and control in/of the underlying infrastructure [21]
(different databases, operating systems, different software can result in specific security and compliance issues (physical

packages), assessing the entire IT infrastructure on its security location of servers, sharing servers with multiple users).

level is in itself difficult to do.

One of the advantages of a TIP is the full visibility and control | [21] | Sending sensitive data across the internet (or buying an expensive | [21]

data line) can be a downside.

To promise high availability, the company has to have
infrastructure capable of handling the peaks. However, at less
busy times, a part of the infrastructure is unused meaning that
fulfilling the peak demand is costly.

First, understand the concept of scaling up and scaling out. A See | Scalability is mentioned as a big advantage of iPaaS. However, [7]
company is responsible for scaling its TIP according to the Foot | iPaaS does not endlessly scale with the click of a button.

traffic. Hence, it needs a team as described in resource -note | Scalability has been considered in the design of cloud solutions
utilisation to manage this. It does not only include acquiring (iPaaS included), which means it has features to scale. However,

more resources but also: Planning, setting up and managing the this does not mean that it scales unlimitedly at all times. This

expansion process. The scaling process could also influence depends on the specific service used. It also does not mean that

the availability because the server could temporarily be realizing a scalable solution is easy, this can still require expertise
down'®. The absence of the responsibility for scaling the to be performed effectively

resources is an important reason for companies to move to

iPaaS.

Consequently, one of the problems for TIP is peak demand. [47] | Because iPaaS is designed with scalability in mind it does scale (@)

more flexibly than TIP. There are also more options to realize
scaling. One of the advantages is that specific services can be
scaled independently which can result in lower costs. So costs are
lower due to flexible scaling in general but also flexible scaling of
individual services.

% https://www.opentext.com/file_source/OpenText/en_US/PDF/opentext-wp-total-cost-of-ownership-of-enterprise-integration-solutions-en.pdf

10 https://learn.microsoft.com/en-us/biztalk/core/scaling-your-solutions
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The key answer to realising high availability for a TIP is to
implement redundancy which refers to the duplication of
critical components or functions of a system intending to
increase the reliability of the system, ensuring its availability,
and enhancing fault tolerance. To implement redundancy, at
least two servers are needed. One passive and one active
server. If the active server fails, the passive server should be
able to take over. Note, that this does mean that the passive
server has to be configured and tested like an active server with
the correct number of cores and licensing, even though it stays
idle most of the time. This outlines the resource intensiveness
that is included with offering a highly available solution on-
premise

[47]

Some providers have the option of automatic scaling! (for certain
services) where the platform does not need human intervention to
scale according to traffic. However, this option will come with
extra costs.

Availability has been considered a requirement when developing

the cloud iPaaS services. As a result, organizations have fewer
responsibilities in realizing a highly available solution and there
are also more options in terms of availability at the vendor’s side.

[54]

Even with high redundancy implemented, it could still be that
case that systems fail. Recovery planning should be
implemented to recover from these failures. This is entirely up
to the organization, requiring detailed strategies for data
backup, offsite storage, and restoration (this also needs regular
testing). This often involves significant resources and planning.

[25]

Redundancy is built in at multiple levels of the cloud
infrastructure. Cloud providers manage multiple data centres in
possibly multiple regions with multiple replications of servers.
Hence, it offers geographical spread, something a TIP cannot.

(4)

The cloud provider may have a malfunction. This is then often for
a specific service in a specific region. This is not desired but it is
the question if a company can deliver a better performance in
terms of availability than the cloud.

[25]

11 https://learn.microsoft.com/en-us/azure/app-service/manage-automatic-scaling?tabs=azure-portal
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Can theoretically, achieve higher performance for internal Q If a company wants to have performance guarantees, a plan-based | [69]
communication only compared to iPaaS because the pricing model is favoured for iPaaS. Further performance
information does not have to be sent to the cloud servers. information can often be found in the Service Level Agreement
However, this only entails synchronous communication and (SLA) of the specific vendor.
will only apply to a small number of interfaces.
Is promoted as better suited to handle legacy system [93] | The decision for iPaaS often follows a more general cloud (5)
integrations. However, little evidence is provided for this. This | [7] initiative (cloud strategy). Possibly of one big system moving to
seems to be dependent on the different types of adapters that the cloud. The reasoning is that the big system moving to the
are included in the platform and the possibility of developing cloud already required a substantial number of integrations to be
new adapters. These features are often also present in iPaaS redeveloped. Therefore, the integration platform is open for

change.
The stack of hardware and software that should be organized to | [31] | Vendors have a cloud-first approach which means that new (4,
implement TIP does make it more complex to implement the adapters will be launched first on the iPaaS platform making them | 5)
platform within an existing organization infrastructure. more compatible with new technologies. It is unsure if these

adapters would then also be launched on the TIP.
Setting up a TIP from scratch requires hardware and software | (6) Resource utilization showed that there is still a substantial team (6)
preparations which iPaaS do not. Hence, it is way more [73] | needed to realize an iPaaS platform. iPaaS does not have the
complex and time-consuming to fulfil this. It should not be hardware and software requirements but still, setting up the
underestimated how difficult this is. integration platform is complex but less complex than TIP. There

will still be difficult choices that have to be made when setting up

the platform but less than TIP.
TIP is often one product, this limits the creativity options in (@) In literature, iPaaS is often described as easier to use with a lower | [40]

terms of how to solve integration problems but can also be
praised for the standardised, simple approach towards
developing integrations. Whether this is desired depends on the
specific integration scenario.

entry-level in terms of expertise. The low-code option would
perhaps even allow business people to develop integrations. This
is true for simpler integrations. When things become complex, it is
important to have the correct expertise. However, the low-code
options will provide useful tools for experts allowing them to
develop integrations faster and easier.
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iPaaS will probably have i more diverse toolkit than TIP,
including services that cover APl management as well as a more
diverse offering of pre-built adapters than TIP.

For a TIP, platform updates require more responsibility from See | Less action is required from companies when platform updates [54]
the company. Take the example of upgrading BizTalk version | Foot | occur because the vendor manages the entire infrastructure which | [42]
2016 to 2020 which is a significant undertaking for a -note | allows it to implement updates automatically. However,
company*2. It requires substantial planning resource allocation sometimes still upgrade actions are required from companies.
and potential downtime to complete the required steps as well Hence, companies have fewer responsibilities because they have a
as the need to rigorously test the integrations after the updates smaller stack to manage. Therefore, less updates and less
are implemented. complexity.
“in interviews” an often-heard argument is the end-of-life of iPaasS is considered to be vendors’ latest-greatest which is referred | (4)
TIP. This should always be checked per vendor but TIPs like to as “the most recent and advanced offering in a vendors’ product
Sap Process Orchestration and Microsoft BizTalk have support lineup. This is partly true and requires some further investigation.
till 2030. However, if the end-of-life is close by, it is logically It is true that vendors adopt a cloud-first initiative where they roll
unwise to choose that TIP for integrations. out their latest features and innovations on the iPaaS platform and
because updates are handled automatically, users of iPaaS have
immediate access to these features. However, this also means that
vendors try new approaches and sometimes, these approaches
appear to work worse than their TIP counterparts. Then, these
features are retracted from the platform. As such, the iPaaS does
not have an end-of-life but the features of the iPaaS can have it.
Resulting in a platform that is still under construction which
could impact adoption by companies.
The end-of-life/latest-greatest discussion also has important [42]

implications for the availability of external expertise. Often,
integration platforms need to be implemented and possibly
maintained with the help of external experts. These experts will
most likely want to work and develop themselves in the
direction of the greatest product. Therefore, it is likely that the

12 https://learn.microsoft.com/en-us/biztalk/install-and-config-guides/upgrade-to-biztalk-server-2020
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number of experts willing to work with TIPs decreases over
time.
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Appendix H

Second Expert Review Transcription

1. | 26-02-2024

W: A summary of my research. | conduct my research on the concept of iPaaS and how it compares to a traditional integration platform. |
approach this comparison from functional and non-functional capabilities and till now, | have developed a full capability model. Then, |
continued my research on the nFRs because they are more interesting to compare to iPaaS and TIP.

1: I agree

W: | developed a slide deck that | would like your feedback on during this session. The goal is to possibly improve the tool and I would like
your expert opinion on the content. So can you share your screen and walk through the tool? The tool should be self-explanatory.

Pricing structure

1: interesting, this looks nice.

1: This also seems to be correct. The iPaaS pricing model is indeed complex and different options are available. You see that vendors
struggle with this.

1: yes | also recognize this from Mulesoft, especially on-premise that you have to determine how many cores you have. So very relatable.
1: For me, it is very clear. However, | am an expert so | fully understand the different concepts. So from my point of view, it is clear.

W: Okay but it would be helpful to have some sort of integration expertise

1: Yes, | think so. It is very nice that you use an example

Resource utilisation

1: Yes good, but | think it would more clearer if you would use a separate column for the comments. Because then it is more clear how
iPaaS relates to TIP.

1: And also, you have the purchase of the software but also the set-up of the software. Here it falls under implementation costs but it should
be more clear that everything has to be implemented and configured. So make that more clear under implementation costs. Because that is a
project (ordering hardware, software and installing it) requires so many different teams that it is a project of months. Whereas iPaaS only
requires a payment and then from day one you can use it. This is a big differentiator Be aware that you do pay for this functionality.

Security: 1: I think the model is nice. However, what | am looking for with an integration platform. Look, the application platform is covered on the
vendor side and they will have very nice security checks as you described. However, at the platform, | can implement a very insecure API
which harms the security. So the integration that you implement (built by developers) is under the responsibility of the company. So make
sure that comes into the figure.

W: Clear, will update that
1: Yes, you can always go into more detail but I think this is a nice summary

Scalability 1: Yes true but. I think the following is reflected in your description but maybe you can make it more evident: Does not matter if it is TIP or
iPaasS, you need expertise in the specific platform. You need to understand the situation that requires scalability. The big difference between
TIP and iPaaS is that with TIP, your infrastructure also needs to be aligned for scalability. So besides being a platform expert, you need to
arrange a lot of other aspects that might require expertise from a different team. In both concepts, you need platform experts. But iPaaS does
take a lot of responsibility for the other components required for scalability.

W: Yes, so important to show that you need knowledge of your IT infrastructure configuration

Availability 1: Yes everything is correct
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Performance

1: It is important to note that TIPs are faster when the applications are hosted and deployed on-premise. Because you can also host
applications in the cloud (private cloud). Then it can become faster to use iPAaS in that same data center as your other applications. So it
works two ways, premise applications can have higher performance with TIP, and cloud-hosted applications can have higher performance
with iPaaS

W: yes and it also depends on the specific use case that determines if latency becomes a big issue

1: you could maybe use some examples of why applications have to be on-premise (wet en regelgeving or a production environment (VDL
with cutting robots in a production environment)

Compatibility 1: The statement that iPaaS is promoted to be better suited to handle legacy system integration. | think that most regular integrations are
supported at this moment. | also think that modern integration like streaming API, needs the latest and greatest of integration and | do not
know if the TIP has it then but know for sure that iPaaS has it.

W: Yes | agree, that is also described in the iPaaS part.
1: Regarding the second statement of TIP, I also do not know for sure if that should be compatible because we described this already in
resource utilization
W: Yes, | think you are correct, will adjust that
Usability 1: does this cover the usability of the platform itself or the usability of building the integrations?

W: both but maybe good to include more in the description

1: what you see with iPaaS is that there is a division into two groups of platforms. One (Boomi and Workato) is more on the citizen
integrator focused (more p2p, faster integrations). The other group (Tibco and Mulesoft) is more focused on being used by developers, and
more complex integrations. This division is not notable at TIP. TIP platforms always require developers and are always more complex
platforms

W: Yes good to know.

Maintainability

1: The point of iPaa$S is “under construction”, do not recognize that with iPaaS. Do you have examples?

W: For example Azure

1: Ah okay, Google and Azure yes. Mulesoft, Boomi, and Workato do not do this. They launch features and rarely retract these features.
1: Yes, in general, you do see that updates are way fast and require less downtime (if needed at all) in iPaaS compared to TIP. This is not
black and white but is generally true.

General Comments
on the Tool
Completeness

W: Do you think that capabilities are missing in the tool?
1: nope, I think everything is included

W: Does the model improve on the identified model?
1: 1 am not that up-to-date about any models. However, | think it is in line with what we do. We often use a list of requirements that we have
used in previous comparisons. This deck is complete and fully up to date. So | would use this tool for a 5

Capability model
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Capabilities
belonging to iPaaS or
TIP

Use pp and
capability model to
choose integration
platforms

1: It depends per tool how complete they are. If | look at Mulesoft and Oracle. Their TIP and iPaas have both all of the capability groups.
1: However, they are less good at data management capabilities but that is also not an integration capability. | think only data
synchronization and bulk data movement are integration capabilities.

1: Yes. However, it becomes very client-specific what kind of requirements they prefer over others. We take an approach to clients in which
we discuss all the different options that they want in such a capability model is a nice structured approach to do that.

W: And that can in this model be every different combination?

1: yes exact

1: Many people are enthusiastic about the cloud. | know a lot of big organizations that have good IT departments that work well together.
Then you still need to configure more for TIP compared to the cloud. But if that is organized well, then it is not very difficult to add servers.
So it is very dependent on how mature your organization is. The same goes for security, if you do not have a good security department then
it is an extra pre to move to the cloud.

Pricing structure

2: 7 -02-2024

2: | think people are moving away from the fixed pricing model slowly. Most are moving to consumptions, even tool providers like Oracle,
SAP, and Boomi. They are moving away from fixed consumption. Because they want to keep up with what hyperscalers (azure AWS<
Google). Nowadays, what we are seeing with the client is, they are heavily investing In hyperscalers. Hyperscalers are intelligent. They have
come up with their integration services. Rather than utilizing Mulesoft SAP or Boomi. Customers have already got hyperschalers in their
landscape and are therefore more inclined to utilise their services. And their services use consumption-based pricing models. So the
competition is high and the ipaas providers are slowly bringing down their licensed-based models and are coming up with very innovative
plans for their licensing model.

2: | think that vendors are coming up with really good tools to understand the pricing. The only thing they need is the technical details from
customers to estimate pricing. Resources like processing capability, and what kind of message transactions are happening. Vendors would
need these details in their pricing tools to provide good estimates.

Resource utilisation

2: | am thinking, about what else could be included. What do you mean by external expertise

W: External experts like Deloitte consultants or vendors offered expertise

2: For ipaas, it is becoming yes or maybe, new vendors are coming up in the market who do not need external expertise to be implemented
(Fabric?, Flamengo?). They are built with very intuitive designs). When it comes to SAP, mulesoft etc then technical expertise is needed.
2: 1 would agree with everything else

Security:

2: Yes security is a very big headache for the customers when they are using TIP. Even only a few customers are ready to take that
headache. Let's say you have the banking sector, that wants to have their integration and data on-premise. However, SAP for example
provides agents that can be deployed on-premise. In that way, they can meet their security requirement.

W: That would still mean that you are responsible for a stack of the hardware and security. That comes with the entire headache
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2: | agree with that point. Even iPaaS providers release security patches and upgrades but there will be security architects at the customer
who will decide if the security patch or upgrade is installed. Most of the time this is yes, but sometimes they want to test it. Sometimes
iPaaS providers even open more gateways for external people to exploit the system. Therefore, the security architects want to test the
patching so there will still be some security team needed to assess what patching is provided by the vendor. (shared responsibility story)

Scalability 2: The costs lay in that you need to set the rules. Some vendors provide autoscaling free of charge
W: Could you then name a scenario where it is not wishful to use autoscaling?
2: No customers often opt for it. You do need to set a maximum for the scaling. | have not come across any customer who said | do not need
autoscaling.
2: Maybe add something like business continuity

Availability 2: This is a pain for customers when they are using on-premise. Even in iPaasS, if they need high availability, it comes with a price. If they
are opting for hyper scalers, and want their solution in different zones deployed, it comes with costs. But it is very easy to manage. iPaaS
always have an upper hand in availability than the tip.
2: Sometimes, there is a loss of data when systems fail.
2: If you use something like Mulesoft or Oracle, availability is high and easy to manage. If you are using hyperscalers then you need to
configure availability manually.
2: | agree with what you wrote here.

Performance 2: Performance also depends on how you are designing your integrations. (on the developers). If they have very complex logic, if they are
not efficiently designing the interface it would affect the performance
2: Another part of the performance is related to the application landscape of a specific vendor. Take SAP, the performance is better when
SAP iPaaS is used to integrate a SAP environment because it is so neatly stitched to each other. This does increase vendor lock-in. + It is
not assured that performance is increased. So it is up to the customer if they want to accept the vendor-lock-in

Compatibility 2: Both ipaas and TIP are compatible with most products. There is a misconception that Oracle can only to Oracle to Oracle integration.
This is not true.
2: 1 don’t think both TIP and iPaas have problems in terms of compatibility.

Usability 2: When you have a TIP, you need an entirely different team to realize the platform. With iPaas it is very easy to understand. It is not

difficult to set up the infrastructure. Everything is in the same Ul. When it comes to TIP, they need to set up everything. Need someone who
goes into the data centre
2: Pre-built adapters are offered by both systems, but it is indeed more in iPAas now.

Maintainability

2: yes | agree with these points

General Comments
on the Tool
Completeness

Does the model
improve on the
identified model

W: Would you add any NFC?

2: | think you have covered most of the commons nft’s

W: Does this model improve understanding better than current models?

2: The information that is provided. You have put together a lot of information that is widely spread. | think your slide deck provides people
with details of what the key differences are. | think this pack helps a lot of people to readily understand the differences. Furthermore, this
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Usability

deck would help people like me to convince customers to move from on-premise to ipaas. IT would show which aspects are relieving
customers of their duty.

Capability model

2: You could add Al capabilities. (he talks hare about an Al mapper)
On-premise needs a different APl management (external) whereas cloud ipaas have built-in APl management capabilities

Pricing model

3 5022024

3: No further comments

Resource utilisation

3: This is a very nice overview! Very useful

Security:

3: Now it is pretty generic, the questions if you would want to dive into the specific security features. But maybe that is not necessary.
3: At Oracle, you have identified management. That gets you a single sign-on in the cloud which is very convenient for security.
3: Here comes also the Brexit Russia story that you perhaps could add as an example

Scalability 3: What also comes forward with scalability? It has a cost impact but also a turnaround impact. You have to through an administrative cycle
with iPaaS when you want to scale. TIP, you can make the decision yourself to scale. With iPAaS, you have to make a scalability request at
Oracle, and then you first need to fill out a question list because they want to see if your request is justified. Vendors do not always easily go
with these requests. This is a disadvantage of updates
W: You hear different sounds on this. | also hear people saying that automatic scaling is possible and sometimes free.
3: It depends, the scalability can be asses in different areas. For example, on the IP, they can say that you are allowed, for the pricing
agreement, you can send X GB over the line. However, let's say that it gives performance issues. Then it becomes a difficult discussion with
the vendor. On one side, you can probably say that you want automatic scaling. When you have a performance problem it can become more
difficult. That is a different scalability discussion.
W: Good to mention that the scalability agreements can differ per vendor and specific agreement.

Availability 3: This is a good example of a real cloud advantage.
Everything else is clear

Performance 3: Yesiitis listed in the SLA but it is often fussy. Performance is often constated after the fact. It all depends if you make hard agreements
with the vendor.
3: The performance of an integration can also depend on the applications that are being integrated.
3: Also add here the different aspects that influence performance

Compatibility 3: Compatialbity is good for both types of platforms. It depends more on the features that are present in the cloud. You could try to search
for features that are present in the cloud but not in TIP.
3: Cloud is more compatible with cloud services.

Usability 3: Something we see, at the moment a product is introduced to the cloud for the first time. It is less feature-rich than the on-premise offering.

Over time, these features will be added slowly. So in the early life of cloud products, it is less feature-rich.
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3: Why do you say that iPaaS has a more diverse toolkit? Because APl management can also be included in the TIP.

Maintainability

3: These look all complete

General Comments
on the Tool
Completeness

Does the model
improve on the
identified model

W: Is the model complete?

3: No, you cover the entire spectrum. Very nice.

W: Does this model improve understanding better than current models?

3: A5, This is actually, the first model that covers the entire spectrum. Often you see that people speak on NFC. This is a very nice starting
point to take the customer on the start of their journey.

Capability model

3: Data management is not an integration capability. Only data synchronization, bulk data movement and business rule engine. They are
relevant but others are not.

3: Theoretically, all of these capabilities can be TIP or iPaaS. However, it can be that some features have to be acquired through other
products.

Pricing structure

4 5 022024

4: The pricing model of Mulesoft and Boomi is different again so maybe look into that as well. Boomi uses per-core and Mulesoft uses a
fixed pricing.

4: That is why | said that pricing is difficult because it differs so much per vendor

W: Yes so that is why it is said in the beginning that pricing is complex.

Resource utilisation

4: Make a pie chart or something that can be used to effectively see which part of the budget is allocated to which part. (use ballpark figures)
4: 1s tip not also low-code?

W: Yes

4: So it indeed clearly shows that there are a lot of things that extra to be managed with TIP.

4: | can imagine that iPaaS is cheaper. However, the pricing is often only the starting price and if you want to scale, it will become a lot
more expensive. Whereas with TIP it is rather straightforward. You just have to add and configure the hardware.

Security: 4: Is it justifiable in these times that companies think that they cannot send their data across the internet under security considerations? It
looks in the line “sending data across the internet” that the security of the cloud is not sufficient. Even though it is. So the argument should
reflect more that this is because of the rules of a company.

Scalability 4: Where did you find automatic scaling?

W: Azure and some respondents indicated that most vendors have auto-scaling

4: That is bullshit, Mulesoft and Boomi do not have it. You have to say beforehand how many cores you want to utilize. If you exceed this
number of cores you have to go through an administrative cycle and connect to Boomi support. So automatic scaling does not exist that
often.

4: Ask a Mulesoft expert on automatic scaling
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Availability 4: Usually, availability is related to servers that fall out, only to scalability with peak demands.
4: 1t is questionable if the vendor automatically offers geographical availability. If you want this as a vendor then you would probably have
to configure that specifically and pay more for this.

Performance 4: Give an example of internal communication that can be faster.

Compatibility 4: Good slide

Usability 4: Yes indeed, every time they make a tool meant for citizen integrators, it seems not to work and experts are required pretty soon.

4: The development of integration is only a small piece of the puzzle. Testing etc takes often more time for both TIP and iPaaS.
4: Yes for tips you always need experts, it is never meant for citizen integrators.

Maintainability

4: With iPaasS, a vendor has more control over the enforcement of accepting updates. Whereas with TIP, it depends on whether companies
accept the update

General Comments
on the Tool

W: Do you think that there is information missing in the tool?

4:You cover the main points, there are however some things that should be included but we have to discuss them now.
W: Does this model improve understanding better than current models?

4. A 4, 1 am not aware of other models so it improves the current approach.

Pricing structure

5: | 5-02-2024

5: Yes we also use a plan-based licensing model. | know that other companies use a consumption-based pricing model. We choose a plan-
based because then we can ensure customers that they can send unlimited data of their integrations. They do pay if they want to make extra
integrations.

5: I know from our clients that Mulesoft starts with 100000 and then you do not have everything that the platform offers.

5: We start with a small package, (a flow pack of 5 integrations) then If you want to be able to develop more integrations you pay more.

5: We also see that is very difficult for us to get into new companies with existing IPs because the vendor lock-in is prominently present.

Resource utilisation

5: Maybe not name it ‘needed for’ because you do need Hardware for iPaaS.

Security:

5: We used to struggle a lot with implementing security features and upgrades because clients did not want to migrate. Now it is easier
because we can configure the updates automatically for a large part.
5: Important to mention that it is still difficult to enforce the security upgrade on iPaaS.

Scalability 5: Very well written. Autoscaling is possible but a lot of our clients do not choose it because you then have to also determine a maximum. It is
also only available for a specific part of our services. Furthermore, if you want autoscaling you go to a pay-per-use pricing model and prices
will be a lot more expensive compared to the original plan-based pricing model. They would rather buy more servers for a plan-based
discount than be surprised by scalable costs.
5: It is also very easy to scale with us. You can just add resources which is a manual action. The client then still has to configure how those
machines are allocated to their integrations.
5: Even a post-NL does not do the auto-scaling option with the us

Availability 5: This is the big advantage of cloud (iPaaS)
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5: With Emagiz, we offer geographical availability. If you want this, we will make sure the cloud provider has two separate data centres in
different geographical zones

Performance 5: What you can add is. In the cloud, you have limited options. On-prem you can tweak everything yourself but it is very costly. In the cloud,
you have fewer of these performance options.

Compatibility 5: There is a part of legacy applications that can only communicate in a certain format. Some of the legacy systems require some custom-built
software to be able to integrate.
5: It does not depend on the TIP or iPaaS type of platform. It depends on the toolkit that is included in that platform that you can use to
integrate your specific set of application landscapes.

Usability 5: For TIP, you always need integration experts. For iPaaS, you can sometimes use business integrators but when things become more

complex, integration experts are required to make the integration. Integration is never easy

Maintainability

5: No comment, everything looks fine

General
Comments on the
Tool
Completeness

Does the model
improve on the
identified model?

Yes it is very complete

Yes definitely, | would give it a 5.
5: Complements for how you wrote the tool

Individual slides of
the tool
Pricing structure

. I 0 -03-2024

6: It is only difficult to estimate costs in the initial phase. The moment you run an iPaaS, after 3,4 months it is pretty easy to estimate the
costs.

6: Also, the experts of Deloitte can help with this kind of cost estimate.

Resource utilization
Update information:

6: Good,
6: developing integration is not going to be a less of hurdle so you will need the same kind of development tool

Security: 6: True, you cover all the points

Scalability W: How is scalability organized at Oracle:
6: Pretty easy to scale. You increase the components and it is very user-friendly. You do need expertise to understand what is being scaled
to do it effectively.

Availability 6: Pretty straightforward. You cover everything

Performance 6: He agrees with the redesign part of integrations. Performance is more affected by the design of the integrations than by the specific

platform
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Compatibility

6: It's true, it also depends on the current application cloud and specifically the vendor systems. SAP Oracle etc are more inclined to use that
iPaasS platform.

Usability 6: Yes, agreed
General Comments
on the Tool S

Completeness
Does the model
improve on the
identified model

Usability

| think that you cover almost everything yeah

Yes, | would give it a 4. There is one thing. Comparison is there but | would say that the key differentiator with the clients is when they
move one of their big applications to the cloud.

Yes, very usable

Capability model
Capabilities
belonging to iPaasS or
TIP

6: encryption is not only a B2B capability

Pricing structure

7. 1 3-03-2024

7: A traditional one has more upfront pricing (hardware, software etc).

7: What is the function of this? | remember, that you wanted to identify the requirements that should be met to go to an iPaaS

W: not requirements, a clear overview of how TIP and iPaaS differ from each other

7: Often when you look at the license, it is different for a TIP. In an iPAaS, you do not become the owner of the iPaaS. Also, the operational
side has a big cost difference (this is in the resource utilization slide)

Resource utilisation

7: It does not compare the cost aspects. It lists the cost aspects but it would be interesting to see some sort of pie chart. You want to see how
much each cost aspect weighs.

7: With storage, it can be that you have a storage on-premise. So yes, you do not need it but it is possible.

7: The dependency on external expertise is larger for TIP than for iPaaS.

7: Make it more clear that iPaaS is licensing costs, not integration platform software.

Security: 7: To make it more usable, use some sort of tabular form for the comparison because now | have to compare to big laps of text.
7: You can also make a kind of shortlist that summarizes the content of each slide. Then for the academic part, you can use the larger text
but for a client meeting this shortlist can be used

Scalability 7: Maybe look into Serverless iPaaS?

7: Also add that you have more control in TIP because you can scale whenever you want. With iPaaS you have to go through a cycle
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Availability 7: In practice, implementing redundancy almost does not happen with TIP. They do not have a duplicate server park. So it is a theoretical
point to make clear that most companies do not have this resulting in a single point of failure. If servers are offline then this often impacts
the availability. — Single Point of Failure
7: A lot of clients want to have a very high availability without actually considering the need for this availability and the extra incurred
resources/costs.

Performance 7: Performance is more predictable on the TIP side because it covers a physical park.

7: 1 think this covers everything
Compatibility 7: iPaaS are indeed less compatible with really old systems. However, iPaaS does give you more freedom to build custom integrations.
Usability 7: Make more nuance on the business people. | do not know one example where it is useful to let business people build integrations. Even

for simple integration, they are likely to exist in a complex landscape and it always helps it have technical people building them. I agree that
the low-code solution is more user-friendly.

7: Besides pre-built adapters, iPaaS has a kind of marketplace where user share their pre-built integrations that can be used by other users.
This has a great impact on the usability.

Maintainability

7: Single point of knowledge of the expertise. The group of people who know how to build the platform is reducing and also the people who
built the IP might leave the company.
7 The terms referred to in this piece are continuous improvements and vendor-managed updates.

Pricing structure

8: I 2-03-2024
8: It is more important to offer a pay-per-use/consumption-based pricing model than the actual iPaaS server footprint. For example, SAP
offers a charge per transaction which makes it an impeding partner.

Resource utilisation

8: one of the roles | am missing in the integration team is the Architect/design lead. This person will be responsible for the governance of
the developed integrations. Hence, code review and code design are under its responsibilities.
8: Everything else seems to be covered.

Security: 8: This looks complete, nice to make the responsibility distinction between TIP and iPaaS on security.

Scalability 8: I miss the concept of scaling down, something very important in iPAaS solutions.
W: Yes it is part of scalability in general, it is not covered in TIP because I do not think that scaling down happens often in a physical server
park.
8: Yes that is correct.

Availability 8: iPaaS is the reliability of the internet. If the internet is down then the entire platform malfunctions. However, this can also be the case for

TIP if an internet connection is used to transfer data. Examples of these situations are for example in the Brazilian jungle where the Internet
is not reliable.
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Performance

8: I think that the remaining slides look very complete with nice descriptions.

Compatibility

8: Mayhbe rewrite the first sentence of the iPAaS section because it does not read very easily.

Usability

8: looks complete

Maintainability

8: Looks good.
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Appendix I NFC Tool 1.1 Slides Screenshots

Integration Platforms

A comparison of iPaa$ and traditional on-premise
integration platforms on their non-functional capabilities
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Introduction

This slide deck compares the concept of traditional on-premise integration platforms with the concept of an
integration Platform-as-a-Service (Click here to see what this slide deck identifies as a traditional integration
platform (TIP) and an integration Platform-as-a-Service (iPaa$s)).

It structures this comparison on nine non-functional capabilities identified in an earlier part of this research as
important to integration platforms.

®
-9
o
o

The goal is to inform users of the different aspects they should consider when deciding on one of the two
integration platform concepts.

© 2023 Deloitte The Netherlands
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Management Summary

The next two slides summarise the content of this

comparison between on-premise integration platforms
(TIP) and integration Platform-as-a-Service (iPaaS) based
on 9 non-functional capabilities
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Management Summary (1/2)
Comparing TIP and iPaaS

TIP

iPaaS

Resource

Jtilization

Security

Uses a licensing-based model, leading to upfront costs.

Licensing costs are a small portion of Total Cost of Ownership (TCO)
Licensing costs increase as the number of required servers increases. This
could be caused by availability and scalability requirements.

The full stack (hardware, software, implementation costs and staffing costs) is
under the responsibility of the organization.

Both TIP and iPaaS require similar resources for the integration team.

TIP will have a more costly configuration because of the extra hardware and
software that needs to be configured.

Requires substantial resources for security infrastructure.

Offers full control over security configurations.

Increased complexity makes security assessment challenging.

Critical for industries with specific security requirements.

An organizations on-premise security infrastructure's effectiveness can be
debatable compared to iPaas vendors' security infrastructure.

Scaling requires substantial planning and resources.

Infrastructure for peak demand can be costly and underutilized during off-peak
times.

Scaling can influence availability due to potential downtime.

Specific pricing model differs per vendor and can be plan-based, consumption-
based or a combination of both.

iPaa$ pricing model allows organizations to only pay for the services they
actually require.

Consumption-based pricing model offers low start-up costs.

Costs can vary widely and are difficult to estimate beforehand.

Lifts organizations from the responsibility for hardware and part of the
software (operating system and security software).

Both TIP and iPaaS require similar resources for the integration team.

Ewen though the organization is not responsible for hardware. It still needs to
buy hardware artefacts from the vendor.

Automatic updates offer the latest security features.

Limited control can introduce specific security and compliance issues.
Utilizes a shared responsibility model for security.

Organization retains accountability for integration security.

Physical server locations, shared environments and the use of internet can be
concerns of organizations who want to move to iPaaSs.

Designed with scalability in mind, offering more flexibility.

Allows for independent scaling of specific services to lower costs.

Platform expertise is still crucial for effective scalability.

The ease of scalahility depends on specific vendor agreements and services
used.

@ 2023 Deloitte The Netherlands
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Management Summary (2/2)
Comparing TIP and iPaaS

TIP

iPaaS

Performance

Jsability

High availability requires redundancy, leading to increased costs and increased
management and configuration complexity.

Neglecting redundancy makes TIP a single point of failure.

Detailed recovery planning is required which is resource-intensive.

Can theoretically achieve higher performance for internal, synchronous,
communication.

The performance of integrations depends on how efficient those integration
are developed.

Integration with vendor's other products can enhance performance.

Complexity in integrating with existing organization infrastructure.
Compatibility is assessed per platform, not a general TIP vs. iPaaSissue.
Compatibility depends on the specific adapters and development options that
are offered within an integration platform.

Setting up a TIP requires many preparations that are time-consuming and
difficult.

TIP is often one product which simplifies the approach to developing
integration, whereas iPaa$ is a combination of different services. If thisis
desired depends per use case.

Requires more responsibility (planning, implementing and testing) and
resources from the company for platform updates

End-of-life should be checked per specific vendor

The group of experts willing to work with TIP will become smaller because they
want to developed themselves in the direction of the latest-greatest products.

Built-in redundancy at multiple cloud infrastructure levels.

Offers options for geographical spread of servers.

Fewer responsibilities for organizations in achieving high availability.
Malfunctions are typically limited to specific services or regions.

High performance when applications are hosted in the same data center.
The performance of integrations depends on how efficient those integration
are developed.

Service Level Agreements (SLAs) are critical for performance expectations.
Integration with vendor's other products can enhance performance.

Cloud-first approach enhances compatibility with new technologies.
Compatibility is assessed per platform, not a general TIP vs. iPaaSissue.
Compatibility depends on the specific adapters and development options that
are offered within an integration platform.

Setting up iPaas is still complex but less complex than TIP

Increased focus on usability results in faster development of integration by
experts

Is less feature rich in the beginning but over time, offers a more divers toolkit
and pre-built adapters than TIF.

Has vendor-managed updates, requiring less to no actions from organizations
Is the latest-greatest product of vendors which includes access to the latest
features.

Is under continuous development which can resultin features that are test and
possibly withdrawn from the platform.

@ 2023 Deloitte The Netherlands
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The non-functional capabilities
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Non-functional capabilities

This research identified 9 non-functional capabilities of integration platforms. The clickable buttons direct you to the

information page.

@ Pricing Model

(

The sum of money paid to the vendor to make use of the platform’s functionalities. The approach to
calculating this depends on the specific vendors’ licensing plan

Resource
Utilization

The degree towhich the amounts and types of resources used by an integration platform, when
performing its functions, meet requirements.

E—

The degree towhich a product or system protectsinformation and data so that persons or other products

or systems have the degree of data access appropriate to their types and levels of authorization.

Scalability

Non-Functional

The ability for the integration platform to scale to meetincreasing demands. For example, at peak times or

as the system becomes more widely adopted.

Capabilities

Availability

The degree towhich the integration platform is operational and accessible when required for use.

Performance

The ability of the integration platform to always run acceptably. In mission-critical systems, even the
smallest delay in processing data can be unacceptable.

Compatibility

The degree towhich an integration platform can exchange information with other products, systems or
components, andfor perform its required functions while sharing the same hardware or software

environment

@ Usability

T

he degree towhich theintegration platform can be used by specified users to achieve specified goals with
effectiveness, efficency and satisfaction in a specified context of use

Maintainability

NN XY YYD

The ease with which the platform can be modified to correct faults, improve performance, or adapt to a
changing environment.

(AN N 2 N U N N A N
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Pricing Model (slide 1 of 2)

The different pricing structures for integration platforms

General Information

Two general types of pricing structures:
Licensing-based/plan-based: Pay afixed, upfront licensing fee based on e.g. the number of cores/processors required in the server(s)
Consumption-based: Pay variable costs based on e.g. the amount of traffic or the computing resources thatare used.

The pricing model iscomplex and can be plan-based, consumption-based, or
a combination of both. This depends on the specific vendor andthe set of
services used. Thecomplexity of the pridng model can make it difficult to

predict the p g of aspecific vendor in the initial phase of acquiring/using
the integration platform. Oncethe platform is running for several months,
pricing is more easily predicted based on past figures.

of servicesthat they

Organizations only have to pay
wever, theydonot

Generally use a licensing-based pridng maod 1sequently, a compan
actually require (not buythe entire pac
becomethe theseservices.

aspects. Find example pricing ndorsin the

,amoreconsumption-based pricing modelis

, @ plan-based prici

and more predictable

in the pridng com parison

For flexible
favourable. With more constant consump
desirable bemuseit ische

. Find exam ple pricing oftheven
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Pricing Model (slide 2 of 2)

Some vendor specific examples

General Information

Prices always depend on the vendor. Pricing also reflects the efficiency and scalability of integrations. Inefficient integrations can increase computing resource

usage, affecting TIP and iPaaS costs.

BizTalk licenses per core per year:
- 10,853 ars per core per year

< Minimum of 4 core licensesrequired per server resulting inminimum
costs 0f43,412 ars per server per year

Oracle licenses per processor:

57,500 dollars per processor per year

Thesearethe minimum prices to buy the licensefor these platforms. Be
awarethat this is for oneserver only, requirements might force a
companyto have at least two servers up and running-> doubling the price.
Furthermore, often companies have multiple environments (dev, acc, prd)
which coul rease therequired computing power and thereforethe price.

© 2023 Deloitte The Netherlands

Consumption-based Sisdesribedin the literature as start-upcosts
because it isa pay-as-you-go model This holds for someiPaas platforms
[Azure and AWS);

o don: Smallameount of money everytime a resource
[integra API connector, Queus/Topic) is executed.
Pay-per-hour/month pridng: Pay per monthfor acertainamaount of
CPU and memaory.

Difficult to estimatethe costs beforehand as it highly de pends on the number

of integrations that are to be developed and the amount of traffic that is

expected.

Plan-based: Other iPaas platforms have a considerably large upfront
investment: SAP integration suite starts at 60,804 dollars/year, Boomiat
48,000 arsfyear and Mulesoft at 80,000 per year. These are alsothe base
prices and it is unclear how costs incresse with i ncreased traffic.
Furthermore, thewaythat these prices are determined differs pervendor.
For example, Boomi uses a per-core pridng model whereasMulesoft handles.
a fixed price.
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Resource utilization

The table outlines all the different cost aspects of TIP and iPaa$

Servers (CPU, RAM, Storage)

. Organization isresponsible

Organizationis
sometimes responsible

. Organizationisnot
responsible

Hardware Network
Storage
= - -
%. Integration platform software/License
E Operating system
g Software Security software
(2]
g Monitoring and
g Management tools
3
1]
2
“@ Configuration
Implementatio
n Internal migration
costs
External expertise
E Internal IT managers, Application managers,
e 2 infrastructure Database administrators, Security teams,
g :i IT staff Netwrok administrators
= 3
W 2
L Integration Program managers, Integration developers,
=3 Mappers, User support, Data management
2 team

teams

© 2023 Deloitte The Netherlands

TIP

iPaasS

10
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Security

Integration security refers to a set of measures and protocolsimplemented to ensure the secure transmission and
processing of data between different platforms, companies, or teams. It makes the data exchanged between your

interconnected systems safe and sound.

showedthat aTIP requires a stack of hardware and
softwarefor whichthe organization is responsible. This responsibility indudes.
the security configurations of allthe componentsinthestack.

id security
infrastructure requiresa lot of resources (both persann id maney). Even
then, it isdebatable ifthe security infrastructure is better than thesecurity

ffered by iPaaSvendors.

because of the incn complexity of the stack (different data A
05, different software packages), assessngthe entire IT infrastructure on its
security level isinitself difficult to do.

One of the advantagesaf a TIP istheful and control acompany has
ser its infrastructure. Thiscan becritical for highly regulated industries or
mpanieswith specific security requirements ( physical server location, data
protectionrulesetc.)

© 2023 Deloitte The Netherlands

Becausethe platform is.often automatically updated and theiPast isthe
latest-gregtest of vendors (described in ) users have accessto
the vendor's best security features and protocols. Be awarethat thisdoes not
mean that iPazk is always better than TIP as TIP platforms can also have these
protocols and features. Sometimes, action from the organization is required
to implement new security updates

Vendors use lineswhich
com ents of security fallunder thevendor's respon ity and which
under thecompany's. Hence, thecompany doesnot have to dedicate
resources to that part of security for which thevendor isresponsible.

Even though using an iPaas offloads some security responsibility to the
vendor, the organization retains accountability for its integrations. A single
insecure APl can compromise overallsecurity, despitethevendor'srobust
SEeCuUrity measures.

11
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Scalability

The ability of a system to expand to meet your business needs. You scale a system by adding extra hardware
or by upgrading the existing hardware without changing much of the application.

General Information

Whetherit's TIP or iPaa$, platform expertiseis crucial for scalability. The main difference is that TIP also requires infrastructure alignment, needing broader expertise. While both need
platform experts, iPaas simplifies managing scalability components.

Scalability is mentioned as a big advantage of iPaas. However, iPaaSdoesnot
endlessly scalewiththeclick of a button. Scalability has been considered in
the design of cloud solutions (iPaas i ncluded), which means it has featuresto
scale. However, thisdoesnot mean that it scales unlimitedly at all times.

First, understand the concept of -Acompany is

responsible for s@ling its TIP according to the traffic. Hence, it needs a team
not anly include The ease of scalability depends on the specific service used, thes
g upand managingthe vendor and the specific agreement made withthat vendor. It also
expans ing process could alsoinfluence the availability mean that realiing as@lable solution is easy, this can still require expertiss
becausetheserver could temporarily be Theabsenceof the to be performed effectively
responsibility for scaling the resources is an important reason for companies
10 move to iPass.

Because iPass is designed with scalability in mind it does scale more flexibly
than TIP. There are also more optionsto scale. Oneofthe advantages isthat
specific services can be smled independently which can result in lower costs.
5o costsare lower dueto flexible scaling ingeneral but alsoflexible scling of

individual services

Consequently, one of the problems for TIP is peak demand. To promise high
availability, the company hasto have infrastructure capable of handling the
peaks. However, at less busy times a part of the infrestructure is unused
meaning that fulfilling the pesk demand iscostly.

inservices)
ording to

© 2023 Deloitte The Netherlands 12
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Availability

Measures the reliability and uptime of the platform and is typically expressed
as a percentage of time that the platform is functional and reachable.

General Information

Availability relates to scalability. Availability can be impacted through spikes in traffic (peak demand).

The keyanswer to realising high avaikbility for a TIP isto implement
redundancy which refersto the duplication of critical components or
functions of asystem intending to increase therelizbility of the system,
ensuring its availability, and enhancing fault tolerance.

To implement redundancy, at | east two servers are needed. One passive and
server. If the active server , the passive server should be able
the passive server hasto
ththecorrect numb fcores
and licensing, eventhough it stays idle most of thetime. Thisoutlinesthe
resource intensivenessthat is included ering a highly lable
solution

Manyorganizations usng TIP neglect to implement redundancy due to the
increased costs and complexity of management and configuration. Thisturns
the TIP intoasingle of failurewhich means that ifthe server fails, i
signifimntly impacts availability.

th high redundancy implemented, it could still bethat
ms fail. lingshould be implemented to re
ilures. Thisis entirely | t requiring detailed strat
T ndrestoration (this alsa needsre

© 2023 Deloitte The Netherlands

Availability has beenconsidered arequirement when developing the cloud
1Paas senvices As aresult, organizations have fewer responsibilitiesin
realizing a highly available solution and there are also more options in terms.
of availability at thevendor's side.

Redundancy is buik inat multiple |evels ofthe cloud infrastructur
providers manage multiple data centres in possibly multiple r
multiplereplications of servers. Hence, it ca ferthe p
geographicalspread, something a TIP cannot. Notethat this option differs per
vendor and might incur extracoststorealize.

loud provider may have a malfunction. This isthen often for a specific
naspecific region. This is not desired but it isthe question ifa
ny candeliver a better performance interms of availability thanthe
cloud.

Lorem ipsum dolor

13
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Performance
The ability of the integration platform to alwaysrun acceptably. In mission-critical systems, even the
smallest delay (latency) in processing data can be unacceptable.

General Information

Two important aspects that play a role in the performance of integrations that do not rely on whether TIP or iPaaS is used. First, the performance of an
integration is affected by how efficiently that integration is developed. Unnecessary lines of code will increase latency. Second, many integration platforms are
part of a vendor’s wider product offering. Often, performance is increased when the integration platform integrates other products of this vendor because

tailor-made adapters are used that integrate very efficiently.

.an thearetizlly achieve higher performance compared to TIPwhen
plications are hosted inthesame data centre wherethe iPass plaform is
hosted. This is because the servers are located close to each other whi
decreasesthetimethat data hasto travel between them.

Can theoretizlly, achieve higher performance for i nternal communication

onlycomparedto iPaas bemusewhenthe nected applications are also
hosted on-premise. This is be@usethe i mation doesnot have to be sent
to the cloud servers. However, this only entailssynchron ous commu nication
and 1ty apply to a small number of interfaces.

If a company wants to have performance guarantees, a plan-based pricing
a5. Further performance informationcan oftenbe
found in theService Level Agreement {SLA) of the specific vendor. As aresult,
realizing solid perfomance requirements means that an organ ization hasto
make hard agreementswiththewvendor.

maodel isfavoured for

A practial example wherethis advantage might be important is loT

applications within an on-premise production ervironment. Take company X
which usesrobots that cut cropswithingreenhouses Thisrequiresthe
processing of a lot oftrafficwhere anincrease in performancecan make a
substantia difference in effidency

14
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Compatibility

Refers to the ability of the platform to work seamlessly with various systems, applications, protocols,
data formats, and environments without causing conflicts or requiring extensive modifications.

General Information

The toolkit of a platform that is, all the specific features that are included to allow a user to develop integrations, largely determines how compatible that
integration platform is within a specific application landscape. For example, applications that use a lot of EDIFACT messages are easier to integrate with a
platform that supports many versions of this format. Hence, compatibility should be assessed per platform and the decision between TIP or iPaaS does not play
a large role in this discussion.

Is promoted as better suited to handle legacy system integrations™. However,
little evidence is provided for this. Thisseems to be dependent on the
aptersthat areincludedinthe pl m andthe
g new adapters. Thesefeatures areoften alsopresent
in iPaas

The decision for iPaaSoften
migrating a {on-premise) applicat
the big system g to the cloud already required a substantial number of
integrationsto beredeveloped. Therefore, the integration pla
for chan

Vendors have acloud-first approach which means that new adapters will be
launched first onthe iPaas platform making them morecompatiblewith new
technologies It is unsure if these adapterswould thenalsobe launchedon
the TIP.

The stack of hardware and softwarethat should be organized to implement
TIP does make it more complex to implement the platformwithin an existing
organization infrastructure.

1 https:/fwww.techtarget.com/searchcloudcomputing /definition /ifaas-imegration-
platform-as-g-semvice
2: Zhang, ¥, &Yue, W.T. [2020). Integration of on-premisesand cloud-based
© 2023 Deloitte TheNetharlands software: the product bundling perspectiue_. F_U-rthcomingin]c_burnal ofthe 15
Assodation for Information Systems.
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Usability

The ease with which users can learn to operate, interact with, and achieve their objectives using the platform

General Information

There is a trade-off between providing advanced features for highly skilled IT professionals who require the flexibility to develop complex integrations and
offering a simplified user experience for less technical users. This goes beyond iPaaS vs TIP but is important to take into account when assessing an integration
platform.

Resource utilzation showed that there is still a substantial team nesded to
Settingup aTIP from scratch reguires hardware and software preparations ealizean iPaas platform. iPaa5does not have the hardwa ndsoftware
which iPaaSdo not. Hence, it isway more complex and time-consuming to requirements but still, setting upthe integration plaform iscomplex but less
fulfilthis. it should not be underestimated how difficult thisis. complexthanTIP. There willstill be difficult choicesthat have to be made
when settingup the platform but lessthan TIP.

itersture and by vendors, iPass is often touted as user-friendly and
TIP is oftenone product, mits the creativity options interms of how to ng lessexpertise, potentially enabling business personnelto handle
solveintegration problems but can also be praised for the standardised, integrations. However, in practice, thisapproach can be imprudent as even

approach towards d eveloping integrations. Whether this is desired depends. basic integrations functionwithinacomplex IT environment that necestates
on the specific integration scenario. Furthermore, TIP isoften not designed to technical insight. This holds especially true for more com plex scenarios where
be handled by business people and almost always requires technicalexperts proper expertise iscruc onetheless ode ons offer valuable tools
to developtheintegrations. that help experts develop integrations more efficiently, thus conserving
rESOUrCes.

adaptersthan TIP. He
beginning, i en lessfe
ers a marketplacew here users can offer pre-builkl i ntegrati
ther users. Thisgreatly enhances the usability of the iPas platf

© 2023 Deloitte The Netherlands 16
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Maintainability

The ease with which the platform can be modified to correct faults, improve performance, or adaptto

a changing environment.

ForaTIP, platform updates reguire moreresponsibility from thecompany.
Take the example for upgrading BizTalk version 2016 to 2020 whichisa
signifi@nt undertaking for a company. It requires substantial planning
resource allocation and potential downtimeto completetherequired steps.
as well asthe needto rigorously test the integrations after the updates are
implemented.

n platforms need to be
f external experts.

© 2023 Deloitte The Netherlands

iPaas operates withvendor-managed updates Thisreguires less action from
when platform updates occur becausethevendor managesthe
entire infrastructurewhich allows it to implement u pdatesa utomatically.
However, sometimesstill upgrade actions arerequired from companies
Hence, companieshave fewer responsibilities because they have a smaller
stack to manage. Therefore, lessupdatesand lesscom plexity.

iPaas ismarketed asth ndars'
product, suggesting it offersth

aturesma)
influencing

ed in an expert review. Google and Azure often do thisbut platforms
3 ni, Worki and Mulesoft never retract their features.

17
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To last To capability

Scaling-up and scaling-out ewed lide  ovenrou
Vertical @ Pod - Large Config
ing-upi i —li ScaleU
Sulcallng u.p is adding more resources—like CPU, memory, arld Pod - Small Config p o
disk—to increase more compute power and storage capacity HIRE

of a single server. The advantage of scaling up is the o
simplicity compared to scaling out. However, scaling up has e

mnEE | O : [EEEE
limits as one cannot endlessly add computing resourcestoa - - -Ag :> I;..:.!_“ -
Server. gDE i

1CPU 2GBMEM 100 GB Disk —
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4CPU B8GBMEM 500 GB Disk

nne
[T

i
TIII

Scaling-out: Involves adding more servers or nodes to a pool
to work together as a single system. Instead of making a
single server more powerful, you distribute the load across

multiple servers. The advantage of this option is that scaling Horizontal
can theoretically be endless and scaling back is easy by Scale Out
removing servers. However, it requires the architecting of 6 @ @
how to scale out and balance the load. =>
@ Pod 2 6 @ Pod 2 Pod 4
Pod 1 Pod 1 Pod 3 Pod 5

Pod 3
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Security
Shared responsibility

Responsibility always
retained by the customer

Responsibility
varies by type

Responsibility transfers
to cloud provider

Responsibility

Information and data

Devices (Mobile and PCs)

Accounts and identities

Identity and directory infrastructure
Applications

Network controls

Operating system

Physical hosts

Physical network

Physical datacenter

- Microsoft . Customer .Shared
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1: https://exalate.com/blogfintegration-

security/#:~text=I ntegration?20security? 20refers? 2 0to%20a, interconnected %2 0systems3 20sa e 20and %2 0sou nd.
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oY
Definition TIP and iPaaS | =y

—

. . . Tolast  Tocapabilit
Explanation whatthis research considered to be a TIP O, eapa ity

viewed slide overview

This PowerPoint defines a Traditional Integration Platform (TIP) as: A vendor-provided type of integration platform (can connect across organizations, but

does not necessarily have to). A pure traditional integration platform is only when the hosting is on-premise, deploymentis on-premise and the management
is internally organized.

This PowerPoint defines an Integration Platform-as-a-Service (iPaaS) as: A vendor-provided type of integration platform (for on-prem/cloud applications within
and across organizations) thatis offered through a PaaS cloud service model. Because the PaaS model is used, a pureiPaaSis only when the hostingis off-
premise, deployment is in a public

cloud and the management is externally organized.

The coloured words are outlined in the table below:

Concept Description

Hosting Refers to the provision of infrastructure and computing resources (like servers, storage, and network capabilities) on which software applications, websites, and
services run. Hosting can be performed:

- On-premise, when the resources are located physically within the organisation's facilities.
- Off-premise. when the resources are physically located at a provided facilities
Deployment The process of distributing and mstalling a software application or a service on a hosting platform. making it available for use. The deployment options are:

- Public cloud: Sharing of the same computing resources (hardware, storage. and network devices) with other organizations or cloud “tenants™ access to
services and management of an account goes through a web browser.

- Private cloud/on-premise: The computing resources are used exclusively by one business or organization. The resources can be physically located at your
organization’s on-site datacentre (the option is then on-premise or private cloud deplovment) or can be located at a third-party service provider (private
cloud deployment).

- Hybrid: A hybrid cloud is a type of deployment option that combines on-premises infrastructure—or a private cloud—with a public cloud.
Management Refers to the responsibility of technical support, patch management, svstem management, monitoring and updates. The management options are:

- Internal: The organization is responsible

- External: A provider is responsible

@ 2023 Deloitte The Netherlands
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Appendix JCase Study Results

Case Study Microsoft

Microsoft’s TIP offering is BizTalk and its iPaa$ is Azure Integration Services. Both are introduced below after which the Functional Capability

Comparison is described.
TIP: BizTalk

The BizTalk integration platform launched in 2000%. It uses a publish/subscribe architecture that uses adapters to receive and send messages, implements
business processes through orchestration, and includes management and tracking of these different parts. Figure 23 shows the interaction between the

components. These components are explained below.
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Figure 23: The main components of BizTalk'

13 https://news.microsoft.com/2000/12/12/signed-sealed-and-delivered-Biz Talk-server-2000-released-to-manufacturing-pricing-and-licensing-detailed/

14 https://learn.microsoft.com/en-us/biztalk/core/the-biztalk-server-messaging-engine
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Pipelines
Internally, the BizTalk Engine works only with XML messages. Therefore, if needed, a pipeline converts a message from a native format to XML or the other
way around in the case of a send pipeline. Furthermore, the receive pipeline adds properties to the messages which are used by the MessageBox to route
messages either to the correct orchestration or the send pipeline.

The two main components of BizTalk are shown in the middle of Figure 23: The MessageBox and the Orchestration Engine which work closely together.

Orchestration Engine®
BizTalk is able to define and execute business processes based on applications. This goal is realized with the Orchestration Engine which allows a developer
to define the logic of these processes through a graphical tool. This low-code solution is faster, easier to understand and easier to monitor. Creating the logic
relies on three primary tools. The BizTalk Editor, the BizTalk mapper and the Orchestration Designer. Firstly, the BizTalk Editor is used to define the
message schemas which define the structure and type of a message using the XML Schema Definition language (XSD). Secondly, the BizTalk Mapper is
used to define transformations (section 2.3), called a mapping, from one XML message to the other. The Mapper is a graphical tool which can create complex
mappings. However, if the boundaries of the low-code tool are reached, code can be used in the form of eXtensible Stylesheet Language (XSLT), a language
designed for transforming XML messages. Lastly, the Orchestration Designer is a graphical tool used to define the business logic. Figure 24 shows a flow
which uses so-called shapes like “receive”, “send”, “construct” and “transform”. A flow is called an orchestration and each orchestration has a subscription to
the MessageBox that indicates the kind of message it wishes to receive. That message functions as a trigger for the orchestration. Often, the last step in the
orchestration is to return the (transformed) message to the MessageBox which sends it to the send pipeline.

15 https://learn.microsoft.com/en-us/biztalk/core/defining-business-processes
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Figure 24: An example of an integration flow in the orchestration designer*®

MessageBox?
The MessageBox is the database which is implemented using the Microsoft structured query language server. It functions as the interacting middleman
between the receive pipeline, the Orchestrations Engine and the send pipeline. Throughout this process, it stores the different versions of the messages. Upon
receiving a message from the receive pipeline, it typically progresses to the Orchestration Engine. Nevertheless, the message can be directly routed to the send
pipeline, thereby relegating the BizTalk Server to the role of a messaging system. This routing is performed based on the properties of the message.

iIPaaS: Azure Integration Services (1S)

16 https://learn.microsoft.com/en-us/biztalk/core/defining-business-processes
17 https://learn.microsoft.com/en-us/biztalk/core/the-biztalk-server-messaging-engine
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The information in this section is summarized from the whitepaper provided by Microsoft on their Azure integration service [59]. Unlike the BizTalk engine,
Azure iPaaS is not a fixed package of functionalities. Instead, the concept covers a “set of cloud services for mission-critical enterprise integration”. The main
services are:

- APl management: The API management platform of Azure

- Logic Apps: Responsible for the orchestration, adapters and web services
- Service Bus: To enable messaging between applications

- Event Grid: For event-driven integrations

- Azure Functions: To write custom logic tasks

They work together but are sold individually to allow companies to only use the services they need for their integrations. Figure 25 shows an example of how
these services are combined in an integration scenario. The individual components of this scenario are explained below.

Web Azure Integration Services
Application
B
R et & S e
1) Customer submits 2) Message sent 3) Message arrival 4) Event triggers
order generates event logic app
= {&)
Bl oy
> 5o gic app Event Grid // I'ogfc Apps
retrieves o V_,,.«;;::?"‘T
(Hesage - 6) Logic app executes business process
,' e \ 4
CRM SAP
Connector Connector
Figure 25: Overview of an integration scenario using the Azure integration services[59]
Logic Apps
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Logic Apps are at the heart of Azure’s Integration Services as they provide a graphical tool that uses workflow technology to implement integration flows.
This process can be system-to-system or user-to-system and is designed using a visual tool shown in Figure 26. The service also contains more than 200
connectors providing straightforward ways to interact with specific external services like Office 365, SAP, Oracle, and Sharepoint.

When a file is added or modified to an FTP Server

E CSV to JSON Azure Function

E Convert to PDF

Create file in Azure Storage @

E Send email
E If marked urgent

E status is equal to v | | URGENT

Figure 26: An overview of a logic app [59]

The logic app can include APIs exposed through the API management platform, Azure functions to execute code for complex transformations and send and
receive messages from the Azure service bus. Furthermore, it can create mappings between messages using the data mapper. A logic app itself can be exposed
as an API to be invoked by other services (or logic apps).

APl Management

The Azure APl management platform provides the functionalities described in the APl Management Platform section. To briefly summarize, the platform
provides a layer to expose APIs from backend services such that other (internal and external) developers can consume these APIs securely and reliably to
build new applications/processes. Note that section 2.4 explains that an API platform can deliver synchronous communication.
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Service Bus
Where API calls are a synchronous style of communication, the Service Bus allows for asynchronous communication. Despite the name, it is not an actual
Enterprise Service Bus as it does not contain many of the features that should be included in an ESB. It should rather be viewed as a messaging system that
provides queues and topics which are both types of channels (sections 2.3). A queue can store messages until they are being requested by the consumer of the
gueue, this is described as a point-to-point channel in the book of Hophe and Woolf (2004) [37]. A topic is a publish/subscribe channel to which message
consumers can describe messages based on certain properties of that message.

Event grid

The event grid has a similar function as the topic in the Service Bus. An event can be created to which consumers can subscribe. If the event is triggered, the
consumers will receive whatever is stated in the event. However, the Service Bus is a heavier-weight messaging component whereas the event grid is simpler
and faster. The benefits of using the event grid compared to the Service Bus are the speed and the scalability of this service. The event grid delivers 99% of
the events in less than a second and it can support 10,000,000 events per second.

Azure functions

The components introduced till now are all low-code solutions. Some scenarios require custom logic through code scripts. Examples are complex mappings
and the inclusion of metadata. To enable this, Azure functions are used which allow developers to create scripts in a variety of languages. These scripts can be
executed through a variety of triggers including a time trigger, HTTP trigger or via the queues/topics in the Service Bus.

Functional Capability Comparison
APl management

Microsoft does not have a clear on-premise tool to handle APl management. Therefore, only the APl management capabilities of Azure IS are discussed.

Authentication and authorisation: Azure IS functions on an Internet basis and is developed according to the latest technologies. Therefore, a tool like Azure
API management originated. This tool has extensive possibilities for authentication and authorisation based on several well-established authentication
methods. With APl management, it is easy to create an external portal where business partners can register themselves and arrange their authentication.

Lifecycle management: The Azure IS APl management platform supports multiple versions of an APl and has tooling to transform and redirect incoming
traffic. This enables flexibility in the development of backend APIs

Orchestration and routing: Because APl management is a layer of indirection, traffic can be rerouted if systems are changed or replaced.

Azure API management platform allows developers to create and maintain APIs directly in the portal. Even though the participant personally thinks that API
development should be seen as normal software development, artefacts should be tested before being brought into production.

API documentation: Azure's APl management supports the documenting and publishing of the APIs.
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Analytics: Log analytics and applications insights support monitoring the activity of integrations throughout the platform (not only API management), this
way it is possible to follow the complete flow of integration and to produce extensive statistics on the use of these integrations.

Traffic management: Azure APl management provides features to control the traffic of specific APIs. For instance, the frequency with which a specific
business partner can use an API.

B2B integration:

Partner Management Interface: In BizTalk, partner management was included in the platform. Partner-specific configuration could be done for several
different communication protocols.

This can be done in APl management for general traffic configuration which is something not included in BizTalk. Furthermore, for specific communication,
Azure 1S has other services to support this. For instance, an integration account can be used to do partner management to support EDIFACT communication.

Trading partner agreement: It is not possible to make a general comparison between Azure and BizTalk. The partner agreement is tied to a context/protocol
given a certain context/protocol, a comparison is possible.

Certificate management: On-premise certificate management is organized on the operating system level so not necessarily included in BizTalk. In Azure IS,
most certificate management is done with APl management.

Messaging

Synchronous communication: Within BizTalk, all incoming messages are published in the MessageBox which is, in the end, a database. To support the
synchronous pattern, only one subscriber can pick up the message and call a backend service. The answer has to follow the same route the other way around.
So both request and response are persisted in the database and picked up by a different process. This has negative consequences for the latency and makes
BizTalk unsuitable for high-demand traffic.

Within Azure IS, synchronous communication can be configured with APl management and for complex scenarios logic apps can be used.

Asynchronous communication: For asynchronous communication, BizTalk makes use of the MessageBox which also ensures the persistence of messages.
All messages are decorated with properties inserted in a central database. Subscribers can, in theory, subscribe to all messages.

Azure 1S uses a ServiceBus with queues and topics which also ensures the persistence of messages. Messages are published on a queue or topic (see section
2.3). The main difference with BizTalk is that there is only one subscriber to traffic for a specific queue or topic. Again, this is not seen as a disadvantage.
Microsoft deliberately left the idea of a central MessageBox.

Transformation: In BizTalk, transformation is done with the BizTalk mapper. It supports XML-to-XML transformations and has a graphical tool to develop
the transformation (mapping). In real, the BizTalk mapper is an easy tool to create XSLT (a transformation language for XML). For complex scenarios, it is
possible to write XSLT directly or to create functionality in .NET
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In Azure IS, message transformations can be done with liquid templates. It is far less developer friendly compared to the BizTalk mapper but it supports both
JSON and XML format. Recently, Microsoft introduced the data mapper for logic apps. This tool also supports transformation for both JSON and XML but
this first version is still less powerful than the BizTalk mapper.

Because message transformation can be an important part of integration development, this comparison is an important difference to consider.

Orchestration: BizTalk has a BizTalk orchestration engine (integration flow designer tool) whereas Azure IS uses logic apps. Microsoft has invested heavily
in the development of logic apps. It is seen as the low-code development tool for Azure (integration flow designer tool). It can already be seen as far superior
to BizTalk orchestration.

Protocol bridging: No specific differences other than the differences described above.
File transfer
BizTalk, each file has to go through the MessageBox. For large files, this can be a problem. In Azure, file transfer can be implemented with a logic app.

Data management: In BizTalk, data management is done through SSIS, part of the structured query language server. In Azure, Azure Data Factory is a service
that can be used for data management.

Other capabilities

Prepackaged integration content: The current BizTalk version is based on the BizTalk version 2004. All these years, Microsoft and their partners have
created adapters to facilitate easy communication with the product.

Within Azure, the BizTalk adapters could not be used and the integration platform had to start from scratch. At this moment, most adapters and
communication protocols which were supported by BizTalk are also supported on Azure IS and because of the open platform, Azure also has adapters to
communicate with services which are not available for BizTalk.

Activity monitoring and logging: BizTalk has Business Activity Monitoring (BAM), this is a relatively complex solution and therefore often not used. For
activity monitoring and logging, most of the time, third-party software is used.

In Azure IS, monitoring and logging are done with application insights. This enables monitoring over a complete solution. This is an area still under
development within Azure 1S. Microsoft recently introduced Business Process Tracking (BPT). This service is expected to be extended in the coming years.

Message identification and validation: Within BizTalk message identification and validation is an important part of the architecture. Incoming messages are
identified and validated if needed. BizTalk uses a collection of schemas for this purpose.

Within Azure IS, there is no similar construction. The BizTalk MessageBox is a central point where all messages pass through. This central concept is not
used in Azure. Message identification is done in several places. For instance, when a logic app receives messages from SAP, the adapter supports the
identification of message types. Even though Azure lacks the central administration of message types, this does not pose a problem in practice. Microsoft
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purposely got rid of this central concept because it also had disadvantages. For instance, the central concept made it difficult for integrations not to influence
each other.

Encryption: Offered through both platforms. No significant difference is noted between Azure and Biztalk.

Case Study SAP

SAP’s TIP is SAP Process Orchestration (PO) and its iPaaS is SAP Business Technology Platform Integration Suite (BTPIS). Both are introduced below after
which the Functional Capability Comparison is described.

TIP: Process Orchestration (PO)

The information on SAP PO is summarized from their learning site [23] and documentation site [82]. PO is a package solution combining Business Process
Management, Business Rule Management and Process Integration into one solution. Figure 27 shows the main components of PO after which they are briefly
introduced.
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Figure 27: The main components of SAP Process Orchestration [82]

As shown in the figure, PO consists of two main components: The Business Process Management (BPM) capabilities and the SAP Advanced Adapter Engine
Extended. Furthermore, the figure distinguishes two phases: Design/configuration and Runtime. The components are explained per phase starting with
design/configuration.
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The BPM capability has the Process Composer that “allows an integration expert to model business processes and to execute and monitor the business
processes (BPM-based applications)”. At design time, the BPM Process Composer within BPM is used to model the BPM business processes.

The Enterprise Service Repository is used by integration experts to develop integration content including data types, service interfaces and mappings. This
content can be imported into the BPM process composer to make the content available within a BPM process. Furthermore, this content is also
operationalized in the Integration Directory for specific integration scenarios.

The Integration Directory is a central tool used to configure BPM processes and integration content to use them in a specific system landscape. It defines
communication channels (called integration flows) that specify the connectivity with internal and external systems. This tool also allows for routing,
transforming and mediating messages between different systems.

At runtime, the Advanced Adapter Engine is used as a runtime engine (message hub) to enable communication between business systems and SAP PO.
Therefore, all adapters that are part of the Advanced Adapter Engine can be used. It also involves monitoring and management of processes and integrations
via SAP PO's monitoring tools, which ensures monitoring of both integration flows and BPM processes.

The BPM Runtime allows that allows for the definition and management of business rules, which can be integrated into business processes to automate
activity. The “internal” communication between the Advanced Adapter Engine and the BPM runtime is based on the XI 3.0 protocol (using a SOAP
communication channel).

iPaaS: Business Technology Platform Integration Suite (BTPIS)

BTPIS is part of the larger SAP Business Technology Platform. The main components are Cloud Integration, APl Management, B2B Integration, Event Mesh
and the Business Hub. Figure 28 shows a graphical, simplified overview of how these components interact. Each component is explained below using the
SAP documentation information [81].

150



)0

Jeskto|

End User

-
Mobile

¢ :0O

SAP Fiori

SAP BTP

SAP Integration Suite

Non-SAP
application

'
y

API
Management

SAP API| Business Hub

5 eus
8} oo | (T8
.s’ Integration packs

i

] v

B2B
Integration

Cloud integration: This is a single end-to-end process integration solution for the execution of internal and external integration scenarios supporting all
relevant open standards as well as SAP proprietary connectivity technologies. It provides an integration flow editor which is a low-code, drag-and-drop
designer. As shown in Figure 28, it is the central point of communication for all the other components of BTPIS. The integration flow editor allows for the

@

B2B

G )

Cloud

Integration

@

Event Mesh
4

Integration

|

¥

SAP Customer Experience
SAP Concur [C]

SAP S/4HANA' Cloud
SAP Fieldglass \\,

SAP SuccessFactorso
SAP Ariba N\ _

Figure 28: The main components of the SAP Business Technology Platform Integration Suite [24]

orchestration of these different components and services [81].
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APl management: It “is a complete solution, that addresses all enterprise requirements for API security and governance. It allows users to publish, promote,

and oversee APIs in a secure and scalable environment” [81]. It covers all the APl management features described in section 2.4.4.

B2B integration: It eases the management of B2B relations and speeds up the onboarding process of new partners. It enables secure File Transfer protocols

and comprehensive partner management capabilities. Among these is a robust Trading Partner Agreement offering.

Event Mesh: a message and event broker supporting the event and messaging technologies for asynchronous and event-based scenarios. It can handle a high

volume of data in real time and often triggers events in flows designed in the Cloud integration components [81].
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The SAP Business Accelerator Hub: A huge number of pre-built integrations, APIs, connectors (for SAP and non-SAP systems), and pre-configured end-to-
end business processes are found in the vast SAP Business Accelerator Hub. This abundant resource pool offers ready-to-use components that are easily
customizable to match unique business requirements, hence greatly speeding up the implementation of integration projects [81].

Functional Capability Comparison

APl management
SAP PO does currently not have an on-premise APl management platform. Therefore, only the APl management capabilities of BTPIS are discussed here.

Authentication and authorisation: BTPIS’s API management platform offers extensive authentication and authorisation functionalities including the OAuth
2.0. Furthermore, it provides single sign-on capabilities allowing users to log into the different services of SAP with one single ID.

Lifecycle management: BTPIS provides extensive offerings to support the lifecycle management of APIs. These include designing API using tools, version
management enabling changes in APIs without affecting existing users, and API documentation through a portal that functions as a central hub for
developers to discover APIs.

Orchestration and routing: Since APl management acts as an intermediary layer, it enables the redirection of traffic should there be any changes or
replacements in the underlying systems.

Analytics: BTPIS gives users access to analytics and tools for tracking APl performance issues and usage.
Traffic management: BTPIS enables the enforcement of security policies and rate limiting to ensure that the APIs are used in line with policies.
B2B integration:

Partner Management Interface: SAP’s on-premise offerings have a B2B integration cockpit which is a central application allowing users to monitor its
B2B integrations. This is an advanced feature of PO that was successful. The integration cockpit also offers a feature to configure trading partner
agreements that can be accessed by organizations and their partners.

However, BTPIS has a better alternative than the integration cockpit. It has a specific B2B integration service called Integration Advisor. The tool itself is
easier to use than the B2B integration cockpit but both can be used to achieve the same outcome. In this tool, trading partners' agreements can be stored
and also accessed by organizations and their partners.

Certificate management: No specific differences between PO and BTPIS on certificate management. Both have a central repository where certificates are
managed and updated. The certificates are used for client authentication.

Messaging
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Synchronous communication: In PO, integration flows can be developed within the integration directory. Within an integration flow, you can define a
message interface, that connects to the different applications. There you can specify if the integration flow should allow synchronous communication.

In BTPIS, synchronous communication can be done through the API management platform. The API calls can be in REST or SOAP.

Asynchronous communication: PO works with the integration directory to create integration flows. Within a flow, it can send messages to a Java Messaging
Service Queue, the queuing mechanism of SAP PO. The queue enables asynchronous communication where the target application can retrieve the messages
from. The queueing mechanism also realizes persistence in PO.

BTPIS is organized based on an event-driven integration architecture. BTPIS has the event mesh which enables applications to communicate with each other
through asynchronous events. It allows target systems or integration flows (that are developed using SAP cloud integration) to subscribe to these events. An
event can be used to trigger actions without the need for the sender and the receiver to be directly connected in real-time. This does not exist in PO

Transformation: In PO there was a very limited way to do transformation. SAP provides standard graphical mapping functionalities and one could also
write JAVA scripts (user-defined functions) and import them in PO. Also, XSD mapping was available in PO, so in a way, it satisfied all the mapping
requirements that one would encounter in an enterprise. However, the tool was not flexible, especially when mappings became more complex. Then, the tool
was difficult to use.

That changed in BTPIS which brings a more powerful mapper. Developers can perform mapping on the incoming messages which is called content
modifying. It has a way more powerful mapping option on top of the PO offering that enables it to do JSON-XML and XML-JSON mappings which were not
available in PO.

Protocol bridging: No specific differences between PO and BTPIS were noticed.

Integration flow designer tool: SAP PO does not have a drag-and-drop integration flow designer. The Integration directory does not require the user to write
code but the interface uses tables in which developers can configure the integration flows using the integration components developed in the Enterprise
Services Repository. Orchestration of different services is done in this graphical layout.

BTPIS has cloud integration that uses drag-and-drop features to build the integrations. Orchestration is performed in this cloud integration tool. For complex
mapping, a script can be written but most use cases can be solved using the drag-and-drop features.

File transfer

Both PO and BTPIS have File Transfer Protocol (FTP) and Secure Shell File Transfer Protocol adapters. These are used to realize file transfer but no special
emphasis is placed by SAP on file transfer in their product offerings.

Data Management

153



PO does not have a specific data management feature. However, SAP has an on-premise offering with data management services called SAP BO Data
Services which can be used for both data synchronization and bulk data movement through for example Extract Transfer Load (ETL).

BTPIS has a specific data and analytics group of services including the Datasphere that can be used for data synchronization and bulk data movement.
Unfortunately, the expert had little experience with the data management offerings of SAP so little insights were given as to how these two products compare
to each other.

Other capabilities

Pre-packaged integration content: SAP provides a wide variety of pre-built adapters that are all listed on their website. These adapters are available to both
PO and BTPIS. These Adapters include File transfer adapters, EDI adapters and partner adapters. The latter are partners of SAP for which a pre-built adapter
is available to smoothen integration. All of this is supported by both PO and BTPIS. However, the repository of BTPIS is more frequently updated and some
new adapters are not made available in PO.

Activity monitoring and logging: in PO, all changes are logged. There is a central interface that shows which developer made changes in the activated
version. Monitoring-wise, one of the selling points of PO was the very good monitoring feature. Better than BTPIS currently offers out of the box.

All development is logged. For any integration that is triggered, it is also logged. SAP creates a record of all the changes that have been done that also shows
who made the actual change. This logbook can also be retracted from SAP. BTPIS does offer a complete monitoring service called SAP Cloud Application
Lifecycle Management to which users can connect their integrations. This service provides full monitoring of all the connected integrations.

Encryption: Offered through both platforms. No significant difference is noted between PO and BTPIS.

Message identification and validation: In PO, message identification and validation are performed within the mapping tool. This allows the message to be
validated against a predefined schemas

In BTPIS, message identification and validation occur mainly at two points. Firstly, in the APl management platform where messages can be inspected based
on required fields and JSON/XML schemas. Secondly, in the Cloud Integration service which is used to develop integration flows. During the mapping
activity, messages can be validated against specific schemas to ensure they conform to the message rules.

Appendix K Ex-Post Evaluation Hypotheses

This research argues that generally, the decision between TIP and iPaaS is an ‘iPaaS unless’ decision. This means that iPaa$S is generally favoured unless
some specific reason(s) exist to choose TIP. The following reasons are given for iPaaS’ superiority over TIP:
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Organizations are unburdened: An iPaaS vendor takes responsibility for the hardware, operating system and security software which unburdens
organizations from this responsibility resulting in the following advantages over TIP:

1.

W

Lower Setup Costs: Setting up an iPaaS is less costly than TIP because the organization does not have to acquire and configure the hardware, security
software and operating system.

Decreased Complexity iPaaS, being cloud-based, removes the necessity for organizations to buy, install, and upkeep physical hardware and
infrastructure. This simplifies resource management.

Vendor-managed updates: Automatic updates require minimal effort from organizations.

More possibilities: iPaaS has built-in features and options to realize scalability, availability and performance of integrations.

Potential Cost Savings: It is not accurate to say that iPaaS is always cheaper than TIP, as costs can vary based on specific integration needs. However,
organizations with fluctuating peak demands may find iPaaS more economical. Unlike TIP, where hardware must be scaled for peak loads, often sitting
underutilized during quieter periods, iPaaS allows for more flexible scaling, potentially lowering costs.

Vendors’ latest greatest: iPaaS is a vendor’s latest greatest providing:

1.
2.

Access to the latest features/functionalities: New features are always launched on the iPaaS. They are not necessarily launched on the TIP.
Comprehensive Toolkits: Similar or a more diverse toolkit than TIP including extensive APl management capabilities. This toolkit is also
developed with the lessons learned from the TIP platform of the vendor.

Expertise availability: As integration experts gravitate towards the latest technologies, iPaaS platforms benefit from a larger pool of skilled
professionals.

Alignment with Cloud Strategies: As organizations increasingly adopt cloud computing to fulfil their IT strategies, iPaaS emerges as a compatible cloud-
based integration solution

In a greenfield scenario (scenario 1), this research formulates five reasons for organizations to adopt a TIP over an iPaaS:

1.

Organizations’ on-premise IT vision and strategy: If an organization's strategy and plans are firmly rooted in on-premise solutions, without any
inclination towards cloud migration, TIP could align better with their needs.

Reduce the risk of vendor lock-in: With iPaaS, there's a heightened risk of vendor lock-in, as the vendor is responsible for a larger stack of the
platform's operations. Organizations wary of vendor lock-in might lean towards TIP for greater independence.

Specific security requirements: For organizations with highly specific security requirements, TIP allows for complete control over security settings.
This level of control is only achievable by large organizations that can implement superior security measures than those typically provided by iPaaS
vendors.

Regulation and compliance issues: Certain regulations and compliance standards, especially those that restrict data transmission over the Internet or
data storage in specific locations, can necessitate the use of TIP over iPaaS.
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5. Control over scalability and performance configurations: While iPaaS offers advanced features for integration scalability and performance, these are
often governed by vendor agreements. TIP offers organizations unrestricted control over these configurations, free from any third-party agreements.

When organizations already have an existing TIP platform (scenario 2). There are two more reasons added to the previous five that make organizations warry
of migrating to an iPaaS:

6. Resource extensive migration process:
a. Migrating involves a period in which both TIP and iPaaS have to run beside each other to facilitate undisrupted operations.
b. Migrating requires redevelopment of existing integrations on the iPaaS platform
c. Migrating requires new integration experts who can work with the iPaaS. TIP integration experts become less relevant, if not useless. Or they
should be trained to use the iPaaS.
7. The absence of a reason to migrate: As long as the TIP still functions as an integration platform. It can be difficult to make a business case to invest
time and resources into the migration to iPaaS. Often, the reason to reassess the integration platform is when a big application migrates to the cloud. If
such a big project remains absent, the urge to migrate is likely to remain absent as well.

The last scenario (scenario 3) refers to organizations that have an iPaaS and consider switching to TIP. This is the least likely scenario given the added

benefits of iPaaS and the costly migration process back from iPaaS to TIP. However, there are three reasons why an organization would move back from
iPaaS to TIP:

1. Application infrastructure remains on-premise: The integration platform was the first to migrate to the cloud with the expectation that other
applications would follow. This did not happen and now the on-premise infrastructure is integrated with a cloud solution.

2. Early adapter of the cloud: An organization adapted an iPaaS in its early stage. Some vendors made big adjustments to their first version of iPaaS
indicating that this first version was not a high-quality product. (this is a somewhat past statement since most vendors have a relatively mature
product)

3. False promise: iPaaS is actively praised by vendors for its low-code solution that should allow citizen integrators to develop integration. In practice,
this is not so straightforward. If organizations migrated from TIP to iPaaS with the idea of developing integration with citizen integrators, they might
want to switch back to TIP because they had built up expertise there.
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