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Abstract

We propose algorithms for generating test vectors in power-based side-channel Test Vec-
tor Leakage Assessment (TVLA) of the Number Theoretic Transform (NTT) algorithm
in CRYSTALS-Dilithium, a post-quantum signature algorithm selected by NIST for stan-
dardization. In particular, we focus on two implementations: plain NTT and GKS2INTT.
Our algorithms encompass all three power models: Hamming Weight (HW), Hamming Dis-
tance (HD), and Identity (ID). We validate our test vectors on a Pifiata board with ARM
Cortex-M4F core. We are able to detect various leakages from the Pifiata board with
t-values ranging from 6:57 to 317496. In addition, we characterize leakages from NTT
butter ies with correlation analysis, and conclude that most of the leakages come from
memory operations. We therefore close the gap for a lack of practical leakage assessment
for Dilithium NTT.

We also investigate how much such leakages can be utilized for launching a template
attack against the Dilithium secret key s;. Our result shows a68:45% reduction of entropy
in the best case scenario fos;, even with a single-trace attack.

Keywords:  post-quantum cryptography, side-channel analysis, leakage assessment, num-
ber theoretic transform, embedded systems security
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List of Notations

Z:Q;R;C the set of integers, rational numbers, real numbers, complex numbers

[a; bl the set of integersfx 2 Zja x bg
q the prime modulus of Dilithium, set at q= 8380417

Zq the ring of integers modulogq, also a nite eld since qis prime
S1 the s; secret key of Dilithium

a 512th root of unity in the eld Zg, setat =1753
; inputs of an NTT buttery
coe cient multiplied to in a butter y, aka twiddle constant

P probability measure
L:B a lattice and basis of a lattice
F:F 1 Fourier transform and inverse Fourier transform onR
DFT :DFT ! discrete Fourier transform and inverse discrete Fourier transform
f g convolution of functions f and g
T t-value as result of Welch's t-test
Gen key generation algorithm for Dilithium
Sign signing algorithm for Dilithium

NTT;NTT ! number theoretic transformation and inverse number theoretic transform for Dilithium
So;S1;:::; S input and 8 stages of plain NTT
HW Hamming weight of a number
HD Hamming distance of a number
XOR operation



Chapter 1

Introduction

Side-channel analysis exploits information leakage from a cryptographic system, usually
implemented on a physical device [25]. While cryptanalysis attacks a cipher by inspecting
the algorithm itself, side-channel analysis utilizes auxiliary information such as power
consumption, electromagnetic emanations, timing, and acoustic data during the execution
of the algorithm [38]. Leakage assessment determines if a speci ¢ implementation of a
cipher is prone to side-channel analysis [44]. In other words, leakage assessment detects
the cases when the device is leaking sensitive cryptographic information.

Classical cryptographic hard problems such as factorization and discrete logarithm are
vulnerable to quantum computers because of the Shor's algorithm. Post-Quantum
Cryptography (PQC) aims to provide security when quantum computers become a threat
to classical cryptographic algorithms [7]. PQC is an umbrella term for many ciphers
based on di erent types of cryptographic primitives, with lattice-based cryptography one
of the most popular one currently. During execution, lattice-based ciphers are required to
perform a high volume of polynomial multiplication, potentially being computationally
expensive if implemented naively. Number Theoretic Transform (NTT) is an algorithm

for fast computation of polynomial multiplication. Most lattice-based ciphers include

NTT as a crucial component for e ciency [43].

Several side-channel attacks have been proposed to target the NTT [36][35][11]. However,
no prior research has been done on practically assessing the leakage of NTT. Our research
will Il this gap and investigate how far the Test Vector Leakage Assessment (TVLA)
methodology could be used in leakage assessment for NTT. TVLA is usually the rst step
assessing a novel cryptographic device, by comparing the power consumption of many
carefully crafted inputs (test vectors) fed into the device. Our work will focus two
variations of NTT implementation, propose test vector generation algorithms for both
variations, and assess the e ectiveness of test vectors on real-world devices. Our main
contributions are the algorithms proposed in Chapter 3, 4, and 5, and the experiment
done in Chapter 4, 5, and 6. Intuitively, our algorithms generate randomized

intermediate states and utilize the bijectivity of plain NTT to nd the test vectors. After
conducting experiment on the Pifiata board, which is known to be leaky, we are able to
con rm its leakages with our test vectors. With a threshold of jTj > 4:5, our TVLA
t-values ranging fromjTj = 6:57to jTj = 3174:96, depending on which part of the NTT is
tested against. Correlation analysis shows that most of the leakages come from memory
operations. Template attack built on such leakages show on averagelal5%to 68:45%
reduction of entropy for s;.

An outline of our work is given here

Chapter 2 contains background information about side-channel analysis, post-quantum



cryptography, number theoretic transform, and a summary of prior research done
on these topics.

Chapter 3 contains a purely theoretical treatment of the textbook version of NTT,
namely plain NTT. Plain NTT is not implemented in real-world devices, but serves
as a foundation for our further discussion of real-world implementations.

Chapter 4 investigates the leakage of a popular implementation of NTT on ARM
Cortex-M4 microcontrollers, namely GKS2INTT. We will identify the di erences
betweenGKS2INTT and the plain NTT discussed in Chapter 3. Algorithms
proposed in Chapter 3 are then adapted for this particular implementation. We
then conduct real-world experiment, showing per-stage leakages of the Pifiata
board.

Chapter 5 goes one step further from the experiment results of Chapter 4 by generating
test vectors not for a whole stage of NTT, but for a few NTT butter ies. We then
conduct experiment for these test vectors, showing per-butter y leakages of the
Pifiata board. Test vectors in this chapter can be combined with the test vectors in
Chapter 4, to reveal a more delicate and comprehensive leakage pro le of a certain
device. Correlation analysis is then performed to match the leakages with processor
instructions and power models.

Chapter 6 investigates how much of the leakages identi ed in Chapter 4 and 5 can be
used to launch a template attack.

Riscure is a leading security lab specialized in side-channel analysis and fault injection.
Riscure designs Inspector, a commercial-grade current probe for power-based side-channel
analysis. Pifiata board is a tutorial board with ARM Cortex-M4F processor, produced by
Riscure for side-channel analysis training. All of our research is conducted at Riscure
during the author's stay as a thesis-based intern. We utilize Riscure devices (current
probe, Pifiata, etc.) and Riscure software (Inspector SCA) for hardware testing.



Chapter 2

Background

2.1 Side-Channel Analysis

Most information of side-channel analysis, especially power-based side-channel analysis, is
from The Blue Book [25].

A cryptographic device is a physical hardware with some cryptographic functionality
implemented in it and usually stores a cryptographic key. Typical cryptographic devices
include USB keys, smart cards, hardware security modules, and various
Field-Programmable Gate Array (FPGA) and Application-Speci ¢ Integrated Circuit
(ASIC) implementations of cryptographic protocols. Cryptographic devices are built with
logic cells, where logic cells are the smallest logic building blocks of a circuit.

One goal of attacking a cryptographic device is to retrieve the key stored in the device.
Attacks can be classi ed in two di erent ways: as passive or active, and as invasive,
semi-invasive, or non-invasive. Passive attacks are performed when the cryptographic
device is operated as normal, within its speci cation. Active attacks are performed when
the device is forced to behave abnormally by manipulating the device itself, the input of
the device, or the environment. Invasive attack sets no limits to what can be done to the
device. In invasive attack, we start with depackaging and then access di erent electronic
components using a probing station. In semi-invasive attack, the device is depackaged,
but no direct electrical contact to a chip is ever made. In non-invasive attack, the device
is attacked as is, without leaving evidence for attacking.

The two ways of classi cation thus lead to six types of actual attacks. In invasive passive
attacks, there is a probing station connected to the electronic components directly, but
the probing station is only used to observe signals. For example, we can probe the signals
red on a bus. In invasive active attacks, signals or even physical components in the
device are manually changed. In semi-invasive passive attacks, the attacker reads the
content of memory cells without probing the circuit. Semi-invasive active attacks are
essentially fault injection with depackaging, using X-rays, electromagnetic elds, lasers,
etc. for example. Non-invasive passive attacks are also known as side-channel analysis,
including timing-based, power-based, acoustic-basedtc. Non-invasive active attacks are
fault injection without depackaging, for example, changing temperature of the
environment, or injecting clock or power glitches.

Non-invasive attack is relatively easy and stealthy to setup because no depackaging or
physical modi cation is required. Passive attack is relatively cheap to launch compared
to invasive attacks because current probe is generally cheaper than probing station or
fault injection tools. Thus the combination of the two requires the attacker to attack a
device with the least amount of e orts and maximum stealthiness. Therefore we will



focus on non-invasive passive attack, and speci cally power-based side-channel analysis.

2.1.1 Power-Based Side-Channel Analysis

As described above, power-based side-channel analysis is a non-invasive passive attack. It
utilizes the information leaked from power consumption to infer knowledge about the
cryptographic device that is otherwise unavailable. Power-based side-channel analysis
contains

Simple Power Analysis (SPA) Interpreting power consumption directly to infer the
key.
Di erential Power Analysis (DPA) Statistically analyzing large amount of power

consumption to infer the key.

Test Vector Leakage Assessment (TVLA) Instead of inferring the key, assess if the
device leaks any side-channel information.

Recall that cryptographic devices are built from logic cells, we may analyze its power
consumption in terms of these cells. Within a device, power consumption can be
classi ed into two parts: static and dynamic. Usually static power consumption is
negligible compared to dynamic power consumption.

~ Static: power consumption when there is no switching activity in a cell.

~ Dynamic: power consumption when an internal or output signal switches. Usually,
power consumption from internal signal switch is negligible compared to output
signal switch. Moreover, consumption is data-dependent: for one bit, switching for
0! Oand1l! 1 are very low, essentially consuming only static power.
Consumption forO! 1and 1! 0 are much larger.

During actual practice, we usually only care about the power consumption caused by
ipping of the output signals because it is usually the dominant factor.

A power model is a mathematical abstraction of a device's power consumption. Based on
the above discussion about power consumption, we introduce three power models. The
Hamming Distance (HD) model conjectures that the power consumption is correlated to
the Hamming distance of a register (or memory location) before and after computing a
certain intermediate value. For example, for a32-bit register that changed from
Oxdeadbeef to Oxfeedf00d , the Hamming distance between the two states is precisely
how many bits are ipped. In this case, the Hamming distance is10. Hamming distance
model is likely to perform better with hardware implementation of a cryptographic
algorithm.

Another power model is the Hamming Weight (HW) model, which conjectures that

power consumption is correlated to the Hamming weight of an intermediate value. For
example, if a32-bit register that changed from Oxdeadbeef to Oxfeedf00d , the Hamming
weight model would predict a power consumption change that is proportional t24! 20.
The Hamming weight model is cruder than the Hamming distance model, but is a good
choice when we do not have white-box knowledge of a speci ¢ hardware implementation.
Hamming weight model is likely to perform better with software implementation of a
cryptographic algorithm.

Apart from HD and HW models, there is another popular model: the Identity (ID)

model. The ID model essentially says, only the same intermediate value can produce the



same power consumption. In other words, each unique intermediate value corresponds to
a unique power consumption. For example, two intermediate value®xdeadbeeeand
Oxdeadbeef, although very similar in terms of HW and HD, still produce di erent power
traces under ID model. Identity model is likely to happen with both hardware and
software implementations, and shows a serious lack of side-channel protection in the
implementations.

Various equipment is required for measuring power consumption

~

Cryptographic device: the Device Under Test (DUT). It usually has an interface to
connect to a PC for receiving commands of execution of cryptographic algorithms.

Clock generator: some cryptographic devices need to be supplied with an external
clock signal. For example, smart cards are supplied with a clock signal of up to
4AMHz.

Power supply: cryptographic devices also need external power supply. For example,
power supply for smart cards are provided by the reader. Ideally, the power supply
should provide highly stable voltage for measurement quality.

Circuit probe or Electromagnetic (EM) probe: the actual probe for measuring
power consumption. They generate voltage signals that are proportional to power
consumption. Circuit probe is placed between power supply and the DUT, while
EM probe can measure consumption indirectly to the DUT.

Digital sampling oscilloscope: for recording the voltage signals provided by the
circuit or EM probe. Modern setup uses digital sampling oscilloscope controlled by
a PC.

PC: controls the whole setup and stores data collected through the measurement.
Data can be later analyzed either on the same PC controlling data collection, or on
another PC specialized in data processing.

Collected power consumption data are called power traces, or simply traces. Power traces
are then collected with the following steps

1. Supply the cryptographic device with power and clock signal; so the device is
operational and ready to interact.

PC con gures and starts the oscilloscope.
PC sends commands to cryptographic device that starts execution of an algorithm.

Power consumption measured by circuit probe or EM probe.

a > w N

PC receives the result of execution from cryptographic device, and power traces
from oscilloscope.

2.1.2 Simple Power Analysis

Simple Power Analysis (SPA) reveals the key stored in DUT by directly interpreting
power traces. The assumption for a successful SPA attack is that the key has a

signi cant impact on power consumption. SPA usually only requires a few traces. When
the attack uses only one trace, it is called a single-trace or one-shot SPA. Attack using a
few traces is called a multiple-trace or multiple-shot SPA. In multiple-trace SPA, either
we have the traces of encrypting the same plaintext for multiple times, or we have the
traces of encrypting di erent plaintexts.



Visual Inspection

Visual inspection of power traces is usually the rst step of SPA. Visual inspection often
helps identify the locations on power traces that correspond to stages of cryptographic
algorithms. In extreme cases, the power traces can reveal the secret key directly. For
example, as in Figure 2.1 if the exponential step in RSA is implemented using naive
double-and-add algorithm, then the steps when add is performed would cost more
power [38]. This potentially leaks the secret exponent by leaking one bit at a time on the
power traces.

Figure 2.1. Power trace during RSA double-and-add from [38].

It is also possible to visually identify the ten rounds in an encryption of AES-128 on
power traces [38] as in Figure 2.2.

Figure 2.2: Power trace during ten rounds of AES-128 encryption from [38].

Template Attack

While visual inspection most likely only gives an impression about how the power traces
look like, template attack will actually reveal the key.



In template attack, two devices are usually involved. Device A (real device) contains
the key that the attacker is trying to obtain. Device B (copy device) has the exactly
same con guration as Device A, without containing Device A's key. The attacker has full
access to Device B, but only limited access to Device A. In particular, we assume the
attacker can only obtain one or only a few power traces from Device A, without knowing
the input or key for Device A. We assume the attacker can choose arbitrary inputs or
keys and can freely obtain power traces from Device B. The attacker's task is to retrieve
the key stored in Device A.

In a real-life scenario, consider the case where Device A is a malicious credit card reader,
placed secretly by the attacker on a public vending machine. The attacker can record
power traces from the malicious card reader, but can only obtain one trace from a certain
customer (assuming the customer's card is only swiped once). Assume the attacker has
no direct access to the customer's card. To launch a template attack and obtain the keys
stored in customers' cards, the attacker uses another card reader, Device B, that is
exactly the same as the malicious card reader. With one customer's trace obtained from
Device A, and a lot of traces collected from Device B, a successful template attack would
reveal the customer's key in the card.

Template attack has two phases: template building when the attacker collects traces from
Device B, and template matching when the attacker makes inference with a few traces
collected from Device A. Denote the key on the device A akq, and the trace collected
would be encrypting plaintext d with ke. Note that both kg and d are unknown to the
attacker. While at the same time, the attacker can perform encryption of any pair(d;; kj)
on device B and collect the traces when performing any encryption on the device B. Then
the attacker needs to decide what the template is built upon. For example, the template
may be built on the input (d;; kj), but most likely the template is built on some
intermediate valuesf (d; kj). Then, for each unique value the template is built upon, the
attacker runs N experiments repetitively, collectsN traces, and nd N;p power
consumption samples at di erent interesting moments, also called Points Of Interest
(POI). The attacker nally builds (estimates) an N;p -dimensional multivariate Gaussian
distribution for each unique value the template is built upon.

The POI are usually selected with statistical methods, such as signal-to-noise ratio
(SNR), sum of squared pairwise t-di erences (SOST), and sum of squared pairwise

di erences of the average (SOSD) [15]. Usually, we rst set manually how many POI we
are going to use in our templates. Then, we compute for each time point

the SNR, computed with dividing the variance of exploitable power consumption by
the variance of noisy power consumption.

the SOST, computed with rst performing all pairwise t-tests and then the squared
sum of pairwise t-values.

the SOSD, similar to SOST, but computed with pairwise di erences of the mean
instead of t-values.

Finally we pick the top N p time points of SNR/SOST/SOSD results as our POI.

For a concrete example, the attacker decides to build a template on the rst S-box of
AES. S-boxes of AES have an 8-bit output, thus a total of2® = 256 outputs. For each
output, the attacker builds an N,p -dimensional multivariate Gaussian distribution. For
example, the attacker is looking at the output 0b10000000 Then the attacker tries to
identify the (d;;k;) such that the rst S-box produces this output. With the desired
(di; kj), the attacker performs N encryption experiments repetitively, and collectN



traces. After determining the POI, each trace obtained by the attacker containsN;p
points. Using the Njp N matrix of data, the attacker constructs an Np -dimensional
multivariate Gaussian distribution by estimating the parameters (; ) . The attacker
repeats the above process for every output frordb00000000to 0b11111111 In the end,
the attacker nishes the template building phase after gathering256 multivariate
Gaussian distributions and starts the template matching phase. Denote the trace
collected from device A agst. The attacker is then able to compute

e 2t DTt )

P(tiN (; ) related to f (di;kj)) = P 2 )Nwe det

(2.1)

for each intermediate value, fromOb00000000to 0b11111111 Following
maximum-likelihood principle, the attacker infers that the highest probability
corresponds to the actual S-box output in device A.

Note that what the template is built upon highly depends on what the device leaks. If
the device leaks all output of the rst S-box with ID model, the attacker should build the
template as in the last concrete example. However, a lot of devices leak the Hamming
weight of the output of the S-boxes. In this case, the attacker only needs to buil®
templates, with each template representing the case of having output Hamming weight
from O to 8.

Collision Attack

We say a collision occurs if there are di erentd; 6 d; such that for some intermediate
value, f (di;kj) = f (d;;kj). We observe that a collision cannot occur for all key values,
but only a subset of keys. Thus collision helps us to reduce the search space for keys.
To determine a collision in practice, rst decide the part in power trace where the
intermediate value is processed. Then we determine if two power traces are the same or
not. In terms of templates:

" We can build the templates for the part of trace where the intermediate value
collides.

~ Alternatively, if we are certain where the collision will happen, we can simply
compare the two traces.

Collision attack, however, is irrelevant to attack for plain NTT because plain NTT is
fully deterministic, with each step equivalent to a bijective linear transformation. The
kernels are thus all trivial and no collision is ever possible in plain NTT.

2.1.3 Dierential Power Analysis

In Di erential Power Analysis (DPA), we control the actual device instead of just a copy.
The key ke of the DUT is unknown and we collect a lot of traces to reveal the key using
statistical methods. Suppose we want to attack the rst S-box of AES. We are again
given some input(d;; kj) and an intermediate valuef (d;; kj). In particular, there are D

the device, for each datad;, we can collect one trace withN|p points. Stacking all the
collected traces together, we obtain & N;p matrix T such that each row corresponds
to a unique data input d;, and each column is the consumption at speci c time. Then
compute oine a D K matrix of intermediate values V, such that V;; = f (di; k;).

Then we pick a power model based on what the device leaks. With the power model,

10



each entry ofV is applied to a function h that converts the actual intermediate value into
its corresponding power consumption. The result power consumption model is K
matrix H such that Hi; = h(V;;j ). In the end we construct aN,p K matrix R such
that R;; is the correlation of i-th column of H and j -th column of T. R basically nds:
which intermediate value (and thus which key) could align with actual consumption at
some points in time. Following maximume-likelihood principle, the largest entry of R, say
Rek.ct, has its row index corresponds to the actual keyck.

2.1.4 Test Vector Leakage Assessment

The aim of Test Vector Leakage Assessment (TVLA) is di erent from SPA or DPA.
Instead of retrieving the key, TVLA assesses if the DUT is leaking any information [3].
Recall that in SPA and DPA, the choice of power model depends highly on what the
DUT leaks. Device manufacturers may deploy countermeasures, namely hiding and
masking, that potentially mitigate some leaks. TVLA can then assess the e ectiveness of
these countermeasures. For example, after proposing a new masking procedure for
polynomial inversion, TVLA is performed to evaluate if the masking is e ective against
side-channel analysis [23]. Hardware implementation of masking in S-boxes of SKINNY
block cipher is also tested and validated with TVLA [22]. Although assessments from
TVLA are usually not comprehensive (not feasible to test all inputs and keys for an
algorithm), TVLA serves as the rst step to approach hardware devices or cipher
implementations that we have no prior knowledge about them.

Essentially, TVLA compares two distributions of power traces. Each distribution can be
one of the following three types: xed, random, semi- xed. A xed distribution contains
power traces obtained from executing a xed input to the cryptographic algorithm.
Similarly a random distribution contains power traces when executing random inputs. A
semi- xed distribution contains power traces of semi- xed inputs. Only a speci c part of
semi- xed inputs is xed across all traces, and the rest part being random.

For example, suppose we want to test if a device is leaking the Hamming weight of the
rst S-box of AES with xed-vs-random TVLA. We prepare one set of plaintexts such
that the Hamming weight of the rst S-box is low; these plaintexts are called xed test
vectors and they are said to be biased (because we picked them to have low Hamming
weights in the rst S-box). Another set of plaintexts are chosen randomly, and they are
called random test vectors, also said to be unbiased . After collecting traces from
xed-vs-random test vectors, we use Welch's t-test to compare if the two distributions are
equal. If they are equal, it means our device is not leaking the Hamming weight of the
rst S-box because there is no di erence in power traces between encryption of biased
and unbiased data. The search for test vectors then becomes the main task for
developing TVLA. The device may leak di erent things and we need test vectors for
almost all of these situations.

2.2 Post-Quantum Cryptography

Post-quantum cryptography (PQC) aims to provide security when quantum computers
become a threat to classical cryptographic algorithms. NIST has standardized some PQC
algorithms after a multi-round competition. The winner for key encapsulation mechanism
(KEM) is CRYSTALS-Kyber [9], and the winners for signature are

CRYSTALS-Dilithium [12], FALCON [13], and SPHINCS+ [6]. In particular,
CRYSTALS-Kyber, CRYSTALS-Dilithium and FALCON are lattice-based protocols. In

11



our research, we primarily focus on the CRYSTALS-Dilithium (or simply, Dilithium), and
retain the possibility of generalizing our methods to other lattice-based protocols.

2.2.1 Quantum Computers

Quantum computers are computers utilizing quantum mechanical e ects [32]. Analogous
to a classical computer using traditional binary bits taking values of0 and 1, quantum
computers use quantum bits, or qubits, taking values as linear combinations of basis

jOi = (1) 2 . Such structure exploits the power of linear algebra enabled
by quantum e ects, and allows quantum computers to perform Quantum Fourier
Transform (QFT), an analogy to classical Fast Fourier Transform (FFT), in polynomial
time. Enabled by QFT, Shor's algorithm [45] could solve a class of problems, namely the
hidden subgroup problems for abelian groups, in polynomial time. Hidden subgroup
problems for abelian groups contain a wide range of classical hard problems, including
integer factorization and discrete logarithm [24]. As a result, we need hard problems that
are not examples of the hidden subgroup problems for abelian groups, when quantum
computers are strong enough to break classical public-key cryptography. To evaluate the
hardness of these problems, we distinguish classical hardness based on classical security
models such as random oracle model, and quantum hardness based on quantum security
models such as quantum random oracle model.

and jli =

2.2.2 Lattices

Most content in this and the next session is based on [34]. There are many lattice
problems and we will only describe a few of them. A lattice is a fre@-module embedded
in R". Concretely

De nition 2.2.1  (Lattice). Given B = fby;:::;bg a set of linearly independent vectors
in R". A lattice L is the Z-linear combination of these vectors

& )
L = ab 27
i=1

In particular, k is called rank of a lattice. Whenk = n, the lattice is called a full lattice;
we usually only consider full lattices. The setB is called a basis of a lattice. Notice that
for the same lattice, there are many di erent choice of bases. In fact, the choice of basis
plays a key role in lattice-based cryptography. We say a basis is good if there are only
short vectors in the basis and the vectors are close to orthogonal. A basis is bad
otherwise. Transforming a bad basis into a good one is called lattice reduction. While
lattice reduction is trivial for lattices of rank k = 2, reduction is believed to be hard for
lattices of higher ranks. The idea of lattice-based public-key cryptography is to make the
bad basis a public key, and the good basis a private key.

There exists a variety of lattice problems that are easy to solve with a good basis, and
hard to solve with a bad basis. One example being the Decisional Approximate SVP
Problem, denoted asGapSVR

2.2.3 Lattice-Based Cryptography

Lattice-based cryptography is built upon problems that are proved or believed to be (at
least) as hard as the lattice problems introduced in the previous section. We brie y
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introduce the hard problems that Dilithium is based upon, focusing more on the rough
idea , with simpli cations omitting technical details like security parameters and

hardness assumptions. The rigorous reader should consult references such as [34] for a
rigorous description.

De nition 2.2.2  (Short Integer Solution). The Short Integer Solution SIS problem is
formulated as following: given positive integers; q > 0, and a matrix A 2 Zg M whose
entries are uniformly sampled fromZq, nd z 2 Zg' such thatkzk is less than some
positive threshold, andAz =0 2 Za“, for some normk K.

Ajtai rst proved that SISis at least as hard asGapSVPin [2]. Stronger results are
obtained subsequently [28][29].

De nition 2.2.3  (Learning With Errors) . Given positive integersn;q > 0. Let s 2 Zg be
an unknown vector. De ne a distribution As. as: samplea 2 Zg uniformly, and sample
e 2 Zq4 according to distribution . is usually taken as a discrete Gaussian distribution.
Then sampling fromAs; gives an element oZg  Zq, specically (a;ha;si + €).

Then the Search version of the Learning with ErrorsSearchLWEis de ned as: givenm
samples fromAs. , determine s.

The Decision version of the Learning with Errors DecisionLWEis de ned as: givenm
samples from the sefzg Zq, decide if they are drawn from a xedAs; , or drawn
uniformly randomly from Zg  Z,.

Blum et al. proved that the Search and Decision versions of Learning With Errors are
equivalent [8], and Regev proved that they are at least as hard a&apSVP[40].

2.2.4 Dilithium

Dilithium is a digital signature scheme, based on three hard problems: Module Learning
With Errors MLWE, Module Short Integer Solution MSIS, and SelfTargetMSIS[12]. In
particular, MSIS and MLWE are the special version oSISand LWE, where the ring Zq is
replaced by some polynomial ring. Although there is no proof thatMSIS and MLWE are
as hard asSISand LWE respectively, it is widely believed that the attacker cannot gain
advantages utilizing the additional module structure. The problem SelfTargetMSISis
proved to be as hard asvISIS classically, with recent proof showing reduction from
MLWE in quantum random oracle model [19]. Dilithium is generally believed to be
secure; it is not only selected by NIST as a standard post-quantum signature algorithm,
but also recommended as the primary algorithm among other two winners (Falcon and
SPHINCS+).

Dilithium comes with 3 levels of security: Level 2, Level 3, and Level 5, each with its own
set of security parameters. In particular, we focus on the Level 3 version, because
according to a very conservative analysis, (Level 3 Dilithium) achieves more than 128
bits of security against all known classical and quantum attacks claimed and
recommended by the authors of Dilithium.

Throughout our whole thesis, g always denotes the prime numbeiq = 8380417, and
Dilithium works in the ring Zq[x]=(x?°® + 1). From an attacker's point of view, the most
valuable information of Dilithium is the secret key vector s;, containing 5 polynomials
from the aforementioned ring. Each polynomial ofs; has coe cients of range[ 4;4].
Each time the algorithms signs a new message, it pre-comput®$TT (s1). S1 IS
subsequently used in computing the signaturez (subject to rejection) with z := y + csy,
wherey is a nonce, andc is a challenge. The challenge is a polynomial in the

13



aforementioned ring with =49 nonzero coe cients, and an entropy of 225 bits. Note
that the nonce y has the same dimension as;, and c is just one polynomial. The
multiplication cs; is a scalar multiplication in a module, and the multiplication is
performed elementwise in the NTT domain (we will discuss this in the next section).
We are interested in the Sign algorithm because of the following reason. Usually, when
attacking a real-life device, we have no access to key generation, because the key is
already generated and stored in the device. The cryptographic device is usually designed
to perform signatures. An attacker usually could only collect side-channel traces during
the signing process of the device. Each time signing a new message, the secret $gis
transformed into the NTT domain. Therefore attacking NTT could potentially reveal s;
directly.

2.3 Number Theoretic Transform

Polynomial multiplication is ubiquitous in lattice-based cryptography. Notice that in

MSIS and MLWE, evaluating expressions such a8z and ha;si all require polynomial
multiplication. If implemented naively, polynomial multiplication can be time-consuming.
Given two polynomials of degreen, a naive schoolbook multiplication has complexity
O(n?). Number Theoretic Transform (NTT) is a fast implementation of polynomial
multiplication. NTT reduces the complexity from O(n?) to O(nlogn). The following

text regarding the continuous and discrete Fourier transform is mainly based on [47]. The
content and gures regarding NTT are from [43].

2.3.1 Fourier Transform

De nition 2.3.1  (Fourier Transform). Supposef (x) is a su ciently nice function
de ned on R. Its Fourier transform F (f) is de ned as
Z,
[FEN()=f()= f(x)e 2™ dx: (2.2)
1

De nition 2.3.2  (Inverse Fourier Transform). The inverse Fourier transform F 1 on
1 ) is de ned as
z

1 .
[F 1) = f(x)= ()™ d: (2.3)
1
We usually say a functionf (x) is living in the time domain, and its Fourier transform
f\( ) is living in the frequency domain.
De nition 2.3.3  (Convolution). Given two su ciently nice functions f (x) and g(x), the
convolution of them is de ned as
Z,

(f o) = . f(o(x t)dt (2.4)
Fourier transform has a nice property about convolution, namely the convolution theorem
Theorem 2.3.4 (Convolution Theorem).

f g=F *(F(f) F(9): (2.5)

The theorem basically tells that convolution in time domain is multiplication in
frequency domain.
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2.3.2 Discrete Fourier Transform

Fourier transform deals with functions de ned on R. However, in computer science,
numbers are represented and stored discretely. Instead of working with functions de ned
on R, we need to deal with sequences i data points. Sequences can be considered as a
function de ned on a nite set [0O;N 1] In this case, we will have a discrete
transformation, namely the Discrete Fourier Transform (DFT).

De nition 2.3.5  (Discrete Fourier Transform). Given sequencd Xg;:: ;XN 10, its
Discrete Fourier Transform (DFT) is DFT (fXg;:::;Xn 10) = fXo;:::; XN 10 such that
X 1 e
Xk = xpe 21w (2.6)
n=0

Similarly for the inverse transformation

1 X1

N n=0

X = AR LE 2.7)

There is also a discrete version of convolution

De nition 2.3.7  (Discrete Linear Convolution). The discrete linear convolution of two
sequences xngh_' and fyngh_,' is de ned as

1
Xn Yn = XmYn m: (2.8)

m=0

Then the convolution theorem also holds for discrete linear convolution, namely
Xn Yn=DFT (Xn Yn) (2.9)

wheref X,g= DFT (fx,0) andfY,g= DFT (fyn0).

2.3.3 Fast Fourier Transform

Fast Fourier Transform (FFT) is a fast implementation of the DFT algorithm [10]. If we

transformation on N -dimensional vector space. The matrix representation of such linear
transformation is called the DFT matrix. The naive matrix-vector multiplication has a
complexity of O(n?) for n  n matrix. Due to the innate symmetry within the DFT
matrix, with divide and conquer, it is possible to break the huge matrix down into
smaller block matrices. Such modi cation reduces the complexity fromO(n?) to
O(nlogn), and is called the Fast Fourier Transform (FFT). There are multiple ways to
divide the matrix, with Cooley-Tucky the most classical one. The computation is
represented as the Cooley-Tucky butter ies, which we will describe in later sections.
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2.3.4 Polynomial Multiplication and Number Theoretic Transform

Polynomial multiplication is itself a convolution. Given a commutative ring R and
polynomials f; g 2 R[x] with degree less thanN . If we consider the polynomial
f=a+ax+ +ay 1xN lasasequencéag ar;:::;ay 10, then multiplying two
polynomial is the same as a linear discrete convolution on the two sequences. We can
then naturally use DFT and FFT for fast computation of polynomial multiplication.
Since the commutative ringR is usually taken as a nite eld Z4, DFT on coe cients of
polynomials is called Number Theoretic Transform (NTT). The inverse transformation is
called Inverse NTT (INTT).

In lattice-based cryptography, we usually use quotient polynomial rings likeR[x]=(x" + 1)
or R[x]=(x" 1) instead of R[x]. Polynomial multiplications in these quotient rings are
similar, while convolutions in these rings are called cyclic convolutions, slightly di erent
from the linear discrete convolutions. In particular, convolutions of coe cients of
polynomials in R[x]=(x" + 1) are called negative wrapped convolution (becausg" is
replaced by 1), and convolutions of coe cients of polynomials in R[x]=(x" 1) are
called positive wrapped convolution. In our research, since we focus on the Dilithium
protocol, we only investigate the case of negative wrapped convolution as used in
Dilithium in the ring Zg[x]=(x?>¢ +1).

De nition 2.3.8  (NTT with Negative Wrapped Convolution) . Given n a power of2.
SupposeZq with g prime is a nite eld with a 2n-th root of unity denoted . De ne

NTT :z§! Z§ (2.10)

(ag;az;iii;an 1) 7! (8o;81;::1; 8, 1); where (2.11)
1

aj = 2 ”ai (2.12)

i=0

Denote a 512th root of unity in the eld Zq. In particular, Dilithium uses = 1753.
Then the fast NTT with negative wrapped convolution is denoted asNTT.

The algorithm can be summarized in butter y diagrams, and there are two types of NTT
used in Dilithium: Cooley-Tucky (CT) and Gentleman-Sande (GS). In particular, CT is
used in NTT and GS is used in INTT. The ways of connecting butter ies are summarized
in Figure 2.3 for CT butter ies. In Figure 2.3, we are using a smaller degre& polynomial
and a 3-stage NTT to give an idea of how the CT butter ies look like. In particular, we
transform a polynomial g into NTT domain ¢ using CT butter ies. The coe cients of ¢

use the CT butter y for example and walk through the computation of g[0] to g[7] from
g[0] to g[7]. First trace the red line starting from input g[0] up to the vertical blue line
marking the end of Stage 1, and realize the line stops at a level the same ggl]. If
tracing the red line starting from input g[4], the line will terminates at the same level as
g[0] at the vertical blue line of Stage 1. This implies theO-th input and the 4-th input are
combined to form a butter y (marked in red). Also notice that a factor = * presents
under the line of g[4]. These information combined tells us that, theO-th output of Stage
1 is computed asstagel[0] := g[0]+ “ ¢[4], and the 4-th output of Stage 1 is computed
as stagel[4] := g[0] 4 g[4]. Similarly, tracing the line of g[1] leads to the same level as
g[5], which tells us that the the 1-st output of Stage 1 is computed as

stagel[1] := g[1]+ *# g[5], and the 5-th output of Stage 1 is computed as

stagel[5] := g[1] 4 g[5]. Now we proceed to Stage 1. By tracing yellow arrows
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starting from the O-th output of Stage 1, we realize that it stops at the same level as
stagel[2] at the blue vertical line of Stage 2. This tells us that the O-th output of Stage 2
is computed asstage2[0] := stagel[0] + 2 stagel[2] and the 2-nd output of Stage 2 is
computed asstage?[2] := stagel[0] 2 stagel[2], forming the yellow butter y.
Similarly, tracing the green 4-th output of Stage 1, we realize that it stops at the same
level asstagel[6] Therefore the 4-th and 6-th outputs of Stage 2 are computed as
stage2[4] := stagel[4] + © stagel[6] and stage2[6] := stagel[4] © stagel[6], forming
the green butter y. Everything remains the same until the output of Stage 3. In
particular, the indices for stage3 and § do not coincide. Instead, the relationship between
the indices is bit reversal de ned later.
In essence, the reader should realize that each time, tracing one line tells the reader how
to compute a butter y, where each butter y contains two inputs and two outputs. The
two outputs are linear combination of the form , and the rst output is always

+ , and the second output is always

o ——©

1

| - g0

1
1
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Input (Stage 0) Stage 1 Stage 2 Stage 3

Figure 2.3: CT butter ies used in Dilithium with reduced number of coe cients.

Recall that NTT is for computing polynomial multiplications. For example, if we want to
multiply two polynomials f and g, that is, we want to compute h = f g. We would rst

h[Q]; :::; h[7], coe cients of the polynomial h=f g.
The number of stages for NTT islog, N. Note that for example, from Input to Stage 1,
the output is essentially the repetition of a bijective linear transformation Zé ! Zé with
matrix representation

1 4

1 4
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where the constant, = % in this case, is called the twiddle constant. If we take a look
at all the powers of , we realize that the CT butter y has twiddle factors

4. 2. 6, 1.5 3 7 |nfact, these numbers4; 2;6;1;5; 3; 7 are actually the
bit-reversal of numbers1;2; 3; 4;5;6; 7. Bit reversal of an integer is de ned as the reverse
of binary representation of a number. For example, given &-bit number 1, represented
as0b001 Then its bit reversal would be 0b10Q which is 4. More notably, the output of a
CT butter y also arranges in bit-reversal orders (BO). However, Dilithium would not
change the bit-reversal ordered output into normal order (NO) so we can simply ignore
it. The only pitfall is, we need to use bit-reversal order for GS input when computing
INTT. GS will then output coe cients in normal order.
All the butter ies we have seen so far consists of inputs, and 2 outputs. NTT with
these kinds of butter ies are called radix2. If number of coe cients of the polynomial is
also a power of4, we can make a butter y consists of4 inputs and 4 outputs. NTT with
such kinds of butter ies are called radix-4. Notice that if we build a radix-4 NTT, the
twiddle factors will not be the same as radix2 NTT.

2.3.5 Real-World Implementation

On real-world devices, NTT is implemented with optimizations that deviate from
textbook NTT. As an example, we discuss theGKS2INTT implementation proposed in
[16], also implemented on the Pifiata board.

In this particular implementation, integers are signed. Elements in the ringZ4 are 32-bit
integers represented in rangg q21; q—zl] instead of [0;g 1]. Representation of numbers
signi cantly a ects the Hamming weight of a number.

Moreover, each NTT butter y contains one execution of Montgomery multiplication, for
computing the multiplication with the twiddle factor. Montgomery multiplication is a
constant-time fast algorithm for computing modular multiplication of two integers. When
computing a b (mod g), multiplication takes place in the ring Z,« instead of the ring Z
because modular reduction inZ, is computationally cheaper and constant time.Z is
called the Montgomery domain. The result is then transformed back fromZ« to Zg4. In
this particular implementation, Greconici et al. include the feature lazy reduction where
a penultimate intermediate result (in a range larger than| q—zl; %]) is kept for
computing NTT; the nal reduction to ring Zq is not performed throughout the entire
NTT.

On real-world devices, NTT is usually optimized for reducing certain computational
overhead, improving security, or saving energy [27]. Greconici, Kannwischer, and
Sprenkels have provided a balanced desigKS2@or ARM Cortex processors by merging
two stages of NTT into one loop of iteration. Thus, the execution order ofGKS2INTT
butter ies di ers from the textbook NTT design. For example in GKS20butter ies of the
rst and second stages are computed together, called level merging. An example of
2-level merging, using again Figure 2.3, would be: rst compute the red butter y g[0] and
g[4]. Next, instead of computing g[1] and g[5], we compute orange buttery of g[2] and
g[6]. Then, instead of computing other butter ies in Stage 1, we compute butter ies in
Stage 2, speci cally, the yellow butter y stagel[0] and stagel[2], and the green butter y
stagel[4] and stagel[6]. We store the computation results, namely

stage?[0]; stage?[2]; stage?[4]; stage2[6], and go back to the Input, repeat the same thing
with the remaining butter ies, until obtaining the remaining outputs of Stage 2. This
example is said to be a-level merging that merges the Stage 0 and 1.

18



2.4 Related Work

2.4.1 Side-Channel Attacks on NTT

While we focus on leakage assessment instead of speci c attacks, we are still interested in
speci ¢ leakages and their countermeasures because they hint us on designing test vectors.
Primas et al. rst demonstrate a single-trace template attacks on INTT, targeting the

step where modular reduction is happening [36]. They utilize soft-analytical side-channel
analysis [51] and belief propagation for attacking. However, the number of templates
required is too large, rendering the attack less practical. The same authors later
demonstrate a practical single-trace attack against NTT [35], based on their previous
work attacking INTT. With improvement on number of templates needed, they are able
to attack a real-world Kyber implementation with 213 templates. Hamburg et al. further
improve the two previous attack for Kyber [18]. Custers presents a detailed treatment on
soft-analytical side-channel analysis against NTT in a master's thesis [11]. Mujdedt al.
attacks the Toom-Cook and NTT components for KEM algorithms such as Saber and
NTRU instead of signature algorithm [30]. Qiaoet al. present an SIS-assisted attack on
NTT [37]. Ste en et al. investigate hardware implementation of NTT and propose
countermeasures [46].

For countermeasures, Reparaet al. have proposed masking by splitting a polynomial
into two parts and then performing NTT on each part independently [41]. Oderet al.
have proposed hiding on top of masking. Hiding is another countermeasure for SCA
against NTT that randomizes the execution order of multiplications in NTT domain [33].
Another way of masking is to mask the twiddle constant [42][39]. Shu ing is another
countermeasure that shu es butter y execution in NTT [52].

Other non-power-based side-channel attacks are proposed to attack the NTT. For
example, Yu et al. investigates a CPU frequency-based side-channel attack of NTT [54].

2.4.2 Implementations of NTT

There are various software and hardware implementations of NTT. Our research mainly
focuses on the textbook implementation and the implementation optimized on the ARM
Cortex-M4 processor [16]. Mertet al. present an up-to-date comprehensive survey on
software implementation of NTT [27]. For hardware, a list of implementations is provided
in [43]. FPGA [26] and ASIC [50] implementations of NTT are also surveyed extensively.
One noticeable recent hardware design is speci ed in [31].

2.4.3 Side-Channel Analysis and TVLA

Although its content mostly covered by [25], Randolphet al. provide a concise
introduction to power-based SCA in layman's term. Guoet al. investigates soft analytical
SCA from a coding theory point of view [17].

TVLA methodology is widely applied to both software [48] and hardware [20]
implementations of classical public-key algorithms. TVLA is also applied to classical
symmetric algorithms such as AES [3][49].
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Chapter 3

Plain NTT

We start with a rough characterization of di erent implementations. We then de ne
plain NTT and focus on algorithms for TVLA on plain NTT. Since plain NTT is never
recommended to use in real hardware devices, this chapter focuses on theoretical
discussion. Theories discussed in this chapter will be applied to practical cases in the
subsequent chapters.

3.1 Characterization of Dilithium NTT Implementation

Numerous variations could present in real-world implementations of NTT. With di erent
optimization targets in mind, one implementation could potentially di er from another in
many aspects. To limit our scope, we only discuss the NTT used in Dilithium. We try to
characterize Dilithium NTT according to the following aspects that could potentially
impact power traces.

Integer representation  The input of NTT is a set of coe cients of polynomials in
Z4[x]=(x?® + 1) . Each coe cient of a polynomial is mathematically an element of
Zq. Usually in real-world implementations, such a number is represented as a
signed 32-bit integer x within range qu X q—zl However, it is also possible
to represent the number as a positive integer within rangdd x q 1. Note that
these ranges are for the input of NTT; the intermediate values of NTT could
potentially be in a larger range depending on what kind of modular reduction is
used.

Multiplication Within a butter y of form , the modular multiplication of a
coe cient to a twiddle factor 2 Zq is usually implemented with Montgomery
multiplication [16]. However, some hardware implementations use Barrett reduction
[5] or NewHope- avored reduction [53] instead.

Twiddle factors storage  Twiddle factors can be pre-computed and stored on a device,
or computed on-the-y. In addition, when using Montgomery multiplication,
twiddle factors are commonly stored in Montgomery domain for immediate use.

Modular reduction If placed at a wrong place, modular reduction can lead to
side-channel vulnerabilities. Lazy reduction is implemented in most real-world cases
for avoiding branching during reduction. With lazy reduction, no exact modular
reduction is performed throughout the whole NTT process. Some implementation
with unsigned integer representation could perform an incomplete reduction by
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replacing

with

+(2q

constant-time, and is not an exact reduction moduloq.

). Note that such incomplete reduction is still

Level merging Level merging, or stage merging, is an optional optimization strategy by
computing multiple NTT stages together, instead of computing one stage after
another. The most common way is 2-level merging for Dilithium NTT as in [16].
For Cortex-M4 microcontrollers, implementation with 3-level merging is also
proposed [1]. Level merging will change the order of butter ies being computed.

Radix Similar to FFT, Dilithium NTT with
potentially be implemented in both radix-2 and radix-4 fashions. While most
software implementations on microcontrollers such as [16][1] stick to the standard
radix-2 NTT, some hardware implementations include both radix2 and radix-4
designs [31]. The trade-o0 is a more complicated computation for twiddle factors
because twiddle factors will change in each iteration for high-radix implementations.

Intermediate value handling

256 = 28 = 44 = 162 coe cients could

During NTT execution, intermediate values are read

multiple times from the memory, and are written multiple times to the memory. In
software implementations, how and when these values are handled could di er by
programming languages and compiler settings.

SCA mitigation

Side-channel mitigations have been proposed to Dilithium NTT.

Shu ing will change the execution order of butter ies. Masking will change the

twiddle factors.

Table 3.1 summarizes the characterizations of Dilithium NTT implementations related to

our research.

NTT Implementa- || Plain NTT Reference C GKS2@B\RM Assem-

tion bly

Integer representa-|| Unsigned 32-bit in- | Signed 32-bit in- | Signed 32-bit in-

tion tegerin range[0; q teger in range| teger in  range
1] [ 5% 5 [ 5% 9

Multiplication

Integer multiplica-
tion

Montgomery multi-
plication

Montgomery multi-
plication

Twiddle factor stor-

Pre-computed, in

Pre-computed, in

Pre-computed, in

age Zq Montgomery  do- | Montgomery  do-
main main
Modular reduction Performed after | Lazy reduction Lazy reduction
computing each
butter y
Level merging No merging No merging 2-level merging
Radix Radix-2 Radix-2 Radix-2

Intermediate value
handling

Values are read and
stored per stage

Values are read and
stored in-place per
butter y

Values are read and
stored in-place per
butter y

SCA mitigation

None

None

None

Table 3.1:
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3.2 Plain NTT

We de ne the plain NTT as NTT in its textbook form, as described in Section IV.A of
[43], with all values represented by unsigned integers. Plain NTT is essentially what we
have described in the CT butter ies of Section 2.3.4 but with a larger dimension 256
coe cients instead of 8 coe cients). Modular reduction is performed after computing
each buttery. We assume the modular reduction is time-constant here, for convenience
of theoretical discussion and avoidance of timing attack. The plain NTT is rarely
implemented in real-world devices, but serves as a basis for our discussion for other
real-world variations.

Plain NTT in Dilithium, denoted S:Zz2°®1 Z2%, is essentially a bijective linear
operator on vector spacezé56 over the nite eld Zq. For the sake of convenience, we say
the O-th stage of NTT is the input of NTT. Dene S; : Z2°°! Z2°° as a map from stage
i 1to i. For the sake of convenience, ley : Z3°°! Z2°° be the identity map. Then
plain NTT is essentially a compositionSg Sy S; Sp. Notice that each S; is a
bijective linear transformation, and S, ! corresponds exactly to a stage in INTT (they

di er by when to multiply each 2 12 Zq). Moreover, each buttery B is a bijective
linear transformation B : ZZ! ZZ with standard matrix representation

5 = : (3.1)

Butter ies that sha.re the same are said to be in the same block . EachS; can be
decomposed into2' ! blocks.

3.3 HW Model

Suppose we want to know if a device running plain NTT leaks the Hamming weight of
(at least) one NTT stage. Recall that our plain NTT represents integers in range

[0;q 1], wheredog,(q 1)e=23. Thus for each value, it can take Hamming weight
from 0 to 23. Notice that with 256 coe cients, the total Hamming weight of a stage can
range fromO0to 256 23 =5888.

3.3.1 Test Vector Generation

Our test vectors for both xed-vs- xed and xed-vs-random TVLA should then bias the
total Hamming weight of a certain stage. More precisely, we want to nd input x 2 2556
of NTT such that at stage i 2 [1; 8] with Hamming weight h 2 [0; 5888]and threshold

k 2 [0; 5888] the total Hamming weight at stage i di ers the Hamming weight at stage

i 1by at least k.

Since the plain NTT is fully deterministic, the idea is to generate a stage with a desired
Hamming weight, and evolve backwards (by applyingS, 1) to compute the Hamming
weight of the previous stage. If the di erence in Hamming weight is greater than the
threshold, evolve further back to get the input. If the di erence in Hamming weight is
not large enough, repeat the process until we can nd one input that satis es our needs.
To generate a stage with a desired Hamming weight, we rst nd a (not necessarily
uniformly) random integer partition of h with (hg;:::;h2s5)  Partition (h), that is,

random integery; 2 [0;q 1] such that HW(y;) = h;. This is realized by ReverseHW
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HW(y) HW(S (y)) k, weoutputx =S;*? S L S y) as the NTT input; if
not, we repeat with a new integer partition of h.

Although theoretically we have h 2 [0;5888]and k 2 [0; 5888] practically since we want
to bias an intermediate stage with small Hamming weight, we are only interested in a
restricted range h 2 [0; 200] and thus k 2 [0; 5888] Note that the Hamming weight of a
random vector x ° [0;9 1J%°F is essentially independently placing binaryl's to 5888

slots with probability roughly equal to % for each slot. Thus, the Hamming weight of a

random vectorx ° [0;q 1?° follows a binomial distribution HW(x) B (5888 3).

Thus, the expectation of Hamming weight for a random vector is

E(HW(x)) = 5888 % = 2944. By setting h 200, we are biaF§ing an intermediate stage
such that, a random input only hasP(HW(x) ~ 200) = ks 29 308 < 2 4633
probability of having a comparable Hamming weight. Therefore, when comparing a
random vector and a biased vector with Hamming weight as low a200, we are con dent
about the e ectiveness of biasing.

The threshold k is mainly for making the biased stage stands out more than other
unbiased stages . From a leakage detection point of vievk is not of crucial importance
and is usually set with k =0 because in TVLA we are comparing the biased stage with a
random stage, not other stages of the test vector itself. By setting a larg& we might be
able to observe a cleaner signal, but the computational cost for test vector searching could
become unnecessarily higher. In our experiment in later chapters, we usually skt=0.
The test vector generation algorithm for plain NTT with HW model TVGenPlainHW

is summarized in Algorithm 1.

Algorithm 1 TVGenPlainHW
Input:  (i;h; k) 2 [1;8] [0;200] [0;5688]
Output: x 2 [0;q 1]
1. x:=7?
2: while x = ? do

3: (ho;h1;:::;hoss)  Partition  (h)
4: ¥ sym([0; 255])

5: for j =0;1;:::;255do

6: y )y ReverseHW (hj)

7: end for

8  Y:=(Yo;Y1;::1;Y255)

9 if HW(Y) HW(S (y)) kthen
10: x=5%t s1 sy

11 end if

12: end while

There are multiple ways to implement the random integer partition Partition . One
naive way is to sample recursively

ho ¥ [0; max(f h; 23g)] (3.2)
hy ¥ [0;max(fh  ho;23g)] (3.3)
and so on, untilh = hg+ hy + + h; and we sethj+1 = hjsp = = hoss = 0. This

would indeed give us a legit random partition but it would generate a vectory with a lot
of entries with 0, and high hamming weight concentrated at a single entry ofy.
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Since we are mostly dealing with smalh 200, we propose an easy empirical solution for
partitioning small h by simply sample eachh; uniformly from the set f0; 1, 2g as in
Algorithm 2. The problem of random integer partition is complicated and out of scope
for our research. For largerh, we could sample eacth; from a Gaussian distribution, or
use Fristedt's method [14].

Algorithm 2 Partition

Input:  h 2 [0;200]
Output:  (ho;hy;:::;hass) 2 f 0; 1; 2926
1: for j =0;1;:::;255do

2: if h> 2then
3 hj £ 01 29
4 h:=h h
5 elseif 0 h 2then
6: hj h
7.

8

h:=0
end if
9: end for

Algorithm 3, ReverseHW , by taking a Hamming weight h, randomly samples a number
y within range of Hamming weight h. More precisely, we want

yf* 222j0 z q 1,HW(z)= hg. Note that this set roughly has size 2> and can
be easily computed ifh is not too close t02—23.

Algorithm 3 ReverseHW
Input: h 2 [0; 23]
Output: y 2 [0;q 1]
1. Y =fz220 z q 1,HW(z)= hg
2.y *y

3.3.2 TVLA for HW model

For TVLA, we usually compare two groups of test vectors with Welch's t-test. First we
need to determine how many test vectors are placed in each group. Denok&, the

number of test vectors in groupA and Ng the number of test vectors in groupB. Then
we need to determine which stage to bias and set paramete(s h; k). By performing a

where TraceAcquisition  abstracts the collection of NTT traces.
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Algorithm 4 TVLAFvRAcquisition
Input: Na;Npg;(i;h;k)
Output:  To;T1;:i; TNa+Ng 1
1. ja:=0;jg =0
22n=0
3: X := TVGenPlainHW  (i;h; k)
4: while jA+jB <N+ Ng do

5: M f$ 0; 1g

6: if ro=0andja <N p then

7 T, TraceAcquisition (NTT( x))
8: ja=ja+1l

9: n=n+1

10: elseif rp=1 andjg <N g then

11: x0 % [0;q 1P5°

12: T,  TraceAcquisition (NTT( x9)
13: jB = jB +1

14 n=n+1

15: end if

16: end while

Then our xed group, group A, would be A := fTyjr, = 0g. Our random group, group
B, would be B := fTyjr, = 1g. Note that each T, is a collection of measurement points
f(O;vo); (X;ve);:::;(;v )gwhere is the total number of time points collected for NTT.
Vg is the voltage signal from the current probe att =0, and v is the voltage signal from
the current probe att = . For convenience of notation, we treat eacil, as a function

NTT, and t = is the end of NTT. Then for each time point, we perform a Welch's
t-test among these two groups. To reduce ambiguity, denote t-values with the Gothic .
We then have, for each timet, a t-value T, computed by

A:r B¢

2 2
s S
At 4 By

Na Ng

where s is the corrected sample standard deviationA; = fT(t)jT 2 Ag and
B;=fT(t)jT 2Bg. Forallt=0;1;:::; , if there exists onet such that jT{j > 4.5, we
will have a > 99:999% con dence that the device leaks side-channel information.
However, to con rm that the device is leaky, we usually repeat TVLA at least twice to
con rm that the same t point gives usjTj > 4:5.

For xed-vs- xed TVLA in Algorithm 5, everything is similar to Algorithm 4, with one
di erence that x°is generated after line3 (highlighted in red), so x%is still random, but
stays the same during the TVLA.
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Algorithm 5 TVLAFvFAcquisition
Input: Na;Npg;(i;h;k)
Output:  To;T1;:i; TNa+Ng 1
1. ja:=0;jg =0
22n=0
3: X := TVGenPlainHW  (i;h; k)
a: x0 % [0;q 1]%°®
5. while ja+jg <Na+ Ng do
6: M f$ 0; 19

7 if ron=0andja <N p then

8: T,  TraceAcquisition (NTT( x))
9 ja=ja+l

10: n=n+1l

11: elseif rp, =1 andjg <N g then

12: T,  TraceAcquisition (NTT( x9)
13: jg = jg +1

14: n=n+1

15: end if

16: end while

The computation for T; and the choice of threshold are all the same with the
xed-vs-random case.

3.4 HD Model

TVLA with HD model reveals if a device is leaking the Hamming distance when
computing a certain NTT stage. More precisely, ify is the output of the (i  1)-th stage,
we would like to know if the device leaksHD(y; Si(y)). Note that

HD(y; Si(y)) = HW(y Si(y)) where is the XOR operation.

3.4.1 Test Vector Generation

Our test vectors intend to create an intermediate stage with low Hamming distance
between its input and output. These test vectors are suitable for both xed-vs- xed and
xed-vs-random TVLA. More precisely we want to nd input x 2 ZZ°° of NTT with
threshold k 2 [0; 5888]such that at stagei 2 [1; 8], the Hamming distance
HD(y;Si(y)) kwherey=S5 1 S » S1(x). Although ideally, adjacent stages
should have larger HD compared to the biased stagelD(S, Yy):y)  HD(y;Si(y)) and
HD(Si(y); Si+1 Si(y)) HD(y; Si(y)) for a clear signal, we usually do not enforce this as it
could introduce unnecessarily high computational overhead.
Biasing a HD model is harder than biasing the HW model, because it essentially asks
how many bits are ipped after applying a linear transformation , which appears random
and lacks proper mathematical tools to tackle the problem. In this case, we can either
exploit the zero trick (Algorithm 6) or brute-force (Algorithm 8). Instead of considering
all 256 coe cients, we break one stage into blocks, and only consider one NTT butter y
per block. This would make the zero trick clearer, and the brute-forcing easier.
Recall that butter ies in a block are essentially bijective linear transformations

1

B :Z3! ZiofformB = 1 . Given an input (; ), the output is
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( + ; ). If =0, we have input(; 0) and output (; ), so the Hamming
distance isHW( ). In this case, between stages, we are able to achieve a Hamming
distance fromO0to 128 23 =2944. Again, for convenience we only consider threshold
k 2 [0; 200] so we can reuse théartition function in Algorithm 2. It is also possible to
play the zero trick on the rst entry with inputs like (0; ) but the idea is similar.

Algorithm 6  TVGenPlainHDZero
Input:  (i;k) 2 [1;8] [0;200]
Output: x 2 [0;q 1]%°6
(kork1;:::;koss)  Partition (k)

:for j =0;1;:::;127do
Yidx 5 ReverseHW (ky + Koj+1)
yidij a - 0

end for

x=5" Ss% s Yy

N g hkhwdhR

We need to gure out the indices for each butter y in each stage, by Algorithm 7.

Algorithm 7 Index
Input: i 2 [1;8]
Output:  (idx;idxy;:::;idX2ss) 2 [0; 255F%°
1: for j =0;13;:::;2 1 1do
2: for k=0;1;::::28 7 1do

3 |dXJ 29 i+2k::j 29 |+k .
4: |dXJ 29 42 k+1 ::j 29 I+k+28 !
5 end for

6: end for

Another way of generating test vectors is by a brute-force searching of all possible inputs
(; )2][0;q 1J°of abuttery (note that and start from 1 because there is no need
to brute-force anything that can be found with zero trick ). In this case, it is better to

rst determine the threshold per buttery k°empirically from the total threshold. For
example, we want to bias stage = 2 with total threshold k =500. There are 2 blocks in
stage2, and in our case it is better to setk®= 10 and gather one data(; ) by
brute-forcing one of the two blocks ( = % or = 199, Then we duplicate (; ) for

m = 50 times, and leave all other butter ies (0; 0).
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Algorithm 8  Butter yBruteForcing
Input:  (;k92f "2 Z4n2[0,255y [1;23]
Output: (; )2[0q 1P

i j

1:i:=1;j =1

2.(; )=72

3: while (; )= ? do

4 if HD(i;i + j)+ HD(;i j) KkOthen
5 (: )=(&))

6 elseif j = q 1then

7 j =

8 i=i+1

9 else

10 j=]+1

11: end if

12: end while

Then we can build test vectors by stackingButter yBruteForcing (:k9 for m times,

and Il 0 with other butter ies in the same block.

3.4.2 TVLA for HD Model

The xed-vs-random and xed-vs- xed TVLA for HD model are exactly the same with
TVLA for HW model. The only di erence is to replace the TVGenPlainHW  function
with TVGenPlainHDZero or results from Butter yBruteForcing , in both
Algorithm 4 and 5.

3.4.3 Performance Evaluation

We implemented the brute-forcing algorithm in C language, with maximal parallelism
and compiler optimization. Then we run the code on a Windows 10 desktop, with an
Intel i7-7700K CPU at 4:2 GHz and 32 GB RAM. For benchmarking, we brute-force the
rst butter y of NTT, namely with = 128 \We record the approximate time T elapsed
for generating 1000test vectors satisfying a thresholdk® The time for generating 1 test
vector is then ﬁ. The measurement is summarized in Table 3.2.

HD Threshold | Time Elapsed for Generatingl TV
10 35 s

160 s

600 s

35ms

20 ms

200ms

gl O N 00| ©

Table 3.2: Time for brute-forcing one test vector given HD threshold.

We have also brute-forced all possible input for the rst butter y, which took less than 3
days on the desktop. Out of(q 1)? cases, there aret inputs with Hamming distance 1,
286 cases with Hamming distance2, and 7482 cases with Hamming distances.
Interestingly there is 1 input (4553774 3115892)with Hamming distance 46, so all bits
are ipped after linear transformation.
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3.5 ID Model

Recall the discussion about ID model in Section 2.1.1, the model assumes that only the
same intermediate value can produce the same power consumption. Therefore, test vector
generation and TVLA for ID model of plain NTT is trivial, because we expect to nd
leakage between any two test vectors that are di erent. For xed-vs-random TVLA, we

x one random vector x ° [0;q 1J?°® and test against other varying random vectors.

For xed-vs- xed TVLA, we x two random vectors x;x° * [0:q 1?56 and test against
each other.
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Chapter 4

GKS2INTT

The GKS20mplementation [21][16] is a popular optimized implementation for ARM
Cortex-M4 microcontroller. It is also the Dilithium NTT implemented in Pifiata.

4.1 Dierences between GKS2@nd Plain NTT

The GKS20mplementation di ers from the plain NTT in the following aspects:

" Integers in GKS2@re signed32-bit. This means negative values have the highest
Hamming weights.

~

GKS20mplementation uses Montgomery multiplication with lazy reduction. 's are
pre-computed and stored in Montgomery domain.

GKS20mplements 2-level merging.

Each aspect could a ect both test vector construction and power traces.

Integer Representation

Since integers have been stored &2-bit 2-complement signed numbers, the computation
for HW and HD and function such asReverseHW should adapt to this construction. In
particular, HW should compute a number using its signe®2-bit representation, similar

to HD. We will adapt ReverseHW into ReverseSignedHW for giving a result within
the correct range.

Montgomery Multiplication and Lazy Reduction

For convenience of discussion in this section, we use a slightly larger range%; %] instead
of[ %% 91, and[ q;d instead of[ (9 1);q 1], and so on. In our previous
discussion about plain NTT without Montgomery, each stageS; is a bijective linear
transformation [0;¢]2® ! [0; q]*®, or e ectively with a signed range[ ;31! [ 3;3].
Montgomery multiplication has one property: the result of Montgomery multiplication is
in a larger range[ q;d. With Montgomery multiplication, in the rst stage, the result of
is extended to[ q;d, and thus result of a buttery is in range [ %; 3—2‘1]. Note
that the result of the rst stage is input of the second stage, thus when computing in
the second stage, is in range| 3—2“; %], but is in range[ q;d again, because it is the
result of a Montgomery multiplication. Since is in range[ %; %], the results of second

stage will then be in range[ %; 5—2“]. In the end, the largest range of intermediate value
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in the whole GKS2INTT is [ 1J9;17%]. Large values can only be attained by coe cients
that do not undergo Montgomery multiplication, for example the 0-th coe cient of the
whole NTT input. From numerical simulation, we realized that almost all intermediate
values lie in range[ 4q;4q].

Montgomery multiplication with lazy reduction not only makes our bruteforcing for a
deeper stage harder, but also ruins the one-to-one correspondence betwégen ) and

( + ; ). In other words, a butter y is not a bijective linear transformation
anymore, because the result of Montgomery multiplication  will randomly fall either in
range[ J;3], orinrange[ q; 32][ [2;d], and accumulated through stages due to lazy
reduction.

However, Montgomery multiplication is not utterly disastrous. Fix and denote

v X¥3:

) a;d (4.1)
7! (4.2)

This M will mimic the Montgomery multiplication in most cases. If we set = 25847,
which is the used in the entire rst stage, a preliminary computation reveals
M(1=M( 1+qg),andM (1)= M (1 ). This hints that the range of M does
not Il all of [ q;q but is restricted to a smaller range. With numerical simulation, we
discovered that that range of M is always only slightly larger than [ g; %], and the
mapping M is almost 3-to-1. (Similarly, we also simulated the case where 2 [ q;d and
2 [ 2qg;2q], the range of is similar and the mappings are almost2-to-1 and almost
4-to-1 correspondingly.) The range ofM associated to the rst 30 's are computed in
Table 4.1. For eachM , we also nd "> 0 such that its range is within [ § ", 3+ "].
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max(M ()) min(M (1)) "
25847 4190274 4190274 66
2608894 4197730 4197730 7522
518909 4191704 4191704 1496
237124 4190893 4190893 685
1826347 4195472 4195472 5264
2353451 4196981 4196981 6773
777960 4192477 4192477 2269
359251 4191234 4191234 1026
2091905 4196223 4196223 6015
876248 4192747 4192747 2539
3119733 4199217 4199217 9009
2884855 4198452 4198452 8244
466468 4191550 4191550 1342
3111497 4199262 4199262 9054
2680103 4197869 4197869 7661
2725464 4197878 4197878 7670
2706023 4197967 4197967 7759
95776 4190474 4190474 266
1024112 4193173 4193173 2965
3077325 4199121 4199121 8913
3530437 4200448 4200448 10240
1079900 4193335 4193335 3127
1661693 4194970 4194970 4762
3592148 4200600 4200600 10392
3585928 4200517 4200517 10309
2537516 4197421 4197421 7213
3915439 4201560 4201560 11352
549488 419178 4191789 1581
3861115 4201506 4201506 11298
3043716 4199060 4199060 8852
Table 4.1: Ranges of Montgomery multiplication output.

This implies that even if our
very high chance that

's are from a larger range, if
1= 22[ 34,

2> (mod @), we have

Level Merging

In plain NTT or the Dilithium reference C implementation, NTT is performed stage by
stage. Butter ies in the second stage are not executed unless the rst stage is nished. In
GKS20the rst and second stages are computed together, exactly as in Figure 2.3 rst
computing two butter ies of the rst stage (red then orange), then two butter ies of the
second stage (yellow then green). In this case, intermediate values of the rst stage are
never stored in memory. Similarly, the third and fourth stages are computed together,
and intermediate values of the third stage are never stored in memory. This hints us that
for a software implementation like GKS20per-stage leakages could be too crude,
especially for odd-numbered stages. For a more re ned characterization of leakage, we
need to look into the leakage per butter y in the next chapter.
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4.2 Measurement Setup

We use Pifiata board as our target device. Pifata is a development board modi ed and
programmed for side-channel analysis and fault injection training, with its rmware
developed by Riscure. It has a STM32F4171G processor with 32-bit ARM Cortex-M4F
core, operating at a clock frequency ol68 MHz. We use the UART Interface for
communication between our PC and Pifiata board, through a FT232RL USB-TTL
adaptor. The baudrate is set at115200 with a timeout of 0:01 second.

Power for Piflata board is supplied with 2 AA alkaline batteries. Between the power
supply and Pifiata, we place a Riscure Inspector current probe for power consumption
signals.

We use a modi ed custom rmware for executing standalone NTT, made available at
https://github.com/sgmshossifrage/Pinata-dev

We use PicoScope 5203 for triggering and power trace acquisition. The oscilloscope has a
vertical resolution of 8 bits, and a max sampling rate of500 MSa/s when two channels
are used simultaneously. Table 4.2 summarizes our setup parameters.

Parameters Channel A Channel B

Signal Source Riscure Inspector current| Trigger signal from Pifiata
probe PC2 pin

Channel Range 200 mv 5V

Trigger Threshold N/A 1V

Trigger Direction N/A Rising

Trigger Delay N/A 5750

Coupling Type DC DC

Timebase 1

Sampling Rate 500 MSa/s 500 MSa/s

Pre-trigger Samples 0

Post-trigger Samples 34000

Oversample 0

Acquisition Mode Rapid Block Mode

Table 4.2: PicoScope setup parameters.

The PC used for trace acquisition has Intel i7-7600U processor, with6 GB RAM and
Windows 11 Business (version 23H2) operating system. The acquisition scripts are
running in a Linux virtual machine. Unless otherwise speci ed, all TVLAs are performed
with collecting Na = Ng = 1000 traces. Our acquisition scripts are running with Python
(version 3.11.8), PySerial (version 3.5), and the Python wrapper for PicoSDK. Our
acquisition rate for standalone NTT is about 4 traces per second. We also transform our
traces into .trs les with Riscure's python-trsfile tool (version 2.2.2) and then use
Riscure's Inspector SCA software (version 2024.1) for correlation analysis.

Figure 4.1 summarizes our hardware setup for trace acquisition.
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Figure 4.1: Hardware setup for experiment.
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4.3 Trace Example

We acquire two traces, and plot them as examples 0BKS2INTT traces in Figure 4.2.
The rstinput x_Ahas all its entries0, and the second inputx_Bis a random input.
Detailed speci cation of these inputs are presented in Appendix A.1.

Figure 4.2: Example NTT traces with input x_A (left) and input x_B (right).

4.4 HW Model

441 Test Vector Generation

We need modi cations to plain NTT test vector generation (Algorithm 1) in order to
generate better test vectors forGKS20Speci cally, we need to modify Algorithm 3 into
Algorithm 9, and HW here will compute the Hamming weight of a32-bit signed integer.

Algorithm 9  ReverseSignedHW
Input: h 2 [0;32]
Output: y2 [ 4191
1Y:=fz22) % z 9L HW(z) = hg
2.y Sy

We de ne GKS20NTT (x;i) an algorithm that takes x 2 [ 9;%; 911?56 and i 2 [0; 8],
that outputs y 2 725 the intermediate values ofi-th stage. Note that due to
Montgomery multiplication, vy sits in a bigger set compared tax.

When generating test vectors, the strategy is to rst generate a test vector similar to
Algorithm 1, and then evolve it to stage i using GKS2INTT instead of Plain NTT. We
introduce a new thresholdh® regarding the HW of GKS2INTT at the biased stage. Then,
we check both thresholds and see if the test vector satis es them. The whole process is
summarized in Algorithm 10.
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Algorithm 10 TVGenGKS20HW

Input: (i;h;h%k) 2 [1;8] [0;200F [0;5688]
Output: x 2 [ q—zl;q—zl]256
1. X:=?
2: while x = ? do
(ho;h1;:::;hoss)  Partition (h)
* Sym([0; 255))
for j =0;1;:::;255do
yo(j) ReverseSignedHW (h;)

end for
0

o= (Y8 Y91 yss)

x0:= ;1 St S 9

10:  y:= GKS20NTT (x%i)

11:  if jHW(y) HW(GKS20NTT (x%i 1))j kand HW(y) hO%then
12: x = x°

13: end if

14: end while

In particular, usually we have y°>y (which is acceptable if the thresholdh®is satis ed),
but we could nd one case ofy®= y with less than 20 trials for smaller i and h, for
example,i =3 andh 20

The discussion fork is similar to the discussion in Section 3.3.1 of plain NTT. Usually we
setk = 0 to avoid the computational cost. Moreover, with Montgomery multiplication,

we usually observe a larger gap between Hamming weight of the biased stage and
unbiased stage, so usually we are granted to satisfy a lardefor free.

4.4.2 TVLA for HW Model

For GKS2INTT, there is not much di erence in TVLA trace acquisition compared to
plain NTT. The only di erence being replace TVGenPlainHW  (Algorithm 1) with
TVGenGKS20HW  (Algorithm 10) in TVLAFVRAcquisition (Algorithm 4) and
TVLAFVRAcquisition (Algorithm 5). The computation for Welch's t-test remains the
same as in Section 3.3.2.

4.4.3 Experiment Result

First we bias the second stage and generate a xed test vectot A with parameters

i =2;h=50;h%=100;k = 0. The test vector is included in the Appendix A.2.1. In this
case, we have biased the second stagexofAto have Hamming weight 94. The evolution
for Hamming weights for each stage (with Stage 0 the input vector) ok _Ais summarized
in Table 4.3. We also summarize the evolution for Hamming weights ak_B, wherex Bis
the other xed vector in xed-vs- xed TVLA, speci ed in Appendix A.2.2.

Stage || O 1 2 3 4 5 6 7 8
HW 1037 | 595 94 555 1626 | 2754 | 4084 | 4209 | 3989
of x_A

HW 3912 | 3875 | 3907 | 3899 | 3981 | 4043 | 3854 | 4014 | 3746
of x B

Table 4.3: GKS20'est Vector HW Evolution.

36






	Introduction
	Background
	Side-Channel Analysis
	Power-Based Side-Channel Analysis
	Simple Power Analysis
	Differential Power Analysis
	Test Vector Leakage Assessment

	Post-Quantum Cryptography
	Quantum Computers
	Lattices
	Lattice-Based Cryptography
	Dilithium

	Number Theoretic Transform
	Fourier Transform
	Discrete Fourier Transform
	Fast Fourier Transform
	Polynomial Multiplication and Number Theoretic Transform
	Real-World Implementation

	Related Work
	Side-Channel Attacks on NTT
	Implementations of NTT
	Side-Channel Analysis and TVLA


	Plain NTT
	Characterization of Dilithium NTT Implementation
	Plain NTT
	HW Model
	Test Vector Generation
	TVLA for HW model

	HD Model
	Test Vector Generation
	TVLA for HD Model
	Performance Evaluation

	ID Model

	GKS20 NTT
	Differences between GKS20 and Plain NTT
	Measurement Setup
	Trace Example
	HW Model
	Test Vector Generation
	TVLA for HW Model
	Experiment Result

	HD Model
	Test Vector Generation
	TVLA for HD Model
	Experiment Result

	ID Model
	Experiment Result


	GKS20 NTT Butterfly
	Structure of a GKS20 NTT Butterfly
	ID Model
	Test Vector Generation
	TVLA for ID Model
	Experiment Result

	Correlation Analysis
	Experiment Result


	Template Attack
	Secret Keys in Dilithium
	Template Building
	Experiment Result


	Conclusion
	Test Vectors for GKS20 NTT
	Trace Example
	HW model
	Fixed-vs-Random
	Fixed-vs-Fixed

	HD model
	Fixed-vs-Random
	Fixed-vs-Fixed

	ID model
	Fixed-vs-Random
	Fixed-vs-Fixed


	Test Vectors for GKS20 NTT Butterfly
	Structure of GKS20 NTT Butterfly
	ID Model
	Experiment 1
	Experiment 2
	Experiment 3
	Experiment 4
	Experiment 5



