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Abstract

The rapid growth of the Internet has led to increased complexity in IP address usage,
making it challenging to effectively track and understand the functions these IP addresses
serve, such as whether they belong to datacenters, educational institutions, internet service
providers or other categories. This topic has not been widely researched publicly and is
crucial for network management, cybersecurity and content regulation. Given that IP ad-
dresses are merely numerical labels, we utilized their associated string hostnames obtained
via reverse DNS for our classification tasks. We analyzed 1,285,834,541 IPv4 addresses
(approximately 30% of the total IPv4 address space) and classified each IP address by its
usage type using IP2Location’s commercial dataset as the ground truth. Datasets covering
these types of data are expensive to obtain and have unknown methodologies; therefore,
we aimed to create a model with an open methodology that would output the usage type
by only providing a hostname, which is easily obtainable by anyone performing a reverse
DNS query with the IP address of interest.

In our research, we analyzed both manually crafted and automatic features generated
through the Word2Vec technique from hostnames and supplied these features to machine
learning models, achieving a prediction accuracy close to 70%. Additionally, we performed
a longitudinal analysis of usage types throughout 2023, utilizing four different data snap-
shots to identify trends and tendencies in shifts of IP usage types, and observed notable
changes, such as the consistent decline in the organization (ORG) category, overall decrease
in mobile ISP services, the steady increase in datacenter IP addresses and expansion in ed-
ucational IP address usage. Lastly, we investigated the potential of applying our developed
techniques to predict the country attribute within the IP2Location dataset. This attribute
was selected due to IP2Location’s claim of high accuracy, a claim that has been substan-
tiated by other researchers who have reported accuracy levels approaching 100%. Our
objective was to assess the performance of our techniques on an attribute with established
accuracy, and the results demonstrated an accuracy exceeding 90%, potentially indicating
that our methodology for inferring usage types is practical for real-world scenarios.

Keywords: TP address usage type, reverse DNS, hostnames, Word2Vec, machine learning,
longitudinal analysis



Chapter 1

Introduction

The rapid growth and increasing complexity of the Internet over recent decades, which
has become a central aspect of our personal and professional lives, have made it a subject
of significant interest in research circles. The Internet, which began as a basic network
linking devices in a small area, has transformed into a vast system connecting millions of
devices globally. This transformation has captured the attention of researchers, leading
them to explore the Internet’s topology [87, 39, 38|, security [48, 27|, user experience [32]
and other components.

Following the exploration of the Internet’s expansive and complex network, another
area of growing interest emerges: delineating Internet hosts by categories that reflect their
primary functions, such as commercial, datacenters, content delivery networks (CDNs),
or others. Such interests are not merely academic; they are of practical importance to
governments and large corporations, particularly in the realms of cybersecurity and content
regulation.

One notable instance of corporate interest in this area is seen in the actions of companies
like Netflix, which are actively working on identifying IP addresses associated with VPN
services to subsequently block access through those VPNs [21, 12|. The motivation behind
these efforts is multifaceted, often tied to legal and operational constraints. For example,
Netflix’s licensing agreements prohibit the broadcasting of certain content in specific coun-
tries, and the use of VPNs can bypass these geographic limitations, leading to potential
violations of copyright agreements. This scenario highlights the significant implications
of identifying the nature of Internet traffic and the services associated with particular IP
addresses. Moreover, one of our main motivations for this research is that most studies on
the primary functions of IP addresses, particularly those involving large-scale data analy-
sis, are conducted by major commercial companies using proprietary methodologies that
are not publicly available or peer-reviewed. Therefore, it is of great interest to explore this
topic within the academic community.

In our research, we broaden our scope beyond merely identifying VPN service IP ad-
dresses (which potentially fall into datacenter category as we show in Chapter 5), aiming
to categorize a wider range of IP addresses and uncover the diverse types of content they
represent. While IP addresses are essentially numerical labels separated by dots, they lack
inherent contextual meaning. This highlights the need for analyzing hostnames, which
typically include textual information and are directly connected to their corresponding IP
addresses. To acquire these hostnames, we utilize daily hostname lookup data [93], cap-
turing a comprehensive view of a big segment of the IPv4 address space. This method
allows us to associate each IP address with a hostname, enhancing our ability to analyze
and categorize the vast array of content present on the Internet.



Acquiring high-quality data for determining the primary functions (usage types) of
IP addresses is a challenging task. This difficulty arises not only because methodologies
are often unpublished or not peer-reviewed, leading to unproven quality, but also because
such data is rare and expensive to obtain. Nevertheless, to establish a reference point
for our research, to train and assess our models, we utilize the IP information dataset
provided by IP2Location [14]. We select IP2Location over other popular providers such as
MaxMind [16], IPinfo [10] and others due to its inclusion of a usage type column, which
is of primary interest to us. To verify that the data is usable as ground truth for the
evaluation and training of the models, we perform some quality checks (see Chapter 5).

The remainder of the paper is organized as follows: Chapter 2 presents the main
goals of the research and research questions we aim to address. In Chapter 3, we provide
an overview of key background topics essential for understanding different parts of our
research. Chapter 4 covers the related work in the field of hostname analysis. In Chapter
5, we discuss data labeling, preprocessing and validation. In Chapters 6, 7, and 8, we
outline our methodology and present the experiments and findings that address our research
questions. Finally, we discuss the limitations of our study and suggest potential directions
for future research.



Chapter 2

Main goals and research questions

As discussed in Chapter 1, the motivation for our research arises from the lack of pub-
lic research on IP address usage. Commercial companies often withhold their work and
solutions from the academic community. Although IP2Location produces relevant data,
its creators do not disclose their methodology for inferring usage types. This makes it
particularly interesting to explore how predictions based on hostnames can address this
task, especially since hostnames can be easily obtained for IP addresses through reverse
DNS queries (refer to Chapter 3 for background information on DNS).

To achieve our objectives, we integrate supervised methods by leveraging our reference
[P2Location data (or we can say ground truth assuming IP2Location data is highly accu-
rate). Moreover, we explore the possibility of applying unsupervised and zero-shot learning
methods that do not rely on ground truth during the training phase but use the usage type
data as a reference point during assessment. We explore these methods because obtaining
large amounts of high-quality labeled usage type datasets is challenging. While we perform
some validation of the usage type data (see Chapter 5), we cannot definitively verify its
quality due to large dataset’s size. Therefore, it is interesting to investigate whether the
model training phase can be conducted without relying solely on ground truth, while still
validating the models using the available IP2Location dataset.

Receiving daily reverse DNS data and IP2Location data throughout 2023 allows us to
comprehensively analyze IP-hostname data over time. Our specific focus is on shifts in us-
age types and assessing whether these shifts can be detected solely through hostname data.
This information can be useful for enhancing the understanding of Internet infrastructure
dynamics.

Lastly, we also explore the other attribute that can be predicted based on hostnames,
such as the country in which the IP address is located. This information is also available
within the IP2Location dataset and is the only attribute that [P2Location claims to have
very high accuracy (over 99%). Hence, it is of interest to see how our methodology for infer-
ring usage type performs in this prediction, considering there are claims from IP2Location
developers and the IP2Location accuracy of the country-level attribute was also explored
and proven in previous research to be close to 100% [57].



Hence, based on aforementioned key points, we define following research questions for
our research:

Research Question 1 (RQ1): How effectively can IP addresses be categorized
in terms of the categories of content they represent using reverse DNS data?

By addressing this research question, we aim to find the best method for accurately pre-
dicting the usage type of IP hosts.

Research Question 2 (RQ2): Can we identify shifts and trends in the usage
types of IP addresses over time?

By addressing RQ2, we aim to analyze the evolution of Internet host usage type categories
to shed light on potential dynamicity within Internet hosts. Additionally, we seek to assess
whether hostnames are suitable for tracking IP usage type categories over time.

Research Question 3 (RQ3): How effectively can the country attribute of IP
addresses be predicted using reverse DNS data?

This question aims to explore the potential of applying techniques we develop to answer
RQ1 using hostname data to predict the country of IP addresses. Additionally, it seeks to
validate our methodology, as there is evidence of high accuracy in the country attribute of
the IP2Location dataset.



Chapter 3

Background

In this Chapter, we provide an overview of the key background topics essential for under-
standing different parts of our research.

First, we discuss the Domain Name System (DNS) and reverse DNS, as they are fun-
damental to our research. Understanding how DNS maps domain names to IP addresses
through forward DNS and how reverse DNS maps IP addresses back to hostnames is crucial
for comprehending the data we obtain via reverse DNS measurements.

Following this, we discuss common preprocessing techniques for textual data and their
potential application to hostnames in our research. Later in Chapter 5, we investigate the
applicability of these methods and select the most suitable candidates for our analysis.

Then, we address the importance of feature engineering and feature selection for both
supervised and unsupervised methods in our research. This subsection encompasses a dis-
cussion on manually engineered features derived from domain knowledge and the methods
used to validate their relevance to the target variable. Additionally, we discuss automatic
feature extraction from textual data using advanced techniques such as Word2Vec for gen-
erating word embeddings, which we use in our research.

Subsequently, we describe supervised and unsupervised learning, explain their differ-
ences, and outline the advantages and disadvantages of each approach. Next, we provide
an overview of common supervised and unsupervised models available for implementation
within the PySpark data analytics engine [18], which we use for our research (later elabo-
rated in Chapter 6), and discuss the metrics available within the engine to evaluate these
approaches.

Finally, we discuss zero-shot learning approach using the BERT zero-shot classifier for
our hostname classification task. The model and the underlying concepts are explained,
along with a discussion on its application and potential benefits.

By covering these topics, we aim to provide a comprehensive foundation that will enable
readers to follow our research approach and understand the rationale behind the selected
techniques and approaches.

3.1 Domain Name System (DNS)
3.1.1 Forward DNS

The Domain Name System (DNS) represents a fundamental aspect of internet functionality,
serving as a phonebook of the Internet [92, 72, 53, 25, 37|. It facilitates the mapping of
human-readable domain names entered into web browsers, email servers, databases, cloud
services and networking utilities, to their corresponding Internet Protocol (IP) addresses,



a process termed forward DNS.

When a user inputs a domain such as example.com into the search bar of a browser, the
DNS ensures the accurate rendering of the appropriate service or website. This mechanism
is paramount given that each device connected to the Internet is assigned a unique IP
address, which is challenging for users to recall. The establishment of the DNS was therefore
instrumental in enabling users to utilize memorable domain names, thereby alleviating the
complexity of direct IP address usage.

3.1.2 Reverse DNS (rDNS)

While the mapping from domain names to Internet addresses is crucial for Internet us-
age, the reverse mapping, known as reverse DNS (rDNS), holds significant importance as
well. Reverse DNS involves converting IP addresses, which are the identifiers of hosts,
into hostnames. This facilitates various functions such as network management and trou-
bleshooting, security checks, load balancing, and it also has applications in research, such
as inferring geolocation from hostnames [64, 37, 51, 84].

For reverse DNS lookups, the owner of the network prefix is tasked with establishing
reverse zones or can delegate the management to external DNS services [19, 73, 92, 24].
These reverse zones, which are distinct segments of the DNS, contain PTR (Pointer)
records, crucial for the reverse DNS process. PTR records within a reverse zone serve
to map IP addresses back to their corresponding hostnames. The specific zone utilized
for IPv4 address mapping is the in-addr.arpa. zone. This particular zone plays a key role
in linking IPv4 addresses with hostnames, operating in accordance with the standards of
the DNS architecture. Similarly, the reverse zone for IPv6 addresses uses the ip6.arpa.
domain, following a parallel approach but tailored for IPv6 [9].

Additionally, it is important to note that reverse DNS lookups typically yield either no
hostname or a single hostname [37, 29]. This is because hosts do not necessarily have a
hostname record in reverse DNS, and when they do, they usually have one PTR record,
though this is not always the case. Another key point to mention is that the hostname
obtained from a reverse DNS query may not always match the hostname found in a forward
DNS query. Ensuring that the forward DNS and reverse DNS entries match is known
as Forward Confirmed reverse DNS (outlined in [29]). This consistency is crucial for
applications such as reducing email spam by verifying the authenticity of email sources.

3.2 Data preprocessing

In our research, we work with a dataset that includes hostnames, which we aim to analyze
and categorize based on the type of content these hostnames represent. A crucial initial step
in handling text data is the preprocessing phase, as it ensures that the fundamental units
of text are accurately prepared and passed to further processing stages [94, 54, 59, 50],
such as, for instance, to actual prediction models. Below, we list and discuss common
preprocessing techniques explored in our research, and later in Chapter 5, we discuss our
choices in selecting or not selecting them for our study.

Noise removal

Removing noise is a vital step in text analysis [59], and this could potentially apply to
our work with hostnames as well. In text data preprocessing, noise removal often involves
eliminating special characters or punctuation. For hostnames, this process could involve



ignoring delimiters or omitting parts that we may find irrelevant to our analysis upon
further research.

Tokenization

In our analysis of hostnames, we investigate tokenization. Tokenization, a standard process
in text analysis, involves breaking down a string of text into smaller units, such as words
or abbreviations [54, 50, 59].

In the DNS, there is a hierarchy of names defined, starting with the root, which is
unnamed and often symbolized by a dot [1, 78|. This is followed by the Top-Level Domain
(TLD), separated by a dot, then by the Second-Level Domain (SLD) and potentially by
further subdomains [3, 1, 78]. For instance, in example.com, com is the TLD and example
is the SLD. This structure suggests that hostnames can be split (tokenized) using the dot
as a delimiter, separating the different parts for further processing.

Capitalization

When processing text, handling capitalization is crucial [50, 59]. In the case of hostnames,
this means lowercasing all letters to ensure uniformity. Hostnames are case-insensitive as
per RFC 4343 [40], meaning that different capitalization styles, such as Ezxample.com and
example. COM, refer to the same hostname. This suggests that standardizing capitalization
by converting all letters to lowercase may be safe and can simplify further processing by
ensuring greater uniformity.

Abbreviation

Another important step during the preprocessing stage is addressing the presence of ab-
breviations or shortened versions of words [59, 50|. These variations in text need to be
identified and handled appropriately to ensure accurate and consistent analysis.

Stemming

We also investigate stemming, which involves reducing words to their base or root form [94,
54, 59, 50]. This process is useful because words can appear in various forms while retain-
ing the same semantic meaning. For example, stemming would reduce variations like
connecting, connected, and connection to the root form connect.

Lemmatization

Lemmatization could be used for the words within hostnames, potentially as an alternative
to stemming. This technique aims to strip away the suffixes of words, bringing them down
to their basic form [94, 59, 50|. For instance, if hostnames include verbs with different
tenses like runs.example.com, running.example.com, and ran.example.com, lemmatization
would convert all variations to their lemma form run.example.com.

3.3 Manual feature engineering

Feature engineering is a critical phase in supervised and unsupervised learning, as it in-
volves identifying the most informative attributes of the data that contribute to the per-
formance of predictive and clustering models [75, 49].



Manual feature engineering involves domain expertise and a deep understanding of
the specific case of interest |75, 69]. This approach is particularly practical in situations
where certain features are known to have significant importance based on prior knowledge
or related work. For instance, for our research, there is a pre-existing notion that host-
name length is an important feature due to the nature of certain services, such as CDNs,
which often have long hostnames. In our study, we discuss manual feature engineering for
hostname-like data within the context of previous research in the Related Work chapter
(see Section 4.2). We highlight how expert knowledge can guide the selection of features
to achieve more accurate and meaningful analysis.

3.4 Manual feature relevance

In the context of our research, determining feature relevance of crafted manual features
is crucial for enhancing the performance of both supervised and unsupervised learning
models. Feature relevance helps identify which attributes of the data contribute most
significantly to the predictive power and accuracy of the models [60, 56]. Since our features
are numerical (described later in Section 6.1) and the target variable is categorical, we
employ the ANOVA F-test to assess feature relevance. Using the results of this test, we
can determine which features are likely to enhance model accuracy.

3.4.1 ANOVA F-test

The Analysis of Variance (ANOVA) F-test is a statistical method used to determine if there
are significant differences between the means of two or more groups [90, 55, 13, 88, 41]. It
is commonly used in feature selection to assess the importance of numerical features with
respect to a categorical target variable. The null hypothesis (Hy) for the ANOVA test
states that all group means are equal, while the alternative hypothesis (H4) states that at
least one group mean is different.

Mathematically, the F-statistic is calculated as the ratio of the between-group variance
(MSB) to the within-group variance (MSW):

~ MSB
~ MSW

The between-group variance, MSB, measures the variability of the group means around
the overall mean and is given by:

Zf:l ”i(Xi - X)Q

MSB =
S k—1

where k is the number of groups, n; is the sample size of group i, X; is the mean of group
i, and X is the overall mean.

The within-group variance, MSW, measures the variability within each group and is
calculated as:

Yo Y (X — Xi)?
N -k
where N is the total sample size and Xj;; is the value of the j-th observation in group i.
In feature selection, the p-value corresponding to the F-statistic indicates the proba-
bility of observing such a value under the null hypothesis. If the p-value is less than a
specified threshold (e.g., 0.05), the null hypothesis is rejected, suggesting that the feature
significantly contributes to differentiating between groups.

MSW =



3.5 Automatic feature extraction

Automatic feature extraction, on the other hand, leverages algorithmic approaches to iden-
tify relevant features from large datasets |61, 44]. Techniques such as Word2Vec, a popular
word embedding method, is employed for this purpose in our research.

3.5.1 Word2Vec

Word2Vec is a widely used word embedding technique that converts text data into con-
tinuous vector representations [82, 71, 70, 35, 67, 26, 7, 100]. Developed and supported
by Google, Word2Vec captures semantic relationships between words, which enhances the
ability of models to understand and process textual information more effectively. This
technique employs two primary learning models: Continuous Bag of Words (CBOW) and
Skip-gram. We explain these methods next.

Continuous Bag of Words (CBOW)

The CBOW model predicts the target word (w;) based on the context words surrounding
it [71, 70, 82, 67, 7, 100]. It uses a window of context words to predict the target word.
The objective function for CBOW is to maximize the average log probability:

T
23S towpluwiluny)

t=1 —c<j<c,j#0
where T is the total number of words in the corpus, ¢ is the size of the context window,
and p(w¢|wy ;) is the probability of the target word given the context words.
Skip-gram

The Skip-gram model, on the other hand, predicts the context words given the target
word|71, 70, 82, 67, 26, 100]. It aims to maximize the average log probability of the
context words given the target word:

T
% Z Z log p(wtj|wt)

t=1 —c<j<c,j#0
where T is the total number of words in the corpus, ¢ is the size of the context window,
and p(wsj|wy) is the probability of the context words given the target word.
Probability calculation

In both CBOW and Skip-gram models, the probability p(wo|wy) is calculated using the
softmax function |71, 82, 26]:

exp(Vuy * V)

> et XP(Vi V)

p(wolwr) =

where vy, and v,,, are the output and input vector representations of words wo and wy,
respectively, and W is the vocabulary size.



3.6 Supervised learning

Supervised learning is a type of machine learning where the model is trained on a labeled
dataset, meaning that each training example is paired with an output label [36, 47, 30, 99].
The goal is for the model to learn a mapping from inputs to outputs, enabling it to predict
new, previously unseen (unlabeled) cases. Below, we describe common supervised models
for multi-class (i.e., multiple possible output values) classification tasks available within
the PySpark engine, which we will investigate as part of our research.

3.6.1 Supervised models

* Logistic Regression: Logistic regression is one of the most important statistical
techniques used for binary classification problems [68|. It estimates the probability
of a binary outcome based on one or more input variables, using the logistic function
to ensure the predicted probabilities stay within the 0 to 1 range [52]. Logistic
regression can also be extended to multi-class classification problems [68], which is
particularly relevant in our case since we aim to predict multiple different usage types.
In PySpark, this extension is supported through techniques such as multinomial
logistic regression.

e Decision Trees: Decision trees are a widely used and highly effective data mining
method for developing predictive models for a target variable [85]. They are versatile
because both the target and independent variables can be either categorical or contin-
uous, making them applicable in a variety of scenarios. A decision tree is composed
of three types of nodes. The root node represents the initial choice that divides all
records into two or more mutually exclusive subsets. Internal nodes represent possi-
ble decisions or events at various stages within the tree, linking parent nodes to child
nodes. Finally, leaf nodes, or end nodes, represent the final predicted outcomes or
classifications. The tree is constructed by recursively splitting the data at each node
based on the feature that provides the best separation, according to criteria such as
Gini impurity, which measures how mixed or impure data partitions are in terms of
different classes, or information gain, which quantifies the reduction in entropy (a
measure of disorder or unpredictability) achieved by the split [76, 85]. This process
continues until the stopping criteria are met, such as reaching a certain depth or
when further splits no longer significantly improve the consistency (homogeneity) of
the data partitions [85].

e Random Forest: Random Forest is a regression tree method that employs bootstrap
sampling and the random selection of predictors to create multiple decision trees,
which are then combined to enhance predictive accuracy by reducing the noise and
variability present in individual trees [80, 46]. A significant advantage of Random
Forests is their ability to uncover complex interactions between variables, capture
non-linear relationships and their applicability to both classification and regression
tasks.

3.6.2 Evaluation metrics

To evaluate the performance of supervised models, it is common to use these standard
metrics [74, 95, 99|, which are also available within the PySpark engine:

e Accuracy: Accuracy is the ratio of correctly classified instances to the total number
of instances. It is calculated as:
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TP + TN
TP + TN+ FP + FN

Accuracy =

where TP is true positives, TN is true negatives, FP is false positives, and FN is false
negatives.

e Precision: Precision measures the proportion of correct positive predictions out of
the total number of positive predictions. It is calculated as:

TP
TP + FP

Precision =

e Recall:

Recall, also known as sensitivity, is measured as the number of correctly classified
positive predictions out of all positive instances. It is calculated as:

TP

l= ———
Reca TP+ TN

e F1 Score: The F1 score is a function of precision and recall that provides a balance
between these two metrics. It is calculated as:

F1 Score — 2 x Precision x Recall

Precision + Recall

These evaluation metrics provide a comprehensive assessment of supervised models’
performance, enabling to select the most effective model for different classification tasks.

3.7 Unsupervised learning

Unsupervised learning is a type of machine learning algorithm that can learn from data
without any prior knowledge of the outcomes or labeling [99]. In contrast to supervised
learning, the focus in unsupervised learning is not on understanding the relationship be-
tween features and a target variable. Instead, it centers on identifying structures and
patterns within the independent variables (non-target variables). This approach is partic-
ularly useful for us because we cannot fully verify the quality of the usage type attribute in
the IP2Location dataset, and the methodology creation process is unknown. This makes it
advantageous to perform the training phase based on the characteristics of the hostnames
themselves, rather than the relationship between these characteristics and their labels, as
is done in supervised learning.

Clustering is a common technique in unsupervised learning, which involves grouping
similar data points into clusters [99]. In our research, we explore the potential application of
this technique to group hostnames representing different usage types into separate clusters.
We further discuss our methodology for inferring usage types using unsupervised learning
in Chapter 6.

In the following subsections, we provide background information on different types of
clustering algorithms and offer examples of commonly used algorithms that are available
within the PySpark data analytics engine.

11



3.7.1 Types of clustering algorithms

There are a few types of clustering algorithms that are applicable to our study:

e Centroid-based. Centroid-based clustering is a method that organizes data into
non-hierarchical clusters, where each cluster is represented by a centroid, which is
the arithmetic mean of all the points within that cluster [79, 8]. Data points are
assigned to clusters based on their distance to these centroids. Common distance
metrics used in these clustering algorithms include Euclidean Distance, Manhattan
Distance, Minkowski Distance and others [97|. In general, Centroid-based algorithms
work particularly well when the resulting clusters are of similar sizes [8|.

e Density-based. Density-based clustering algorithms group data points according
to density objective functions, forming clusters in areas with high concentrations of
data points [79, 8]. The main advantage of these algorithms is their ability to discover
clusters of any shape while being robust to outliers.

e Distribution-based. Assumes that the data consists of various distributions. The
probability of data points belonging to a specific distribution decreases as the distance
from the center of the distribution increases [8].

e Hierarchical-based. Hierarchical clustering algorithms gradually build a tree-like
structure of clusters, where each level of the tree represents a different level of similar-
ity or grouping within the data. This method is particularly well-suited for organizing
data that naturally forms a hierarchy, such as taxonomies [79, §].

3.7.2 Clustering models

In this subsection, we discuss some common clustering algorithms from the aforementioned
types that are also available in PySpark:

e K-means (Centroid-based). K-means is a centroid-based clustering method that
uses a distance-based approach to partition data into distinct clusters [31]. The
algorithm works by iteratively assigning data points to the nearest centroid and then
recalculating the centroids based on the data points within the newly formed clusters.
The goal of K-means is to minimize the distance between points within the same
cluster, making them as similar as possible, while maximizing the difference to points
in different clusters [99]. One of the main advantages of K-means is its relatively low
computational complexity compared to other unsupervised algorithms, making it
suitable for large datasets [31, 45, 79]. However, it also has notable disadvantages:
the algorithm is sensitive to outliers and struggles with high-dimensional data, as
K-means assumes spherical shape of clusters.

e Gaussian Mixture Model (Distribution-based) The Gaussian Mixture Model
(GMM) is a probabilistic model that assumes that data points in different clusters are
generated by different underlying Gaussian probability distributions [97, 28, 2]. This
model is particularly powerful because it can capture complex, arbitrarily shaped
data clusters by blending multiple Gaussian distributions, unlike K-means clustering,
which relies on a single, fixed shape such as a sphere or ellipsoid.

e Bisecting K-Means (Hierarchical-based) Bisecting K-Means is a hierarchical
clustering algorithm that combines the principles of k-means with hierarchical clus-
tering [89]. It works by iteratively splitting clusters into two subclusters using the

12



K-Means algorithm, continuing this process until the desired number of clusters is
reached. While Bisecting K-Means is efficient and performs well with large datasets,
similar to K-Means, it shares the limitation of not being able to detect complex,
non-spherical shapes within the data.

3.7.3 Clustering evaluation

In the following subsection, we discuss methods for evaluating clustering results. Since
clustering is performed in an unsupervised manner, determining whether the results are
good or bad is not straightforward, unlike in supervised analysis. This subsection focuses
on methods that fall under internal validation, which involves using only the data that
was clustered (no labels) [62, 91]. Additionally, we propose a method for validating results
using external information (labels available), which is discussed in Chapter 6.

Among the common methods for internally assessing clustering results, one of those
available within the PySpark data analytics engine is the Silhouette Score [83, 62, 6]. This
metric measures how similar each data point is to its own cluster compared to the next
closest cluster. The Silhouette Score ranges between -1 and 1, where -1 indicates incorrect
clustering, 0 indicates mixed/overlapping clustering and 1 indicates dense, well-matched
clustering.

Another simple and direct way to validate or check for any issues in clustering is by
visually examining the results. One method is to create a plot showing the number of
samples in each cluster, known as Cluster Cardinality [8]. This can reveal how the data is
distributed across clusters and detect if one cluster is very different in size from the others,
which, depending on the research goal, may or may not be a desired outcome.

3.8 Zero-shot learning

Zero-shot learning is a machine learning paradigm that enables models to perform clas-
sification tasks on categories without having seen labeled data for them during training
|96, 77, 81|. This approach uses auxiliary information, such as descriptions or properties of
the unseen classes, to make predictions without needing labeled samples. For our research,
we consider the BERT zero-shot classifier available through the Spark NLP library, which
is capable of large-scale data processing.

The BERT zero-shot classifier in the Spark NLP library is designed for zero-shot text
classification, particularly in the English language [5]. The model is based on the BERT
architecture, which is a bi-directional transformer encoder pre-trained on vast amounts of
text data [58]. The core concept involves utilizing a model tailored for sequence classifi-
cation tasks, where the model takes a sequence of text (in our case it can be hostname)
and predicts a category (such as usage type) for the entire text. This capability is enabled
by prior training on Natural Language Inference (NLI) tasks [5]. During NLI training, the
model learns to determine the relationship between sentences, assessing whether one sen-
tence entails, contradicts or is neutral to the other [86]. As a result, the BERT zero-shot
classifier can infer relationships within textual data and predict categories for new text
inputs without the need for further fine-tuning on specific tasks.

We integrate the BERT zero-shot classifier into our methodology to evaluate its ef-
fectiveness in accurately and efficiently categorizing Internet hosts without relying on
comprehensive labeled datasets. This experiment aims to assess whether general-purpose
pre-trained models can successfully handle such specialized data.
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Chapter 4

Related work

In this chapter, we explore existing research focused on extracting meaningful information
from hostnames. Given the challenges associated with obtaining high-quality and compre-
hensive IP data, which is often locked behind non-free commercial datasets, establishing
the accuracy of findings becomes a critical challenge. Therefore, for each study, we will
discuss not only the proposed research methods but also pay special attention to how the
authors validated their results, particularly in the context of limited data availability.

Then, we describe and discuss research on feature extraction from hostname-like data,
as earlier discussed in Chapter 3.

4.1 Hostname information extraction

There are multiple existing works that focus on the analysis of hostnames and domain
names with the goal of extracting meaningful information from them. Luckie et al. discuss
the design and implementation of a system that automatically learns regular expressions
to extract the names of network operators embedded within hostnames [66]. By providing
a complex but efficient method for generating these regexes, they achieved an accuracy of
around 97%, verified through WHOIS and PeeringDB databases, which are commonly used
to obtain registration and interconnection information for networks. As a core component
of their research methodology, the authors relied on data from the CAIDA Internet Topol-
ogy Data Kit (ITDK) to obtain Autonomous System Numbers (ASNs) for routers. The
accuracy of this dataset is reported to be around 95%, based on comparisons with ground
truth data from four network operators. In contrast, the IP2Location usage type data for
IP addresses used in our study, both for training and testing of our models, has not yet
been peer-reviewed by the research community. This reliance on proprietary, unverified
commercial data represents a limitation of our work.

Another study, similar in concept and conducted by the same authors, focused on
extracting router names (unique identifiers assigned by network operators, e.g., esrl|jfk2)
from hostnames [63]. The authors employed a supervised learning approach to learn router
naming conventions embedded in hostnames. They used extensive datasets spanning nine
years, primarily drawing from the CAIDA Internet Topology Data Kit (ITDK) for training.
The accuracy was relatively high, as network operators confirmed that 9 out of 11 suffixes’
naming conventions were correctly identified.

There was also a study focused on extracting Autonomous System Numbers (ASNs)
from hostnames [65]. This study aimed to identify the AS that operates each router
by developing a system capable of automatically learning regular expressions (regexes) to
extract these ASNs. Similar to previous research, the authors utilized training data col-
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lected over approximately 10 years to create a set of reusable regexes. Their approach was
evaluated against ground truth data provided by network operators and using PeeringDB
database, achieving high accuracy. Consequently, they publicly released their training data
and regexes.

The field of extracting geographical information from hostnames has been the focus
of several studies [64, 37, 51, 84]. In their study, Luckie et al. [64] developed regular
expressions (regexps) to extract geographical information from hostnames, significantly
contributing to the field by leveraging the Hoiho regex builder. As part of their method-
ology for extracting geolocation information, the researchers utilized IATA and ICAO
codes, standardized codes used to identify airports worldwide. These codes, sourced from
OurAirports database, included corresponding latitude and longitude coordinates, which
were instrumental in accurately mapping specific locations embedded in hostnames. Ad-
ditionally, CAIDA’s Internet Topology Data Kit (ITDK) was used to provide router-level
graphs and hostnames for router interfaces. The ITDK datasets, which include both 1Pv4
and IPv6 routers, were crucial for training the system to recognize geohints and validate
the extracted locations against real-world data.

As a result of their research, Luckie et al. achieved significant accuracy improvements
in geolocating routers based on hostnames. Their system correctly identified 78.6% of
the custom geographic codes created by network operators and accurately geolocated 94%
of router hostnames that contained geohints. This success was particularly notable in
cases where geohints were embedded in the hostname, as the system effectively deciphered
these patterns to map locations. However, it is important to note that this high accuracy
depended on the presence of recognizable geohints. While their system managed non-
standard codes through the use of extra RTT measurements, this added complexity. In
contrast, our approach relies solely on hostname analysis, without the need for additional
measurements. Although our RQ3 focused on inferring geolocation as a validation point
for our methodology in determining IP address usage types, the ability to extract geolo-
cation from hostnames using methods beyond regex could have broader applications and
better generalization. Even without apparent geohints, hostnames may exhibit patterns or
characteristics common to specific network operators, particularly those operating in cer-
tain regions. By identifying and generalizing these patterns through manual or automated
feature engineering, our system could enhance its ability to infer geolocation with greater
accuracy, even in hostnames lacking obvious geohints.

The research conducted by Dan et al. diverged from previous research by specifically
focusing on extracting geographical information from hostnames through the use of word
feature extraction and machine learning techniques, thereby distinguishing it as partic-
ularly relevant to our research [37]. In their methodology, the authors implemented a
comprehensive feature extraction process that involved dissecting hostnames into their el-
emental parts and generating both primary and secondary features based on city names,
abbreviations, administrative regions and top-level domains. These extracted features
were then combined with ground truth labels of known hostname locations, provided by
Microsoft, and applied to machine learning models in a supervised learning approach. The
method proposed by Dan et al. showed significant improvements over previous techniques
in this domain, demonstrated through testing on a dataset of 1.6 million hostnames. This
dataset was a subset of a larger ground truth dataset derived from Bing query logs, con-
sisting of IP addresses with known locations, focusing on various domains from different
Internet Service Providers (ISPs). The 1.6 million subset was specifically chosen to include
entries from ISPs that were covered by multiple academic baselines, allowing for a fair and
direct comparison between their method and the existing state-of-the-art techniques.
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However, a limitation of this approach is the assumption that a single classifier should be
universally applicable to all hostnames and remain effective over time, without accounting
for the dynamic nature of hostname structures and the evolution of the internet. We
believe this limitation does not pose a significant problem for our research, as we employ a
combination of manually crafted features and features extracted using Word2Vec. While
manually crafted features capture general, stable characteristics of hostnames, providing
some resilience against change, the Word2Vec model’s ability to learn a vast vocabulary and
generate meaningful representations for previously unseen hostnames effectively mitigates
this issue. This is because Word2Vec can recognize and interpret new hostname structures
by leveraging its understanding of previously seen words within hostnames, allowing it
to provide mostly accurate representations even when encountering new combinations or
patterns.

In another study, Chabarek et al. [34] analyzed the DNS names of network device
interfaces to identify common naming conventions among network operators. Although
these DNS names are not strictly hostnames, they often bear similarities and offer valu-
able insights through their naming patterns. Authors utilized regular expressions to discern
meaningful patterns from these names. Subsequently, they employed clustering techniques
to categorize similar names, aiding in the identification of prevalent naming conventions. To
confirm their findings, they compared these conventions with existing ones and conducted
a survey with over 10 network operators to understand their naming practices. Their re-
search revealed a diverse range of naming conventions used by network operators, with
some being widely adopted and others more unique. The key takeaway from this study for
our research is the substantial information can be derived from hostnames/domain names,
particularly through the use of clustering techniques and word analysis.

In many of the studies we reference, authors commonly utilize regular expressions and
external datasets to identify relevant words or phrases within hostnames. These methods
often focus on extracting directly available information, as discussed in the research by
Luckie et al. [64], such as extracting airport codes, which are standardized by organi-
zations like TATA and ICAO. However, in our case, there is no standardized set of rules
or dictionary that can reliably determine whether a hostname containing specific wording
belongs to a particular usage type. Therefore, we employ manual and automatic feature
engineering instead of relying on regular expressions, as we cannot directly extract the
information or results we need. Moreover, our hostname dataset may include entries with-
out any direct hints for inferring usage types. However, by employing feature engineering
instead of regular expressions, our approach still allows us to predict usage types, even for
hostnames that may initially seem to be completely uninformative.

Another significant difference is the scale of our data, which is substantially larger than
those used in the aforementioned studies. This larger dataset enables us to conduct a
more comprehensive analysis and achieve a more accurate assessment of our methods. For
instance, Luckie et al. [64] analyzed a few million hostnames associated with IP routers
that contained apparent geohints. In contrast, our analysis encompasses over a billion
hostnames associated with a broader selection of IP addresses, not only limited to IP
routers (see Chapter 5 for data description).

4.2 Feature extraction from hostnames

In a study referenced in Towards Data Science, the process of extracting features from URL
strings for the detection of malicious URLs is examined [11, 33]. Despite the divergence
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in subject matter, the article effectively highlights various lexical features extractable from
URLs, including hostnames as a key component. We list the features applicable to URLs,
which we expect to be applicable to hostnames as well. We will investigate this further
and report on our findings in Chapter 6.

1. Total number of characters in the URL.

2. Quantity of digits within the URL string.

3. Shannon entropy of the URL string.

4. Count of . (dots) in the URL string (or other special characters).

5. Presence of specific keywords in the URL.

The authors emphasise that the features to be extracted are contingent upon the focus
of the analysis. As their study centers on URLs, they extract a broader range of features
pertinent to URLs, aligning with their objective of identifying malicious URLs.

In another study by Yadav et al. on detecting algorithmically generated malicious
domain names, they mentioned two important ideas that could be useful for our research
on hostname analysis [98]|. First, analysing the frequencies of alphanumeric characters, on
which many features in our case can be built. Second, conducting bigram analysis, which
means not only analysing single characters but also pairs of consecutive characters.

17



Chapter 5

Data labeling, preprocessing and
validation

5.1 Data labeling

One of the main goals of our research was to classify IP addresses by usage types based
on associated hostnames. While usage type data is rare and often expensive, it does exist,
with IP2Location providing such data. Our aim was to develop an open methodology that
would be publicly available for other researchers to validate and build upon, in contrast
to the closed (publicly unavailable) methodology of IP2Location. Still, since we needed
ground truth for our supervised, unsupervised and zero-shot learning models, we made use
of IP2Location usage type dataset [14].

Additionally, the IP2Location dataset included the country attribute, with its accuracy
confirmed by other researchers to be close to 100% [57]. This attribute was particularly
useful for us because most of the IP2Location data was not validated in terms of accuracy.
The verified accuracy of the country attribute provided an additional way to validate
our approach. By applying the methodology we developed for usage type prediction to
geolocation country prediction, we could check whether we achieved similar results to
the claimed 99-100% accuracy for the country attribute. This would suggest whether our
usage type prediction approach was potentially good or not, given the lack of peer-reviewed
reference points for usage types. The prediction of the country attribute was considered
as our Research Question 3 (RQ3).

We received the IP2Location datasets in weekly dumps for the year 2023, which was
important for us since we aimed to inspect how IP addresses’ usage types changed over
time (RQ2). To address RQ1, we selected the IP2Location dataset from the first week of
January 2023, beginning with the first dump after January 1. This dataset consisted of
16,949,870 IP ranges, each linking a specific IP range to its corresponding usage type and
country location.

As outlined in the documentation, the usage type column includes 12 possible categories
for each IP range (see Table 5.1). Although we did not have control over the categories
defined by IP2Location, these 12 categories comprehensively describe the various function-
alities that IP addresses may be used for, making them sufficient for our research needs.

For the IP-hostname data for our research, we used the data obtained via reverse DNS
measurements collected by the OpenINTEL project at the University of Twente [93]. These
measurements are performed daily and cover the publicly routable portion of the address
space. To investigate RQ1, we selected daily measurements from January 1, 2023. The
number of obtained PTR records via reverse DNS for January 1, 2023, was 1,311,233,437 (~

18



Usage Type | Description
COM Commercial
ORG Organization
GOV Government
MIL Military
EDU University /College /School
LIB Library
CDN Content Delivery Network
ISP Fixed Line ISP
MOB Mobile ISP
DCH Data Center/Web Hosting/Transit
SES Search Engine Spider
RSV Reserved

Table 5.1: IP2Location usage type categories

30% of the total number of IPv4 addresses). Of these, 1,285,834,541 records had hostnames
(= 98% of the total PTR records obtained for January 1, 2023). Since our research relied
on interpreting hostnames, we excluded those entries without hostnames for our work.
Additionally, we counted a total of 6,138,963 IP addresses that were associated with more
than one hostname, resulting in a total of 8,488,902 entries being duplicates in terms of
IP addresses. Further in our research, we discuss how we handled duplicate entries for IP
addresses, as these factors had different impacts on answering RQ1, RQ2 and RQ3.

The next step was merging the IP ranges data from [P2Location with individual IP-
hostname entries in the OpenINTEL dataset. For this, we used py-radix tree structures
to efficiently map IP ranges to their usage types and country, enabling fast lookup. We
then performed these lookups on the IP-hostnames reverse DNS dataset. This process
resulted in a total of 1,285,834,541 labeled samples (full label coverage of obtained reverse
DNS data for January 1, 2023). The table below shows the count for each category in our
labeled samples (see Table 5.2):

Usage Type Count
SES 237,874
COM 34,757,786
MOB 97,502,699
ORG 1,765,961
EDU 26,513,504
ISP 377,934,555
LIB 70,707
CDN 15,018,356
DCH 156,547,412
GOV 4,360,933

ISP/MOB 566,047,362
MIL 5,075,225
RSV 5

Table 5.2:  Count of labeled samples by usage type

It is interesting to note that our dataset included an additional category in contrast
to the outlined IP2Location documentation: ISP/MOB, which likely represents IP ranges
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that operate as both ISP and mobile providers. Additionally, we obtained only 5 IP
addresses for the reserved (RSV) category. Due to the small size of this category compared
to other usage types, we excluded it from our research. In total, we still had 12 usage type
categories.

For the analysis over time, we selected four reverse DNS data snapshots: January 1,
April 1, August 1 and December 1 of 2023, and performed a similar labeling procedure as
for January 1. We describe the specifics of merging and processing these data snapshots
for analysis over time later in Chapter 7.

5.2 Data verification

We mentioned that the accuracy of the usage type column from the IP2Location dataset
is unverified by research community. Therefore, we conducted some verification checks on
this column to assess its accuracy. To achieve this, we utilized several smaller datasets from
large companies that publish their IP ranges. This allowed us to compare IP2Location’s
labeling with these publicly available ranges, from which we could infer usage types. For
instance, Microsoft or Amazon ranges most likely fall within the datacenter (DCH) cat-
egory. By comparing these IP ranges with the IP2Location data, we assessed how well
[P2Location’s labeling matches independent data. The selection of companies was de-
signed to cover multiple categories within the IP2Location dataset while ensuring that we
included some large companies and institutions.

Amazon

Firstly, we checked the Amazon IP ranges that they officially publish on their website [4].
For these IP ranges, which describe various services of Amazon, we performed a match with
[P2Location data on an exact range match (inner join). The reason for conducting inner
join on IP ranges was to simplify calculations, but still allowing us to verify a significant
amount of IP ranges. The results of the service types of these IP ranges are shown in
Table 5.3.

Type of Service | Count
DCH 3121

Table 5.3: Classification of Amazon IP Ranges according to IP2Location dataset

As can be seen, all matched IP ranges were classified into the DCH category, which
stands for datacenters. This met our expectations, as DCH is one of the categories that
Amazon IP ranges should definitively fall into.

Microsoft

We then assessed the IP ranges published by Microsoft and performed an inner join with
IP2Location data [17|. The results are depicted in Table 5.4.

Type of Service | Count
ISP 55
DCH 13169
SES 105
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Table 5.4: Classification of Microsoft IP Ranges

Similar to Amazon, most of the IP ranges fall into the category of data centers (DCH).
A few fall into ISP and Search Engine Spiders (SES). These results are expected, as the ma-
jority fall into DCH, while the others likely reflect the diverse services Microsoft operates.
The SES category most likely relates to the Bing search engine owned by Microsoft.

Verizon

Next, we analyzed the IP ranges available on a popular website tool called IPinfo [10],
which allows lookup for IP address ranges of various companies. We searched for Verizon’s
IP ranges and then matched them with the IP2Location dataset. The results are shown
in Table 5.5.

Type of Service CIDR
ISP/MOB 103.22.238.0/23
ISP/MOB 132.197.217.0/24
ISP/MOB 132.197.219.0/24
ISP/MOB 132.197.220.0/24
ISP/ MOB 132.197.234.0/24
ISP/MOB 132.197.235.0/24

Table 5.5: Classification of Verizon IP Ranges

As shown in Table 5.5, the IP ranges from Verizon were classified under the ISP/MOB
category, which includes both ISP and mobile services. This result aligns with our expec-
tations, as Verizon is known to provide both types of services.

Cloudflare

We also analyzed the IP ranges reported by Cloudflare [15], as shown in Table 5.6.

Type of Service CIDR
CDN 103.31.4.0/22
CDN 131.0.72.0/22
CDN 197.234.240.0/22

Table 5.6: Classification of Cloudflare IP Ranges

As can be seen, these IP ranges from Cloudflare were classified under the CDN category,
which stands for Content Delivery Network. This result is expected, as Cloudflare is
primarily known for providing CDN services.

MIT

To explore different usage type category, we then found the IP ranges of MIT, a university
that would likely fall under the EDU category [23]. The inner join operation results with
IP ranges published by MIT are summarized in Table 5.7.
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Type of Service CIDR
EDU 18.0.0.0/11
EDU 128.52.0.0/16
EDU 129.55.0.0/16
EDU 198.125.176.0/20

Table 5.7: Classification of MIT IP Ranges

As can be seen, the IP ranges from MIT were classified under the EDU category. This
result aligned with our expectations, as MIT is an educational institution.

VPN Experiment

Linking back to Chapter 1, to the example of Netflix fighting with VPN providers to block
their IP ranges, we found some curated VPN range lists [22] and checked which categories
they would most likely fall into. The results are depicted in Table 5.8.

Type of Service | Count
DCH 1656
ISP 74
COM 6
MOB 2
ISP/ MOB 3
EDU 1

Table 5.8: Classification of VPN IP Ranges

As can be seen, most of the IP ranges fall into the DCH category, indicating that VPN
addresses are potentially classified as data centers in the IP2Location dataset. Interestingly,
during our research, we found forum discussions where ISP providers complained that they
could not reach IP2Location developers to change their usage type to ISP from DCH, as
many of their customers were being blocked by Netflix. While the reliance of companies
like Netflix on IP2Location data hints at its utility, extensiveness and uniqueness, this
alone does not conclusively confirm its accuracy. Further objective analysis is required to
evaluate the precision and reliability of IP2Location usage type data comprehensively.

5.3 Data preprocessing

We analyzed different text preprocessing techniques discussed in Chapter 3 on the ob-
tained and labeled dataset. We carefully evaluated the applicability of these techniques to
determine the most effective methods for potentially improving the accuracy of predictions.

Noise removal

It is challenging to argue that noise removal is possible since hostnames do not have a
standardized structure. For instance, if a hostname is fully or predominantly numerical
or contains numerous digits, does this imply that it lacks utility and should be excluded?
What other criteria might indicate that a hostname is invalid?

During our research, we observed that certain categories of hostnames, such as those
labeled as ISP, MOB, ISP/MOB or CDNs, tend to contain numerical characters more
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frequently than others. Hence, this indicates that discarding any data, even though it may
seem logical at first, could be too risky.

Tokenization

As discussed earlier, the most common delimiter for tokenization is the . symbol. We
used tokenization for various steps in our research. For instance, Word2Vec required words
as input rather than whole sentences (in our case, the entire hostname), so we tokenized
the hostnames, considering each part separated by . as a word. Other instances where
we tokenized hostnames included creating manual features and using the BERT zero-shot
classifier, which also expected tokenized text input.

Capitalization

In our case, we converted all hostnames to lowercase to ensure consistency. While DNS
is case-insensitive and does not differentiate between uppercase and lowercase letters, it
is possible that network operators might use capitalization to convey specific meanings.
Therefore, although we standardized all characters in hostnames to lowercase for uniformity
and simplified processing, it is important to note that this approach may overlook certain
semantic nuances introduced by capitalization, though this is unlikely to cause significant
issues.

Abbreviation

The use of abbreviations in hostnames presents a challenge due to the sheer volume of
data and the lack of exploration of predicting usage types of IPs based on hostnames in
previous public research. Despite this, we found no immediate need to specifically address
abbreviations in our research. We utilize word embeddings, such as Word2Vec, which
should inherently capture and categorize abbreviations commonly found in hostnames.
Therefore, while abbreviations are not explicitly addressed in this study, they could be
explored in future research using additional external datasets.

Stemming

Stemming, which reduces words to their base or root form by removing suffixes, is typ-
ically used in natural language processing to treat words with similar meanings as the
same. However, for hostname data, stemming is not applicable. Hostnames often include
specific prefixes, suffixes, and combinations that are meaningful in their entirety. Apply-
ing stemming could remove crucial parts of the hostname, leading to loss of information
and misinterpretation of the data, especially for manual features. Additionally, hostnames
frequently consist of technical terms, abbreviations, and codes that do not benefit from
conventional stemming processes.

Lemmatization

Lemmatization, which reduces words to their base or dictionary form, is another technique
used in natural language processing to handle different forms of a word. Similar to stem-
ming, lemmatization is not applicable to hostname data. Hostnames are composed of a
specific sequence of characters and segments that are meaningful only in their exact form.
Altering these segments through lemmatization would distort the actual hostname and
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could result in significant loss of information. Additionally, hostnames do not have varia-
tions in form that lemmatization is designed to address, making this process unnecessary
and potentially harmful for accurate analysis and model training.
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Chapter 6

Prediction of usage type (RQ1)

After labeling, validating, and preprocessing our data, we moved on to answering our re-
search questions. We conducted our research using PySpark, a Python API for Apache
Spark that enables large-scale data processing [18]|. This engine provides numerous func-
tions and methods that simplify the development and execution of efficient code. PySpark’s
SQL library, with its rich set of built-in functions for data manipulation and transforma-
tion, was crucial for many steps of our research. Additionally, Apache Spark’s MLIib library
offers a comprehensive suite of tools for implementing supervised and unsupervised learn-
ing models, as well as automatic feature extraction with Word2Vec and other necessary
models for our research.

As discussed in Chapter 3, features derived from hostnames can be categorized into two
main types: manual features and automatic features. Manual features are crafted based on
domain knowledge with the intent to identify and distinguish specific characteristics within
the data. For our study, we adopted manual features from relevant existing literature on
URL analysis (see Section 4.2). These features were originally designed for URL strings,
but because hostnames are a key component of URLs, we believed they could be relevant
to our research and, therefore, incorporated them into our methodology.

The authors of the research on URL analysis emphasized that the features to be ex-
tracted should be contingent upon the focus of the analysis. Since our focus was on host-
name data, we developed additional manual features alongside the adapted ones, leveraging
our knowledge of hostnames. These new features were designed to capture their general
characteristics, such as structural patterns and overall composition, while also addressing
the potential limitations of tools like Word2Vec, which, although effective at identifying
specific patterns and vocabulary, may not fully capture these broader, generalized aspects
of hostnames.

6.1 Manual model features

Below, we provide a list of the features we crafted and discuss their implementation in
PySpark for clarity:
Length

Calculates the total number of characters in the hostname. This feature was adapted
from previous research discussed in Chapter 4, where the feature was the total number of
characters in the URL. Since we have hostname data instead of URLS, our feature measures
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the total number of characters in the hostname. We utilized a built-in length function of
PySpark SQL for this calculation.

Number of digits

Calculates the total number of digits in the hostname. This feature was adapted from
previous research discussed in Chapter 4, where the feature was calculated as the number
of digits in the URL. Since we have hostname data instead of URLs, our feature counts
the number of digits in the hostname. We utilized the built-in regexp replace function to
remove non-digit characters and then calculated the length of the resulting string using
the length function of PySpark SQL library.

Character diversity

Measures the number of unique characters in the hostname. This feature captures the di-
versity of characters within hostnames, which can reflect different patterns or complexities.
We implemented this by first splitting the hostname into an array of individual charac-
ters, then using the array distinct function to remove duplicates and retain only unique
characters. Finally, we counted the number of unique characters using the size function in
PySpark SQL.

Hyphen count

Counts the number of hyphens in the hostname. This feature helps to identify the presence
of specific patterns or naming conventions within hostnames. We implemented this by
calculating the difference between the total length of the hostname and the length of the
hostname after removing all hyphens using the regezp replace function in PySpark SQL.
The resulting difference represents the total number of hyphens in the hostname.

Shannon Entropy

Calculates the Shannon Entropy of the hostname characters, reflecting the randomness
or unpredictability of the character distribution within the hostname. This feature was
adapted from previous research discussed in Chapter 4, where Shannon Entropy was cal-
culated for URL strings. Since our dataset consists of hostname data rather than URLs,
we applied the same entropy calculation to measure the diversity of characters in each
hostname. The Shannon Entropy is computed by determining the frequency of each char-
acter in the hostname, calculating the probability distribution of these characters, and
then summing the weighted logarithms of these probabilities. We implemented this using
a custom user-defined function (UDF) that was applied to each hostname in our dataset.

Special character count

Counts the number of special characters (non-alphanumeric) in the hostname. This feature
helps to identify the presence of special characters that might indicate certain patterns
or specific naming conventions within hostnames. We implemented this by removing all
alphanumeric characters and periods using the regexp replace function in PySpark SQL.
The remaining characters are then counted to determine the number of special characters
in the hostname.
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Vowel count

Counts the number of vowels in the hostname. This feature captures the frequency of vowel
usage, which could reveal underlying patterns or naming conventions within hostnames.
We implemented this by using the regexp replace function in PySpark SQL to remove all
non-vowel characters from the hostname, and then calculating the length of the resulting
string to determine the total number of vowels.

Consonant count

Counts the number of consonants in the hostname. This feature captures the frequency of
consonant usage, which could provide insights into the structural characteristics of host-
names. We implemented this by using the regezp replace function in PySpark SQL to
remove all non-consonant characters from the hostname, and then calculating the length
of the resulting string to determine the total number of consonants.

Vowel to consonant ratio

Calculates the ratio of vowels to consonants in the hostname. This feature may provide
additional insights beyond separate vowel and consonant counts by normalizing the rela-
tionship between these two metrics. It could highlight linguistic patterns, such as whether
a hostname tends to favor vowel-heavy or consonant-heavy constructions. We implemented
this by dividing the already calculated vowel count by the consonant count.

Token count

Calculates the total number of tokens (segments) in the hostname, where tokens are parts
of the hostname separated by dots (.). As discussed in Section 3.2, we previously explained
that the dot is a natural delimiter for hostnames, as it effectively separates the hierarchical
components of a domain name. This feature was adapted from previous research discussed
in Chapter 4, where the count of dots in the URL string was used as a measure of the
complexity of domain names in URLs. We implemented this feature using the split and
size functions from PySpark SQL. The split function is used to break the hostname into
segments based on the dot delimiter, and the size function counts the resulting segments.

Repeated character ratio

Computes the ratio of characters in the hostname that are repeated. This feature captures
the frequency of recurring characters, which can provide insights into the patterns and
consistency within the hostname structure. High ratios might indicate hostnames with
repetitive patterns. This feature was implemented by first iterating over each character in
the hostname to count the number of occurrences of each character. We then identified the
characters that appeared more than once and incremented a sum by 1 for each character
that was duplicated. Finally, we divided this sum by the total number of characters in the
hostname to calculate the ratio. This calculation was implemented using a custom UDF
and functions from the PySpark SQL library to efficiently process each hostname in our
dataset.

To ensure the relevance and effectiveness of our manual feature engineering, we con-
ducted an ANOVA F-test to evaluate the potential connection between the crafted features,
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including those adopted from previous research as well as the ones we independently de-
signed, and the usage types of hostnames.

ANOVA F-test is appropriate for situations where the features are numerical and the
target variable is categorical, as in our case. We selected a p-value threshold of 0.05,
a common standard for statistical significance, to reject the null hypothesis and deem a
feature relevant if its p-value was below this threshold.

For the ANOVA F-test, we used UnivariateFeatureSelector from Pyspark ML library.
As a result of this test, we found that our 11 manually crafted features exhibit a significant
association with the target variable. This suggests that these features effectively differen-
tiate between the categories of the target variable, as the differences in their means across
groups are notably larger than the variation within each group. Additionally, in Figure
6.1, we present the mean values of each feature across different usage types. As shown,
many of these features, even from visual inspection, appear to significantly contribute to
distinguishing between different usage types.
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Figure 6.1: Mean values of each feature across different usage types
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6.2 Supervised learning

After identifying the manual features for our machine learning models, we proceeded to
predict the usage type of hostnames. In addition to the selected manual features, we
incorporated automatic features generated by the Word2Vec technique, which produces
vector representations of textual data, specifically hostnames in our case.

We employed a supervised learning approach, training our models using the available
ground truth data. For this categorical prediction task, we utilized three supervised models
from the PySpark ML package: Logistic Regression, Decision Trees and Random Forest.

The performance of these machine learning models, using both manual and automatic
features as input, was evaluated using a single 80:20 train-test data split on a labeled data
snapshot from January 1, 2023. This ratio (80:20) is a widely adopted practice based on
empirical analyses showing that it tends to yield valid and reliable accuracy estimates [43].
The results are presented below:

Classifier Accuracy | Precision | Recall | F1 Score
DecisionTreeClassifier 0.5786 0.6049 0.5786 0.5151
LogisticRegression 0.4955 0.4470 0.4955 0.4312
RandomForestClassifier 0.6192 0.5753 0.6192 0.5658

Table 6.1: Usage type prediction metrics using manual features
Classifier Accuracy | Precision | Recall | F1 Score
DecisionTreeClassifier 0.6018 0.6638 0.6018 0.5400
LogisticRegression 0.6801 0.6904 0.6801 0.6648
RandomForestClassifier 0.6589 0.7043 0.6589 0.6177

Table 6.2: Usage type prediction metrics using automatic Word2Vec features

The metrics indicate that automatic features yielded better results overall. However,
we observed a class imbalance in our data, where certain categories were underrepresented
compared to others (refer to Chapter 5 for the distribution of categories). It is well known
that classifiers tend to be more sensitive to the majority class, often overlooking the less fre-
quent categories, making it challenging for models to accurately distinguish these minority
classes [42]. That is why we plotted confusion matrices to assess whether the models could
effectively identify and differentiate these minority classes despite the imbalance. Below,
we present the confusion matrices for the models that achieved the highest accuracy and
demonstrated the best overall usage type detection using separately manual and automatic
features as input (see Figures 6.2 and 6.3).
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Random Forest using manual features
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Figure 6.2: Random Forest model using manual features. The values within the
matrix represent percentages of the total actual values in each row (for each cate-
gory), making it easier to interpret large numbers by showing how they distribute
across the predicted classes.
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Logistic Regression using Word2Vec
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Figure 6.3:  Logistic Regression model using Automatic (Word2Vec) features. The
values within the matrix represent percentages of the total actual values in each
row (for each category), making it easier to interpret large numbers by showing how
they distribute across the predicted classes.

For manual features, the accuracy reached 60%, but the confusion matrix revealed that
only ISP/MOB, ISP, DCH and CDN usage types were detected. For the other classes, the
machine learning models did not generalize well and tended to classify most entries into
ISP/MOB and ISP majority classes. Hence, manual features alone were insufficient for
effective model learning for the hostname usage type classification task.

In contrast, using automatic features as input, the prediction of smaller classes became
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more accurate, revealing that many usage type categories of hostnames could be detected.
Among the three models, the logistic regression model performed the best, distinguishing
multiple classes with the highest accuracy. Categories such as CDN (with similar accuracy
to manual features), MIL and ISP/MOB were well detected. Notably, hostnames belonging
to the military category were detected with 97% accuracy, suggesting that these hostnames
share a similar vocabulary, making them easier to identify using automatic features. In
contrast, MIL category was not detected at all with manual features as input.

The ISP, DCH, MOB, EDU and GOV categories were moderately well-identified, sug-
gesting that the Word2Vec approach is more effective than manual feature selection. How-
ever, some classes, such as SES, COM, ORG and LIB, remained challenging to detect or
were completely undetected. This difficulty could be attributed to the low number of sam-
ples in these categories, leading to an imbalanced dataset. Interestingly, despite having
many samples, the COM category was also poorly detected, likely because COM hostnames
share similar structures and naming conventions with ISP and MOB hostnames, leading
to misclassification into these categories.

In summary, detection accuracy using automatic features was notable, despite the
challenging nature of the task and the lack of standardized rules for defining hostnames
by network operators. We think that this complexity is the main reason it is difficult to
surpass very high accuracy in identifying usage types based on hostnames. Nonetheless,
this approach can still be relevant in practice, as it eliminates the need for access to
private datasets containing usage type information. Instead, one only needs to query the
hostnames of IP addresses using reverse DNS and apply our trained model to infer usage
types. This model should handle unseen hostnames using a predefined dictionary through
Word2Vec. Categories such as ISP/MOB, CDN and MIL can generally be detected with
very good accuracy.

Conversely, previous research on geolocation prediction from hostnames has success-
fully utilized rules (conventions) like common abbreviations and country codes to infer
geolocation data. This success can be attributed to the limited number of countries and
abbreviations, resulting in a more restricted and defined vocabulary, thus increasing the
likelihood of higher accuracy. However, predicting usage type lacks these constraints, mak-
ing it more challenging, especially given the data size. Later in our research, we explore
predicting the country attribute based on hostnames using a similar approach we used for
predicting usage type. Achieving high accuracy in geolocation prediction would suggest
that the vocabulary list captured by the Word2Vec technique is in fact more standardized
and defined for geolocation data.

It is also important to note that we performed limited parameter tuning for our clas-
sification models due to the long training times required for the large dataset we used.
Therefore, we believe that further model tuning could potentially increase accuracy and
improve the detection of different usage type categories. For instance, for Word2Vec, we
chose the parameters min_ count=100 and vector_size=50. The min_ count of 100 was
chosen because of our dataset’s large size, necessitating the exclusion of words that occur
less than 100 times. Lowering this value could improve vectorization by increasing the
dictionary size. A vector size of 50 was selected as a reasonable choice for the next pre-
diction steps. Although literature suggests higher values for optimal performance [70], the
large size of our dataset and memory limitations during the training phase necessitated
this choice.

Furthermore, it is worth noting that Word2Vec averages the vector representations
of words within the same document, which in our case corresponds to within the same
hostname. This means that increasing the vector dimensionality could result in more
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distinct vector spaces, thereby enhancing the separation between categories. As a result,
with increased resources, optimizing the vector size and other model parameters could
significantly boost both accuracy and detection capabilities.

6.3 Unsupervised learning

As we previously discussed, internet data is often limited and ground truth can be diffi-
cult to obtain and may lack proven quality. This challenge also applies to our usage type
prediction. To address this, we explored unsupervised and zero-shot learning approaches.
Unsupervised learning is advantageous because it does not rely on ground truth during
training, instead focusing on identifying structures and patterns within hostnames. Mean-
while, zero-shot learning is beneficial as it does not require prior learning, making it a
flexible tool for our research.

For the unsupervised learning approach, we investigated clustering algorithms to cate-
gorize Internet hosts based on hostname data. This experimental method aimed to manage
the complexity of hostname data, which differs from typical textual data, by grouping sim-
ilar data points into clusters. The objective was to distinguish hostnames without relying
on extensive labeled data, instead utilizing a small number of samples to identify clusters
corresponding to specific usage types.

For our analysis, we utilized the KMeans clustering algorithm as it provides good
separation of data points and is reasonably fast for large datasets. Other models, such as
the Gaussian Mixture Model (GMM) and Bisecting KMeans available in the PySpark ML
library, took a very long time to train and were left out of the scope of this research.

For KMeans clustering, we set the number of clusters to 12 to match the number of
distinct usage type classes we had. Our hypothesis was that, ideally, hostnames belonging
to different categories would have distinct vector representations and would predominantly
fall into their respective clusters.

To assess the results, we used the Silhouette Score, which we explained earlier in Chap-
ter 3, and our custom visual inspection method, where for each cluster we plotted the
distribution of usage types of data points that were assigned to that cluster.

For clustering, we utilized automatic features as input because they produced signif-
icantly better results in supervised prediction, particularly in detecting more categories.
This indicates that these features better distinguish between different usage types, which
suggests they may also enhance the differentiation of data points in unsupervised learning.
We obtained the following results for each cluster:
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K-Means clustering
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Figure 6.4:

K-Means clustering using Word2Vec features as input. The figure

shows the distribution of usage types across 12 clusters, with each cluster repre-
sented in a separate subplot. The height of each bar represents the raw count of a
specific usage type within the cluster, while the percentage labels on top of each bar
indicate the proportion of that usage type relative to its total occurrences across

all clusters
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As can be seen, the clustering results did not meet our initial expectations. Ideally, we
anticipated that each usage type would be distinctly grouped within one of the 12 available
clusters. However, as shown in Figure 6.4, there was a significant mix of usage types across
different clusters. Interestingly, the DCH usage type class predominantly occupied Cluster
5, representing 38.53% of the total DCH IP addresses. We would have preferred this figure
to be closer to 100% for DCH in Cluster 5, and similarly for other usage types in their
respective clusters, as this was the intended goal.

The Silhouette Score we obtained was 0.227, indicating poor separation of data points,
likely due to the limitations of K-Means in handling high-dimensional, complex data [31,
45, 79]. However, using Word2Vec-generated features with unsupervised learning could
potentially yield better results with less complex, more separable data, particularly in small
datasets where algorithms like Gaussian Mixture Models in PySpark could be applied.

Lastly, it is important to note that while we utilized all available ground truth data
to verify usage types, in a real-case scenario, only a portion of the ground truth might be
used to infer which category each cluster represents.

6.4 Zero-shot learning

Prior to our research, we experimented with using ChatGPT-4, an advanced language
model developed by OpenAl, to infer the usage type of several hostnames. The results
were somewhat promising, as the model mostly successfully categorized hostnames into
one of 12 possible usage types.

At the time of our research, however, ChatGPT-4 was not feasible for handling the
large-scale, distributed processing required for our extensive dataset. To handle the dis-
tributed processing for our large-scale data in PySpark, we considered using distributed
class prediction tools like zero-shot classifiers. These tools, while conceptually similar to
ChatGPT-4 in their ability to generalize across tasks, are specifically designed for classi-
fication based on a supplied list of categories, making them highly adaptable to various
datasets. Given the unique nature of hostname data, it was intriguing to explore whether
this approach, like our prior use of ChatGPT-4 for several hostnames, would yield promis-
ing results.

For our research, we applied a BERT zero-shot classifier to a limited set of 100,000
randomly selected data points due to issues in our setup of the Spark NLP library. The
classifier provided probabilities for each hostname belonging to one of the 12 categories,
and we selected the highest probability as the predicted output. However, we achieved
only about 20% accuracy, likely because hostname data is not typical textual data and
the BERT zero-shot classifier struggled with this complexity. Despite efforts to tweak
parameters, input queries, and category lists, significant improvements in accuracy were
not observed.

Hence, among the supervised, unsupervised and zero-shot learning approaches explored,
the supervised method proved to be the most effective for inferring usage types from
hostnames, achieving higher accuracy and more promising results overall.
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Chapter 7

Usage type over time (RQ2)

To investigate trends in IP address usage over time (RQ2), we selected four data snapshots
(four specific days) to observe shifts throughout the year:

e January 1

e April 1

August 1
e December 1

Similar to RQ1, we labeled the IP-hostname datasets for April 1, August 1, and Decem-
ber 1 with the corresponding usage types. We limited our analysis to only four snapshots
due to the time and resource-intensive nature of labeling over 1 billion IP addresses multiple
times.

The next step involved merging these four datasets based on IP addresses to track
usage type changes over time. Since some [P addresses in the reverse DNS measurements
may appear or disappear over time [92], we merged these datasets only when an IP address
was present in all four snapshots.

Additionally, as discussed in Chapter 5, we identified duplicated IP entries, indicat-
ing that some IP addresses were associated with multiple hostnames. For this research
question, we decided to remove all IP addresses with multiple associated hostnames. This
decision was made because accurately interpreting hostname changes over time in such
cases would be challenging. Furthermore, merging datasets with multiple entries for the
same IP address could create a Cartesian product, significantly increasing data size and
causing computational challenges.

Hence, first, we examined the number of hostnames that changed over time to under-
stand the scale of these changes. The observed dynamics were as follows:

Period Hostname changes
January 1 - April 1 9,054,283
April 1 - August 1 13,162,719

August 1 - December 1 25,230,449

Table 7.1: Hostname changes over course of 2023

As shown, the number of changes was not significant given the full dataset of over
1 billion entries. However, an increasing trend was observed throughout 2023. For the
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hostnames that changed over time, we also determined how many had changes in their
assigned usage type. We obtained the following results:

Period Hostname changes that resulted in usage type changes
January 1 - April 1 72,126
April 1 - August 1 455,317
August 1 - December 1 151,885

Table 7.2: Hostname and usage type changes over course of 2023

As a result, few hostnames that changed led to changes in usage type, and there did
not appear to be a correlation between hostname changes and corresponding changes in
usage type. This suggests that network operators do not necessarily update hostnames
to reflect changes in usage types or that usage type is updated with some delays in the
[P2Location dataset.

We also determined changes in usage type over the year based on changes in the usage
type column in IP2Location dataset, regardless of whether the hostname changed or not.
The results were as follows:

Period Usage type changes over the year
January 1 - April 1 5,126,357
April 1 - August 1 17,918,038
August 1 - December 1 5,198,550

Table 7.3: Usage type changes over course of 2023

As can be seen, there were significantly more changes in the usage type of IP addresses
based solely on changes in the usage type column in the IP2Location dataset than in
hostname changes that resulted in a usage type change.

To gain deeper insights into answering our RQ2, we tracked the shifts in usage types
across these four data snapshots and visualized the data using a Sankey diagram. The
results are shown in Figure 7.1:

ISP/MOB 1sp/MOB 1SP/MOB 1SP/MOB

L)
528
\

x
2

coM NN\ . (ol Y NS p coVT
S By N - % - = ~ S 7 5

1
o
g
I
8
g

ISP ISP

BEDU TTEEDUT TTTEWEDU TEDUmE
MIL

Figure 7.1: Usage type changes over time in 2023
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As mentioned earlier, the number of changes in usage type is relatively small compared
to the overall data. Therefore, we removed links of usage types to themselves in the next
data snapshot (e.g., ISP to ISP) to better visualize the shifts. The results are shown in
Figure 7.2:
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Figure 7.2:  Usage type changes over time in 2023 (filtered to exclude self flows)

The transition data between different IP address categories from January to December
2023 reveals several interesting trends and movements across three distinct timeframes.

During the first timeframe, a significant shift was observed in the DCH (datacenter)
category, with a large number of IP addresses transitioning primarily to ISP. Additionally, a
notable portion moved to ISP/MOB and COM. This trend suggests a strategic reallocation
of data center resources towards more versatile and accessible internet service providers
and mobile networks, possibly driven by the increasing demand for robust connectivity
solutions.

In the ISP/MOB category, there was a noticeable reclassification of addresses to DCH
and ISP, indicating a refinement in how these services are being categorized and managed.
The COM category saw substantial shifts towards ISP and DCH, reflecting a broader
integration of commercial activities with core internet services and data center operations.

The ISP category experienced a diverse set of transitions, with significant movements
to ISP/MOB, COM, and DCH, highlighting the dynamic nature of internet service man-
agement. Additionally, there was an influx of addresses into the EDU category from ISP,
suggesting an expansion in educational networks and their connectivity infrastructure.
Other categories did not exhibit significant changes during this period.

In the second timeframe, there were substantial switches between ISP and ISP/MOB,
reflecting ongoing efforts to balance and optimize internet and mobile service delivery.
There was also a considerable reclassification of IP addresses from ISP to MOB and DCH,
indicating a shift towards more mobile-centric and data-focused infrastructure.

The ISP /MOB category saw significant movements to DCH, pointing towards a growing
reliance on data center capabilities to support mobile network operations. The COM
category continued to transition mainly to ISP and DCH, suggesting an ongoing integration
of commercial networks with these critical infrastructure components.

DCH exhibited significant changes with large numbers of IP addresses moving to
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ISP/MOB and ISP, underscoring the central role of data centers in supporting both in-
ternet and mobile services. Other categories remained relatively stable with no notable
changes.

The final timeframe showed fewer changes compared to previous periods. However,
there were notable transitions from ISP/MOB to MOB, reflecting a major reclassification
towards mobile network addresses. Additionally, significant movements from ISP/MOB to
ISP and DCH were observed, indicating a rebalancing of services.

The ISP category saw further transitions to DCH and ISP/MOB, continuing the trend
of dynamic reclassification and optimization of internet services. DCH maintained its role
as a central hub with significant movements to ISP and ISP/MOB, highlighting the impor-
tance of data centers in the evolving network landscape. The COM category continued to
switch to ISP and ISP/MOB, further solidifying the interconnected nature of commercial
and internet services.

Hence, throughout the year, the transition data reveals a dynamic and evolving land-
scape of IP address categorization. Significant trends include the strategic reallocation of
data center, internet and mobile resources and the expansion of educational network in-
frastructure. These insights highlight the ongoing efforts to enhance connectivity, optimize
resource utilization and adapt to the growing demands of a digitally interconnected world.

Additionally, we calculated the total values for each usage type in the previously defined
time snapshots to get an overall picture of the increase or decrease in the volumes of
different usage types over time (see Table 7.4):

2023-01 2023-04 2023-08 2023-12
ORG 1,605,179 | 1,602,706 | 1,596,910 | 1,594,310
CDN 15,016,157 | 15,013,891 | 15,020,571 | 15,019,318
ISP/MOB | 561,740,734 | 562,286,016 | 556,836,047 | 555,838,722
COM 34,330,360 | 34,082,040 | 33,901,703 | 33,541,518
DCH 155,874,840 | 155,974,225 | 156,346,381 | 156,221,314
ISP 375,693,044 | 375,242,294 | 379,794,862 | 379,807,236
SES 236,348 227,539 233,957 108,645
GOV 1278217 | 4,276,088 | 4,202,374 | 4,290,783
LIB 69,525 68,837 71,454 71,121
MIL 5,021,233 | 5,021,109 | 5,019,746 | 5,019,489
MOB 97,320,018 | 97,320,874 | 97,882,036 | 99,395,760
EDU 26,156,027 | 26,227,863 | 26,347,441 | 26,345,266

Table 7.4: Total of each usage type over the course of 2023

The consistent decline in the ORG category throughout the year suggests ongoing
but slight organizational changes or continuous data reclassification. The CDN category
remained stable throughout 2023, indicating steady demand for content delivery networks,
with no major shifts in content distribution methods.

The overall decrease in ISP/MOB might reflect better classification into more spe-
cific categories or a stabilization in mobile data usage, possibly indicating a market shift.
The steady decrease in COM suggests a consistent reduction, possibly due to changes in
commercial data allocation or shifts in usage patterns.

The overall increase in DCH highlights a growing emphasis on data center operations,
likely driven by the increasing need for data storage and processing. The increase in
ISP over the year suggests a trend towards expanded internet service provision, possibly
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reflecting market growth or infrastructure expansion.

The SES category remained relatively stable, with a slight decrease towards the end
of 2023. The GOV, LIB, and MIL categories showed little change over the year, likely
reflecting stable operations in these services and minimal need for reclassification.

The significant increase in MOB, especially in the later stages of 2023, underscores the
growing importance of mobile data services in modern internet usage, likely reflecting the
ongoing expansion of mobile networks. The moderate but consistent increase in the EDU
category points to sustained growth in educational IP address usage, possibly driven by
continued online learning and digital educational initiatives.

Lastly to mention, if high-accuracy predictors of usage type for any IP address can
be developed, it would be possible to conduct this analysis over time without relying on
the ground truth provided by IP2Location, but rather on model predictions. The only
limitation here is that this analysis would depend on hostname changes, which would not
provide a complete picture of usage type changes over time (based on findings above).
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Chapter 8

Prediction of country attribute

(RQ3)

To further validate our methodology for predicting usage types and assess its practical
usability, we used the prediction of the country attribute as an additional validation point.
Previous academic research had verified that IP2Location’s country attribute has an accu-
racy close to 100%. Therefore, if our methodology achieves high accuracy for the country
attribute, it could suggest that our approach also likely yielded practically usable results
for predicting usage types, which is the primary focus of our research.

For this prediction, we utilized the methods that worked best for answering RQI.
Specifically, we used Word2Vec automated features and three supervised learning models:
Decision Trees, Random Forest and Logistic Regression. We obtained the following results:

Classifier Accuracy | Precision | Recall | F1 Score
DecisionTreeClassifier 0.4889 0.4051 0.4889 0.3853
LogisticRegression 0.9039 0.9084 0.9039 0.9017
RandomForestClassifier 0.5699 0.5916 0.5699 0.4841

Table 8.1: Country prediction metrics using automatic Word2Vec features

Similar to previous experiments, Logistic Regression yielded the best results. This
outcome may be linked to the need for further tuning of other models to achieve higher
accuracy or the possibility that the data is linearly separable, explaining why logistic
regression performed well.

Notably, for the country prediction we achieved an accuracy of over 90%. This result
was somewhat expected, as we discussed earlier, there is a limited number of countries,
country codes and conventions. Consequently, Word2Vec was able to capture general
patterns and common words along with their vector representations, making the prediction
of this geolocation data highly accurate.

Last but not least, these high accuracy results highlight the potential of our methodol-
ogy, which leverages Word2Vec for feature extraction and a supervised learning approach
for usage type prediction. In Chapter 10, we further discuss strategies for enhancing accu-
racy in usage type prediction.
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Chapter 9

Limitations

During the course of this research, several limitations were identified that may have im-
pacted the generalizability and robustness of our findings. These limitations are discussed
below:

Data coverage

Although our study analyzed over 1 billion IPv4 addresses, it is important to acknowledge
that not all hosts had PTR records obtainable via reverse DNS. This absence could have
introduced a blind spot in our analysis, potentially affecting the generalization of our
results. Nonetheless, we believe that the vast quantity of data processed, particularly
when compared to other studies on Internet data, sufficiently validated our methodology.
However, this limitation remains a factor in the overall interpretation of our study.

Reliance on IP2Location data

Our research relied heavily on the IP2Location commercial dataset as the ground truth for
the usage type attribute. The accuracy of this dataset, especially of usage type information,
had not been independently verified by other researchers, introducing a potential limitation
in our study. Additionally, we had no control over the classification categories provided by
IP2Location. These categories were predefined, and while we believe they comprehensively
cover the IP address space with various distinct usage types, our dependence on this dataset
remains a limitation.

Impact of data preprocessing on accuracy

Hostname data, unlike conventional textual data, do not adhere to standardized linguistic
rules, presenting a significant challenge in our analysis. In this research, specific choices
were made regarding which preprocessing techniques to apply and which to exclude, with
justifications provided for these decisions. However, this remained a limitation, as our
choices could have benefited from further accuracy comparisons on prediction accuracy
to fully understand the impact of including or excluding certain preprocessing techniques.
Additionally, PTR records, which are not sanitized and can contain nonsensical data, were
not thoroughly analyzed for noise removal during the preprocessing phase. This limitation
could have impacted the accuracy of our predictions, likely decreasing it.
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Chapter 10

Future work

In the following chapter, we present two key directions for future work that could build
upon our research.

Improving prediction accuracy

One important area for future work is enhancing the accuracy of usage type prediction.
This can be pursued through several approaches:

e Enhancing Word2Vec features: Increasing the memory allocated to Word2Vec
features could lead to better results. Specifically, expanding the size of the word
vectors and lowering the minimum count threshold could create a more detailed
dictionary of word representations. These changes could make the averaged vectors
for hostnames more distinct and separable across different usage type categories,
leading to better prediction accuracy.

e Exploring more complex feature extraction methods: Another promising
approach is to explore more advanced alternatives to Word2Vec for automatic feature
extraction. For example, the Spark NLP library [20] offers BERT word embeddings,
which, although more resource-intensive, could potentially yield better results due to
their complexity. Exploring these advanced methods could significantly improve the
accuracy of usage type predictions by enabling the creation of more nuanced vector
representations.

e Incorporating additional data: Future research could also consider adding more
attributes or using external data sources. For instance, integrating data from WHOIS
databases, peering databases, or other public IP address sources could provide more
context, helping the model to better differentiate between usage types. While this
study purposely focused only on hostnames, expanding the dataset to include these
additional sources could offer valuable new insights.

Expanding the time frame of analysis

For RQ2, we analyzed reverse DNS data from 2023, but future research could benefit from
extending this analysis over multiple years. A longer study period would allow to observe
long-term trends and shifts in usage types, offering deeper insights into how Internet usage
patterns evolve over time. This would require access to more historical data and the ability
to process and analyze larger datasets.
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Chapter 11

Conclusion

In this research, our primary goal was to develop an open methodology for predicting the
usage types of IP addresses based on their associated hostnames. We explored a range
of approaches, including supervised, unsupervised and zero-shot learning, to address the
complexities inherent in this task. The rationale behind incorporating unsupervised and
zero-shot learning was to experiment with methods that do not rely on ground truth data
during the training phase, particularly since we relied heavily on the IP2Location dataset,
which has a closed methodology and unverified accuracy for the usage type attribute.

Despite our efforts, we were unable to achieve high accuracy using unsupervised and
zero-shot learning methods. The primary challenge appears to stem from the complexity of
hostname data, which lacks standardized naming conventions and can vary widely across
network operators. The results from supervised learning were the most promising, indicat-
ing that this approach is the most effective for inferring usage types from hostname data.
Certain categories, such as ISP/MOB, CDN, and MIL, were detected with relatively high
accuracy, while other categories like ISP, DCH, MOB, EDU and GOV showed moderate
levels of accuracy in our predictions.

For our second research question, we aimed to observe how the usage types of IP ad-
dresses evolve over time based on hostname data. Our analysis revealed several significant
trends throughout 2023: the ORG category consistently declined, while CDN usage re-
mained stable. ISP/MOB and COM both experienced steady declines over the year. DCH
and ISP both showed increases over the year. SES remained relatively stable with a slight
decrease towards the end of 2023. The GOV, LIB, and MIL categories exhibited little
change. MOB increased significantly, especially in the later stages of the year and EDU
displayed moderate but consistent growth.

Finally, to validate our methodology, we applied the supervised learning approach,
using Word2Vec-extracted features that performed best for answering our first research
question, to the country attribute within the IP2Location dataset. This attribute has been
verified by other researchers to have high accuracy approaching 100%, and approaching
that value would indicate that our methodology may work well for inferring usage types
from hostnames. Our model achieved over 90% accuracy in predicting the country of IP
addresses, suggesting that our methodology is robust and can be considered promising for
real-world applications.
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