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Chapter 1

Introduction

In contemplation of the results of this work, the graduation committee and I discussed the

opportunity to submit the �ndings of the Master Thesis as a conference paper. Due to the

problem space, the novelty of the work, the methodology and the temporal alignment with

submission requirements, we decided to attempt a submission to the ACM Conference on

Computer and Communications Security (ACM CCS) 2025. The submission deadline for

the Call for Papers is in January 2025.

Although the Master Thesis is written in the form of a paper, the remainder of the

document explains how my work and contribution meet the requirements for a Master

Thesis set by the Examination Board. The conference paper without modi�cations of

third parties is added as an appendix. With this deliverable, I intend to obtain a Master of

Science in Computer Science with two specialisations in Cyber Security and Data Science.
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Chapter 2

Requirements

The requirements for a Master's Thesis are listed below, followed by a statement on how

I meet the requirements.

2.1 Scienti�c Quality

2.1.1 Interpret a possibly general project proposal and translate it to

more concrete research questions

Originally, one of the supervisors suggested a thesis on investigating whether and to what

extent Microsoft Safe Links make it into public mail archives. When exploring Safe Links

further, I developed additional ideas for exploring the information leakage through Safe

Links. The initial exploration led to the following research question:

� What are the implications when Microsoft Safe Links end up on public domain data

sets?

Guided by the major research question, we developed four sub-questions:

� What kind of information does a Safe Link embed?

� What is the risk if a Safe Link exposes its embedded information publicly?

� How can we assess the scope of Safe Links escaping a controlled environment and

ending up in the public domain?

� What are the implications of the exposed information if combined with contextual

information of public data sets?

2.1.2 Find and study relevant literature, software and hardware tools,

and critically assess their merits

While the topic is unexplored in academia, no directly related literature exists. We focussed

on public documentation and discourse on the Safe Links product. Additionally, we brie�y

explored literature on information exposure through broader web technology that aligns

with the issue observed with Safe Links.
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2.1.3 Work in a systematic way and document your �ndings as you

progress

During the work and the regular progress meetings, I kept track of "To-Dos" and �led

them in an overview of open and past work. Additionally, I used a journal to document

weekly progress and �ndings and take notes about the minutes of the meetings with my

supervisors. After implementing and deploying the building blocks of the di�erent aspects,

I created pages to document the di�erent research directions.

In the later stage, I often discussed progress on the paper and requested feedback for

individual subsections.

2.1.4 Work in correspondence with the level of the elective courses you

have followed

My Master of Science education covered the courses and requirements for two specialisa-

tions, with Cyber Security as the leading and primary specialisation and Data Science as

the secondary specialisation. Since this work covers large-scale retrieval and organisation of

privacy-sensitive data and several data processing, anonymisation and visualisation tech-

niques, I argue that I su�ciently applied the learned theory of the Data Science courses.

Moreover, this entire study �ts into the domain of internet measurements and requires my

learned understanding of network- and security-related protocols and systems. I showed

how I applied theoretical knowledge from Cyber Security courses in a practical research.

I used the regular progress meetings and the �nal delivery to demonstrate how I applied

theory from the courses in practice.

2.1.5 Perform original work that has su�cient depth to be relevant to

the research in the chair

My work presents a �rst-of-its-kind study on the exposure of information through Mi-

crosoft Safe Links on the public domain. During this work, I used several data science

and internet measurement techniques relevant to the DACS group. My supervisors and I

agreed that the insights are intriguing and concerning enough to even coordinate a respon-

sible disclosure procedure with the National Cyber Security Center of the Netherlands. A

responsible disclosure coordinating with multinational Cyber Security Incident Response

Teams underlines the originality and depth of this work. Dr. Jeroen van der Ham-de Vos

assisted in the responsible disclosure procedure.

2.2 Organisation, planning, collaboration

2.2.1 Work independently and goal-oriented under the guidance of a

supervisor

My work was guided through a list of goals and milestones that I regularly revisited

throughout this work. I prepared weekly progress meetings with an agenda and discussion

points comprised of information from previous meetings and the newly achieved progress.

We discussed achieved milestones and de�ned next steps. Often, my ideas shaped the next

set of goals and milestones. I regularly updated the supervisors on achieved insights and

we discussed next steps and deeper analysis e�orts together.
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2.2.2 Seek assistance within the research group or elsewhere, if required

and bene�cial for the project

The fact that I had three supervisors usually led to su�cient assistance and guidance. In

one instance, I additionally reached out to external people to understand the purpose of

an exotic value embedded in a Safe Link. It was a timestamp explicitly used in the .NET

environment. This case demonstrates how I reached out to people beyond my supervisors

to improve the study results.

2.2.3 Bene�t from the guidance of your supervisor by scheduling regular

meetings, provide the supervisor with progress reports and initiate

topics that will be discussed

As mentioned, I prepared an agenda and discussion points before each meeting. This

guided the meetings and I was able to bene�t from detailed feedback provided through my

supervisors. Meetings were usually weekly. A meeting comprised of a discussion on next

administrative steps, and then we dived into the newly acquired results. At the end of a

progress meeting, I had various pointers to work on.

2.2.4 Organise your work by making a project plan, executing it, ad-

justing it when necessary, handling unexpected developments and

�nishing within the allotted number of credits

Before starting the work, I had a project plan approved by my supervisors. However, the

setup of some infrastructure introduced a delay. I underestimated the e�ort and discussed

to readjust the schedule. Once recommitted to a new schedule, I experienced steady

progress and learned that not every plan works out in its �rst version. In my opinion, the

quality of the results bene�ted from the introduced delay nevertheless.

2.3 Communication

2.3.1 Write a Master thesis that motivates your work for a general au-

dience, and communicates the work and its results in a clear, well-

structured way to your peers

I added the �nal delivery as an appendix to this document. It contains the results of my

work in the form of a conference paper. The paper is clear, concise, and structured in ac-

cordance with past papers submitted to previous iterations of the conference. The paper is

well-structured, with a section on the introduction, background, methodology, and results.

Furthermore, it provides a discussion and a related work section. The paper continues with

a discussion on the ethics review performed by the University's ethics committee before

presenting the conclusion.

2.3.2 Give a presentation with similar qualities to fellow students and

members of the chair

I understand that a Master's Thesis concludes with presenting the work in a colloquium

to fellow students and the graduation committee. I will present the work on November 26,

2024.
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Appendix A

Paper

Below is the paper prior to any modi�cations from third parties.
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Safe Links or Safe Leaks? A Deep Dive into
Information Exposure via Microsoft Safe Links on

Public Sources
Max Resing

University of Twente
Enschede, the Netherlands

m.resing-1@student.utwente.nl

Abstract
Microsoft rolled out a new security product called Safe
Links in late 2014. The product leverages Microsoft’s
extensive threat intelligence to provide users with an
automated and enhanced protection mechanism against
phishing and malware distribution sites. Since the prod-
uct primarily aims to protect customers of Microsoft
products, it suggests that a Safe Link is constrained to
a controlled environment where the data present in a
link is already known to the user. However, the design
of Safe Links makes the product prone to information
exposure if it escapes this controlled environment and
propagates to the public domain.

We present a first-of-its-kind study on Safe Links that
escaped to the public domain. This work examines the
various types of information encapsulated within a Safe
Link and demonstrates how their exposure to the public
domain compromises this sensitive data. Our findings
reveal this issue dates back nearly a decade and im-
pacts over 1,200 organizations globally. By combining
the Safe Link encapsulated data with contextual informa-
tion from their public sources, we substantially enhanced
the scope of insights gained. To list examples, we con-
cretely managed to associate corporate and private mail
addresses and present how Safe Links enable Personally
Identifiable Information (PII) exposure in governmental
documents, potentially violating legal regulations.

1 Introduction
Headlines regularly dominate the news about how data
from controlled environments was exposed to the public,
often including sensitive information like login details,
user accounts or protected PII. Often, information gets
exposed through the malicious intent of threat actors.
However, human negligence can also cause inadvertent
information exposure, e.g., accidentally providing access
to data or sharing data due to a lack of awareness.
Sometimes, inapt product design enables this inad-

vertent information disclosure. This work investigates
the exposure potential through artefacts generated by

the security product Safe Links. Microsoft developed the
product to provide an automated solution to phishing
and malware distribution. We demonstrate how the de-
sign decisions of this product make it prone to exposing
its users’ information.
Safe Links is a product that scans incoming emails

for links. After identifying a link, Safe Link replaces
the original destination. By replacing the destination
Uniform Resource Locator (URL) with a wrapper link,
any person who clicks the link will be first redirected over
a Microsoft-controlled backend. The backend ensures
time-of-click protection by inspecting a website before
redirecting the user to the original destination [12]. The
wrapper link encapsulates data, including PII, that is
intended to be scoped between the user and Microsoft’s
mail services. The embedded information ranges from a
timestamp, a tenant Identifier (ID), and a message ID to
a recipient’s mail address. These artefacts are known to a
user and ensure the functionality of Microsoft products.
But the moment a Safe Link escapes the controlled
environment and becomes part of a public data set, the
data embedded turns out to be sensitive, and information
is exposed presumably involuntarily. Online resources
confirm that this product has existed at least since 2015
[9].
In this paper, we study Safe Links that escape the

limited scope between the user and Microsoft. We ex-
plain the implications of a Safe Link becoming part of
the public domain and provide evidence that this is a
common issue observed on the Internet. To back our
arguments, we crawled selected public data sources and
searched for Safe Links. We ended up with a repository
of over 50,000 Safe Links extracted from public data.
With these insights, we show substantial information ex-
posure through Safe Links by combining the embedded
data with contextual information of the originating data
set.

As contributions of this paper, we demonstrated that:
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(1) Over the past years, it became a widespread issue
of Safe Links escaping their controlled environ-
ment and exposing information to the public.

(2) The majority of Safe Links is attributable to a
few organizations

(3) Contextual information from the data set on
which a Safe Link occurs reinforces the amount
of information one can learn through Safe Links

(4) Encapsulated PII in a Safe Link present in docu-
ments disclosed through Freedom Of Information
Acts (FOIAs) may potentially violate legal regu-
lations.

Lastly, the results discussed in this paper lead to a re-
sponsible disclosure procedure in collaboration with the
National Cyber Security Centre (NCSC) of the Nether-
lands. We disclosed our findings to Microsoft. Addition-
ally, we contacted national Computer Security Incident
Response Teams (CSIRTs) to adequately respond to the
problem on national levels.

The remainder of the paper is structured as follows. We
first introduce Safe Links in detail in Section 2. Section 3
explains how we crawled for Safe Links in public sources.
The results in Section 4 elaborate on the demographics of
the acquired Safe Links. We discuss Safe Link’s directly
embedded information and put it in context with the
data set from which we sourced it. Section 5 discusses the
sensitivity of the information exposure and elaborates
on future work. We present related work and ethics in
Section 6 and 7, before we conclude the paper in Section
8.

2 Background
Safe Links leverages Microsoft’s extensive threat intel-
ligence to strengthen protection against phishing and
malware distribution sites. Figure 1 portrays the infor-
mation flow of Safe Links. We distinguish between two
events: First, there is the event of receiving a mail, i.e.
1O to 4O; then there is the process of clicking a Safe
Link, i.e. 5O to 7O.

On receiving a mail, a mail server scans the incoming
mail for URLs ( 1O). For each URL, the server instructs
the Safe Links backend to wrap the original URL into
a Safe Link ( 2O & 3O). The processed mail is moved to
the inbox and the original URLs was replaced by the
wrapper ( 4O).

When a user reads the message and clicks the Safe
Link ( 5O), the client connects to the Safe Links backend
first ( 6O). The backend assesses the destination website
on risks. When the website is confirmed safe, the user is
forwarded, otherwise blocked or warned ( 7O).

2.1 Composition of a Safe Link
For this work, it is essential to understand the embed-
ded information of a Safe Link. A Safe Link can be a
few hundred characters long and embeds information
through percentage encoding defined in RFC 3986 [1].
The encoding makes the resulting link hard to read and
hides the encapsulated data in noise. Figure 2 shows a
fictional example of a Safe Link1. We highlighted relevant
information.

Firstly, the subdomain defines the data centre region
for a Safe Link. The URL is defined through a URL
parameter. Next to the data centre region and the desti-
nation URL, we highlighted the recipient’s mail address,
the global message Universally Unique Identifier (UUID),
the global tenant UUID, a timestamp and a 256-bit value
at the end. We manually altered the different values of a
Safe Link and discovered that it leads to the Hypertext
Transfer Protocol (HTTP) response 400 - Bad Request.
Thus, we suspect that the 256 bits of Base64 encoded
information in the sdata parameter functions as a check-
sum to validate a Safe Link. It is a standard output
length for modern hash functions.
From the information present in a Safe Link, we can

summarise the following risk of information exposure:
Firstly, a Safe Link embeds temporal information

through the timestamp. Secondly, the original recipient
of a link is embedded. The message identifier uniquely
identifies a conversation stream. The tenant identifier pre-
cisely identifies the organisation which uses Safe Links.
Lastly, the label of the data centre region provides a
broad geographical and legal context in which an organ-
isation operates.

2.2 The Controlled Environment of a
Safe Link

Figure 1 shows that users interact with a Safe Link
through their email inbox. The previous paragraphs also
elaborate on information encapsulated by a Safe Link.
We understand that the information embedded in a

Safe Link is information the user is allowed to obtain.
To be concrete, a user is aware of the timestamp of
receiving an email and knows the message’s recipient,
i.e., their own mail address. Also, a user is affiliated with
the organisation to which the tenant ID belongs.

However, Figure 2 demonstrates how the data embed-
ded in a Safe Link can be cluttered and disorganised to
the human eye. Presumably, a user lacks awareness of

1We refrain from displaying a real Safe Link to prevent deanonymi-
sation to conference reviewers
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Figure 1: Illustration of how Safe Links replaces a URL on mail retrieval and what happens when a
user clicks a Safe Link in their inbox. Colour encoding emphasises the distinction between the process
of mail retrieval and the process of clicking a Safe Link.

Figure 2: A fictional Safe Link pointing to the URL https://example.com. Visual assistance highlights
relevant bits of information that we explore in this paper. Without it, locating the embedded information
among the noise of characters is demanding.

the information in a Safe Link. Thus, they might invol-
untarily disclose sensitive information when they decide
to share a Safe Link with third parties.

We learned a Safe Link...

∙ is primarily meant for a user’s inbox.
∙ embeds information known to the owner of a

mailbox but sensitive to 3rd parties.
∙ is opaque to a user on the embedded information.

Combining these facts suggests that a Safe Link was
primarily designed to be scoped between the Microsoft
platform and the user. We hypothesise that the product
design did not sufficiently consider the possibility of a
Safe Link leaving the user’s control and becoming part
of the public domain.

2.3 Absence of Mail Addresses
Although more Safe Links encapsulate a mail address,
we also discovered many cases where a mail address is
absent. We attempted to understand when a Safe Link

encapsulates a mail address and when not, but we need
help understanding it. Despite contacting Microsoft’s
customer service, we have yet to receive a meaningful
response on how to prevent Safe Links from embedding
a recipient’s mail address. To the best of our knowledge,
we are unsure whether the absence of a mail address is
an intentional privacy feature. Due to our findings in
Figure 11, we assume that embedding a recipient’s mail
address is not strictly a tenant-wide configuration but
can be configured individually per mailbox.

3 Methodology
We systematically collect Safe Links from diverse data
sources, including web content, mailing list archives and
publicly accessible documents. While we collect a signifi-
cant amount of data, our goal is not to exhaustively find
every publicly available Safe Link. Instead, we collect
enough data to assess the risks of Safe Links finding their
way into the wild. To ensure we stay within the definition
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of ethical research, we presented our methodology to the
University’s ethics committee. We discuss this more in
Section 7.

3.1 Safe Links on Public Mailing Lists
We implemented a custom web crawler to identify Safe
Links in public mailing list archives. Starting with a
CommonCrawl index [14], we filtered on URLs matching
common patterns of mailing lists, e.g. /hyperkitty/ or
/pipermail/. The crawler worked through the lists and
downloaded archives younger than 2014. After download-
ing the archives, we extracted the desired information.
The downloaded archives followed the standardized mbox
format [16]. We scanned the archives from top to bottom,
extracting the Safe Links and equally relevant informa-
tion from the mail headers of the messages in which the
individual Safe Links occurred. We included the sender’s
mail address, dates, subject lines, message identifiers,
and the originating mailing list and mailing list host.

We retained the contextual information of mail headers
to gain additional insights. Unlike the data embedded in
a Safe Link, the mail header information is intentionally
part of the public domain. We use the contextual insights
of mail headers to amplify the amount of information
we learn from Safe Links. The mail header provides
a secondary data point to a dimension that the Safe
Link exposes. Examples are (sender) mail addresses or
timestamps.

3.2 Safe Links on Code Repositories
GitHub is an established collaboration platform for de-
velopers. We leveraged the GitHub API to crawl for com-
mon patterns present in Safe Links. By default, the API
returns fewer than 1,000 hits for a query. Additionally,
we have observed that different queries yielded overlap-
ping search results. The limitations are intentional to
prevent exhaustive querying of data from GitHub [5].
Due to these limitations, our results represent just a

fragment of the actual scale of Safe Links on GitHub.
We diversified the search results by building queries me-
thodically. We combined the different Fully Qualified
Domain Names (FQDNs) of data centre regions with
search parameters, such as time periods or filters on
the top 100 ranking GitHub organizations [7]. We inten-
tionally left out searches of historical commit messages
and code changes. We focussed on the current code files
accessible on GitHub.

From the search results, we stored not only the source
URL and the corresponding Safe Link. We also collected
contextual information, i.e. the repository owner and

popularity parameters like the fork and subscriber count
of a repository.

3.3 Safe Links on Wikipedia
Wikipedia is an extensive, multilingual repository of user-
contributed content supported by references to external
sources. The Wikimedia Foundation – the non-profit
organization that hosts Wikipedia – provides periodic
snapshots of the databases. Each snapshot comprises the
most recent revisions of all Wikipedia pages for a single
language.

We selected the following languages: Arabic, Chinese,
English, French, German, Japanese, Portuguese, Rus-
sian, and Spanish. The languages were selected based
on speaker population and geographical diversity. We re-
trieved a snapshot for each language and scanned for Safe
Links. The contextual enrichment of the Safe Links com-
prises the page title, the language, the revision number,
a contributor’s pseudonym, and the revision timestamp.

The data allowed us to examine Wikipedia pages with
their revision history manually on Wikipedia. Review-
ing the pages ensured that we grasped the exposure of
information adequately.

3.4 Documents listed by Search Engines
We configured a metasearch engine to accumulate Safe
Links indexed by various Search Engines (SEs). A metasearch
engine uses third-party SEs from which it aggregates
search results and presents them to the user. We lever-
aged it to investigate the exposure of Safe Links indexed
by the three established SEs: Google, Bing and Duck-
DuckGo.

For each SE, we used the search operator filetype:docx
and the FQDNs of the Safe Links regions. We limited
the search to docx documents due to a limitation of our
metasearch engine. We enriched each document with
information on which search engine returned the result.
Furthermore, we preserved the web server host and the
original URL.

3.5 Data Sanitation and Additional
Enrichment

Our repository contains tens of thousands of Safe Links,
from which we filtered out malformed or duplicated en-
tries. Furthermore, we used the Safe Links’ global tenant
identifier to query additional public information from
Microsoft endpoints. With the 128-bit tenant UUID,
we can query an organization’s display name, a broad
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Source Metric #
Repository Safe Links 50.366
Safe Links Exposed message identifier 13,766
Safe Links Exposed mail addresses 3,102
Safe Links Exposed tenant identifier 1.213

Table 1: Overview of distinct values being ex-
posed through Safe Links based on a large-scale
public crawl from selected public data sources.

regional context, and information about an organiza-
tion’s authentication setup. The data is accessible on
two public endpoints2.

4 Results
We have already mentioned how Safe Links are intended
for the controlled environment between a user and Mi-
crosoft services. In this section, we reveal the widespread
presence of Safe Links on public data sources. We also
show that once in the public domain, a Safe Link ex-
poses sensitive information like the user’s email address.
Furthermore, we demonstrate how the contextual infor-
mation of a public data source in which a Safe Link is
present reinforces the quantity someone can learn from
the exposed information.

4.1 Demographics of Safe Links on
Public Sources

Firstly, we want to demonstrate how Safe Link instances
are frequent observations in the public domain. Albeit
it was not our goal to exhaustively quantify the number
of Safe Links in the public domain, we provide evidence
of over 50,000 Safe Links on publicly accessible data.
Table 1 provides key metrics of our repository and can
be interpreted as follows:

∙ The message identifier represents an individual
message in a mailbox.

∙ The mail addresses represent an individual recip-
ient/mailbox.

∙ The tenant identifier represents an organization
to which the Safe Link and exposed information
are affiliated.

There is a stark contrast between the number of dis-
tinct Safe Links and the number of distinct mail ad-
dresses and tenant identifiers. Safe Links often originate
from the same organizations and mailboxes.

2OAuth2 Information: https://login.microsoftonline.com/⟨tenant-
uuid⟩/oauth2/authorize?client id=⟨uuid⟩
OpenID Configuration: https://login.microsoftonline.com/⟨tenant-
uuid⟩/.well-known/openid-configuration
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Figure 3: Overview of Safe Links and embedded
mail addresses crawled from public data sources.
The top image shows the number of Safe Links,
and the bottom image shows the distinct embed-
ded mail addresses.

While crawling for Safe Links, we also experienced that
Safe Links are either more accessible or more likely to be
present on some data sets than others. Figure 3 illustrates
that our data acquisition returns much more Safe Links
on mailing list archives and GitHub repositories than on
public documents or Wikipedia pages.
Next, we look at when and from where Safe Links

expose information. Figure 4 leverages the region label
of the FQDN and the embedded timestamp. Our repos-
itory shows that the oldest Safe Link we scraped from
the public domain is from the region na01 and has a
generation timestamp from late 2016. We also learn that
almost all regions have a relatively recently generated
Safe Link in the public domain. It shows that Safe Links
finding their way into the public domain is a phenome-
non that is not limited to certain geographical regions
or specific groups of Microsoft customers.
The exposure of a mail address is likely the most

striking type of information encapsulated in a Safe Link.
We already discussed that not all Safe Links have email
addresses embedded (compare Section 2.3). From Figure
5, we can learn that the data source has a noticeable
impact on whether a Safe Link in the public domain
exposes a mail address. Considering the whole repository,
almost 65% of the Safe Links in our repository exposes
the original recipient’s mail address.
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Figure 4: Evaluation of the timestamps embedded
in Safe Links per individual data centre regions.
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Figure 5: Percentage of Safe Links in which a
recipient’s email address is present

To conclude, Safe Links are regularly present on public
data sets, although the number of Safe Links can vary
greatly per data set. The encapsulated timestamp and
region information reveals that information exposure
through Safe Links is not limited to specific time frames
or geographical regions. Safe Links – designed for a
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Figure 6: Consolidation of Safe Link instances
on few mail addresses and mail hostnames. Both
CDFs shows a long tail of mail addresses and
hosts with a single circulating Safe Link

constrained environment between the user and Microsoft
services – expose a user’s mail address more often than
not, i.e. around 65%.

4.2 Concentration of Safe Links
Exposure

We discovered a concentration of the Safe Link origins to
comparably few organizations and mailboxes. We under-
line this argument by aggregating the number of unique
Safe Links to the exposed information. Safe Links with
the same exposed tenant ID originate from the same or-
ganization. Likewise, Safe Links with the same embedded
mail address share the same originating mailbox.

Figure 6 plots the Cumulative Distribution Functions
(CDFs) to display the consolidation of Safe Links on
tenant identifiers and mail addresses. For example, just
15 organizations and 56 recipient mail addresses are
responsible for 50% of the Safe Links we crawled from
the public domain. The distribution shows a long tail
with the remaining organizations and email addresses.

This section demonstrates a concentration of Safe
Links in a comparatively small number of organisations
and mailboxes. We learn about the organisations and in-
dividuals who repeatedly expose Safe Links to the public
domain. Moreover, the section shows a long tail of single-
exposing entities. It hints at how many organisations
and individuals fail to identify the sensitive information
in a Safe Link before sharing.

4.3 Safe Links on Mail Archives
In this section, we examine the exposure on mailing list
archives. The mail headers provide context, which we
combine with the encapsulated data of Safe Links. Our
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Source Metric #
Mail Header Message IDs 16,127
Mail Header From Address 3,331
Safe Links Unique Links 41,420
Safe Links Exposed Message UUID 9,874
Safe Links Exposed Mail Addresses 1,452
Safe Links Exposed Tenant UUID 578

Table 2: Overview of data extracted from the
crawl of public mailing list archives.

analysis provides the following critical insights: Firstly,
we introduce a new metric Time-to-Exposure (TTE),
which describes the time passed between the initial gen-
eration of a Safe Link and the moment it propagates to
the public domain. The TTE also provides insights into
how a dated Safe Link reappears in the public domain
years after its initial generation. We also present that
Safe Links, once part of the public domain, is archived
online and, thus, persist for years. Lastly, the mail header
information provided a second mail address, which enti-
tled us to associate corporate and private mail accounts.
Table 2 describes the data set’s composition. We dis-

card messages which do not embed Safe Links.
Figure 7 shows a general tendency of growth in the

number of messages with Safe Links embedded over time.
We observe fewer exposed Microsoft message identifiers
than mail header message IDs. It suggests that (po-
tentially various) Safe Links from the same message in
an inbox are shared multiple times on public mailing
lists. The figure also reveals that Safe-Link-induced mail
address exposure is closely coupled to the exposure of
global tenant identifiers. Often, a new mail being exposed
through Safe Links also exposes a new tenant identifier
to the list.
Lastly, the figure incorporates the Safe Link exposed

mail addresses ratio to the number of messages. The
ratio lies stable at around 20-30%. We read that a new
mail address is exposed in every fourth message with a
Safe Link.
We understand that sensitive information and PII in

the form of mail addresses are commonly observed on
public mailing lists. The issue dates back years, and
since online archives are long-living, the data remains
accessible online.

4.3.1 A Safe Link’s Time-to-Exposure. Next, we show
how owners of mailboxes with the original instance of
a Safe Link expose a Safe Link to the public domain
much faster than Safe Links exposed by third parties.
The TTE also helps us to show that sometimes a Safe

Link surfaces on a public data set years after its initial
generation.

We calculate the TTE as follows:

𝑇𝑇𝐸 = 𝑡𝑠𝑀𝑎𝑖𝑙 𝐻𝑒𝑎𝑑𝑒𝑟 − 𝑡𝑠𝑆𝑎𝑓𝑒 𝐿𝑖𝑛𝑘

Moreover, with the header information, we can explore
whether the sender’s mail address matches the exposed
mail address. We distinguish between the two cases:
Case A: The sender’s mail address matches the exposed
one. The case describes where the original owner of a
Safe Link forwards it from their private mailbox to a
public mailing list.
Case B : The sender address does not match the exposed
mail address. The case describes when a Safe Link was
shared privately and later exposed through a third party,
i.e., not the Safe Link owner.
We compare the two cases in Figure 8. The X-axis

shows the mail header timestamp. The Y-axis shows
the TTE. We aid the observer with a highlighted region
(coloured in teal). The area represents exposure events
with a TTE between 1 to 10 minutes.

Clearly, Case A, where the sender address matches
the exposed address, has a much higher concentration
of Safe Links escaping to the public. The observation
confirms that the initial owner of a Safe Link instance
causes it to escape the controlled scope much quicker
than someone who shares a Safe Link as a second or
third instance.
The figure also reveals frequent exposure of a Safe

Link to the public with 105 (ca. 69 days) or even 106

minutes (ca. 690 days) after the generation. The largest
TTE observed translates to 830 days. We learn that a
Safe Link can escape to the public domain even years
after its initial generation. This observation shows the
longevity of a Safe Link – and consequently the exposure
of its embedded sensitive information.
Also, every point in Figure 8 represents an event of

a Safe Link being exposed to the public domain. We
observe again a growing concentration when we consider
the mail header timstamp as the moment of exposure.

In this section, we have learned again that the number
of Safe Links surfacing on public data sets is growing.
Secondly, we have worked out insights on the posture
of exposing Safe Links. We frequently observe that the
original owner of a Safe Link propagates instances to a
public mailing list minutes after retrieval. Lastly, we ob-
served Safe Link instances on mailing lists where the mail
header timestamp and the Safe Link timestamp are years
apart. It suggests that occasionally, Safe Links are sus-
ceptible to escape to the public domain and consequently
expose their information years after being generated.
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Figure 7: The plot compares the number of messages with Safe Links on mailing archives 1O to the
amount of exposed information. Displayed are the exposed number of Microsoft Global Message
Identifiers 2O, Microsoft Mail Addresses 3O and Microsoft Global Tenant Identifiers 4O. We observed
a crawling anomaly in the late stage of the crawl, for which we highlighted the affected period in grey.
We suspect incomplete crawling during this period.
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Figure 8: This plot compares the time interval between the timestamp of the email header and the Safe
Link timestamp. The top plot displays cases where the sender address matches the Safe-Link-exposed
mail address. The bottom plot displays the remaining cases.

4.3.2 Associate Corporate to Private Mail Addresses. The
contextual information of a mail header also allows us
to associate two mail addresses with each other. This
information exposure is significant because it allows

someone to attribute their professional email to a private
email account.
Due to ethical requirements explained in Section 7,

our repository masks the original username of a mail
address through a hash, avoiding infringing on someone’s
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Source Metric #
GitHub Repositories 1,446
GitHub Organizations 1.174
Safe Links Unique Links 9,436
Safe Links Exposed Message UUID 3,819
Safe Links Exposed Mail Addresses 1,750
Safe Links Exposed Tenant UUID 777

Table 3: Overview of data extracted from the
crawl of GitHub code repositories.

identity. We searched for exact matches on the usernames
but different hostnames for the mail addresses. In our
repository, we found 31 matching pairs. Examples are:

∙ 138[...]617@gmail.com and 138[...]617@un.org
∙ 137[...]805@gmail.com and 137[...]805@jbtc.com

We learn that not only do Safe Links escape the con-
trolled environment of a corporate environment, but
people also share links from corporate-received messages
via private mail accounts and vice versa. Due to ethical
concerns, our insights are limited to exact matches on
hashes. It is safe to assume that human heuristics and
plain-text usernames provide significantly more opportu-
nities to associate a corporate and a private mail account
with each other.

4.4 Exposure on GitHub
Safe Links are widely present on code collaboration plat-
forms, which we underline with our almost 10,000 Safe
Links fetched from public repositories. Table 3 provides
an overview of exposed information on GitHub. Occa-
sionally, multiple repositories hold Safe Links, which
expose the same mail address. We counted the num-
ber of repositories on which a mail address appeared
and found that the same mail addresses are occasion-
ally present in several repositories. Figure 9 presents the
results. Our repository’s most common hostname of all
mail addresses is microsoft.com, which exposes around
270 mail addresses on 250 repositories.

Collaborative coding duplicates a repository on var-
ious machines [2, 3, 6]. The number of forks indicates
collaborators who cloned a repository, while watchers
actively follow a repository. Our research discovered that
code repositories with Safe Links are forked and watched
hundreds of times, implying that a Safe Link is dupli-
cated to and present on hundreds of personal devices.
We learn that Safe Links are very present on public

code platforms. Collaborative coding practices duplicate
Safe Links shared on popular repositories to hundreds
of personal devices. It means the encapsulated data and
PII are multiplied and redundantly stored on various
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Figure 9: In our repository, most Safe-Link-
exposed mail addresses occur in a single repos-
itory. However, occasionally, various Safe Links
expose the same mail address in multiple reposi-
tories.

private devices – all due to the design of Safe Links and
the fact that they are shared via code repositories.

4.5 Accessibility through Search
Engines and Public Documents

Our results of this section will show how Safe Links
are systematically indexed by SEs. Additionally, this
section reveals that Safe Links present in FOIA disclosed
documents raise potential legal concerns. While Safe
Link enables the presence of email addresses in public
documents, legal frameworks strictly regulate the issue
of PII in FOIA disclosures [4, 13].
With the example of Bing, a popular SE, we demon-

strate how SEs systematically indexes Safe Links and
makes the information embedded in them easily accessi-
ble. The query safelinks.protection.outlook.com combined
with a filetype search operator yields a concerning num-
ber of search results presented in table 4. We learn that
Bing indexes Safe Links systematically.
Next, with the help of a metasearch engine, we ac-

quired public docx documents through SEs. We instructed
the metasearch engine to limit its search to Google, Bing
and DuckDuckGo. Crawling results from all three re-
turned an overlapping number of search results, implying
that not only Bing but also other SEs widely index Safe
Links.
Our crawl returned 88 distinct documents listed re-

dundantly by multiple search engines. Various search
results link to documents on national platforms handling
FOIAs requests. We explored this further by visiting the



Max Resing

Document Type PDF Docx Xlsx Pptx
Results 10,300 102 32 9

Table 4: Overview of Bing Search Results
as provided on October 26, 2024, when us-
ing filetype operator and the query ”safe-
links.protection.outlook.com”.

websites of these platforms. Consequently, we found hun-
dreds of documents with Safe Links using the platform-
specific search features. The two screenshots in Figure
12a and 12b document our observation.

The Safe Links in our repository confirm that at least
some expose a mail address – data considered PII. How-
ever, our limited insights of our data set do not allow
us to quantify the full scale of the problem. Safe Links
potentially violate legal requirements of FOIA disclosure
since mail addresses pose as PII and FOIA regulations
require the removal of PII prior to publication. The crit-
icality of this finding motivated us to start a responsible
disclosure procedure with the NCSC of the Netherlands.
This section highlights two key findings: Firstly, SEs

provides easy access to Safe Links. Search engine opera-
tors enable someone to methodically refine their quest to
locate Safe Links with concrete properties. Secondly, we
identified hundreds of candidate Safe Links potentially
exposing mail addresses in documents legally required to
redact PII. The full scale is not yet known, but handled
through a responsible disclosure.

4.6 Exposure on Wikipedia
We found that most Safe Links on Wikipedia pages are
present in the English instance, followed by German
pages. The manageable number of 76 Safe Links allows
us to inspect the pages manually. We discovered that
a page about a chemical compound was edited with
a Safe Link that points to a corporate website. The
embedded information in the Safe Link allows us to link
the Wikipedia pseudonym to a human individual and
shows how a Safe Link originating from a corporate inbox
is embedded in a Wikipedia page pointing to the same
corporate’s website.
Another case shows how the same tenant identifier

and mail address edit multiple pages of locations of the
same constituency in Wales, UK. Lastly, we also found
a single case of a vanity edit in which an exposed mail
address matches the persona’s name described on the
Wikipedia page. Later, we found that newer revisions
removed the Safe Link again.

100 101 102

Tenants [#]

WW
SA
OC

NA-GCC
NA
EU
AS
AF

<null>

Figure 10: Tenant count per region. We leveraged
the tenant identifier to query region labels from
public endpoints.

4.7 Exposure of the Tenant Information
This section provides a deep dive into information ex-
posed through the tenant identifier. We show a distri-
bution of the tenants using Safe Links per region and
we learn that the removal of mail addresses explained
in Section 2.3 is not simply a global, binary configura-
tion. Additionally, we leverage the tenant identifier to
understand which institute uses the Safe Links product.

Figure 10 lists the number of tenants per region. Safe
Links appear more commonly used in Europe, North
America, and its governmental data centre subregion
GCC [11]. Additionally, we learn the share of Safe Links
that expose a mail address per tenant ID. While most
organisations that use Safe Links have email addresses
embedded either in all public Safe Links or in none, few
organisations have a partial exposure of mail addresses.
Perhaps the configuration to redact mail addresses from
Safe Links can be configured per mailbox (compare Fig-
ure 11).

Using the tenant IDs and querying the tenant’s name
from open and public endpoints that Microsoft oper-
ates, we also learn about organisations using Safe Links.
We tokenised the names and counted the occurrences.
Most frequent tokens are University, State, Inc., College,
Group, Department, School, County, Services, Health.
Often, the tokens reveal governmental and academic
institutions, but also legal entity types of companies.
We also learn information about a tenant’s authenti-

cation features from the public endpoints. If Microsoft
assumes that this information does not become public by
simply being unable to guess the 128-bit tenant UUID,
then Safe Links enables us to acquire this information
methodically. We are unsure about the criticality of this
discovery and made it part of the responsible disclo-
sure procedure in which we communicated this with
Microsoft.
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Figure 11: A histogram with the number of ten-
ants, the associated Safe Links, and how many
of those Safe Links embed a recipient’s mail ad-
dress.

To summarise this section, we have shown that the
information in public Safe Links provides insights into or-
ganisations using Safe Links. We showed the geographic
concentration of organisations and provided insights
about the sectors to which these organisations belong.
We disclosed the potentially sensitive information on a
tenant’s authentication features to Microsoft through a
responsible disclosure process.

5 Discussions
We have sufficiently demonstrated that information en-
capsulated in a Safe Link becomes sensitive if it leaves
the user-controlled environment and becomes public. In
this section, we provide alternative design decisions and
explain why this work might represent only a fraction of
the true scale of Safe-Link-induced information exposure.

5.1 On the Design of Safe Links
Standard risk management suggests different strategies
for dealing with risk, including risk elimination. It is
unclear why Microsoft decided to embed all this informa-
tion in a Safe Link, risking its exposure through events
sufficiently presented in this work. Competing products
like Proofpoint’s URL Defense avoids embedding sen-
sitive information in plain text. A trivial solution to
reduce the risk of information exposure is eliminating
non-essential information embeddings from a Safe Link.
However, if removing such data would render a Safe Link
inoperable, then it is at least advised to encrypt sensitive
information. These suggestions are complicit with the
proposed time-of-click protection Microsoft promises to
offer with Safe Links[12].

Furthermore, the work often distinguishes between
Safe Links with and without an embedded mail address.
To the best of our knowledge, Microsoft’s documentation
does not explain how to avoid embedding a recipient’s
mail address. Also, Microsoft’s customer support was
unable to provide additional information. We recom-
mend clearly documenting and communicating how to
configure the product to prevent the embedding of mail
addresses.

5.2 Estimate on the True Scale
The goal of this work was not to exhaustively crawl the
public domain for Safe Links. We crawled from selected
data sets to underscore our hypothesis of having sensitive
information exposed when a Safe Link becomes public.
To better estimate the actual scale, we searched many
more platforms. Although we cannot quantify the issue
completely, we found Safe Links on public platforms like
Reddit, Mastodon, Shodan, Pastebin and a University’s
intranet. There is reason to believe that this work shows
merely a fraction of Safe Links that found their way onto
public platforms.

5.3 Responsible Disclosure
The insights acquired through this work require action
from affected entities. We started a responsible disclo-
sure procedure to disclose our findings. The responsible
disclosure process is two-fold. We first brief Microsoft
about the information exposure and the availability of
potentially sensitive details about a tenant’s authen-
tication on a public endpoint. Later, we reach out to
national CSIRTs to coordinate adequate responses to
the presence of PII in FOIA documents on a national
level.

5.4 Future Work
This work focuses primarily on the information embed-
ded in a Safe Link. We also want to explore what infor-
mation we can learn from the Safe Links backend. We
know that the Safe Links backend interacts with DNS
and web servers when a user clicks a Safe Link. We have
already set up an infrastructure to measure these inter-
actions. The study invites volunteers who use Microsoft
products to interact with our endpoints through the use
of Safe Links. Our infrastructure monitors the interac-
tions of the Safe Links backend. So far, we presented our
study design to the ethics committee of our university
and received a green light. At the moment of writing the
paper, we are in the process of recruiting participants
for this study.
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6 Related Work
To the best of our knowledge, there are no public studies
on the information exposure through Safe Links. Due to
the lack of related research, we briefly introduce public
discussions about Safe Links.

6.1 Critical Voices
A user on the social media platform Reddit claims that
the Safe Links design became a burden when sending out
mails in bulk [15]. The user claims that multiple links
to the same web server, and the number of subscribers
to a mail newsletter amplify the number of requests on
a webserver. Each receiving inbox that uses Microsoft
Safe Links will trigger HTTP requests to a web server.
The many requests resemble a HTTP application-layer
Denial-of-Service attack.

Furthermore, Terence Eden blogged about some short-
comings in the product design [18]. He mainly criticises
that the destination URL is unclear, and thus users re-
vert back to copying the original Safe Link. The author
explains the design decisions with a primary focus on
acquiring telemetry and analytics. He is also concerned
about the networking effects that come along with grow-
ing use of Safe Links. Safe Links position Microsoft as
controlling proxy in between the user and the web.
Lastly, Ricardo Iramar dos Santos approached Mi-

crosoft as early as 2020 to address the information ex-
posure of Microsoft Safe Links [17]. The company rec-
ognized the concerns as low risk and rejects them with
a reference to the significant effort of exploiting certain
information.

6.2 Information Leakage Through Web
Technology

Safe Links is embedded in the broader domain of web
technology for which studies on privacy implications ex-
ist. Krishnamurthy researched the information leakage
through various web technologies [8]. The kind of leak-
age includes mail addresses, names, zip codes and even
gender and health information. Leakage of this sensitive
information occurred through various web technology,
like cookies, parameters and HTTP referer links.

Another study conducted by Malandrino et al. assesses
leakage of information from two perspectives [10]. They
show how a tool can assist users in becoming aware of
the exposure of PII. Secondly, they reverse engineered
how data aggregators can and do build profiles based
on privacy-sensitive information. As mentioned in the
previous section, telemetry and analytics are one of the
concerns mentioned.

7 Ethics
The sensitivity of the domain required us to submit
an ethical review application to the research group’s
ethics committee. We presented our methodology and
explained how we avoid infringing PII while process-
ing the data. The use of one-way hash functions irre-
versibly anonymized data that potentially pose as PII.
This methodology follows security best practices. In ad-
dition to approval of our methodology through the ethics
committee, we also reached out to the Data Protection
Office (DPO) of the University. With the DPO, we agreed
on a sensible and sound method to archive our acquired
data set.

8 Conclusion
In this paper, we performed a first-of-its-kind study of
information exposure through Microsoft Safe Links. The
product design suggests that a Safe Link should stay
within a defined scope constrained to a user’s mailbox,
their organisation, and Microsoft services. We demon-
strate how Safe Links are often not constrained to this en-
vironment and propagate to the public domain on a large
scale. To underline the prevalent and far-reaching expo-
sure, we crawled four selected publicly accessible data
sources and built a repository of over 50,000 Safe Links
scraped from the public domain. With this repository, we
explored the directly exposed information in public Safe
Links and introduced additional insights when combin-
ing embedded information with contextual data from the
data sources. Concretely, Safe Links expose information
in various regions for almost a decade. Furthermore, we
found that code collaboration practices duplicate Safe
Links and its embedded PII to thousands of personal
devices. We could link corporate and private mail ad-
dresses and deanonymise Wikipedia pseudonyms. The
repository also contained documents disclosed through
FOIAs, in which Safe Links enabled the exposure of PII,
potentially violating legal regulations. Lastly, the tenant
ID helped us identify the organisations which have Safe
Links enabled.
Finally, we questioned the design decisions, provided

potential improvements, and gave pointers suggesting
how our 50,000 Safe Links might represent a fraction of
the actual scale of the problem. The results of this work
were shared with stakeholders through a responsible dis-
closure procedure prior to publication. We coordinated
the communication to Microsoft and national CSIRTs
with and through the Dutch NCSC.
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9 Appendix

9.1 Screenshots of FOIA Platforms

(a) Screenshot of an overview of search results on
a FOIA platform for a nation in the global south.

(b) Screenshot of an overview of search results on
a FOIA platform for a nation in Europe.

Figure 12: Two screenshots of search results on
FOIA platforms when searching for Safe Links.
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