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Digital twins are widely seen as a technology to manage the complexities of
cyber-physical systems as they grow in size. This has been accelerated due
to the widespread adoption of IoT devices, allowing for large quantities of
devices to have a network interface. Digital twin platforms provide the ability
to systematically create models for physical objects, enabling continuous
monitoring, simulation and optimization by utilizing networks to collect
data from internet connected devices. The effectivity of an implementation
is dependent on the platform chosen to create and operate the system. There
are several platforms available for both local deployment and using online
service providers. Two widely used online service providers are Microsoft
Azure and AmazonWeb Services which provide digital twin platforms Azure
Digital Twin and IoT TwinMaker respectively. Both of these platforms differ
significantly in pricing structure and provide different service infrastructure,
integrated with their existing services. These differences are of importance
when regarding low-latency systems, due to their unusual requirements.
This research evaluates the pricing structure and ease of integration of both
platforms in the context of a low-latency use case.
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thread, Real-time control

1 INTRODUCTION
The fourth industrial revolution, commonly referred to as Industry
4.0 revolves around data, machine learning, robotics and internet
of things devices. As resources such as sensors, data and comput-
ing power proliferate, the need for interconnected, cooperative
and autonomous production systems has grown significantly. Ad-
vances in information and communication technologies have accel-
erated the development of manufacturing, fostering rapid progress
in computer-aided technologies[7]. This transformation enables
intelligent management of production facilities and products by
leveraging historical data, continuous sensor input and extensive
information-processing capabilities[9]. To enable these insights Dig-
ital Twins are used, they represent a physical object in a virtual
environment using bidirectional communication.
To contribute to the innovation and research of cyber-physical
systems, the University of Twente has established the IoT Cyber-
Lab. This lab emphasizes the security and privacy of IoT devices
while providing state-of-the-art infrastructure for students and re-
searchers. Its offerings span data collection, safety analysis and
system testing[14]. To enhance accessibility, the IoT CyberLab is
developing a remote development system featuring a physical rover
interconnected with a virtual model via bidirectional data exchange.
This system will allow users to remotely execute, modify and simu-
late programs.
Digital twin platforms present a promising solution for implement-
ing such systems without the significant development effort, hosting
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costs and maintenance burdens associated with custom-built sys-
tems. Given the variety of digital twin platforms available, selecting
the most suitable option requires a thorough comparison based
on ease of integration and cost-effectiveness. This research eval-
uates two leading online hosting services, Amazon Web Services
(AWS) and Microsoft Azure, both of which offer robust digital twin
modeling capabilities.

2 PROBLEM STATEMENT
As Digital twins are used to model and manage complex systems,
the choice of platform becomes an important factor deciding the
effectiveness of implementations. Each platform offers distinct fea-
tures, creating uncertainty about which one strikes the best balance
between cost and ease of integration. The absence of a compre-
hensive comparison poses significant challenges for developers,
potentially leading to inefficient models or difficulties during design,
deployment or scaling of a Digital twin systems. Thus, a compar-
ative evaluation of a selected of these DT platforms can serve as
a valuable resource to guide developers in making well-informed
decisions.

2.1 Research question
This research aims to explore the differences in implementation and
operation cost between two widely used Digital Twin platforms:
AWS IoT TwinMaker and Azure Digital Twin. The study is struc-
tured around the following sub-questions:
RQ1: How are the selected DT platforms structured?
RQ2: What are the key functional differences between the plat-
forms?
RQ3: How do these differences impact cost and ease of integration?

3 BACKGROUND

3.1 Existing Implementation
The existing digital twin implementation consists of a rover accept-
ing commands via a REST HTTP service. A unity virtual environ-
ment is responsible for the visualization of the rovers position. The
telemetry of the rover and the commands from the virtual envi-
ronment are processed using an external server that forwards the
messages.
The rover is a DiddyBorg V2 robot, consisting of a frame, 2 sets of 3
motors, a thunderborg motor controller, a single board computer, a
battery pack and a camera[11]. The computer provides a wireless
WiFi connection for communication with the remote server. The
motor controller provides a battery voltage sensor input, command
of the motors and a configurable status indicator while the computer
provides a camera feed and internal conditions regarding processor
temperature and usage.

3.2 Digital Models
The process of digitization of physical assets has been long ongoing.
The first 3D models dating back to over 40 years ago[12]. At this
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time the development was focused on digital models, these are hand-
made models often used for designing products. A commonly used
tool is CAD software, where computers aid in creating a detailed
design digitally. These models are often used for creating produc-
tion and construction documentation alongside evaluating design
options and considering possibilities with greater ease and without
the need for a physical model.
In the process of creating a digital model data flows only when man-
ually transferred, where the digital model can be a simple approxi-
mation or a highly detailed model that can provide all production
instructions directly without further modification. The models pur-
pose dictates the amount of detail and the focus of attention. Where
a model used for calculation might contain a lot of information
about material properties of different elements. A model used for
demonstration can contain more spatial resolution to give a clear
indication of the visual appearance of the end product[12]. Figure
1a shows a physical object and its digital model with only manual
data flow.
Applying this concept to a rover, the model could be manually
sculpted to replicate a physical object or designed digitally from
scratch. Once created, the model can serve various purposes, includ-
ing production, demonstration or reference.

3.3 Digital shadows
The progression from digital models leads to the concept of a dig-
ital shadow. Unlike a static digital model, a digital shadow is a
dynamic representation of a physical object that is continuously
updates with real-time data. While digital models are primarily used
for production, digital shadows enable ongoing simulation, predic-
tions and analyses. By integrating data from various heterogeneous
sources, digital shadows facilitate complex management and pro-
vide insights throughout the life-cycle of an asset [5]. Figure 1b
illustrates a physical object paired with its corresponding digital
shadow, demonstrating a unidirectional automated flow of data.
For instance, augmenting the digital model of a rover with continu-
ous telemetry data from sensors on the physical rover would result
in a digital shadow. This digital shadow could be utilized for remote
monitoring, or it could generate a model of the surrounding envi-
ronment using LiDAR data. These capabilities make digital shadows
invaluable for tasks requiring real-time updates and data-driven
decision-making.

Fig. 1. Different levels of automation (adapted from [12])

Fig. 2. Components of a Digital Twin[6]

3.4 Digital Twins
Digital Twins(DTs) are an advanced integration of models, services
and real-time data designed to interact with and monitor cyber-
physical systems or processes. By leveraging both current and his-
torical data, DTs are utilized for various purposes, such as optimiz-
ing production processes, detecting faults, scheduling preventative
maintenance and gaining deeper insights into system behavior as a
whole.
A Digital Twin comprises two main components: the virtual envi-
ronment (VE) and the physical environment (PE). The VE serves
as a digital representation of the PE, and it resides within a digital
twin platform, while the PE consists of the actual physical process,
equipment or asset (see Figure 2).
The term "twin" reflects the continuous, bidirectional interaction
between the VE and the PE. Changes in the physical environment
are mirrored in the virtual environment, while control signals and
simulations from the VE are sent back to influence the PE. This
synchronization is depicted in Figure 1c, which shows the digital
and physical objects interconnected with an automatic bidirectional
data flow.
For example, when the digital shadow of a rover is enhanced with
automated processes that relay data to and from the physical rover,
it evolves into a digital twin. This transformation enables advances
simulation, the validation of operations before implementation and
the calculation of physical movements using complex algorithms
that integrate multiple data sources.

3.5 Digital Twin Platforms
Digital Twin Platforms provide a suite of services designed to as-
sist developers in creating, managing and interacting with digital
twin models. These platforms offer specialized tools and processing
capabilities that facilitate data handling, including the necessary
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calculations and transformations for both incoming and outgoing
information[10]. Many platforms aim to provide an end-to-end solu-
tion, integrating their digital twin services with additional offerings
such as storage, data processing, communication and interactive
dashboards[2, 4].
For this research, Microsoft Azure Digital Twin and Amazon Web
Services (AWS) IoT TwinMaker were selected as the platforms of
interest due to their popularity and their integrated services for
hosting and managing digital twins. Both platforms offer a set of
essential services required to deploy a fully functional digital twin
system, with each platform requiring its own distinct set of compo-
nents.

Fig. 3. Structure of required AWS services

AWS IoT TwinMaker. AWS IoT TwinMaker provides a compre-
hensive ecosystem for digital twin solutions. The platform requires
several core services for its operation:

• IAM Role: A role with the necessary permissions to access
other AWS services.

• Storage: S3 buckets are used for storing historical and con-
figuration data.

• Data Routing: Data is routed from edge devices using AWS
Lambda functions and Timestream Telemetry Store for time-
series data storage.

"propertyDefinitions ": {

"telemetryAssetType ": {

"defaultValue" : { "stringValue ": "Rover" }

},

"temperature ": {

"dataType ": { "type": "DOUBLE" },

"isTimeSeries ": true ,

"isStoredExternally ": true

},

"battery_voltage ": {

"dataType ": { "type": "DOUBLE" },

"isTimeSeries ": true ,

"isStoredExternally ": true

}

Listing 1. Section of AWS digital twin sensor definition

A detailed overview of the AWS IoT TwinMaker arrchitecture, show-
ing the integration of these components and their interactions, is
provided in Figure 3.
The TwinMaker defines the virtual environment through entities
that can contain components. Entities represent the physical objects
represented in the virtual environment containing components that
connect certain functions to selected data sources. AWS IoT Twin-
Maker uses json formatted files to define entities and components,
listing 1 shows a snippet of the definition of the sensor component
for the rover.

Fig. 4. Structure of required Azure services

Azure Digital Twin. Azure Digital Twin offers a robust set of
services, with the core components required for its operation in-
cluding:

• IoTHub: Facilitates the transfer and communication of data
with external devices and systems.

• Functions: A function that manages the transportation of
data between the digital twin and the IoTHub, which handles
external communication.

• IAM Role: A role with required permissions for accessing
data within services.

A complete overview of the Azure Digital Twin architecture, de-
tailing how data flows between services can be found in Figure 4
Azure Digital Twin uses Digital Twin Definition Language (DTDL)
to define a digital twin. Listing 2 shows a snippet from the definition
of the virtual rover detailing the sensors and telemetry. Azure Func-
tions are used to transfer data from the IoT Hub and digital twin,
this allows for processing of the data and handling different formats.

"@type": "Component",

"name": "Sensors",

"schema ": {

"@type": "Object",

"fields ": [

{

"name": "temperature",

"schema ": "double"

},

{

"name": "batteryVoltage",

"schema ": "double"

}

Listing 2. Section of Azure DTDL sensor definition
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Table 1. Publications in google scholar with search term "Digital Twin"
(checked January 2025)

Year Publications
2018 33400
2019 39400
2020 46600
2021 54000
2022 55800
2023 52800
2024 82400

4 RELATED WORK
There is an increasing trend regarding publications referencing dig-
ital twins, Table 1 shows results returned by google scholar. The
growing number of publications aligns with the increase in IoT
devices used in industry[9]. In Adamenko et al. several digital twin
platforms are compared[1]. Differences in ease of development and
cost are discussed and concludes with none of the tested tools pre-
senting a perfect solution for their chosen application as all showed
disadvantages. The paper concludes by suggesting limitations in
computing power, advanced software and infrastructure are poten-
tially holding digital twin applications back.

In Singh et al. the viability of developing digital twins using Unity
and Gazebo is compared[13]. The paper compares the implementa-
tion and performance of these tools. The tools differ on performance
and functionality, but can be matched with application specifica-
tions if carefully chosen. Further the latency of systems involving
these software solutions indicate the potential for directly coupled
systems without local on-device processing. Cost is discussed and
indicates a preference for free software trials for development pur-
poses and concludes Unity as a cost-effective option provided its
specifications are required. As Gazebo is free it can be an alternative
if the application requires different functionality.
Pfeiffer et al. discusses the use of the label DT and the associ-

ated concept in comparison to the older concept of object oriented
modeling[10]. In the paper multiple different DT platforms are com-
pared to shed light on what makes DT different from preexisting
methods of modeling. This paper provides insight into the differ-
ences between the definition languages of different platforms. With
indications how these dissimilarities influence the functionality and
integration of platforms.

5 METHODOLOGY
A Digital Twin consists of three primary components: physical,
digital and communication layers. To ensure a fair comparison the
physical layer remained unchanged, and the functionality of the
digital twin was kept identical. The Digital Twins were implemented
using AWS IoT TwinMaker and Azure Digital Twin, with the com-
munication layer designed using python scripts running on the
rover. These scripts were adapted to accommodate the distinct data
ingestion requirements of each platform. This approach isolates
platform-specific integration challenges and cost considerations
from variations in the physical setup.

The physical setup utilized a DiddyBorg V2 rover, as previously de-
ployed in a project at the IoT CyberLab (see Section 3.1). Its python
libraries facilitated rapid development of the communication pro-
grams.
The architecture created to develop the DT in AWS IoT Twin-

Maker consists of a communication program on the rover, a Timestream
database to store the telemetry, a lambda function to transfer the
data to the IoT TwinMaker service. To connect the telemetry and
control to the rover a python program was written that relays the
data via REST HTTP requests on the rover side and MQTT on the
IoT Core side.

For the Azure Digital Twin implementation an architecture con-
sisting of a communication program on the rover, a IoTHub instance
for device communication and Azure Functions for data transfer.
The telemetry and control were relayed between the rovers REST
HTTP endpoints and the IoTHub using a python library.

6 DISCUSSION

6.1 Ease of integration
Both AWS IoT TwinMaker and Azure Digital Twin build their Digital
Twin systems using separate modular services, enabling indepen-
dent scaling and the flexibility to integrate diverse services within a
single platform.
Azure adopts a structure where data is initially send from the

device to the IoTHub. From there, Azure Functions transfer the data
to the Digital Twin. This architecture provides significant flexibility,
enabling resource-intensive tasks to be offloaded to web services,
thereby reducing the embedded system’s workload. Azure supports
multiple programming languages for writing functions and offers
data transfer options via HTTPS, MQTT and AQMP, enhancing
versatility. For simpler use cases Azure does not demand extensive
role and permission management through IAM, but this feature can
be enables for complex systems where security is stricter.
AWS TwinMaker relies heavily on AWS CloudFormation tem-

plates for tool deployment and uses S3 buckets for data storage. The
usage of CloudFormation makes the system more complex to setup
as individual parts have to be initialized simultaneously. Data is
typically streamed to AWS IoT Core using HTTPS or MQTT. From
there, AWS Lambda functions optionally processes the data and
transfers it to the TwinMaker instance. These functions can be writ-
ten in a variety of programming languages, easing the development
process. AWS requires detailed role-based access control for service
to service interaction, which becomes complex and cumbersome to
manage.

6.2 Cost
For cost calculation the device is assumed to send messages of a
total size of 100 bytes, this accounts for all message information and
headers. To facilitate comparison all costs are noted in USD.
AzureDigital Twin calculates cost for Digital Twin usage, Function
usage and IoTHub messages separately[8].

• Digtal Twin: Usage is calculated using a flat rate of $1.30 per
million api calls or messages processed.

• Functions: The cost is based on the flat rate of $0.20 per
million messages processed.
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• IoTHub: Cost consists of a monthly fee based on a tiered
system with prices increasing with usage (see Table 2).

Table 2. Azure IoTHub pricing

Message limit Monthly Cost
400000 $25
6000000 $250

300000000 $2500

The limits for messages is 4 KB providing the opportunity to aggre-
gate 40 updates into a single message, sacrificing latency for cost
optimization.

AWS IoT TwinMaker charges seperate rates for usage of Twin-
Maker, IoT Core and lambda functions[3].

• IoT TwinMaker: Usage costs $1.65 per million operations.

• IoT Core: Costs are based on a tiered system where price
decreases as usage increases. However the first tier is valid
for amounts up to 1 billion messages, therefore all of the cal-
culated graphs use the first rate of $1.20 per million messages.

• Lambda: Usage incurs a fixed cost of $0.20 per million mes-
sages

The limit for messages is 5KB providing a maximum of 50 updates
in a single message.

The overall cost of each platform comprises Digital Twin usage
costs, function usage and communication expenses. Real-time use
cases, which require highmessage frequency, significantly impact to-
tal expenses. To illustrate cost differences, Figures 5, 6 and 7 presents
a comparison of daily operating costs against update frequency for
10, 100 and 1000 devices respectively.

Fig. 5. Daily cost in USD operating 10 devices at different update frequencies

7 CONCLUSIONS
The Azure platform offers more user-friendly development tools,
enabling stepwise implementation by allowing individual compo-
nents to be configured separately and integrated later. Both Azure
and AWS support seamless integration with other services provided

Fig. 6. Daily cost in USD operating 100 devices at different update frequen-
cies

Fig. 7. Daily cost in USD operating 1000 devices at different update frequen-
cies

by their ecosystems, accelerating development when those services
are already in operation. This reduces the need for complex data
transfer or automated solutions to connect disparate data sources.
The cost difference between platforms is depend heavily on the num-
ber of devices and the frequency of data traffic. Azure’s tiered pricing
structure can significantly increase daily costs for small-scale de-
ployments with high-frequency updates, as frequent usage quickly
pushes costs into the next pricing tier. Conversely, for larger-scale
deployments, Azure proves more cost-effective at high data fre-
quencies. AWS, on the other hand, is more suitable for applications
requiring infrequent updates due to its consistent cost structure.
Data aggregation can substantially lower costs on both platforms
by reducing message volume, but it introduces significant latency,
increasing it by up to 40-50 times. While aggregation is a viable
cost-saving strategy for low-frequency applications, it is unsuitable
for use cases like rover control, where low latency is critical. These
findings highlight that operating low-latency systems using cloud-
based Digital Twin platforms is a costly approach, and leveraging
local processing capabilities may provide significant advantages in
terms of cost.

8 LIMITATIONS
This research encountered several limitations. Due to time con-
straints, no custom 3D models were developed, preventing the eval-
uation of the platforms’ 3D capabilities. Additionally, the physical
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rover lacked feedback mechanisms or advanced sensors, limiting
the demonstration of the Digital Twin to simulated telemetry re-
garding movement data. This constraint reduced the usability of the
resulting framework, particularly for scenarios requiring detailed
interaction between physical and digital layers.

8.1 Future work
Future research should explore other platforms designed specifically
for low-latency applications. Platforms with alternative architec-
tures and pricing models may better meet the requirements of such
use cases. Investigating offline or hybrid platforms that offer lo-
cal processing capabilities could significantly reduce costs without
increasing latency. Expanding the scope of evaluation to include
custom 3D environments, advanced sensor feedback and real-world
telemetry will provide deeper insights into the capabilities and limi-
tations of different Digital Twin platforms.
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