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Current advancements in cybersecurity often aim at facilitating the
search and identification of vulnerabilities. These include Indicators
of Compromise (IOCs), which serve as data artifacts that can be easily
targeted/used with the intention of exploiting said systems. Cyber
Threat Intelligence (CTI) reports are produced by cybersecurity teams
with the expectation of exposing vulnerabilities in a given security
framework. The act of exposing these vulnerabilities includes extract-
ing IOCs. These indicators are commonly extracted from CTI reports
by using what are known as rule-based extraction tools. However,
these tools have limitations as they only extract known and correctly
structured IOC types, causing them to overlook other potential indica-
tors. Recent developments in Large Language Models (LLMs) suggest
that these tools can be used to extract IOCs from CTI reports. This re-
search explores the current differences between rule- and LLM-based
extraction with expectations of understanding the difference in per-
formance of both sides. This research showcases an LLMs ability to
extract IOCs with high completeness (80% in average). Meanwhile,
showing how rule-based extraction tools are consistent with better
precision, as f1-scores outperform LLM-based extraction. Given that
LLM-based tools showed to be more proficient at extracting IOCs from
unstructured text while rule-based extraction showed consistency, a
mix between both could yield promising results.

Additional Key Words and Phrases: Large language models, cyber
threat intelligence, indicators of compromise, rule- and LLM-based
extraction, prompt engineering

1 INTRODUCTION

In cybersecurity departments, Cyber Threat Intelligence (CTI)
reports are often generated to describe any ongoing cyber
threats. These reports tend to contain a mix of structured data
within unstructured narrative/grammar. Due to to the lack of
standardization in these reports, automated parsing of their
data becomes a challenging task. A key aspect while analyz-
ing CTI reports is the correct identification and extraction
of Indicators of Compromise (IOC). IOCs are technical arti-
facts such as IP addresses, domain names, hash files, email
addresses, among others which can impact the integrity of the
given security framework. In addition, other artifacts such as
Tactics, Techniques, and Procedures (TTP) are also obtainable
from CTI reports. These go deeper than regular IOCs, as they
describe how attackers operate.

The state-of-the-art rule-based extraction tools, such as IOC-
Searcher [16], depend on discrete and often limited methods.
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These tools are known for their consistency reproducing the
same output when given the same input. They search for a lim-
ited and predetermined amount of IOC classifications within
CTIreports. Consequently, the lack of standardization in these
reports complicates the consistent extraction of IOCs [7] for
rule-based extraction tools. These tools can miss important
IOCs that are hidden in narrative text given that these may
vary widely in structure.

The integration of Large Language Models (LLMs) into IOC
extraction tools is still in early stages of development [11].
These tools are capable of acting in the same manner as rule-
based extraction tools even though their efficacy and appli-
cations can be largely different. Through methods of prompt
engineering it is possible to center an LLMs focus on a given
task under useful context. LLMs have the potential to out-
perform conventional rule-based tools by identifying IOCs
through contextual awareness, inferring threats, and adjusting
to diverse linguistic patterns [7]. Nevertheless, the reliability
of LLMs on this subject remains a question.

Diverse prompt engineering strategies can be used to alter
performance of LLMs. By testing different strategies of prompt
engineering it’s possible to distinguish which of these can ben-
efit LLMs the most while extracting IOCs. Three main methods
of prompting can showcase the difference in IOC extraction
performance. Namely, zero-, one- and few-shot prompting,
each named relative to the amount of contextualization pro-
vided in their prompts. While zero-shot prompting provides
no context or examples, one- and few-shot prompting offers re-
alistic examples alongside their respective expected outcome.

Furthermore, this research also focuses on measuring the
difference in performance between rule- and LLM-based ex-
traction tools. This is done by extracting IOCs from CTI reports
using both of these tools and then assessing them on their
separate performance. Given that rule-based extraction tools
are limited to extracting known IOC types, two separate met-
rics of performance will be considered. One will measure IOC
extraction performance based on all known IOC types for said
rule-based method. As it is possible some IOC types in the
selected CTI reports are unknown to the selected rule-based
extraction tool. The other metric will take into consideration
all potential IOC types in the CTI reports.

Recent research has shown how hybrid approaches that
combine deterministic tools (e.g. IOCSearcher) or structured
formats (e.g., STIX [4]) with LLMs are gaining attention, no-
tably IntelEX [10]. Approaches such as these aim to leverage
the potential of each paradigm: the precision and consistency
of rule-based tools and the versatility and contextual aware-
ness of LLMs. The effectiveness of such integration strategies
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is yet to be evaluated, especially in terms of improving ex-
traction quality and producing actionable CTI reports and
TTPs. This research investigates the synergies of rule- and
LLM-based IOC extraction methods.

Finally, the two research questions can be derived by what
has been previously described:

e RQ1: To what extent is it possible to impact the per-
formance of a LLM-based IOC extraction tool through
different methods of prompt engineering?

e RQ2: How does the performance of a state-of-the-art
rule-based tool (IOCSearcher) compare to LLMs in terms
of accuracy, completeness, f1-score and adaptability
when extracting IOCs from CTI reports?

2 BACKGROUND KNOWLEDGE

The extraction of IOCs within CTI reports has become an in-
tegral part of mitigating vulnerabilities in any given security
setting [14]. This leads to the development of tools that auto-
mate the extraction of IOCs. Rule-based extraction tools have
been employed to parse IOCs from reports using predefined
patterns such as regular expressions or fixed token sequences
(4], [16].

Multiple extraction tools have been developed making use
of different novel technologies, notably rule-based [16], deep
learning (DL) [26], machine learning (ML) [29], LLMs [1] and
knowledge graph (KG) based [23] techniques. Each approach
has its drawbacks, which impact what method can be chosen
for this research. Rule-based systems lack contextual aware-
ness [22], which limit their capacity to interpret indicators
differently depending on their environment. DL and ML tech-
niques require large datasets to train on, making it complicated
to only filter valid information [6]. LLM-based extraction tools
are limited to their context window and often experience "hal-
lucinations" while extracting indicators [3]. Given that all the
present methods pose limitations, manual labeling remains
the most reliable method [16], [6].

Feeding incorrect ground truth (GT) data to LLMs seriously
impacts their ability to correctly evaluate CTI reports [18]. It
becomes necessary to guarantee a level of certainty in labeling
indicators if the results are a consequence of them. This is why
this research will base its GT strictly by using manual labeling
to determine all possible IOCs that can be extracted from their
respective CTIs.

Different prompting strategies can have an impact on the
level of contextualization considered by the LLM [24]. Strate-
gies such as zero-shot, one-shot, or few-shot learning can be
applied to tailor model behavior without the need for explicit
retraining [24]. The name of these strategies describes the
level of contextualization and classification fed to the LLM
through a prompt. Together, these evolving methods form
the foundation for new approaches to IOC extraction, aim-
ing to overcome the limitations of rule-based tools and better
leverage the rich but variable language found in CTI reports.
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3 RELATED WORKS

Automated rule-based IOC extraction has been a prominent
choice for cybersecurity specialists since 2016 with the rise
of some of the first rule-based tools such as iACE [27]. These
tools work by searching for predefined patters, usually these
consist of regular expressions (regex) or static heuristics. This
allows the tools to identify and extract IOCs from unstructured
text. However, these tools experience shortcomings such as a
lack of contextual awareness or high false positive/negative
rates. Regardless, the use of rule-based extraction tools is still
important. Current relevant tools using this approach include:
iACE, IoCMiner, IOCSearcher, among others.

Novel hybrid solutions have been recently developed with
the expectation of benefiting from the strengths of LLM-based
extraction tools. Notably, IntelEX [10] which uses LLMs to "pu-
rify” text, facilitating the extraction of their respective IOCs.
This tool has shown it can outperform current state-of-the-art
approaches such as AttackKG [28]. Additionally, “transformer-
based models” are also used to identify structured threat in-
telligence from free text reports [17]. These models classify
threat intelligence entities with the same expectations of this
research, the only difference being; these models are solely
based on LLMs.

Moreover, different Al approaches have undergone recent
development, namely CTINexus [8]. This approach made use
of ML and KGs to improve an LLMs capacity for in-context
learning. The results of this research showed promising results
for completeness and adaptability. However, the end of this
research mentioned excessive fine tuning resulted in overfit-
ting which compromised the extraction of these indicators.
In addition, STIXnet [9] is another approach making use of
alternative Al options. It uses a Natural Language Processing
(NLP) framework extracting STIX objects and relations from
CTI reports. This alternative experienced complications as
the number of STIX classes increased, showing problems in
scalability.

Lastly, in You et al. [13] researchers developed a model to ex-
tract Tactics, Techniques, and Procedures (T TPs) with positive
accuracy readings (0.941). However, TTPs don’t encapsulate
the spectrum of cybersecurity on its entirety.

4 METHODOLOGY AND APPROACH

This chapter details how each of the research questions (RQ)
will be tested. Starting by defining the metrics and parameters
needed to answer each RQ under controlled environments.
Each RQ requires selecting extraction methods relative to their
focus.

4.1 LLM Selection

Despite many Al approaches are suitable for this research,
many of these can’t apply contextual prompting strategies,
such as few-shot learning [2], [7]. LLMs offer versatility while
interpreting and processing natural language. The selected
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LLM will be used to test both research questions as both meth-
ods require an LLM for the same purpose. For this research, the
minimal viable requirements for LLM-based IOC extraction
protocols are the following:

e Textual User Interface (TUI): A plain-text input alter-
native is necessary for inputting raw and complete CTI
reports as well as prompt instructions into the model.
A command line interface will facilitate such process as
it takes solely textual responses.

o Acceptable Token Range: CTI reports often exceed
the expected character limit LLMs have to accept prompts,
the chosen LLM supports a sufficiently large token limit
to process the complete prompt in one single interac-
tion. Furthermore, the research also considers prompts
that exceed the allowed token size to consider the dis-
advantages this brings.

e Structured Output in JSON: Structured Output in
JSON: To allow programmatic comparison with other
tools and support downstream automation, the model
can return structured data in JSON format.

Following the criteria stated above and taking into consider-
ation all available LLMs in the university’s High Performance
Computer (HPC) cluster, three main alternatives are present.
These include Gemma3 [25], Deepseek-r1 [5] and Qwen2.5,
all of which work as a suitable choice. Upon investigation,
Qwen2.5 has been reported to outperform all conventional
LLM models under dense information extraction [12]. There-
fore, Qwen2.5 was selected. This LLM only works with text as
input, and it supports 128 thousand tokens. According to its
developers, Qwen2.5 [20] uses 1 token for every 3 - 4 charac-
ters on average while prompting in English. This translates
to an average prompt size in the range of 32 to 42 thousand
characters.

4.2 Rule-Based Extraction Tool Selection

Given that RQ2 compares rule- and LLM-based extraction, the
selection of a deterministic rule-based extraction tool requires
justification. IOCSearcher is specially designed for IOC ex-
traction from unstructured CTI reports, this is a non-Al based
model that uses regex with context scoring [16]. What stands
out with IOCSearcher is the ability it has to handle noisy or
unstructured text such as defanged expressions. Considering
that, this tool can be seen as a state-of-the-art alternative.
Adding on, IOCSearcher has been selected for the following

reasons:

o Its capable of taking plain text input, allowing the same
strategy to evaluate CTI reports with LLMs to be used.

e IOCSearcher is recognized as the most accurate tool
on 11 out of the 13 IOC types supported by multiple
tools [16]. The following is a reference of its known IOC
types D.1.

e Itoutputsin .iocs or . txt formats, which can be easily
stored and read to determine the difference between an-
swers. While the prompt requests that the LLM answers
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in JSON format, IOCSearcher answers in plain text files
and command line, as shown in the figure below.

-+ TREND CTI Reports iocsearcher

-+ TREND CTI Reports

Fig. 1. 10CSearcher 10C extraction
4.3 Dataset Selection

The data set used for this experiment was carefully evaluated
and curated to ensure consistency across all CTI reports eval-
uated by limiting formatting variations. To make this possible,
all reports have been collected from one single source [19],
meant to minimize the differences in their structure and lan-
guage. The length of these reports is under control, as it can
impact on the performance and capabilities of the selected
LLMs. All the reports were gathered in their original form,
avoiding reports with images inside their technical details
[D.2], as an attempt to preserve their authenticity to reflect
real world conditions more accurately. 22 distinct CTI reports
were selected, this sample size is large enough to notice the
impact each research question has on IOC extraction. Further-
more, these CTI reports must include relevant IOC types that
are known and unknown by the rule-based extraction tools
selected.

4.4  Ground Truth and Manual Labeling

In order to evaluate the results of both RQs, a standardized
method to classify IOCs in CTI reports has been established.
By going through all CTI reports while manually labeling
the present IOCs in each, a list of ground-truth extractions
can be determined. The table below shows how established
ground-truth can be compared to predicted extraction. This
comparison can then determine the classification of each pre-
diction. The potential outcomes are shown and detailed in the
table below.

[ Predicted

Positive (IOC) Negative (No IOC)
Positive (I0C ex- True Positive (Ground | False Negative (LLM
G d Truth tracted cctly) truth I0C matches Pre- missed manually labeled
sround Trul racted correctly) dicted 10C) 100)

False Positive (I0C pro-
vided while no ground
truth TOC is present)

Table 1. Predicted IOC Classification based on Ground Truth

Negative (No I0C
present)

True Negative does not
apply

4.4.1 Ground Truth classification . This section defines each
potential IOC type encountered. These descriptions determine
the validity of all IOCs present in the CTI reports used. The
definitions below allow polymorphic representations of the
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indicators to be considered. This will benefit the range of
results recorded for the research. It is important to define these
indicators openly as part of the purpose of this research is to
investigate the impact contextualization and interpretation
have in extracting IOCs. Here is a list of the IOCs and their
possible interpretations:

o IPv4 address Accepted in regular expression format: 32
bit numerical address, separated by periods. Additional

consideration of defanged alternatives (i.e. BLOCKED.©.0.0,

10.11.1.1, etc)

Port Number Unsigned 16 bit integer that acts as a
unique identifier. Usually defanged as port under reports
collected.

Fully Qualified Domain Name (FQDN) Abbrevia-

tions of FQDNs (https: //www.google. comto google.com)

will be regarded as equal, both are accepted as valid ac-
tive IOCs. Use of the “site” denomination is present in
current CTI reports, this implies that the said fqdn has
been defanged.

Filename(s) Only requires said filename to be at the
end of a filepath (if any) followed by file notation (such
as . txt, .pdf, etc)

Filepath(s) No methods to alter/defang filepaths has
been noticed through the experimentation. Filepaths
often display different representation relative to the
operating system they use.

HashKey/files These include hexadecimal or base64
representations of any given string with structured for-
mat such as: SHA256, MD5, BCRYPT, among others.
Username(s) Defanged IOCs such as: USER, User name,
etc, represent usernames in the selected CTI reports.
UUID 32 hexadecimal characters grouped into five sec-
tions separated by hyphens.

Email address Common email formatting is used, con-
sidering defanged emails do not exist in the report li-
brary in hand.

4.5 Evaluation Metrics
The evaluation of each RQ will be based on accuracy, complete-
ness, f1-score and adaptability, using the manually annotated
ground truth labels for each CTI report 1. Furthermore, the
use for true positive (TP), false negative (FN) and false positive
(FP) ground-truth can be found in the table below:

e Accuracy Accounts for correctly classified IOCs within

all extracted IOCs.

Correct IOC Classifications _ TP
" TP+FN +FP

Total Classifications

e Completeness measures successful extraction of rele-
vant IOCs

Number of Correct IOCs extracted
Total Number of Ground Truth IOCs

Mauricio Croquet Thorne

e F1-Score measures the classification accuracy of the
models.

Precision X Recall
F1-Score = 2 X where,

Precision + Recall’

. TP
Precision = s
TP + FP
TP
Recall = ———
TP + FN

e Adaptability serves as a subjective metric to observe
the versatility of a extraction tool.

4.6 Controlling the Environment for RQ1

To ensure that the research can answer this question reliably,
it is necessary to formulate a controlled prompt that can be
adjusted to fit multiple scenarios and context. Moreover, this
section also focuses on the execution environment to guaran-
tee that the LLM can constantly perform at the same level.

4.6.1 Prompt Design and Standardization . The main body of
the prompt will be treated as a structured variable. A set of
predefined prompt alternatives has been developed to reflect
three common prompting strategies.

e Zero-shot B.5: Prompts that can only instruct the model.
These cannot contextualize in any way what is expected
from the LLM, meaning; this approach bases its answer
solely on what indicators it is already aware of.

e One-shot B.6: Prompts that include a single example
of CTI report format and IOC extraction, both with
ground-truth and previously determined indicators.

o Few-shot B.7: Prompts that include two different exam-
ples before presenting the real CTI text for extraction.

Although each type differs in the degree of contextual sup-
port, all prompts share a common structure in terms of:

e Expected output format (JSON)

e Task description ("Extract all the Indicators of Compro-
mise (IOCs) from the following cyber threat intelligence
(CTI) report..")

e Text input format (plain CTI report excluding images).
These reports will be similar in terms of average length,
general structure, and language used.

This ensures that differences in performance between prompt
types can be attributed to the presence or absence of exam-
ples. Using the same opening and body of text for each of the
three prompts guarantees context in examples will play an
important role in the quality of the answers.

4.6.2 Controlled input and execution environment . All prompts
are sent to the same LLM instance running on a stable HPC
node. This ensures equal processing power, runtime behavior,
and avoids stochastic variation across different platforms. All
translates to a system that will be evaluated mainly by how
context changes the quality of the answers.

In addition, the same CTI report cluster will be used in every
prompt strategy. Each report is processed independently using
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zero-, one-, and few-shot prompts, these will be compared
to manually extracted IOCs from these reports. Finally, the
example CTI report with its respective answers will be used in
both one- and few-shot approaches. This is meant to guarantee
few-shot prompting will be given more contextualization.

4.7 Controlling the Environment for RQ2

This section considers both rule- and LLM-based extraction
tools investigating their difference in performance. By select-
ing the best LLM-based strategy at extracting IOCs from CTI
reports (in terms of accuracy, completeness and f1-score), both
tools can be compared under optimal circumstances.

4.7.1  Evaluating rule-based I0C extraction under separate clas-
sification. Considering that IOCSearcher can only consider
a limited amount of IOCs. This research question will con-
sider two different outcomes. A comparison between rule- and
LLM-based extraction tools were all potential IOC classifica-
tions are considered. And a comparison that only considers
known IOCs for IOCSearcher. A list of all known IOCs for this
rule-based extraction tool is attached in the appendix D.1.

4.7.2  Execution Consistency. Both systems are executed in a
replicable environment:

e LLM prompts are processed using the same HPC in-
frastructure. In addition, prompt formatting ensures no
significant changes in the task in hand.

e IOCSearcher is executed using a fixed command-line
configuration with all CTI reports being sources from
the same directory to ensure a fixed format in the text.
(Example execution 1)

4.8 Experimental Setup

This section determines the tools used to compare the per-
formance between rule- and LLM-based extraction while ex-
tracting IOCs from CTI reports. It outlines recommended tool
selection with the intention of making this research replicable.

e Qwen2.5:1atest

e IOCSearcher (2.5.10)

® Zero-, One- and Few-shot prompt templates

e Recommended GPU: 24GB VRAM (e.g., RTX 3090/4090)

49 RQ1 and RQ2 Methodologies

The following two subsections describe the steps required to
replicate each of the two experiments.

4.9.1 RQI1 Methodology. Label ground-truth results for all
available CTI reports C.1. The CTI source used included the
following IOC types: IPv4 address, port number(s), FQDN,
filename(s), filepath(s), hashkey(s), username(s), UUID, email
address. Each report should consider each of these IOCs and re-
port if they have them present. Formulate all necessary prompt-
ing strategies, these would be zero-shot prompting, one-shot
prompting and few-shot prompting. Each should have the
same initial template format and request. One-shot considers
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one CTI report and its results, meanwhile, few-shot considers
that previous CTI report and a additional report showcasing
most common scenarios. Prepare and run the necessary HPC
scripts to have Qwen ready to receive prompts. Select one
of the remaining prompting strategies to start recording re-
sults. Copy CTI report into the prompt structure. Paste and
prompt/run said question in the given Qwen environment.
Copy the answer to the LLM (it should come in a JSON format,
given the request). Paste JSON object in results table and sep-
arate the string into different resulting IOCs extracted. Repeat
these steps until no more CTI reports are left. At the end it is
only necessary to compare the results to the manually labeled
extraction and calculate the results.

4.9.2 RQ2 Methodology . To start the experiment, select the
preferred prompting strategy Few-shot: B.7, One-shot B.6 or
Zero-shot B.5 and collect labeled ground truth results from
RQ1 test. Prepare and deploy all necessary HPC scripts, Ollama
should be running Qwen2.5 and ready to take prompts. Copy
each CTI report into the prompt structure, then paste and
run said prompt to Qwen2.5. Copy the answer of the LLM (it
should come in a JSON format, given the request). Paste the
JSON object in the results table and separate the string into
different resulting IOCs extracted. Then compare the results
between the selected extraction strategy and the ground truth
classification to calculate each individual metric. These steps
should be recorded and repeated for all CTI reports gathered.

5 RESULTS
5.1 Quantitative Results

This section of the research is dedicated to the outcome of
experimentation. Results of both research questions will be
presented as information prior to interpretation.

RQ1 results: The table below displays the three chosen prompt-
ing methods used for LLM-based extraction along with the
performance metrics achieved by each. These performance
metrics represent the average result for each prompting strat-
egy for 22 CTI reports.

Average of Results (%)

Accuracy | Completeness | Fl-score
Zero-shot 66 79 79
One-shot 72 80 85
Few-shot 72 81 84

Table 2. RQ1 Results

A diagram has been added to the appendix showing how an
individual result can be obtained by comparing it with ground-
truth labels C.2. Furthermore, an individual example of how
one- and few-shot prompting extraction differs from zero-shot
prompting can be seen in the figure below.
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Fig. 2. Difference in extraction between prompting strategies

In this figure, we can see 4 methods extracting IOCs from
the same CTI report. The first (leftmost) represents the ground
truth with manual labeling. The second one represents Zero-
shot prompting extraction, while the third and fourth example
show one- and few-shot prompting respectively. In this specific
example we see how accuracy jumps from 50% (from zero-shot
prompting) to 100% (in both few- and one-shot prompting).

A final representation for results will be added to this sec-
tion. The chart below displays the frequent accuracy readings
from different prompting methods.

Accuracy Frequency Chart

12

10

o | 1 | II I 1

0.050.10.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6 0.65 0.7 0.75 0.8 0.85 0.9 0.95 1

IS

M Zero-shot mOne-shot m Few-shot

Fig. 3. Frequent Accuracy readings by different prompting strategies

RQ2 Results:

The following results show a comparison between the three
metrics considered for RQ2 under each respective extraction
method, even under specific consideration. For example, com-
pleteness for IOCSearcher with All IOCs Considered (AIC) is
not recorded. This is because completeness accounts for all
potential IOCs in the reference. This is impossible to consider
for this metric as ground truth labeling considers a different
range of indicators. Below, a key can be found to distinguish
the two alternatives at measuring IOCSearcher performance.

Key
OKR [ Only Known IOCs
AIC_|AIITOCs Considered

Table 3. I0CSearcher Against CTl reports on |OCs

Average of Results (%)

Accuracy | Completeness | Fl-score
Few-shot 72 81 84
I0CSearcher OKI 80 77 87
I0CSearcher AIC 45 - 61

Table 4. RQ2 Results

Mauricio Croquet Thorne

In addition to these results, a scatter graph showcasing
precision and recall recordings between IOCSearcher OKI and

=~~~ Few-shot prompting has been attached below:

LLM vs Rule-based Precision and Recall
120%

100%

80%

60%

40%

20%

0%
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

= | M Precision = LM Recall

Rule-based Precision Rule-based Recall

Fig. 4. LLM vs Rule-based Precision and Recall

5.2 Qualitative results

The only qualitative metric considered for this experiment
occurs in RQ2. This metric has been labeled “adaptability”.
The adaptability metric attempts to describe extraction ver-
satility and correctness simultaneously. This metric can also
be visualized with a table displaying the frequency of each
adaptability label.

Missed De- Avoiding Error in Comp le?te
Unnec- Extraction
fanged Ex- IOC Extrac-
ression essary tion of Expected
P Extraction I0Cs
3 (14%) 2 (9%) 4(18%) 13 (59%)

Table 5. I0CSearcher Adaptability

6 EVALUATION

This chapter assesses the performance and effectiveness of the
proposed research method using metrics or criteria relevant to
the research goals. This evaluation focuses on the performance
metrics, manually labeled reports, the collection of results and
the prompt formats used.

The performance metrics used showed to be suitable for the
results gathered from the research. This takes in consideration
the ground truth classification did not define True Negatives
(TN). This classification was not necessary for any calculated
metric so the results were not impacted by it. In the case TNs
would be considered, the calculation of accuracy would have
changed all results. This is because the formula commonly
used for accuracy, which considers TN as part of the total num-
ber of extractions. This metric would have been impossible to
account for, as there is potentially an infinite number of TNs.

Considering results derive from comparing their extraction
to ground truth, the use of these manually labeled indicators
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play a big role in the confidence we can attribute to the re-
search. The validity of two individual IOCs found is open to
interpretation, one would be the use of the IP: 127.0.0. 1. This
specific IP Address is reserved for what is known as a loop-
back address. Loopback addresses are used to test IP software
on the host computer while its not related to the computer’s
hardware. It was decided to consider this IP as a valid IOC
as it holds the structure and definition of an IP Address pre-
viously stated. While IOCSearcher refused to extract it as a
valid/malicious IP, all LLMs did the opposite.

The collection of results was a complicated task, as rule-
and LLM-based extraction tools have different ways of pro-
viding output. While LLMs provided all IOCs found in JSON
format, IOCSearcher returns extracted IOCs in plain text. This
meant manual extraction of IOCs had to follow receiving JSON
strings, adding a layer of work to the process. The use of
JSON output could have contributed to hallucinations for the
one- and few-shot LLM-based extraction tools. This is because
LLMs might have seen exemplar IOC types within examples,
later overfitting to find possibly incorrect IOCs.

Defanged expressions had an impact on RQ2 results. This
is mainly due to the inability IOCSearcher showcased while
attempting to extract incomplete/partial IOCs. In the 22 CTI
reports analyzed, 4 contained defanged IPv4 addresses in a for-
mat IOCSearcher is unable to recognize. This had a relevant
impact on the results of RQ2. Even if IOCSearcher can de-
tect defanged IPv4 addresses under certain structures such as
1[.J1[.]1[.]1, the LLM-based extraction approach can adapt and
interpret strings under any format. In this situation, defanged
IPv4 expressions such as BLOCKED.BLOCKED.180.60, are un-
detectable by some rule-based extractors while LLM-based
extractors had no problem in detecting all defanged addresses.
Surprisingly, defanged expressions were identified throughout
all prompting methods, showing how prompt context was not
responsible for identifying those specific indicators.

RQ2 focuses on impact in performance between rule-based
IOC extraction tools. The metrics evaluated in this section
include the same three metrics mentioned, as well as an ob-
servation metric labeled adaptability. Adaptability observes
how well LLMs adapt to different formats or limitations in CTI
reports. These labels focus on the LLMs’ ability to extract IOCs
with defanged formats (meant to differ from their original IOC
format), as well as account for unnecessary extractions and
errors in the extractions. This metric shows how 49% of CTI
reports evaluated by IOCSearcher have complications of any
kind.

7 DISCUSSION

This chapter is meant to interpret the results of both research
questions, as well as give observations around the behavior of
both LLM and rule-based extraction methods. For this section,
each RQ will be evaluated against its own results.
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7.1  What do RQ1 results suggest

The results show accuracy and f1-score to be the metrics with
most variability. While zero-shot prompting strategies only
achieve 66% accuracy, few- and one-shot achieve 72%. Consid-
ering there is no change between accuracy amongst these two
strategies, its possible LLMs reach a point of inflection in im-
provement provided by contextualization. More importantly,
the f1-scores suggest a drop in precision from one- to few-shot
strategies. Surprisingly, completeness does see a constant im-
provement for every strategy. Putting this into perspective,
while one- and few-shot extraction had the same accuracy,
few-shot prompting had better completeness (81% over 80%).
This can be an example of how overfitting and hallucinations
might have affected the final results. Additionally, Figure 3
shows a distribution curve (excluding 0% and 100% results). In
this curve its possible to observe how higher accuracy read-
ings where accumulated by few-shot prompting. While zero-
and one-shot prompting distribute more frequently under a
lower accuracy reading. F1-scores suggest LLMs start under-
performing classifying IOCs accurately when presented too
much context. Further observations can be made for this met-
ric, as an f1-score consists of precision and recall, observing
these two metrics separately may benefit the discussion. Re-
sults show that one-shot extraction had better recall than zero-
and few-shot, while the opposite happened in respect to pre-
cision. This may be because less contextualization may lead
to fewer false negatives, while more contextualization lead to
fewer false positives.

7.2 What do RQ2 results suggest

These results suggest that IOCSearcher is capable of accurately
extracting known IOCs while also presenting evidence of a
lack of consideration of other potential IOCs in CTI reports.
Furthermore, IOCSearcher presents a lack of adaptability for
unknown cases, given that 41% of CTI reports evaluated had
minor to significant extraction issues impacting its perfor-
mance. Few-shot prompting accuracy fell between both IOC-
Searcher extraction methods. This demonstrates that CTI re-
ports that consider an open amount of IOC classifications may
benefit from using LLM-based extraction. Nevertheless, the
highest accuracy reading came from IOCSearcher considering
only known IOCs (OKI). This shows how rule-based extrac-
tion tools are more reliable extracting IOCs in general but not
necessarily finding them. The completeness metric showed
few-shot prompting provided more volume of correctly found
I0Cs than IOCSearcher. This can be due to overfitting as we
see better f1-scores on OKI rule-based extraction.

8 LIMITATIONS
This chapter considers potential limitations that might jeopar-

dize the overall quality of results in the experiment.

o Sample Size: The experiment sample size is the number
of CTI reports presented to both the rule- and LLM-
based extraction tools. These CTI reports come from the
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same source. Given that the results show close margins
between different prompting approaches, it could have
been beneficial to consider larger sample sizes.

e Prompt Size: One key limitation in this experiment is the
allowed prompt size that LLMs can interpret. LLMs such
as Qwen limit the size of prompts they can interpret.

e Manual IOC classification: Throughout the experiment,
results on both sides needed to be classified as true or
false based on ground truth manually extracted from the
CTI reports in question. This process included reading
all CTI reports and manually extracting all known IOCs
within them.

e Model Variability: The probabilistic nature of LLMs and
repeated queries using the same prompt may result in
different outcomes every time. While measures were
taken to reduce this variability, such as initiating all
prompts under the same pretense, it still introduces
inconsistencies in its performance.

9 CONCLUSIONS

This research set out to compare the effectiveness of rule- and
LLM-based extraction tools on their ability to correctly classify
I0Cs from CTI reports. It aimed to assess these tools’ accuracy,
completeness, adaptability and f1-scores with hopes to recog-
nize strengths and weaknesses in both sides. Furthermore, this
experiment also had a focus on evaluating different prompting
strategies in optimizing LLM extraction performance.

RQ1: Prompt engineering showed a significant positive im-
pact on the extraction of IOCs from CTI reports. Few-shot
prompting achieved the best performance of all tested strate-
gies; in terms of accuracy and completeness. One-shot prompt-
ing had the highest resulting f1-score, suggesting the amount
of contextualization started to jeopardize the extraction tool.
The use of contextualization showed notable and consistently
positive results extracting IOCs. Moreover, this alternative
displayed the ability of LLMs to recognize recommended pat-
terns alongside a baseline of what they’ve been trained to
do. This finding is significant because it shows how different
LLMs might be able to achieve similar results regardless of
their training. However, it is possible that more contextualiza-
tion could’ve had a negative impact in few-shot prompting.
Observing how accuracy stops incrementing after one-shot
prompting, it is possible that an optimal amount of context
might be ideal for LLM-based extraction. This could also mean
that too much context might cause overfitting and hallucina-
tions, leading to a unreliable model.

RQ2: Rule-base extraction tools have shown to be more
reliable under known IOC types, while LLM-based extraction
tools offer better versatility. Considering this, despite promis-
ing results, LLM-based alternatives stand no chance when
it comes to familiar IOC type extraction against rule-based
methods. This is clearly shown by how completeness for few-
shot strategies is its best metric. Completeness describes a
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tools’ capacity to find all potential IOC types, disregarding in-
correct classifications. IOCSearcher OKI presented promising
accuracy and f1-score metrics which translate to more precise
extraction. Lastly, Figure 4 shows one of the main differences
between rule- and LLM-based extraction. This graph shows
how rule-based recall isn’t as consistent as LLM-based recall
while when it comes to precision, rule-based tools outperform
LLMs by an evident margin. The difference between overall
metrics between these two methods shows they could ben-
efit from each other. Moreover, defanged expressions were
only extracted by LLM-based tools even though IOCSearcher
should be able to handle similar cases. This example shows
how an LLMs versatility was more effective than a rule-based
case exception.

10 FUTURE WORK

This research has shown that there is potential for hybrid im-
plementations of IOC extraction tools between rule- and LLM-
based approaches. One possible continuation of this research
includes investigating the benefits of using each approach
under the strengths they’ve shown.

o LLM-based text purifier application: The use of LLMs
to purify unstructured text might have large benefits.
This concept includes using the LLM to extract IOCs
with defanged expressions as well as organizing textual
structures. After which, rule-based extraction tools such
as IOCSearcher could be used with the newly structured
text to guarantee correct extraction of IOCs in the new
CTI report. This approach shows that problems such as
the extraction of incomplete data would be avoided. As
the results suggest, there are IOCs that are only one of
the two approaches can extract. Taking advantage of
this situation, both tools might work in complementary
to each other.

Automated ground truth generation: Instead of bas-
ing ground truth on manual labeling, higher institutions
can define what ground truth means. Taking cybersecu-
rity frameworks such as the NIST [21] or ISO [15], one
can determine with intrinsic validity what is labeled as
ground truth.
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APPENDICES
Al USE DISCLOSURE

During the preparation of this research, ChatGPT was used
to correct structural errors and improve flow of this research.
After using this tool, the content was reviewed and edited as
needed while taking full responsibility for the work.
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PROMPT TEMPLATES

Prompt: "Extract all the Indicators
of Compromise (I0Cs) from the
following cyber threat intelligence
(CTI) report.

Return the output in JSON format
using the following structure:

{

"Ioc-1": [1,
"Ioc-2": [1,
"IoCc-3": [1,
"Ioc-4": [1,
"Toc-5": [1,
3

CTI Report:

[CTI REPORTI|

Fig. B.5. Zero-shot prompt used
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nual Labell

Filename
Ipaddress [Port FODN  [Filename  |Filepath  [HashKey ~[Usemame |uUID s

{BLOCKED}

hub.com,

postgres.(BL
Ransom. Wi OCKEDl2u
n64.ALBABA| config json
T.THBBERE

west-

1.pooler.su

pabase.co

m:5432

Fig. C.1. RQ1 Manual Labeling extraction Example

True Positive (TP) count=1 Accuracy =1/(1+0+1)=%=50%
False Positive (FP) count = 0

False Negative (FN) count =1

Fig. C.2. RQ1 Single Accuracy result Calculation

URLS (url)

Domain names (fqdn)

IP addresses (ip4, ip6)

IP subnets (ip4Net)

Hashes (md5, sha1, sha256)

Email addresses (email)

Blockchain addresses (bitcoin, bitcoincash, cardano, dashcoin, dogecoin, ethereum, litecoin, monero, ripple,
solana, stellar, tezos, tron, zcash)

Phone numbers (phoneNumber)

Copyright strings (copyright)

CVE vulnerability identifiers (cve)

Tor v3 addresses (onionAddress)

Social network handles (facebookHandle, githubHandle, instagramHandle, linkedinHandle, pinterestHandle,
telegramHandle, twitterHandle, whatsappHandle, youtubeHandle, youtubeChannel)

Advertisement/analytics identifiers (googleAdsense, googleAnalytics, googleTagManager)
Payment addresses (webmoney)

Chinese Internet Content Provider licenses (icp)

Bank account numbers (iban)

Trademarks (trademark)

Universal unique identifiers (uuid)
Android package name (packageName)
MITRE ATT&CK Technique identifiers (ttp)
Spanish NIF identifiers (nif)

TOX identifiers (tox)

Amazon Resource Names (arn)

Fig. D.1. List of known 10Cs by I0CSearcher
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It sets the system's desktop wallpaper to the following image:

+ {LOCKBIT_wallpaper}.png

LockBit Black

All your important files are stolen and encryj
kblJy7hi. README.txt file
and follow the instruction!

Fig. D.2. Image in Omitted CTI report

Prompt: "Extract all the Indicators
of Compromise (IOCs) from the
following cyber threat intelligence
(CTI) report.

Return the output in JSON format
using the following structure:

{

"10C-1": [1,

"Ioc-2": [1,

"10C-3": [1,

"10C-4": [1,

"I0C-5": [1,

}

Example:
[CTI REPORT SECTION]

I0C Extraction:
[EXAMPLE I0C EXTRACTION ON CTI REPORT]

Actual CTI Report:
[CTI REPORT]

Fig. B.6. One-shot prompt used
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Prompt: "Extract all the Indicators of
Compromise (IOCs) from the

following cyber threat intelligence (CTI)
report.

Return the output in JSON format using the
following structure:

{

"I0C-1": [1,
"10C-2": [1,
"10C-3": [1,
"10C-4": [1,
"10C-5": [1,
}

Example 1:

[CTI REPORT SECTION]

IOC Extraction:
[EXAMPLE IOC EXTRACTION ON CTI REPORT]

Example 2:
[CTI REPORT SECTION]

IOC Extraction:
[EXAMPLE IOC EXTRACTION ON CTI REPORT]

Actual CTI Report:
[CTI REPORT]

Fig. B.7. Few-shot prompt used
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