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Master of Science

Real-World Analyses of Internet Protocols

by Jurgen Gijs VAN DEN BROEK

This thesis presents research work as part of the author’s Master of Science final
research assignment involving the analyses of real-world internet protocol. This
thesis encompasses five publications, including papers, an IETF Internet-Draft

and a poster.

The first two publications are a pending journal publication and a poster presenting
findings following research in the field of the Domain Name System (DNS) at
SURFnet. This includes observations of real-world DNS usage and presents two
solutions to improve response deliverability in DNSSEC. These solutions have also

been tested in the production environment of SURFnet.

The remaining three publications result from the research following the author’s
Bachelor of Science degree. This involves definitions for traffic in real-world Simple
Network Management Protocol (SNMP) network traces. The final paper discusses
separating periodic from aperiodic SNMP traffic, based on the definitions stated

in the first two publications.
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Chapter 1

Introduction

This thesis covers the research results as part of the author’s Master of Science
graduation project. The research results are covered by a total of four papers and
a poster, of which two papers are pending publication. This research focuses on
the real-world analysis of two internet protocols: the Simple Network Management
Protocol (SNMP) and the Domain Name System (DNS).

The first part of this thesis describes the results related to a research assignment
at SURFnet, the Dutch National Research and Education Network provider. This
assignment is in the field of DNS, which started in September 2011 and finished
in July 2012. Preliminary results of this work have been presented at a TERENA
Networking Conference (TNC) in the form of a poster. A paper containing the
final results is pending publication.

The second part involves SNMP research. This is a continuation of the author’s
final research assignment for his Bachelor of Science degree. This resulted in two
publications, including an IETF Internet-Draft and an article in the proceedings
of the second AIMS conference. A third paper is pending publication.

All work related to this thesis has been performed between early 2008 and July
2012. This period is longer than average for a Master of Science graduation project,
due to the nature of the assignment, but also due to personal circumstances of the
author between 2009 and 2011.

The structure of this thesis is not common, because of the special nature of this
graduation project. This thesis describes the graduation project assignment, sup-
ported by the (pending) publications. The conclusions of this graduation project
are the individual conclusions of the publications.

The remainder of this chapter describes the graduation project, the research topics
and gives an overview of the organisation of this thesis.

1



Chapter 1. Introduction 2

1.1 Assignment

The main goal of a Master of Science graduation project is to allow the student
to demonstrate the abilities required for a Master of Science degree. The criteria
for graduation that must be met are stipulated in the Studiegids Master CS 2011-
2012! of the EWI faculty at the University of Twente. This section discusses those
criteria and how they are met by the author and this thesis.

A traditional Master of Science graduation project consists of a clearly defined set
of research questions, literature research, a phase leading to the actual research
contribution and the formalisation of the results in a thesis. The research as-
signment of the author consists of independent research in two different subjects
within the Telematics domain, the writing of five publications in the form of an
Internet-Draft, three papers, a poster and presenting results at multiple meetings
and conferences. This thesis combines these publications. At the moment of writ-
ing are three of the five publications already published and have been presented
at conferences where applicable. Two papers are pending publication.

The following discusses each of the criteria that must be met in accordance with
the Studiegids Master CS 2011-2012. It also states how this thesis fulfils each of
these criteria.

e Clearly formulate a problem statement

Defining a problem clearly and stating a set of research questions to solve
the problem needs to be achieved by the student. The DNS related research
at SURFnet encompasses the first part of this thesis. The first part of this
research phase involved the definition of the problem statement and a set
of research questions. The results of this initial phase have been presented
as part of a preparation course before the actual research in this subject
started.

The work in the SNMP subject follows from the author’s final research as-
signment for his Bachelor of Science degree, where a clear problem statement
was already required. Still, the publications involved are a continuation of
that work and required a clear problem statement with their own research
questions. The problem statements defined in those publications are differ-
ent, though they follow from previous research.

e Identify relevant literature
Each publication requires a clear understanding of related work in the field.
As a preparation for each publication, but also before each research phase
per subject, an extensive amount of literature was researched. Not only
allows this the researcher to develop an understanding of the research field,

http://www.utwente.nl/ewi/onderwijs/studiegidsen/master/studiegids_master_cs.pdf



Chapter 1. Introduction 3

but also to identify the related work. Identifying relevant literature was
necessary for each publication, but also more generally at the start of both
research subject: SNMP and DNS.

e Draw up a work plan
Researching and documenting results needs to be performed based on prop-
erly defined plans that indicate when certain milestones need to be met and
when the final results are due.

The DNS research started with preparation work resulting in a problem
statement and results from literature research. This phase also yielded a
work plan containing a clear set of research questions that were to be an-
swered in a specific order. This work plan also contained a final date at
which the final results were expected. Also, there were submission deadlines
for the individual publications that had to be adhered to. In addition to that,
there were regular meetings where short-term planning was discussed for the
answering of individual research questions. The author was responsible for
meeting the milestones in a timely fashion.

Each publication in the SNMP field was preceded by a general plan, consist-
ing of items indicating what was supposed to be completed at specific dates.
This was supplemented by periodic meetings discussing draft versions of the
papers with the involved authors.

e Adjust problem statement and work schedule in accordance with
interim evaluations
Regular meetings with the graduation committee have resulted in interme-
diate changes to both the planning and the research questions related to the
problem statement. These changes were usually the result of newly obtained
knowledge following interim research results.

The work at SURFnet in the field of DNS has seen changes to the work
plan. For instance, the work plan originally involved a large set of possible
solutions that could have resulted in a more superficial set of results. Instead,
the actual results are limited to a portion of the original work plan, but with
more detail and testing than originally planned. These alterations have let
to the results presented in the thesis.

Besides that, there were also adjustments to the problem statement and the
work schedule for the SNMP publications, where regular meetings resulted
in mostly minor changes. However, personal circumstances of the author
required a significant alteration to the work plan, in order to cope with the
situation at that time.

¢ Analyze different possible solutions and motivate a choice between
them
Defining a problem statement goes hand in hand with the orientation of
possible solutions to the problem at hand. A proper understanding of related
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work is required to obtain a view of possible solutions that still need to be
explored, but also of those that have already been considered by others. The
DNS research and its work plan consist of multiple solutions, of which two
were actually explored following intermediate alterations to the work plan.

Different solutions have been considered for the publications in the SNMP
field.

¢ Communicate the research and design activities both written and
in presentations
The research results in both the DNS and the SNMP field have been pub-
lished in an IETF Internet-Draft, a paper and a poster. The results have
also been presented in various settings, including an IETF meeting, an AIMS
conference and a session during a TERENA Network Conference.

e Show the ability of reflection on the problem, on the research/de-
sign approach, on the solution and on ones own performance
Preliminary results in both the DNS and SNMP research have led to al-
terations to the proposed solutions considered at that time. For instance,
intermediate research results resulted in changes to the tools under develop-
ment. For the author, this research was also a moment of improvement of his
own performance, by means of specific and constructive feedback regarding
presentation, writing style and more.

e Demonstrate creativity and the ability to work independently
New information during a research phase can lead to changes to many aspects
of the research itself. This has affected the planning, the work plan more
generally, but also the shaping of actual solutions. These changes require
creativity that is directed by knowledge of the field following a literature
study, but also as a result of many discussions with external experts (e.g.
NLnet Labs, TNO). The author was able to work in an independent manner
while writing publications, presenting results and during the research phase.
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1.2 Research Topics

This thesis covers the work in two fields: DNS and SNMP. The DNS research
and the SNMP research have a common background due to the analysis of real-
world traces. The publications related to DNS are the result of a research period
at SURFnet. The publications related to SNMP result from research following
the final research assignment for the author’s Bachelor of Science degree. The
following list discusses the various topics in each of the two fields that have been
covered by this thesis and its publications.

e The Domain Name System (DNS)

— The DNS research at SURFnet involves work related to the problem
with fragmented DNS response messages that may result in unreachable
DNS zones for some resolvers. This is a problem that becomes worse
when DNSSEC is more widely deployed. The final results of the DNS
research, an extensive description of real-world analyses of DNS traffic
and two solutions to the problem are presented in a paper that is to be
accepted for publication in the IEEE Network Magazine.

— Preliminary results of this research were presented with potential solu-
tions at the TERENA Networking Conference (TNC) in the form of a
poster and a presentation during a session on middleware.

e The Simple Network Management Protocol (SNMP)

— The first publication regarding SNMP is an IETF Internet-Draft pre-
senting definitions for the analyses of SNMP network traces. These
definitions allow for specific separation of traces into smaller sets of re-

lated SNMP messages. These definitions form a basis for other research
related to SNMP traffic.

— The aforementioned IETF Internet-Draft did not pass the draft state,
because of a lack of commitment and interest from other participants in
the NMRG group of the IETF. A modified version of the draft resulted
in a publication at AIMS.

— A paper using the SNMP trace analyses definitions is the last pub-
lication of this thesis. This paper discusses separating periodic from
aperiodic SNMP traffic. The publication of this paper is pending.
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1.3 Thesis Organization

This thesis is organised as follows:

1.3.1 DNS

Publications and pending publications regarding the research assignment at SURFnet
involving DNS:

e Chapter 2 Draft paper containing the final research results. This paper is
to be submitted to IEEE Network Magazine (2012).

e Chapter 3 Poster with preliminary findings and two solutions to the prob-
lem of the research performed at SURFnet. Poster presented at the TER-
ENA Networking Conference (TNC, 2012), Reykjavik, Iceland.

1.3.2 SNMP

Publications and pending publications regarding the research in the SNMP field:

e Chapter 4 Informational Internet-Draft published and presented at 71st
IETF meeting (2008), Philadelphia, United States.

e Chapter 5 Paper published in the proceedings of the 2nd International Con-
ference on Autonomous Infrastructure, Management and Security (AIMS,
2009), Bremen, Germany.

e Chapter 6 Draft paper on separating periodic from aperiodic SNMP traffic.
Submission target and time to be decided (2010).



Chapter 2

The text of chapter 2 is basically an article that is
currently under review for IEEE Communications
Magazine (ComMag). Articles submitted to ComMag
may not have been published before; therefore the text
of chapter 2 has been removed from this document.
Interested readers can obtain a copy of the submitted
email by sending an email to Gijs van den Broek or Aiko
Pras.
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TENERA Network
Conference Poster -

Improving Response
Deliverability in DNSSEC

3.1 Poster

A poster containing results following real-world trace analysis of DNS traffic and
two solutions to improve DNS response deliverability has been presented at the
TERENA Networking Conference (TNC) in May 2012. The provided solutions
answer the main research question for the DNS research part of this thesis with
respect to how we can provide DNS responses to resolvers that are not able to
receive fragmented DNS response messages from authoritative name servers.

23
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Improving Response Deliverability in DNS(SEC)

Gijs van den Broek**, Roland van Rijswijk*, Aiko Pras*, Anna Sperotto*

*University of Twente, Enschede, The Netherlands (j.g.vandenbroek@student.utwente.nl, a.pras@utwente.nl, a.sperotto@utwente.nl)
*SURFnet by, Utrecht, The Netherlands (roland.vanrijswijk@surfnet.nl)

The Domain Name System provides a critical service on the Internet, where it allows host names to be translated to IP addresses. However, it does not provide any guarantees
about authenticity and origin integrity of resolution data. DNSSEC attempts to solve this through the application of cryptographic signatures to DNS records. These signatures
generally result in larger responses compared to plain DNS responses. Some of these larger responses experience fragmentation, which in turn might be partially blocked by some
firewalls. Apparently unresolvable zones may in those cases be a consequence. Analysis of DNS traffic suggests that at least one per cent of all resolvers experience this problem
with our signed zones. However, we suspect this number to be much larger. In our presentation we will elaborate on the potential extent of this problem and propose to test two

solutions. We intent to test both solutions in our production environment.

Problem Overview

Internet

- —— >
Router / Firewall

Resolver

. Description

DNS query sent to authoritative name server

n DNS response returned

B DNS fi dinto IP fi due to lower MTU

n First IP fragment of DNS response arrives at resolver

HSecond IP fragment of DNS response is blocked at firewall

HAn ICMP Fragment Reassembly Time Exceeded message is sent 30 seconds later

Authoritative
Name Server

Table 1: Problem resolver not able to obtain a fragmented DNS response.

DNS Traffic Analysis

Advertised Max Response Size in Queries (bytes)
2%

= No EDNSO

m512
1400-1500

4096

= Other

75%

50%

25% 57%

28%

0%

Fragmented Responses Fragment Receiving Resolvers

Figure 1, 2: Distribution of max. DNS response size in queries, percentage of all UDP DNS responses being
fragmented and percentage of all resolvers receiving fragments (at ns3.surfnet.nl, sample 8.4 min. messages).

Resolver Behavioural Characteristics Unique Resolvers

Case 1: Sending ICMP F bly Time led (FRTE) 1.1%
Case 2: Removal of EDNSO header in retries 2.4%
Case 3: Retries for large (>512 bytes) responses exceed 4% 9.7%
Case 4: Reduced advertised buffer size in retries 3.5%
Case 5: TCP fallback w/o truncated UDP response preceding it <0.1%

Table 2: Resolver characteristics detected at ns1, ns2 and ns3.surfnet.nl. This involved 386,648 unique IPv4 and
IPV6 resolvers and 40.5 min messages.

Experiment #1

We will use three authoritative name servers part of the surfnet.nl zone for both
experiments. All of these name servers have the same configuration, unless stated

otherwise.
Max DNS Response
s -
S S Size = 1232 bytes
ns2 ns3

nsl

O\

DNS Traffic

<&

Internet

DNS Traffic
DNS Traffic

e Name server ns3 returns responses with a maximum size of:
min(‘max. size advertised in query’, 1232) bytes.

% <
/ ~.
ns3 >

ns3

Experiment #2

= O
)

ns2

UDP/TCP port 1053

Captured DNS Related Traffic

DNS Traffic

Captured DNS Related Traffic

DNSRM
UDP/TCP port 53

DNS Traffic»‘

Internet

Captured DNS Related Traffic

Feedback (list of problem resolvers)

Sensor

e Name server ns3 runs DNSRM on port 53, which forwards inbound DNS traffic to a
local Bind process on port 1053. It also sends a copy of the live traffic feed to the
sensor.

e Name servers nsl and ns2 merely forward a copy of their live traffic feed to the
sensor to improve the detection of problem resolvers.

e The sensor analyses this traffic in order to determine problem resolvers. It returns a
list of detected problem resolvers to the DNSRM process on ns3.

e DNSRM alters advertised maximum response size advertisements for problem
resolvers only to:
min(‘max. size advertised in query’, ‘detected maximum for this resolver’).

Comparison

Experiment 1 affects every resolver querying authoritative name server ns3, while experiment
2 involves the detection of problem resolvers and manipulating only those queries from such
problem resolvers. Experiment 1 is very simple compared to the elaborate setup required for
experiment 2, but it may be considered bad netizenship. It is questionable if the results of
experiment 2 outweigh the results and simplicity of experiment 1.

NET

Presentation Wednesday 23/05
14:00 - 15:30 Hall 3

UNIVERSITY OF TWENTE.

Fi1Gure 3.1: TERENA Networking Conference 2012 - Poster



Chapter 4

IETF Internet-Draft: SNMP
Trace Analysis Definitions

Authors: J.G. van den Broek (University of Twente), J. Schonwélder (Jacobs
University Bremen), A. Pras (University of Twente), M. Harvan (ETH Zurich)

This document originally appeared as an IETF Informational Internet-Draft (draft-
schoenw-nmrg-snmp-trace-definitions-02). This document has been edited for
style.

4.1 Abstract

The Network Management Research Group (NMRG) started an activity to collect
traces of the Simple Network Management Protocol (SNMP) from operational
networks. To analyze these traces, it is necessary to split potentially large traces
into more manageable pieces that make it easier to deal with large data sets and
simplify the analysis of the data.

This document provides some common definitions that have been found useful for
implementing tools to support trace analysis. This document mainly serves as a
reference for the definitions underlying these tools and it is not meant to explain
all the motivation and reasoning behind the definitions. Some of this background
information can be found in other research papers.

25
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4.2 Introduction

The Simple Network Management Protocol (SMMP) was introduced in the late
1980s. Since then, several evolutionary protocol changes have taken place, result-
ing in the SNMP version 3 framework (SNMPv3) [RFC3410][RFC3411], published
as full standard in 2002. Extensive use of SNMP has led to significant practical
experience by both network operators and researchers. However, up until now
only little research has been done on characterizing and modeling SNMP traffic.

Since recently, network researchers are in the possession of network traces, includ-
ing SNMP traces captured on operational networks. The availability of SNMP
traces enables research on characterizing and modeling real world SNMP traffic.
However, experience with SNMP traces has shown that the traces must be large
enough in order to make proper observations. A more detailed motivation for col-
lecting SNMP traces and guidelines on how to capture SNMP traces can be found
in [ID-IRTF-NMRG-SNMP-MEASURE].

Unfortunately, the analysis of large SNMP traces can take a large amount of
processing time. Therefore, it is often desirable to focus the analysis on smaller,
relevant sections of a trace. This in turn requires a proper way to identify these
smaller sections of a trace. This document describes a number of identifiable
sections within a trace which make specific research on these smaller sections more
practical. The following figure shows the various entities associated with SNMP
traces and how they relate to each other.

pom——————— + 0..% 1 +————— + 1 0..% +—————- +
| Message |---—-—-——-—--- >| Trace |----------- >| Flow |
+o——————- + belongs_to +-—--————- + contains +---——--- +
| 1
|
| contains
|
v 0..%
fmmm +1 0..% +——————— +
| Slice Type |<----—----- | Slice |
to—— - + of_type +-——————- +
-1
I
| is_a
|
| 0..1
e +
| Walk |
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This document defines the various entities (boxes) shown in the above figure.
These definitions can be implemented by tools that can split SNMP traces into
smaller sections for further analysis.

The most central entity in the figure above is an SNMP trace, consisting of a
potentially large set of SNMP messages. An SNMP trace is the result of recording
SNMP traffic on a specific network for a specific time duration. Such a trace may,
depending on the number of hosts in the respective network, contain SNMP mes-
sages exchanged between possibly many different SNMP engines. The messages
contained in a trace may be represented in different formats. For the purpose of
this document, the simple comma separated values (CSV) format defined in [ID-
IRTF-NMRG-SNMP-MEASURE] contains sufficient information to split a trace
into smaller sections.

The SNMP messages belonging to an SNMP trace may have been exchanged
between many different SNMP engines running on different hosts. Therefore, a
first obvious way of separating a trace into smaller sets of SNMP messages is the
separation of a trace into flows. Each flow contains only those SNMP messages of
an SNMP trace that have been exchanged between two network layer endpoints.
Such a separation may be necessary in case one wants to analyze specific SNMP
traffic characteristics (e.g., number of agents managed by a management station)
and wants to rule out network endpoint specific behaviour (e.g., different SNMP
management stations may have different polling configurations).

Flows within traces can still be quite large in terms of the number of messages they
contain. Therefore, it may be necessary to split a flow into even smaller sections
called slices. A slice contains all SNMP messages of a given flow that are related
to each other in time and referenced information. Splitting a flow into slices makes
it possible to separate SNMP messages within traces that belong to each other.

For example, a slice may contain the SNMP messages exchanged between an agent
and a manager, which polls that agent in a single polling instance. The manager
may be configured to poll that agent every once in a while. If the requested
information from the agent remains unchanged, then the respective slices of SNMP
traffic occurring between this manager and agent will be highly comparable. In
such a case the slices will be of the same slice type. Similar slices will thus be
considered of the same slice type and incomparable slices will not be of the same
slice type.

Besides the fact that each slice is of specific slice type, slices can also be of a
specific form with respect to the messages encompassing a slice. For example,
slices containing a sequence of linked GetNext or GetBulk requests are commonly
called an SNMP walk. Note that only a subset of all slices will be walks.
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4.3 Messages

SNMP messages carry PDUs associated with well defined specific protocol opera-
tions [RFC3416]. The PDUs can be used to classify SNMP messages. Following
are a number of definitions that help to classify SNMP messages based on the
PDU contained in them. These definitions will be used later on in this document.

Notation The properties of an SNMP message M are denoted as follows:

M.type = operation type of message M (get, getnext, ...)
M.class = class of message M (according to RFC 3411)

M.tsrc = transport layer source endpoint of message M
M.tdst = transport layer destination endpoint of message M
M.nsrc = network layer source endpoint of message M
M.ndst = network layer destination endpoint of message M

M.reqid = request identifier of message M

M.time = capture timestamp of message M

M.oids = OIDs listed in varbind list of message M
M.values = values listed in varbind list of message M

These properties of an SNMP message can be easily extracted from the exchange
formats defined in [ID-IRTF-NMRG-SNMP-MEASURE].

Definition read request message: A read request message is a message M con-
taining a PDU of type GetRequest, GetNextRequest, or GetBulkRequest.

Definition write request message: A write request message is a message M con-
taining a PDU of type SetRequest.

Definition notification request message: A notification request message is a mes-
sage M containing a PDU of type InformRequest.

Definition notification message: A notification message is a message M containing
a PDU of type Trap or InformRequest.

Definition request message: A request message is a message M which is either a
read request message, a write request message, or a notification request message.

Definition response message: A response message is a message M containing a
PDU of type Response or of type Report.

Report messages are treated like Response messages since the SNMPv3 specifica-
tions currently use Report messages only as an error reporting mechanism, always
triggered by the processing of some request messages. In case future SNMP ver-
sions or extensions use Report messages without having a request triggering the
generation of Report messages, the definition above may need to be revisited.
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Definition non-response message: A non-response message is a message M which
is either a read request message, a write request message, or a notification message.

Definition command message: A command message is a message M which is
either a read request message or a write request message.

Definition command group messages: A set of command group messages consists
of all messages M satisfying either of the following two conditions:

(C1) M is a command message
(C2) M is a response message and there exists a command message C
such that the following holds:

M.reqid = C.reqid
M.tdst = C.tsrc
M.tsrc = C.tdst
(M.time - C.time) < ¢

The parameter t defines a maximum timeout for response messages.

This definition requires that the response message originates from the transport
endpoint over which the request message has been received. This is not strictly
required by SNMP transport mappings and in particular the UDP transport map-
ping allows to send responses from different transport endpoints. While sending
response messages from a different transport endpoint is legal, it is also considered
bad practice causing interoperability problems, since some management systems
do not accept such messages.

It was decided to require matching transport endpoints since doing so significantly
simplifies the procedures below and avoids accidentally confusing requests and
responses. Implementations responding from different transport endpoints will
lead to (a) a larger number of requests without related responses (and likely no
retries) and (b) a similarly large number of responses without a matching request.
If such behavior can be detected, the traces should be investigated and if needed the
transport endpoints corrected. The requirement for matching transport endpoints
only affects request / response pairs. It is perfectly fine for a manager to use
different transport layer endpoints in different polling instances or even for different
operations (i.e., slices) within the same polling instance.

Definition notification group messages: A set of notification group messages con-

sists of all messages M satisfying either of the following two conditions:

(N1) M is a notification message
(N2) M is a response message and there exists a notification request message
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N such that the following holds:

M.reqid = N.reqid
M.tdst = N.tsrc
M.tsrc = N.tdst
(M.time - N.time) < ¢

The parameter ¢ defines a maximum timeout for response messages.

This definition again requires matching transport endpoints for notification group
messages.

4.4 Traces

Traces are (large) sets of SNMP messages that are the result of recording SNMP
traffic using a single traffic recording unit (e.g., using tcpdump) on a network
segment carrying traffic of one or more managers and agents. Traces being used
in the remainder of this document may be altered as a result of anonymization,
which may result in some message information loss.

Definition trace: An SNMP trace (or short ”trace”) T is an ordered set of zero
or more SNMP messages M. All messages M in T are chronologically ordered
according to the capture timestamp M.time.

4.5 Flows

Traces may contain SNMP messages that have been exchanged between possibly
many different network layer endpoints. One way of making an initial separation
of such a trace into more manageable pieces is by splitting the messages into flows.
Each flow contains only messages that have occurred between two network layer
endpoints.

Definition flow: A flow F with parameter ¢ is the set of messages of an SNMP
trace T with the following properties:

(F1)  All response messages originate from a single network endpoint.

(F2)  All non-response messages originate from a single network endpoint.

(F3) All messages are either command group messages with parameter ¢
or notification group messages with parameter t.
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Parameter ¢ defines the maximum timeout for response messages and is the same
for both the notification group messages and the command group messages which
a flow may consist of. Parameter ¢ is the same for both cases, because they each
may contain non-response messages that originate from a single network endpoint
with one timeout characteristic. The value of ¢ should be chosen such that only
response messages to the respective non-response messages are considered part of
the same flow. Analysis of a large number of traces shows that 25 seconds is a
proper default value for ¢.

It is possible that response messages of a trace cannot be classified to belong to
any flow. This can happen if request messages triggering the response messages
were not recorded (for example due to asymmetric routing), or because response
messages were originating from transport endpoints different from the endpoint
used to receive the associated request message.

Subsequently, flows containing only command group messages are called command
flows. Similarly, flows containing only notification group messages are called noti-
fication flows.

This definition of a flow indicates that it can be either unidirectional (e.g., a man-
ager sending non-response messages to a non-responding agent), or bidirectional
(e.g., a manager reading a table from an agent). This is different from other flow
definitions, like the NetFlow definition [RFC3954].

The flow definition is mostly consistent with the definition of an SNMP flow used
in [SPHSMO7]. The difference is that the tool used to generate the data reported in
[SPHSMO07] did only require that the network layer source endpoint of the response
messages matches the destination network layer endpoint of the associated request
messages.

Definition flow initiator: A flow initiator is the network layer endpoint of the two
endpoints involved in a flow, which is responsible for sending the first non-response
message.

Notation The properties of a flow F are denoted as follows:

F.type = type of the flow F (command /notification)

F.nsrc = network layer source endpoint of F
F.ndst = network layer destination endpoint of F
F.start = timestamp of the first message in F
F.end = timestamp of the last message in F
F.init = initiator of the flow F

F.t = parameter ¢ of F

(maximum timeout for response messages)
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Following is an example of a trace consisting of SNMP messages that were ex-
changed between different network layer endpoints. The network layer endpoints
are represented by A, B, C and D. This trace will be separated into flows.

Message | Time [s] | Direction | PDU type | Req. ID.
0 0.0 A ->B GetNext Request 1
1 0.04 C->D Get Request 10
2 0.05 B->A Response 1
3 0.08 D->C Response 10
4 0.11 A ->B GetNext Request 2
5 0.15 B ->A Response 2
6 0.18 A ->B GetNext Request 3
7 0.22 D->¢C Trap 14
8 0.25 B->A Response 3

This trace contains SNMP messages that have been exchanged between different
network layer endpoints. One flow will consist of SNMP messages that have been
exchanged between network layer endpoints A and B, where all response messages
originate from B and all non-response messages originate from A.

Message | Time [s] | Direction | PDU type | Req. ID.
0 0.0 A ->B GetNext Request 1
2 0.05 B ->A Response 1
4 0.11 A->B GetNext Request 2
5 0.15 B ->A Response 2
6 0.18 A ->B GetNext Request 3
8 0.25 B ->A Response 3

The minimum value of parameter ¢ of this flow is 0.07 seconds, since that is the
longest time between a request and its subsequent response message.

The second flow contains SNMP messages exchanged between network layer end-
points C and D, where all response messages originate from D and all non-response
messages originate from C.
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Message | Time [s] | Direction | PDU type | Req. ID.
1 0.04 C->D Get Request 10
3 0.08 D->C Response 10

The minimum value of parameter ¢ for this flow is 0.04 seconds. The third and last
flow contains the remaining SNMP messages of the trace that occurred between
network layer endpoints C and D. In this case the non-response message originates
from D.

Message | Time [s] | Direction | PDU type | Req. ID.

There is no parameter ¢t applicable to this flow, because there are no response
messages.

4.6 Slices

Flows can still contain a large amount of SNMP messages. A flow should therefore
be split up into even smaller sets of messages. One way of identifying meaningful
subsets of messages of a flow would be by considering the behavior of managers
and agents. In the case of managers, they are usually configured to perform regular
polling instances. In such a polling instance, the manager might poll a number of
agents. Since a flow contains only the messages exchanged between two network
layer endpoints, a flow therefore probably consists of only a subset of the messages
that are part of a polling instance. So, one option of finding smaller, meaningful
subsets of messages within flows, would be by looking for messages that belong
to a particular operation of a polling instance. Such a smaller set of messages is
called a slice.

Definition slice: A slice S with parameter e is a subset of SNMP messages in a

flow F for which the following properties hold:

(S1) All messages are exchanged between the same two transport
endpoints (a single transport endpoint pair).
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(S2)  All non-response messages must have a PDU of the same type.

(S3)  All messages with a PDU of type Get, Set, Trap, or Inform must
contain the same set of OIDs.

(S4) Each GetNext or GetBulk message must either contain the same
set of OIDs as the preceding request or it must be linked to a
response of the last previously answered request (i.e., the
request must contain at least one OID that has been contained
in the (repeater) varbind list of a preceding response message
of the last answered request message).

(S5)  All Response messages must follow a previous request message.

(S6) For any two subsequent non-response messages Q1 and Q2 with
Q1l.time < Q2.time, the following condition must hold:

(Q2.time - Q1.time) < e

S1 requires that the messages of a single slice are exchanged between a single
transport layer endpoint pair. This is different from the flow definition, which re-
quires a single network layer endpoint pair. The choice of looking at the transport
layer endpoints in the case of slices is based on the assumption that, for instance,
multiple managers and agents might be operating from the same respective net-
work layer endpoint. Another assumption is that a manager and an agent will
only use a single transport layer endpoint respectively when they communicate for
the duration of a slice. A previous section already mentioned some issues when a
manager or agent uses different transport layer endpoints within a single slice.

The parameter e in S6 defines the maximum time between two non-response mes-
sages that belong to a slice. This parameter should be chosen such that unrelated
non-response messages within a flow are not considered to be of the same slice
(i.e., it is used to detect the end of a slice). Unrelated non-response messages are
those that, for instance, belong to different polling instances. The parameter e
should therefore be larger than the retransmission interval in order to keep re-
transmissions within a slice and smaller than the polling interval used by the slice
initiator.

The value of parameter e might be closely related to parameter ¢ of the respective
flow the slice is part of. For instance, if parameter e is very large, than t is likely
to be also very large and vice versa. Also, if parameter e is very small, than ¢ is
probably also very small. However, it is not possible to strictly state that e and
t are always closely related to each other, because parameter e is specific for a
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slice. This is in contrast with parameter ¢ which is specific for a much larger set
of messages, a flow.

Definition slice initiator: A slice initiator is one of the two transport layer end-
points involved in a slice, which is responsible for sending the chronologically first
non-response message.

Notation The properties of a slice S are denoted as follows:

S.type = type of non-response messages in S

S.tsrc = transport layer endpoint of initiator of S

S.tdst = transport layer endpoint of non-initiator of S
S.start = timestamp of the chronologically first message in S
S.end = timestamp of the chronologically last message in S
S.init = initiator of slice S

S.e = parameter e of S (maximum time between two

non-response messages)

Following is an example of a flow F consisting of SNMP messages that have been
exchange place between transport layer endpoints A, B, C and D. Note that even
though there are multiple transport layer endpoints, it still means that within this
single flow only two network layer endpoints can be identified.

Message | Time [s] | Direction | PDU type | Req. ID | OIDs
0 0.0 A ->B GetNext Request 1 alpha
1 0.05 B->A Response 1 alpha.l
2 0.11 A ->B GetNext Request 2 alpha.l
3 0.15 B->A Response 2 alpha.2
4 0.18 A ->B GetNext Request 3 alpha.2
5 0.25 B->A Response 3 beta.l
6 300.0 C->D GetNext Request 4 alpha
7 300.06 D->C Response 4 alpha.l
8 300.14 C->0D GetNext Request 5 alpha.l
9 300.21 D->C Response 5 alpha.2
10 300.28 C->D GetNext Request 6 alpha.2
11 300.32 D->C Response 6 beta.l

This flow contains SNMP messages that have been exchanged between two differ-
ent pairs of transport layer endpoints. According to S1, this means that the set
of messages in this flow can be separated into at least two sets of messages that
might be slices:
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Message | Time [s] | Direction | PDU type | Req. ID | OIDs
0 0.0 A ->B GetNext Request 1 alpha
1 0.05 B->A Response 1 alpha.l
2 0.11 A ->B GetNext Request 2 alpha.1
3 0.15 B->A Response 2 alpha.2
4 0.18 A ->B GetNext Request 3 alpha.2
5 0.25 B->A Response 3 beta.1l
Message | Time [s] | Direction | PDU type | Req. ID | OIDs
6 300.0 C->D GetNext Request 4 alpha
7 300.06 D->C Response 4 alpha.1
8 300.14 Cc->D GetNext Request 5 alpha.l
9 300.21 D->C Response 5 alpha.2
10 300.28 C->D GetNext Request 6 alpha.2
11 300.32 D->C Response 6 beta.1l

S2 does not result in a further separation of these sets into smaller sets of SNMP
messages that might be slices. This, because all the listed non-response messages
are of the same PDU type. Neither is S3 affecting the current sets.

S4 also does not result in a further subdivision of these two sets, because in each
of the two sets the non-response messages, that have preceding response messages,
have the same OID in their varbind list as the respective preceding response.
For example, the second and third non-response message in both sets have the
same OID compared to the respective preceding response message (i.e., these non-
response messages are a part of a single polling instance).

S5 also does not affect these two sets, because both sets already contain only re-
sponse messages that are the result of a non-response message that occurred before
each response message respectively (i.e., each response has a request identifier that
is the same as the request identifier of a non-response message listed before that
response message).

S6 states that parameter e should be chosen such that unrelated requests within
a flow are not considered to be of the same slice. Considering the given flow and
its messages, a proper value for e should be 0.14 < e < 299.82 seconds. Such a
value for parameter e will separate the flow into two apparent polling instances,
which each contain the same set of messages as those two listed above.
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As a result, the two listed sets are also slices. The given flow thus consists of the

following two slices with the value of parameter e as defined above.

Following is an example of a flow F consisting of SNMP messages that have been

exchanged between transport layer endpoints A, B and C. Note again that even

though there are multiple transport layer endpoints, it still means that within this

single flow only two network layer endpoints can be identified.

Get Request
Response
Get Request
Response
Get Request
Set
Response
Get Request
Response

alpha.1l
alpha.1l
beta.1l
beta.1l
alpha.1
gamma. 1
alpha.l1
beta.1l
beta.1l

This flow contains messages that are exchanged between different pairs of transport

layer endpoints. Two different pairs of transport layer endpoints are used within

this flow. According to S1, this means that at least two sets of messages might be

slices:

Get Request
Response
Get Request
Response
Get Request
Response
Get Request
Response

alpha.1
alpha.1l
beta.1l
beta.1l
alpha.1l
alpha.1
beta.l
beta.1l



Chapter 4. Internet-Draft - SNMP Trace Analysis Definitions 38

Message | Time [s] | Direction | PDU type | Req. ID | OIDs

Applying S2 to each of the two sets does not result in more sets, because each set
only contains non-response messages of one PDU type respectively.

S3 requires separating the first set of SNMP messages into two sets, because the
Get Request messages must have the same set of OIDs. This results in the following
three sets of SNMP messages.

Message | Time [s] | Direction | PDU type | Req. ID | OIDs
0 0.0 A ->B Get Request 1 alpha.1l
1 0.06 B->A Response 1 alpha.l
4 300.0 A ->B Get Request 3 alpha.1l
6 300.07 B->A Response 3 alpha.l
Message | Time [s] | Direction | PDU type | Req. ID | OIDs
2 0.12 A ->B Get Request 2 beta.1l
3 0.17 B ->A Response 2 beta.1l
7 300.14 A ->B Get Request 4 beta.1
8 300.19 B->A Response 4 beta.1l
Message | Time [s] | Direction | PDU type | Req. ID | OIDs
5 300.05 B->C Set 10 gamma. 1

S4 is not applicable to either of these sets.

S5 does not affect these sets, because these sets already contain only response
messages that are the result of a non-response message that occurred before each
response message respectively.
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Finally, S6 states that parameter e should be chosen such that unrelated requests
within a flow are not considered to be of the same slice. The messages in the
given flow suggest that two polling instances might have occurred. Therefore, an
appropriate value for parameter e would be < 300 seconds. The determination
of parameter e results in the separation of the first two sets into two sets each.
Following are the resulting slices.

Message | Time [s] | Direction | PDU type | Req. ID | OIDs
0 0.0 A ->B Get Request 1 alpha.1l
1 0.06 B->A Response 1 alpha.l
Message | Time [s] | Direction | PDU type | Req. ID | OIDs
2 0.12 A ->B Get Request 2 beta.1l
3 0.17 B->A Response 2 beta.l
Message | Time [s] | Direction | PDU type | Req. ID | OIDs
4 300.0 A ->B Get Request 3 alpha.l
6 300.07 B->A Response 3 alpha.1l
Message | Time [s] | Direction | PDU type | Req. ID | OIDs
7 300.14 A ->B Get Request 4 beta.1l
8 300.19 B->A Response 4 beta.1l
Message | Time [s] | Direction | PDU type | Req. ID | OIDs
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4.7 Slice Prefix

As noted in the beginning of this document, it is desirable that slices can be tested
for equality /comparability. This is where the slice prefix comes in. The slice prefix
provides one of the means to compare slices. Using the slice prefix and a few other
parameters (which will be discussed later on in this document) of a number of
slices, one can determine which slices should be considered ”equal” and which of
them are incomparable. This will assist in the process of finding potentially other
relations.

The slice prefix is a set of OIDs. This set is constructed from the messages that
make up a single slice. So, for example, a slice that is the result of a manager
requesting the contents of a particular table (with OID alpha) on an agent using
a simple single varbind GetNext walk, starting at the table OID alpha, shall yield
a slice prefix which consists of the OID alpha.

Because the aim is to compare various slices using the slice prefix (along some
other characteristics of a slice), this implicitly suggests the need to know whether
a number of slices are the result of the same behaviour (i.e., specific configuration)
of the initiating party of these slices. For example, one may want to know whether
a number of slices that involve a single manager and a single agent were the result
of just one specific configuration of that manager. Multiple slices, that may all
be initiated by that same manager and each slice possibly occurred in different
polling instances, may in fact be the result of the same specific configuration of
that particular manager. So, since in this case the specific configuration of the
manager is only relevant for determining the behaviour, the slice prefix should be
constructed based on OIDs in messages originating from that manager only. More
generally, only the messages within slices that are sent by the initiating party (the
non-response messages) are considered for the determination of the respective slice
prefix of a slice.

The resulting set of OID prefixes will represent the behaviour of the respective
initiating party of that slice. This allows us to compare different slices.

Following is a short introductory example which depicts what a slice could consist
of and how one could determine the slice prefix in such a general case.

Consider the case of a single manager A polling a specific agent B. More specifically,
the manager A is configured to retrieve the complete contents of two columns alpha
and beta of a some table. The resulting slice may contain the following messages:

0 A ->B GetNext Request  alpha, beta
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1 B->A Response alpha.1l, beta.l
2 A ->B GetNext Request alpha.l, beta.l
3 B->A Response alpha.2, beta.2
4 A ->B GetNext Request alpha.2, beta.2
5 B->A Response gamma.l, delta.1l

The manager starts with a GetNext request referencing two OIDs, alpha and beta.
The agent B replies in message 1 with the first items of each of the referenced
columns. The manager in turn goes on obtaining data from these two columns
until it receives message 5, which indicates that the manager has received all of
the data from the two columns.

It can be easily concluded that the manager was configured to retrieve the contents
of the two columns alpha and beta (the slice prefix). A different slice involving
the same manager and agent and that is again the result of the same configuration
of the manager, should be considered ”equal” to this one because the two slices
are the result of the same behaviour. It should however be mentioned that such
a second slice might contain a different number of messages, since the contents
of the tables on the agent side might have changed over time. This underlines
the previously made remark that only the messages originating from the initiating
party should be considered in this process, because they will (in such a scenario)
always illustrate the same behaviour of the initiating party.

The previous example now makes it possible to give a more formal definition of
a slice prefix. This is accomplished by first defining a slice signature which then
leads to the definition of a slice prefix.

Definition slice signature: A slice signature S.sig of a slice S is a set of OIDs
derived from the OIDs contained in the non-response messages of a slice. Let r(S)
denote the set of response messages of slice S and n(S) the set of non-response
messages of S. Then the set S.sig consists of the following OIDs:

case S.type = GetNext or S.type = GetBulk:

S.sig = U (n.oids) - U (r.oids)
n in n(S) r in r(S)
otherwise:
S.sig = [9) (n.oids)
n in n(S)

Definition OID prefixz: An OID a=a_l.a_2...amnisaprefixof OIDb=b_1.b_2...b.m
if and only if
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(P1) n < mand

(P2) ai=Dbiforl<i<n.

Definition (slice prefix): The slice prefix S.slice is the set of all OIDs o in S.sig for
which there is no p in S.sig such that p is a prefix of o.

Following is an example to illustrate the definitions just described: Consider the
case that a single manager A polling an agent B. More specifically, the manager A
is programmed to retrieve the complete contents of two single column tables alpha
and beta. Besides that, the manager now also requests the sysUpTime in the
first request the manager sends to B. A resulting slice may contain the following

messages:
Message | Direction | PDU type | 0IDs
0 A ->B GetNext Request sysUpTime, alpha, beta
1 B->A Response sysUpTime.0, alpha.1l,beta.l
2 A ->B GetNext Request  alpha.1l, beta.l
3 B->A Response alpha.2, beta.2
4 A ->B GetNext Request  alpha.2, beta.2
5 B->A Response gamma.l, delta.l

The slice prefix is determined as follows:

1. The union of all OIDs in non-response messages is the following
set:
N = { sysUpTime, alpha, beta,
alpha.1l, beta.l, alpha.2, beta.2 }

2. The union of the 0IDs in response messages is the following set:
R = { sysUpTime.O, alpha.l, beta.l,
alpha.2, beta.2, gamma.l, delta.l }

3. Subtracting the two sets results in the slice signature S.sig:
S.sig = N - R = { sysUpTime, alpha, beta }

4. Since none of the 0IDs in S.sig is a prefix of any other 0ID in
S.sig, the slice prefix is equal to the slice signature:
S.prefix = { sysUpTime, alpha, beta }
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This set of OIDs describes the behavior of the initiating party of this particular
slice. Within the context of the described configuration of the initiating party is it
apparent that a subsequent polling instance of the mentioned manager A polling
agent B will result in the same slice signature.

Following is a more elaborate slice for which the slice prefix is determined. Consider
again the case that a single manager A is set to poll a specific agent B. Manager
A is programmed to retrieve some values from B. A single slice may contain the
following messages:

Message | Direction | PDU type | 0IDs

0 A ->B GetNext Request  alpha, beta

1 B->A Response alpha.1l, beta.l

2 A ->B GetNext Request alpha.l, beta.l

3 B->A Response alpha.2, beta.3

4 A ->B GetNext Request  beta.2, alpha.2,
sysUpTime

5 B->A Response beta.3, alpha.3
sysUpTime.O

6 A ->B GetNext Request  beta.3, alpha.3

7 B->A Response gamma.l, alpha.4

8 A ->B GetNext Response alpha.4

9 B->A Response delta.l

This slice has a number of interesting properties:

e Not all columns in the table have an equal length.

e The manager is set to request the sysUpTime on an irregular basis
(i.e., every few requests).

e The manager attempts to fill "holes” in the table.
e The order of referenced OIDs in GetNext messages changes.

All of these properties do not influence the process for determining the slice sig-
nature. The slice prefix is constructed as follows:

1. The union of all 0OIDs in non-response messages is the following
set:
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N = { alpha, beta, alpha.l, beta.l,
beta.2, alpha.2, sysUpTime, beta.3, alpha.3, alpha.4 }

2. The union of the 0IDs in response messages is the following set:

R = { alpha.1, beta.l, alpha.2, beta.3, alpha.3,
sysUpTime.0, gamma.l, alpha.4, delta.l }

3. Subtracting the two sets results in the slice signature S.sig:
S.sig = N - R = { alpha, beta, beta.2, sysUpTime }
The element beta.2 exists, because the manager was trying to fill
a "hole" in a table. Since these holes reside in the tables on
the agent side and may change dynamically, they do not really

help in describing the behavior of the initiating party.

4. Since beta is a prefix of beta.2, the slice prefix becomes the
following set:

S.prefix = { alpha, beta, sysUpTime }
The slice prefix does not include beta.2 anymore and thus a

manager retrieving the same columns alpha and beta with and
without holes will produce slices with the same slice prefix.

Finally, consider a slice where s.type is not GetBulk or GetNext. Manager A is
programmed to poll some values from B. A single slice may contain the following

messages:
Message | Direction | PDU type | OIDs
0 A ->B Get Request alpha.1l, beta.l
1 B ->A Response alpha.1l, beta.l

The slice prefix is determined as follows:

1. The slice signature is the union of all OIDs in non-response

messages:

S.sig = { alpha.1, beta.l }
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2. Since none of the 0IDs in S.sig is a prefix of any other OID in
S.sig, the slice prefix is equal to the slice signature:

S.prefix = { alpha.1, beta.l }

4.8 Slice Type

As described previously, the slice type allows for comparing slices. This means
that any number of slices that are of the same slice type may be considered an
equivalence class and may therefore be considered to be the result of the same
behaviour of the slice initiator.

Definition slice equivalence: Two slices A and B satisfy the binary slice equiva-
lence relation A ~ B if the following properties hold:

(EQ1) All messages in A and B have been exchanged between the same
two network layer endpoints.

(EQ2) All read request messages, write request messages, and
notification messages in A and B originate from the same
network layer endpoint.

(EQ3) All non-response messages in A and B are of the same type.

(EQ4) The slices A and B have the same prefix, that is A.prefix =
B.prefix.

It can be easily seen that the relation ~ is reflexive, symmetric, and transitive and
thus forms an equivalence relation between slices.

Definition slice type: Let S be a set of slices, then all slices in the equivalence
class
[A] = {sin S | s ~ A} with A in S, are of the same slice type.

Following are two slices that are of the same equivalence class and are therefore of
the same slice type.

The first slice contains messages that have been exchanged between transport layer
endpoints A and B.
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Message | Direction | PDU type | OIDs
0 A ->B GetNext Request alpha, beta
1 B ->A Response alpha.1l, beta.l
2 A ->B GetNext Request alpha.1l, beta.l
3 B->A Response alpha.2, beta.2
4 A ->B GetNext Request  alpha.2, beta.2
5 B->A Response gamma.l, delta.l

The second slice contains messages that have been exchanged between transport
layer endpoints C and D. However, the network layer endpoints of this slice are
the same as the first slice and all non-response messages in both slices originate
from the same network layer endpoint.

Message | Direction | PDU type | OIDs

0 C->D GetNext Request  alpha, beta

1 D ->2C Response alpha.1l, beta.l

2 C->D GetNext Request alpha.1l, beta.l

3 D->C Response alpha.2, beta.2

4 C->D GetNext Request  alpha.2, beta.2

5 D->¢C Response alpha.3, beta.3

6 C->D GetNext Request  alpha.3, beta.3

7 D ->2C Response gamma.l, delta.l

EQ1 requires that both slices have occurred between the same two network layer
endpoints, which is the case here.

EQ2 requires that all read request messages, write request messages, and notifi-
cation messages (i.e., all non-response messages) originate from the same network
layer endpoint, which is the case.

EQ3 is met, because all non-response messages are of PDU type GetNext Request
in both cases.

Using the definition of a slice prefix as stated in the previous chapter, it can be
determined that both slices have the prefix { alpha, beta }. As a result, also EQ4
is met.

Both slices are therefore part of the same equivalence class and are therefore of
the same slice type.
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4.9 Walks

Definition walk: A walk W is a slice S with the following properties:

(W1) The type S.type of the slice S is either GetNext request or
GetBulk request.

(W2) At least one OID in the sequence of requests at the same
varbind index must be increasing lexicographically while all
OIDs at the same varbind index have to be non-decreasing.

Definition strict walk: A walk W is a strict walk if all OIDs in the sequence
of requests at the same varbind index are strictly increasing lexicographically.
Furthermore, the OIDs at the same index of a response and a subsequent request
must be identical.

Definition prefix constrained walk: A walk W is a prefix constrained walk if all
OIDs at the same index in the request have the same OID prefix. This prefix is
established by the first request within the walk.

Following is an example of a slice that is also a walk.

Message | Direction | PDU type | OIDs
0 A ->B GetNext Request alpha, beta
1 B->A Response alpha.1l, beta.1l
2 A ->B GetNext Request  alpha.l, beta.l
3 B->A Response alpha.2, beta.2
4 A ->B GetNext Request  alpha.2, beta.2
5 B->A Response gamma.l, delta.1l

This slice is a walk, because it adheres to W1, since it contains only requests that
are of PDU type GetNext Request. W2 is also met, because there are always two
object identifiers at the same varbind index that are increasing lexicographically in
the sequence of requests. Also, none of the object identifiers at the same varbind
index is lexicographically decreasing.

This slice is also a strict walk, because all object identifiers in the sequence of
requests at the same varbind index are strictly increasing lexicographically. Sec-
ondly, the object identifiers at the same index of a response and a subsequent
request are always identical.
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Finally, this walk is also a prefix constrained walk, because all object identifiers
at the same index in the request have the same object identifier prefix. The first
varbind index in the requests always has alpha as prefix and the second varbind
index always has beta as prefix.

4.10 Concurrency
Definition concurrency: Two slices A and B of a given flow F are concurrent at
time ¢ if A.start < ¢ < A.end and B.start < ¢ < B.end.

Definition flow concurrency level: The concurrency level of a flow F at time ¢ is
given by the number of concurrent slices of F at time ¢.

Definition slice initiator concurrency level: The concurrency level of a slice ini-
tiator I at time ¢ is given by the number of concurrent slices initiated by the slice
initiator I at time ¢.

Definition overlapping: Two slices A and B of a given flow F are called overlap-
ping if there exists a time ¢t where A and B are concurrent.

Definition delta time serial: Two slices A and B of a given flow F with B.start
> A.end are called delta time serial if (B.start - A.end) < delta.
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5.1 Abstract

The Network Management Research Group (NMRG) started an activity to collect
traces of the Simple Network Management Protocol (SNMP) from operational net-
works. To analyze these traces, it is necessary to split potentially large traces into
more manageable pieces that make it easier to deal with large data sets and sim-
plify the analysis of the data. This document introduces some common definitions
that have been found useful for implementing tools to support trace analysis.

5.2 Introduction

The Simple Network Management Protocol (SMMP) was introduced in the late
1980s. Since then, several evolutionary protocol changes have taken place, result-
ing in the SNMP version 3 framework (SNMPv3), published as full standard in
2002 [1, 2]. Extensive use of SNMP has led to significant practical experience by

o1
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both network operators and researchers. However, up until now only little research
has been done on characterizing and modeling SNMP traffic.

Since recently, network researchers are in the possession of network traces, includ-
ing SNMP traces, captured on operational networks. The availability of SNMP
traces enables research on characterizing and modeling real world SNMP traffic.
Experience with SNMP traces has shown that traces must be large enough in or-
der to make proper observations. A more detailed motivation for collecting SNMP
traces and guidelines how to capture SNMP traces can be found in [3].

The analysis of large SNMP traces can take a large amount of processing time.
Therefore, it is often desirable to focus the analysis on smaller, relevant sections
of a trace. This in turn requires a proper way to identify these smaller sections of
a trace. This document describes a number of identifiable sections within a trace
which make specific research on these smaller sections more practical.

The rest of the paper is structured as follows. An overview of the definitions is
given in the next section and subsequent sections define messages, traces, flows,
slices, slice prefixes, and slice types. Related and future work is discussed before
the paper concludes.

5.3 Overview

Fig. 1 shows the various entities associated with an SNMP trace and how they
relate to each other.

k *
Message 0.. L > Trace L - 0.. > Flow
belongs to contains
1
contains
v0..*
0..* 1. s 0..* 1, "
Walk <3 ' g Slice of type » Slice Type

FIGURE 5.1: Relationship between messages, traces, flows, slices and slice
types.

The most central entity in Fig. 1is an SNMP trace, consisting of a potentially large
set of SNMP messages. An SNMP trace is the result of recording SNMP traffic
on a specific network for a specific time duration. Such a trace may, depending on
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the number of hosts in the respective network, contain SNMP messages exchanged
between possibly many different SNMP engines. The messages contained in a trace
may be represented in different formats. For the purpose of this document, the
simple comma separated values (CSV) format defined in [3] contains sufficient
information to split a trace into smaller sections.

The SNMP messages belonging to an SNMP trace may have been exchanged
between many different SNMP engines running on different hosts. Therefore, a
first obvious way of separating a trace into smaller sets of SNMP messages is the
separation of a trace into flows. Each flow contains only those SNMP messages of
an SNMP trace that have been exchanged between two network layer endpoints.
Such a separation may be necessary in case one wants to analyze specific SNMP
traffic characteristics (e.g., number of agents managed by a management station)
and wants to rule out network endpoint specific behaviour (e.g., different SNMP
management stations may have different polling configurations).

Flows within traces can still be quite large in terms of the number of messages they
contain. Therefore, it may be necessary to split a flow into even smaller sections
called slices. A slice contains all SNMP messages of a given flow that are related
to each other in time and referenced information. Splitting a flow into slices makes
it possible to separate SNMP messages within traces that belong to each other.

For example, a slice may contain the SNMP messages exchanged between an agent
and a manager, which polls that agent in a single polling instance. The manager
may be configured to poll that agent every once in a while. If the requested
information from the agent remains unchanged, then the respective slices of SNMP
traffic occurring between this manager and agent will be highly comparable. In
such a case the slices will be of the same slice type. Similar slices will thus be
considered of the same slice type and incomparable slices will not be of the same
slice type.

Besides the fact that each slice is of specific slice type, slices can also be of a
specific form with respect to the messages encompassing a slice. For example,
slices containing a sequence of linked GetNext or GetBulk requests are commonly
called an SNMP walk. Note that only a subset of all slices will be walks.
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5.4 Messages

SNMP messages carry protocol data units (PDUs) realizing a small set of well

defined protocol operations [4]. The PDUs can be used to classify SNMP messages.

Notation 1. The properties of an SNMP message M are denoted as follows:

M .type
M.class
M.tsrc
M.tdst
M.nsrc
M.ndst
M.regid
M.time
M.oids
M.values

operation type of message M (get, getnext, ...)
class of message M (according to RFC 3411)
transport layer source endpoint of message M
transport layer destination endpoint of message M
network layer source endpoint of message M
network layer destination endpoint of message M
request identifier of message M

capture timestamp of message M

OIDs listed in varbind list of message M

values listed in varbind list of message M

These properties of an SNMP message can be easily extracted from the exchange
formats defined in [3].

Definition 1. This definition establishes the following message classes:

1. A read request message is a message M containing a PDU of type Get-
Request, GetNextRequest, or GetBulkRequest.
2. A write request message is a message M containing a PDU of type Set-

Request.

3. A notification request message is a message M containing a PDU of

type InformRequest.
4. A notification message is a message M containing a PDU of type Trap

or InformRequest.
5. A request message is a message M which is either a read request message,

a write request message, or a notification request message.
6. A response message is a message M containing a PDU of type Response

or of type Report.

7. A non-response message is a message M which is either a read request
message, a write request message, or a notification message.

8. A command message is a message M which is either a read request message

or a write request message.

Report messages are treated like Response messages since the SNMPv3 specifica-

tions currently use Report messages only as an error reporting mechanism, always
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triggered by the processing of some request messages. In case future SNMP ver-
sions or extensions use Report messages without having a request triggering the
generation of Report messages, we may have to revisit the definition above.

Definition 2. A set of command group messages consists of all messages M
satisfying either of the following two conditions:

1. M is a command message
2. M is a response message and there exists a command message C
such that the following holds:

M.reqid = C.reqid
M.tdst = C.tsrc
M.tsre = (C.tdst

(M.time - C.time) < t

The parameter t defines a maximum timeout for response messages.

This definition requires that the response message originates from the transport
endpoint over which the request message has been received. This is not strictly
required by SNMP transport mappings and in particular the UDP transport map-
ping allows to send responses from different transport endpoints. While sending
response messages from a different transport endpoint is legal, it is also considered
bad practice causing interoperability problems, since some management systems
do not accept such messages.

It was decided to require matching transport endpoints since doing so significantly
simplifies the procedures below and avoids accidentally confusing requests and
responses. Implementations responding from different transport endpoints will
lead to (a) a larger number of requests without related responses (and likely no
retries) and (b) a similarly large number of responses without a matching request.
If such behavior can be detected, the traces should be investigated and if needed the
transport endpoints corrected. The requirement for matching transport endpoints
only affects request / response pairs. It is perfectly fine for a manager to use
different transport layer endpoints in different polling instances, or even different
operations (i.e., slices) within the same polling instance.

Definition 3. A set of notification group messages consists of all messages
M satisfying either of the following two conditions:

1. M is a notification message
2. M is a response message and there exists a notification request message N
such that the following holds:
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M.reqid = N.reqid
M.tdst = N.tsre
M.tsre = N.tdst

(M.time - N.time) <t

The parameter t defines a maximum timeout for response messages.

This definition again requires matching transport endpoints for notification

5.5 Traces and Flows

Traces are (large) sets of SNMP messages that are the result of recording SNMP
traffic using a single traffic recording unit (e.g., using tcpdump) on a network
segment carrying traffic of one or more managers and agents. Traces being used
in the remainder of this document may be altered as a result of anonymization,
which may result in some message information loss.

Traces may contain SNMP messages that have been exchanged between possibly
many different network layer endpoints. One way of making an initial separation
of such a trace into more manageable pieces is by splitting the messages into flows.
Each flow contains only messages that have occurred between two network layer
endpoints.

5.5.1 Trace and Flow Definition

Definition 4. An SNMP trace (or short trace) T is an ordered set of zero or more
SNMP messages M. All messages M in T are chronologically ordered according to
the capture timestamp M.time.

Definition 5. A flow F is the set of messages of an SNMP trace T with the
following properties:

1. All response messages originate from a single network endpoint.

2. All non-response messages originate from a single network endpoint.

3. All messages are either command group messages with parameter t
or notification group messages with parameter t.

Parameter ¢ defines the maximum timeout for response messages. The value of ¢
should be chosen such that only response messages to the respective nonresponse
messages are considered part of the same flow. Analysis of a large number of traces
shows that 25 seconds is a proper default value for ¢.
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It is possible that response messages of a trace cannot be classified to belong to
any flow. This can happen if request messages triggering the response messages
were not recorded (for example due to asymmetric routing), or because response
messages were originating from transport endpoints different from the endpoint
used to receive the associated request message.

This definition of a flow indicates that it can be either unidirectional (e.g., a man-
ager sending non-response messages to a non-responding agent), or bidirectional
(e.g., a manager reading a table from an agent). This is different from other flow
definitions, like the NetFlow definition [5]. The flow definition is mostly consistent
with the definition of an SNMP flow used in [6]. The difference is that the tool
used to generate the data reported in [6] did only require that the network layer
source endpoint of the response messages matches the destination network layer
endpoint of the associated request messages.

Definition 6. A flow initiator is the network layer endpoint of the two endpoints
involved in a flow, which is responsible for sending the first non-response message.

Notation 2. The properties of a flow F are denoted as follows:

F.type = type of the flow F' (command/notification)

F.nsrc = network layer source endpoint of F

F.ndst = network layer destination endpoint of F'

F.start = timestamp of the first message in F

F.end = timestamp of the last message in F

F.nit = initiator of the flow F

F.t = parameter t of F (mazimum timeout for response messages)

Subsequently, flows containing only command group messages are called command
flows. Similarly, flows containing only notification group messages are called noti-
fication flows.

5.5.2 Trace and Flow Example

Table 5.1 shows an example of a trace consisting of SNMP messages that were
exchanged between different network layer endpoints. The network layer endpoints
are represented by A, B, C' and D.

The first flow F} consists of SNMP messages that have been exchanged between
network layer endpoints A and B, where all response messages originate from B
and all non-response messages originate from A. The minimum value of parameter
t for this flow is 0.07 seconds, since that is the longest time between a request and
its subsequent response message.
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Message | Time [s] | Direction Type Reqid | Flow
0 0.00 A-B GetNext 1 I3
1 0.04 C-D Get 10 Fy
2 0.05 B-A Response 1 I
3 0.08 D-C Response 10 )
4 0.11 A-B GetNext 2 F
5 0.15 B-A Response 2 I
6 0.18 A-B GetNext 3 F
7 0.22 D-C Trap 14 F3
8 0.25 B- A Response 3 b

TABLE 5.1: Example trace containing two flows

The second flow F5 contains SNMP messages exchanged between network layer
endpoints C and D, where all response messages originate from D and all non-
response messages originate from C. The minimum value of parameter ¢ for this
flow is 0.04 seconds.

The third flow Fj contains the remaining SNMP messages of the trace that oc-
curred between network layer endpoints C and D. In this case the non-response
message originates from D. There is no parameter ¢ applicable to this flow, because
there are no response messages.

5.6 Slices

Flows can still contain a large amount of SNMP messages. A flow should therefore
be split up into even smaller sets of messages. One way of identifying meaningful
subsets of messages of a flow would be by considering the behavior of managers
and agents. In the case of managers, they are usually configured to perform regular
polling instances. In such a polling instance, the manager might poll a number of
agents. Since a flow contains only the messages exchanged between two network
layer endpoints, a flow therefore probably consists of only a subset of the messages
that are part of a polling instance. So, one option of finding smaller, meaningful
subsets of messages within flows, would be by looking for messages that belong to
a particular polling instance. Such a smaller set of messages is called a slice.

5.6.1 Slice Definition

Definition 5. A flow F is the set of messages of an SNMP trace T with the
following properties:

1. All response messages originate from a single network endpoint.
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2. All non-response messages originate from a single network endpoint.
3. All messages are either command group messages with parameter t
or notification group messages with parameter t.

Definition 7. A slice S with parameter e is a subset of messages in a flow F for
which the following properties hold:

1. All messages are exchanged between the same two transport endpoints
(a single transport endpoint pair).

2. All non-response messages must have a PDU of the same type.

3. All messages with a PDU of type Get, Set, Trap, or Inform must contain the
same set of OIDs.

4. FEach GetNext or GetBulk message must either contain the same set of OIDs
as the preceding request or it must be linked to a response of the last previously
answered request (i.e., the request must contain at least one OID that has
been contained in the (repeater) varbind list of a preceding response message
of the last answered request message).

5. All Response messages must follow a previous request message that is part
of the same slice.

6. For any two subsequent non-response messages Q1 and Q2 with
Q1.time < Q2.time, the following condition must hold:

(Q2.time - Q1.time) < e

The first item in the slice definition requires that the messages of a single slice
are exchanged between a single transport layer endpoint pair. This is different
from the flow definition, which requires a single network layer endpoint pair. The
choice of looking at the transport layer endpoints in the case of slices is based
on the assumption that, for instance, multiple managers and agents might be
operating from the same respective network layer endpoint. Another assumption
is that a manager and an agent will only use a single transport layer endpoint
respectively when they communicate for the duration of a slice (or even a polling
instance). A previous section already mentioned some issues when a manager or
agent uses different transport layer endpoints within a single polling instance.

The parameter e defines the maximum time between two non-response messages
that belong to a slice. This parameter should be chosen such that unrelated
non-response messages within a flow are not considered to be of the same slice.
Unrelated non-response messages are those that, for instance, belong to different
polling instances. The parameter e should therefore be larger than the retrans-
mission interval in order to keep retransmissions within a slice and smaller than
the polling interval used by the slice initiator.
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The value of parameter e might be closely related to parameter t of the respective
flow the slice is part of. For instance, if parameter e is very large, than ¢ is also
likely to be very large and vice versa. Also, if parameter e is very small, then ¢ is
probably also very small. However, it is not possible to strictly state that e and
t are always closely related to each other, because parameter e is specific for a
slice. This is in contrast with parameter ¢ which is specific for a much larger set
of messages, a flow.

Definition 8. A slice initiator is one of the two transport layer endpoints
1mvolved in a slice, which is responsible for sending the chronologically first nonre-
sponse message.

Notation 3. The properties of a slice S are denoted as follows:

S.type = type of non-response messages in S

S.tsrc = transport layer endpoint of initiator of S

S.tdst = transport layer endpoint of non-initiator of S

S.start = timestamp of the chronologically first message in S

S.end = timestamp of the chronologically last message in S

S.init = initiator of slice S

S.e = parameter e of S (maximum time between two non-response messages)

5.6.2 Slice Example

Table 5.2 shows an example of a flow containing messages exchanged between
transport layer endpoints A, B, and C. Considering the timing of the messages, a
proper value of e should be 0.14 < e < 299.82 seconds. Such a value for parameter
e will separate the flow into two apparent polling instances, which each contain
the same set of messages.

The first slice S7 consists of a Get request and its subsequent response. A similar
request is recorded later in slice S3 but since we assume e as discussed above, the
slices 57 and S3 are distinct. The second slice Sy also contains a Get request and
its subsequent response. This slice is different from S; since a different OID is
requested. The slice Sy consists of a Set request that has not been answered. (A
potential reason is that the SNMP engine listening on the transport layer endpoint
C did not grant write access and dropped the message.)

The last slice S5 contains a sequence of linked GetNext requests. The GetNext
request message 10 is likely a retransmission of the GetNext request message 9.
This example demonstrates that retransmissions are recorded in the slice that
contains the original request.
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Message | Time [s] | Direction Type Reqid OIDs Slice
0 0.00 A-B Get 1 alpha.l S1
1 0.06 B- A Response 1 alpha.1l St
2 0.12 A-B Get 1 beta.l Sy
3 0.17 B- A Response 1 beta.1l S5
4 300.00 A-B Get 1 alpha.1 S3
5 300.05 B-C Set 1 gamma. 1 Sy
6 300.07 B- A Response 1 alpha.l Ss
7 300.14 A-B GetNext 1 beta Ss
8 300.19 B- A Response 1 beta.l Ss
9 300.32 A-B GetNext 1 beta.l S5
10 300.52 A-B GetNext 1 beta.l Ss
11 300.58 B- A Response 1 delta.1l Ss

TABLE 5.2: Example flow containing three slices

5.7 Slice Signatures and Prefix

As noted in the beginning of this document, it is desirable that slices can be
tested for equality/comparability. This is where the slice prefix comes in. The
slice prefix provides one of the means to compare slices. Using the slice prefix
and a few other parameters of a number of slices, one can determine which slices
should be considered equal and which of them are incomparable. This will assist
in the process of finding potentially other relations.

The slice prefix is a set of OIDs. This set is constructed from the messages that
make up a single slice. So, for example, a slice that is the result of a manager
requesting the contents of a particular table (with OID alpha) on an agent using
a simple single varbind GetNext walk, starting at the table OID alpha, shall yield
a slice prefix which consists of the OID alpha.

Because the aim is to compare various slices using the slice prefix (along some
other characteristics of a slice), this implicitly suggests the need to know whether
a number of slices are the result of the same behaviour (i.e., specific configuration)
of the initiating party of these slices. For example, one may want to know whether
a number of slices that involve a single manager and a single agent were the result
of just one specific configuration of that manager. Multiple slices, that may all
be initiated by that same manager and each slice possibly occurred in different
polling instances, may in fact be the result of the same specific configuration of
that particular manager. So, since in this case the specific configuration of the
manager is only relevant for determining the behaviour, the slice prefix should be
constructed based on OIDs in messages originating from that manager only. More
generally, only the messages within slices that are sent by the initiating party (the
non-response messages) are considered for the determination of the respective slice
prefix of a slice.
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5.7.1 Slice Signatures and Prefix Definition

Definition 9. A slice signature S.sig of a slice S is a set of OIDs derived from
the OIDs contained in the non-response messages of a slice. Let r(S) denote the
set of response messages of slice S and n(S) the set of non-response messages of
S. Then the set S.sig consists of the following OIDs:

S sio — Unen(s) (n.oids)\ UTET(S)(T.Oid) S.type is GetNext or GetBulk
e Unen(s) (n-oids) otherwise

The slice signature summarizes which OIDs have been carried in a slice and is
straightforward to compute. However, there are situations in some GetNext or
GetBulk sequences where the signature might contain some unwanted OIDs as
will be demonstrated by an example below.

To further condense signatures, it is necessary to introduce a prefix relationship
between OIDs. This prefix relationship can then be used to reduce a slice signature
to a slice prefix.

Definition 10. An OID a = al.a2...an is a prefix of OID b = b1.b2...bm if and
only if n < m and a; =b; for 1 < i< n.

Definition 11. The slice prefix S.slice is the set of all OIDs o in S.sig for which
there is no p in S.sig such that p is a prefix of o.

5.7.2 Slice Signatures and Prefix Example

The following example demonstrates how a slice prefix is determined. Consider
the case that a single manager A is set to poll a specific agent B. Manager A
is programmed to retrieve some values from B. A single slice may contain the
messages shown in Table 5.3.

The slice shown in Table 5.3 has a number of interesting properties. First, not all
columns in the retrieved table have an equal length. Second, the manager is set
to request the sysUpTime on an irregular basis (i.e., every few requests). Third,
the manager attempts to fill holes in the table and finally the order of referenced
OIDs in GetNext messages changes.

All of these properties do not influence the process for determining the slice sig-
nature. The slice prefix is constructed as follows:
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Message | Direction Type OIDs
0 A-B GetNext alpha, beta
1 B- A Response alpha.1l, beta.l
2 A-B GetNext alpha.l1, beta.l
3 B- A Response alpha.2, beta.3
4 A-B GetNext | beta.2, alpha.2, sysUpTime
5) B- A Response | beta.3, alpha.3, sysUpTime.0
6 A-B GetNext beta.3, alpha.3
7 B- A Response gamma.1, alpha.4
8 A-B GetNext alpha.4
9 B- A Response delta.l

TABLE 5.3: Example slice for calculating a slice prefix

1. The union of all 0IDs in non-response messages is the following set:

N = { alpha, beta, alpha.l, beta.l, beta.2, alpha.2,
sysUpTime, beta.3, alpha.3, alpha.4 }

2. The union of the 0IDs in response messages is the following set:

R = { alpha.1l, beta.l, alpha.2, beta.3, alpha.3,
sysUpTime.0, gamma.l, alpha.4, delta.l }

3. Subtracting the two sets results in the slice signature S.sig:
S.sig = N - R = { alpha, beta, beta.2, sysUpTime }
The element beta.2 exists, because the manager was trying to fill
a "hole" in a table. Since these holes reside in the tables on
the agent side and may change dynamically, they do not really

help in describing the behavior of the initiating party.

4. Since beta is a prefix of beta.2, the slice prefix becomes the
following set:

S.prefix = { alpha, beta, sysUpTime }
The slice prefix does not include beta.2 anymore and thus a

manager retrieving the same columns alpha and beta with and
without holes will produce slices with the same slice prefix.



Chapter 5. Paper - SNMP Trace Analysis Definitions 64

5.8 Slice Types

As described previously, the slice type allows for comparing slices. This means
that any number of slices that are of the same slice type may be considered an
equivalence class and may therefore be considered to be the result of the same
behaviour of the slice initiator.

5.8.1 Slice Type Definition

Definition 12. Two slices A and B satisfy the binary slice equivalence relation
A ~ B if the following properties hold:

1. All messages in A and B have been exchanged between the same network
layer endpoints.

2. All read request messages, write request messages, and notification messages
in A and B originate from the same network layer endpoint.

3. All non-response messages in A and B are of the same type.

4. The slices A and B have the same prefix, that is A.prefix = B.prefix.

It can be easily seen that the relation ~ is reflexive, symmetric, and transitive and
thus forms an equivalence relation between slices.

Definition 13. Let S be a set of slices, then all slices in the equivalence class
Al ={seS|s~A}

with A € S, are of the same slice type.

5.8.2 Slice Type Example

The flow shown in Table 5.4 contains two slices. The first slice S contains messages
that have been exchanged between transport layer endpoints A and B while the
second slice Se contains messages that have been exchanged between transport
layer endpoints C and D. However, the network layer endpoints of this slice are
the same as the first slice and all non-response messages in both slices originate
from the same network layer endpoint.

As can be verified easily, the slices S; and Sy satisfy the slice equivalence relation-
ship, that is S; ~ Sy and they form an equivalence class under ~, which we call
a slice type.
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Message | Direction Type OIDs Slice
0 A-B GetNext alpha, beta St
1 B- A Response alpha.l, beta.l S1
2 A-B GetNext alpha.1, beta.l S1
3 B- A Response alpha.2, beta.3 St
4 A-B GetNext beta.2, alpha.2, sysUpTime S1
5) B- A Response | beta.3, alpha.3, sysUpTime.0 S1
6 A-B GetNext beta.3, alpha.3 So
7 B- A Response gamma.l, alpha.4 So
8 A-B GetNext alpha.4 So
9 B—- A Response delta.l So

TABLE 5.4: Example for slice equivalence and slice types

5.9 Related and Future Work

The performance of SNMP has been the subject of several studies. Some papers
such as [7, 8] compare the performance of centralized SNMP management to dis-
tributed management approaches while other papers compare the performance of
the SNMP protocol with middleware systems such as CORBA or Web Services
[911]. The impact of security protocols on SNMP performance has been studied
in [1214]. Some authors have formulated models for the SNMP protocol [15, 16].

All these studies have in common that they make assumptions how SNMP is used
in practice, due to a lack of commonly accepted models how SNMP is used in prac-
tice. To address this issue, some researchers active in the Network Management
Research Group (NMRG) of the Internet Research Task Force (IRTF) started an
effort to collect traces from operational networks and to build the necessary tools
to analyze them [3]. First results were published in [6] and it became clear that
precise definitions of basic concepts, such as those provided in this paper, are
needed in order to produce meaningful and comparable results. The authors are
currently using and extending these definitions in order to study the periodicity
of SNMP traffic [17] and table retrieval algorithms.

5.10 Conclusions

The analysis of SNMP traces requires a collection of common and precise def-
initions in order to establish a basis for producing meaningful and comparable
results. This paper provides such a collection of basic definitions that have been
developed over time and are also being reviewed and discussed within the NMRG
of the IRTF. This paper is a condensed summary of a more detailed document [18]
submitted to the NMRG and written to provide an early stable reference while the
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work in the NMRG continues and to foster discussion within the broader network

management research community.
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6.1 Abstract

The Simple Network Management Protocol (SNMP) is currently widely deployed
to monitor, control, and configure network elements. The SNMP traffic that takes
place between these network elements can be characterized as periodic or aperiodic.
Periodic traffic could be the result of a programmed manager, like MRTG, to
perform regular polling actions. Aperiodic traffic could be manually induced by a
network operator. It is assumed that periodic traffic shows different characteristics
than aperiodic traffic. To identify these characteristics, we first need to be able to
separate these two kinds of traffic from each other. This paper discusses a possible
methods through which these two kinds of SNMP traffic can be separated. It
proposes an algorithm that is subsequently implemented in a toolset. This toolset
can in turn be used to split the SNMP traffic in periodic and aperiodic traffic.
The analysis of this toolset suggests that the developed algorithm is capable of
separating the two traffic types in nearly all cases.

69
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6.2 Introduction

The Simple Network Management Protocol (SNMP) was introduced in the late
1980s. Since then, a lot of protocol changes have taken place, which have eventually
resulted in what is known today as the SNMP version 3 framework (SNMPv3) [1,
2]. Since then, extensive use of SNMP has led to significant practical experience
within this field by both network operators and researchers. But until now, only
little analysis has been done on SNMP traffic due to a lack of real world SNMP
traces. Traces are network traffic recordings using tools such as tcpdump.

These days, some researchers managed to collect a wide variety of SNMP traces.
These traces contain traffic that is the result of either periodic, or aperiodic be-
havior. Periodic traffic that is, for instance, generated by a manager polling a
set of agents every few minutes, might have interesting characteristics that differ
from aperiodic traffic. Both kinds of traffic presumably have different characteris-
tics. Knowing about them might assist network operators in identifying previously
unknown problems. Moreover, specific research on each of these kinds of traffic
might be performed. However, no proper method for doing so within the context
of SNMP is known today.

Therefore, a number of research questions need to answered. The following ques-
tions are subsequently answered in this paper:

Which approaches to separate periodic from aperiodic SNMP traf-
fic are possible?

Which SNMP properties characterize a working solution?

e How can periodicity be determined?

What periodicity can be found in lab and real world traces?

The first question to be answered in this paper is about which approaches might be
feasible. After considering possible approaches, one approach is chosen in chapter
2. An introductory description of the chosen approach is given in chapter 3 by
describing it in general, without focusing on SNMP. This also suggests the general
applicability of this approach. The chosen approach is then described specifically
for SNMP in terms of how periodic and aperiodic traffic can be identified and sub-
sequently separated in chapters 4 and 5. Chapter 4 focuses on finding relations in
SNMP traffic and chapter 5 attempts to find periodicity between these relations.
After that, we will verify the approach by applying the developed toolset on arti-
ficial and lab traces that are created in a known environment. The results of this
verification process are presented in chapter 6. Then we will apply the tools on
real world traces in chapter 7 and end with concluding remarks and future work
suggestions in chapter 8.
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FIGURE 6.1: Fourier analysis of small artificial SNMP trace

6.3 Possible approaches

Distinguishing between periodic and aperiodic traffic might be possible using a
number of approaches. Following is a short description of three potential ap-
proaches, including the one described in the remainder of this paper.

6.3.1 Fourier Analysis

Until now, hardly any research has been carried out to determine periodicity of
SNMP traffic. Papers like [3] describe tools to analyze SNMP traces, but mention
only briefly the occurrence of specific (periodic) patterns.

Extensive use of Fourier analysis can be found in the field of network security, as
elaborated upon in [4, 5]. These papers describe the use of Fourier analysis on
network traffic with the goal to detect specific network threats. Fourier analysis is
also used in detecting network traffic anomalies [7]. Besides that, Fourier analysis
has also been used to identify periodicity in internet traffic in general [10]. Within
the field of SNMP related research, one can find [8]. That paper describes some
analysis of SNMP traffic and describes an attempt to make use of Fourier analysis
in order to find periodicity within SNMP traces by detecting peaks.

Using Fourier analysis to separate periodic from aperiodic SNMP traffic might
thus be one of the possible approaches. In our research the applicability of this
approach is tested using an artificial SNMP trace. Fig. 6.1 shows the magnitude of
Fourier amplitude versus the interval time of SNMP message occurrences within
such an SNMP trace. Here we can see distinct peaks around 300, 100 and 30
seconds. The peak around 300 seconds is probably the result from the fact that
most SNMP manager applications are set to poll agents using a 300 second interval.
But finding the exact cause of any peak would require identifying the responsible
SNMP messages. However, it is not possible to determine the responsible messages
for a specific peak exactly with this approach.
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6.3.2 Reverse engineering

Another potential approach would involve reverse engineering [6] of some well
known SNMP manager and agent implementations. Although some are open
source, like Cacti and MRTG, which would make it easy to understand the exact
behavior of these tools, others are not, like HP’s Open View. Many other closed
source implementations exist and are in use today. Therefore, reverse engineering
these closed source tools and analyzing the source of the open source tools could
give us information about specific traffic patterns we might find in traces.

However, reverse engineering would only be a first step, since the resulting patterns
subsequently need to be detected in traces using some toolset.

Besides the fact that reverse engineering is a cumbersome task, it is also practically
impossible to include characteristics of all known SNMP implementations, let alone
keeping these characteristics up-to-date over time. A more generic approach would
therefore be preferable.

6.3.3 Finding patterns in sets of messages

The third possibility is a generic approach, which encompasses finding relations
between sets of messages firs and subsequently attempting to find periodic patterns
between these sets.

The difference between this approach and reverse engineering would be the lack of
actually performing reverse engineering, by merely looking for relations between
messages in a generic way. This would be done by establishing and finding fun-
damental relations between SNMP messages, like those defined in [11]. However,
those defined relations only form a small foundation for finding even larger rela-
tions that need to be found in order to say anything conclusive about whether or
not messages are to be considered periodic or aperiodic.

This last approach is the chosen one, because it works on a per message basis, which
contrasts the application of Fourier analysis. Also, this approach would be more
scalable than reverse engineering, since it would not involve specific characteristics
of any SNMP implementation. On the other hand, finding potentially complex
relations might result in a more complex toolset than might be case for reverse
engineering. The following chapters describe this approach by starting with a
generic description of the used terminology, which in turn shows that this approach
is broadly applicable.
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6.4 Relations in network traffic

Our approach involves finding relations between exchanged SNMP messages that
can be found in a trace. Fig. 6.2 shows a number of possible identifiable relations
for SNMP traffic. Some of these relations are extensively described in paper,
others however are new. For explanatory purposes, this chapter shows that these
relations can be generalized and applied to completely different protocols. An
intuitive description of each of these relations is therefore given in the context
of two protocols: HTTP and DNS. The choice for HT'TP is based on its simple
nature and the fact that it is well known. DNS is a bit more elaborate, which
allows us to work towards the characteristics of SNMP in the next chapter.

6.4.1 Messages and Traces

The largest relation possible is depicted in Fig. 6.2 as the trace. A trace consists
of zero or more messages. A trace should therefore be seen as a large set of
messages that is the result of a recording of network traffic on a specific network
segment. Although [11] describes the trace in the context of SNMP messages, it
is also possible to apply this concept to HT'TP traffic, where only HTTP traffic is
recorded into a single trace. We can argue similarly for DNS traffic.

On the other hand, the smallest unit is a single message. The header and possibly
the payload combined of each message can later on be used to find inter-message
relations.

6.4.1.1 HTTP

In the case of HTTP traffic a single message could be a HT'TP request message
sent by a client to a server, as illustrated in the trace shown in Fig. 6.3. The
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FIGURE 6.3: Example exchange of HTTP messages (1)

simple case where a web browser (client) requests a webpage and a single image
related to that webpage is shown. After setting up a TCP connection to the server,
the client first requests index.htm, which is followed by a specific response from
the server. This response is the contents of the requested file. After obtaining
index.htm, the client requests logo.gif, which is subsequently sent by the server
to the client. The four messages shown, each depicted as a single arrow, make up
the complete exchange of messages between the client and the web server that are
necessary for the client to obtain the two files.

6.4.1.2 DNS

A similar description of messages in a trace can be made for the DNS protocol.
Fig. 6.4 shows a simplified scenario where a requesting host wants to have the
IP address of a resource identified with a.3.7y. The first message in this example
is a query message sent to a local DNS server with identification value 0. The
local DNS server in turn attempts to resolve a part of the referenced resource
name by sending a query to a TLD DNS server it knows is relevant for resolving
part of the name. This second query has identifier 1. The TLD DNS server is
apparently able to resolve this portion of the resource name and replies with a
query response, having the same identifier as the query sent to it by the local
DNS server. Subsequently, the local DNS server sends a query to the relevant
authoritative DNS server in order to resolve the resource name completely. Again
here a single identifier (2) is used in the query and query response. After receiving
the query response from the authoritative DNS server, the local DNS server returns
the result to the requesting host using the same identifier used in the initial query
sent by the requesting host. As a result, each of the shown arrows represents a
single message in a larger trace consisting of only DNS traffic.
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FIGURE 6.4: Example exchange of DNS messages (1)

6.4.2 Flows

Traces are merely a collection of individual messages. In order to find other rela-
tions between messages within a trace, it would be desirable to separate a trace
into a number of sets of messages based on a very rough separation criterion. Fig.
6.2 shows that a flow would be such a relation. A flow in the context of SNMP
consists of messages that have been exchanged between the same two network layer
endpoints (i.e., have the same IP address) [11] and may contain messages going in
both directions. This definition is clearly different from the definition of NetFlow,
which consist only of messages going in one direction. The concept of flows can
also be generalized and be applied to the two other protocols.

6.4.2.1 HTTP

The scenario shown in Fig. 6.3 is already a single flow: all four messages are
exchanged between the same two entities, namely the client (network layer end-
point «) and the web server (network layer endpoint ). In this case, the single
flow encompasses all messages of a single trace. So, all HT'TP messages occurring
between a single client and a single server could be seen as an HT'TP flow.

6.4.2.2 DNS

The flows that can be found in the messages in the trace shown in Fig. 6.4 are
between the requesting host and the local DNS server, or the local DNS server
and the other DNS servers respectively. A total of three flows could be identified
in this trace, each containing two messages. A typical DNS flow would therefore
consist of all DNS messages occurring between two DNS nodes, like a workstation
and a DNS server, or two DNS servers.
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6.4.3 Slice

Within a flow, one might be able to identify smaller sets of messages that appear
to be related. In [11], where slices make up a flow, other protocols also show
similar smaller sets of messages within flows. Although a slice in SNMP contains,
for instance, a get-request and a related response, a generalized description of a
slice would involve any number of messages within a flow that are related to a
particular action (e.g., a request and the related response).

6.4.3.1 HTTP

The first message shown in Fig. 6.3 is a request message sent by the client. The
web server in turn responds to that particular request. The third message is again
a request message sent to the web server, which again responds with the contents of
the relevant file. This suggests that two request /response-pairs might be identified
in this case. The first such pair consists of the first two messages and the second
pair of the last two messages. In turn two slices might be identified in this single
flow.

6.4.3.2 DNS

Between the messages shown in Fig. 6.4 that occur between the same two network
layer endpoints (i.e., within a single flow), it is also possible to relate a query and
a response to each other. For instance, of the messages that occurred between
the requesting host and the local DNS server, it is possible to relate the query
with identifier 0 with the query response with identifier 0. Similar relations can be
made between the local DNS server and the TLD and Authoritative DNS server
respectively. Note that one should not consider queries and query responses with
the same identifier to be related when they occurred in different flows, because
identifiers in DNS allow querying hosts to match queries with query responses
(i.e., an identifier in DNS need not be unique in the whole network, let alone a
trace). This example also stresses the need to enforce constraints on the maximum
amount of time between a query and a response before they are considered related
in the form of a slice. Such a constraint is also applied in the case of an SNMP
slice [11].

6.4.4 Slice Type

Each slice can be the result of an action that may occur more than once. It is
therefore likely that a trace might contain slices that are the result of the same
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FIGURE 6.5: Example exchange of HT'TP messages (2)

behavior of the initiating party and may therefore be comparable. However, deter-
mining whether any two slices are to be considered comparable, and hence of the
same slice type, may differ significantly between the various example protocols.

6.4.4.1 HTTP

The described HTTP scenario can be extended by considering the option that the
client might send a request for the same webpage and image at a later point in
time. This could occur, because the page is requested again by the client user and
the current page and image in the cache at the client have expired. This would
result in a similar set of messages that would take place between the client and
the web server. Fig. 6.5 shows such a scenario.

The second set of messages (the third and fourth slices shown) - that occurs around
68 seconds into the trace and the same flow - are highly comparable to the first
respective ones, since it involves the exact same webpage and image. The third
slice consists of the second request to obtain the webpage and image (fourth slice)
are the same in quantity of messages, but that does not have to be the case in
general. Besides the quantity of messages, many other differences might exist.
Moreover, the requested files in the third slice are the same by name as in the
first slice. A simple way of comparing various HTTP slices occurring between the
client and the web server could therefore involve comparing the requested files by
name.
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FIGURE 6.6: Example exchange of DNS messages (2)
6.4.4.2 DNS

Compared to HTTP, this scenario involves more than just two communicating
entities. In order to completely resolve a DNS query, multiple entities might be
contacted in the process. Still, comparable slices in DNS flows might be found.

The discussed requesting host might send a query for the same resource name at
a later point in time, possibly because it lost the previously resolved IP address as
a result of local cache characteristics. This could mean that a very similar set of
messages would be exchanged between the referenced entities, resulting in similar
slices. Fig. 6.6 shows such a scenario, where the requesting host wants to resolve
the resource name «.f3.7. Clearly, the flow consisting of the messages between the
requesting host and the local DNS server can be separated into two slices that
are very comparable. Both slices involve a request for the exact same resource,
but have a different identifier. Since both slices take place between the same two
entities and are the result of the same behavior of the requesting host, these two
slices might be considered of the same slice type.

Note that different protocols require different approaches in order to properly
compare slices.

6.4.5 Slice Set

Besides looking for slices within flows and comparing slices using slice types, slices
in different flows might also be related. Multiple slices in possibly different flows
that are to be considered related in their occurrence will form a slice set.
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6.4.5.1 HTTP

Fig. 6.5 shows a trivial case, where only a single flow consists of four slices. Since
the four slices do not appear to be related in their occurrence, due to the large
time gap between them. The four slices should be considered as two separate slice
set, each containing two slices that are related to the request of the single webpage
and its related objects.

6.4.5.2 DNS

An example involving multiple flows is shown in Fig. 6.4. All of these messages
shown are part of just a single DNS query. This means that, besides looking for
slices within flows, one should also consider slices occurring in different flows. In
this case, all three slices in the three different flows are part of the same DNS
query operation and may be considered part of a single slice set. Subsequently,
Fig. 6.6 shows two slice sets, where the second slice set contains all slices that
contribute to the second DNS query issued by the requesting host.

6.4.6 Slice Set Type

As is the case with slices, also slice sets may be comparable. An exchange of
messages between multiple entities that is the result of programmed behavior is
possibly occurring more than once. Therefore, traces may contain comparable
slice sets, since they may be the result of the exact same underlying behavior.
The following will show how these slice sets might be comparable and therefore of
the same slice set type in the case of the different protocols.

6.4.6.1 HTTP

Fig. 6.5 shows two slice sets, for which it is easy to see that these slice sets are of
exactly one slice set type. A possible criterion for HTTP traffic in general might
be that the various slices comprising the slice set all contribute to the download
action for a particular webpage by the client, where some images, or other objects
on the webpage might originate from potentially different servers.

6.4.6.2 DNS

The second set of messages (the second slice set) in Fig. 6.6 is highly comparable
to the first slice set, since it involves resolving the exact same resource name.
However, the sets need not have the exact same number of messages, because
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some information might have been removed from the cache at one entity and not
at another. This is shown in the second slice set, which contains an attempt to
resolve a.[3.7, where the local DNS server is still aware of the information provided
by the TLD DNS server and therefore skips it. The second slice set is thus smaller
in number of messages than the first one. Also, the identifiers used in the second
set are different from the first set. This would leave the resource name as a
possible means to compare these slice sets. In this case, the two slice sets might
be considered of the same slice set type.

6.5 Relations in SNMP traffic

The preceding chapter has shown the possibility of identifying various types of
relations in traffic in general, which suggests that finding elaborate relations in
traffic is not limited to SNMP only. This chapter applies the now introduced
relation types to SNMP traffic. The explanation given to each relation type in
this context is a summary of a larger, more founded explanation given in BSc
thesis [9]. This chapter is the foundation for the next step: being able to identify
which SNMP traffic is to be considered periodic and which aperiodic.

6.5.1 Messages, Traces and Flows

The AIMS paper [11] gives a thorough description and exact definition of an
SNMP message, trace and flow. Although the concept of each of these terms
remains equivalent to the ones discussed in the general context, they are slightly
more restricted in their properties in the case of SNMP.

For instance, an SNMP message is considered to carry a specific PDU with specific
properties, like OIDs in the varbind list, but also the values related to that. Besides
that, a request identifier and the type of message (e.g., get-request, or response)
are also very important characteristics of an SNMP message.

An SNMP trace will consist of only SNMP messages. Like before, an SNMP trace
has messages that are chronologically ordered (i.e., in the order in which they are
recorded on a network segment).

An SNMP flow consists of SNMP messages that have two network layer endpoints
in common. This limits an SNMP flow to a subset of SNMP messages in an
SNMP trace that have been exchanged between two network layer endpoints, like
an SNMP agent and a manager. An example is given in Fig. 6.7, which contains
a visualization of an SNMP trace consisting of three flows.
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FIGURE 6.7: Trace consisting of three Flows

6.5.2 Slices

A flow is still too rough to say anything about periodicity, since a flow might
contain messages that are the result of periodic and/or aperiodic behavior. We
therefore need a relation type involving messages within flows. The SNMP slice is
the answer to this question.

When considering a single manager and a single agent, like in Fig. 6.7 with the
manager and agent 1, one might expect to see the manager to be programmed to
poll that particular agent every few minutes. An SNMP slice involves the messages
of a flow that are related to each other in a number of ways. Most notably, the
requests must be of the same type (e.g., get-request, set-request) and the responses
must contain a request identifier equal to a preceding request message sent by the
manager.

The dotted lines in the Fig. 6.7 between the manager and agent 1 represent a
number of messages of the flow between the two network layer endpoints. The
first message is a get-next-request message sent to agent 1. It appears that the
manager is interested in (some) of the values of the « table. The agent responds
with a.0, a message with the same request identifier as the first get-next-request.
The manager carries on by sending a new get-next-request for .0, resulting in the
value of a.1. This goes on, until the manager receives a value for which the OID
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FIGURE 6.8: Slice Sets containing comparable Slices

(B) is of a different table than the preceding requests. Clearly, these messages are
related and will form a slice. Similarly, there is also a single slice shown in the
flows between the manager and agent 2 and agent 3 respectively.

6.5.3 Slice Types

SNMP slices have a number of important characteristics which allow for compa-
rability among different slices. However, when should slices be considered equal
(i.e., of the same slice type)?

The different slices must have the same 'meaning’ (i.e., they should be the result of
the same (programmed) behavior). Considering the fact that all of the slices shown
in Fig. 6.7 are the result of the manager wanting to obtain specific information
from the three agents, one might see similar slices in the respective flows multiple
times. This, because the manager might be programmed to poll the agents every
few minutes.

The comparable slices should therefore have similar OIDs, even though the number
of messages might be different (tables may grow or shrink in size). Besides that, the
comparable slices must be part of the same flow, because slices in different flows
might be the result of different underlying behavior. Finally, comparable slices
must have non-response messages that are of the same type. It makes no sense to
compare slices with set-request messages with a slice containing get-next-requests,
since they have a completely different goal. Also, retransmissions should be filtered
out of slices before they are tested for equality, because they do not influence
the meaning of slice. An extensive algorithm for determining comparability is
described in [11].
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6.5.4 Slice Sets

As Fig. 6.8 shows a fragment of a trace, where 9 slices can be identified and 3 slice
types, it suggests that a single slice in a particular low need not occur on its own.
It may very well be that a manager is programmed to obtain specific information
from a number of agents every few minutes. As a result, various comparable slices
that are of the same polling instances, involving potentially different flows might
occur multiple times in a trace. These apparently related slices form slice sets.
In turn, the first slice set consists of the first 3 slices that appear to be occurring
almost in parallel. The same can be said about the other 6 slices.

In order to find slice sets, it is necessary to look at slices that occur simultaneously
or sequentially with not much time between any two slices. Another important
criterion for a single slice to be considered part of a slice set, is the initiator of
the slices. Slices initiated by two different managers do not belong to the same
underlying behavior, like a polling instance. Therefore, slices belonging to the
same slice set are all initiated by the same network layer endpoint.

It should be noted that finding slice sets in reality is more complex. The chosen
approach encompasses a broader look than just slices and also incorporates slice
set types in order to find slice sets.

6.5.5 Slice Set Types

Slice sets may also be comparable, because they may be constructed from slices
that are of the same slice type. Fig. 6.8 shows three slice sets that all contain
slices that are of the same slice type. As a result, these slice sets are comparable
and are therefore of the same slice set type.

In reality it may be difficult to find slice sets that contain the exact same number
of slices and that are of the same slice type. This can be because of numerous
reasons, like an agent that is offline for a while. During that time, the manager may
attempt to request information from that agent every few minutes, but because the
manager does not get a response to its very first request, it may not go on querying
other variables of that agent. This might, to some extent, result in very different
slice sets that are still the result of the same behavior of the manager. As a result,
some flexibility is to be introduced in the process of identifying comparable slice
set per slice set type.

Our approach attempts to find slices of a particular slice type that appear to occur
within a specific time frame of each other throughout the trace. An example is
shown in Fig. 6.9, which shows the slices in a trace that are all initiated by the
same network layer endpoint and where some slices occur parallel to each other.
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The first step therefore involves finding the so called ’core’ slices, which always
occur within a specific time frame of each other, are of the same slice type respec-
tively and should therefore be considered the basis of the slice sets that will be of
the same slice set type. After that, one should look for slices of slice types that
occur in almost all cases within the time frame of the already marked core slices.
This is to allow for scenarios where, for instance, an agent might be offline for a
while.

After this, a number of comparable slice sets result, as is shown in Fig. 6.10. In
this case only a single slice in the trace is not considered part of any of these slice
sets. That particular slice may therefore form a different slice set of a different
slice set type.

6.5.6 Discussion

It should be noted that the presented description of finding related messages is
in reality more complex. For instance, the actual definition of a slice, as stated
in [11], is quite elaborate and constructed based on possible scenarios that might
occur in real world SNMP traffic. For instance, the time between the request
and the response with the same request identifier is to be limited in order for
them to be considered related. Also, a distinction in the comparison process is
made between various messages types: a slice containing a trap message will have
different characteristics than a get-bulk slice.
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Similar cases can be made for other relations, like the slice set and slice set type.
Thesis [9] describes, amongst many other considerations, situations where multiple
managers might operate from a single IP address, or have polling configurations
resulting in irregularly occurring slice types within slice sets of a particular slice
set type. The interested reader is referred to [9] and [11] for a more elaborate
description of all of the considerations.

6.6 Determination of Periodicity

The ability to find comprehensive relations, like the ones described so far, allow
for analysis of the SNMP traffic at a relatively high level: the slice sets per slice
set type. This abstract view eases the analysis process significantly, compared
to a per-message analysis approach. This advantage is used in our approach of
identifying periodic and aperiodic SNMP traffic.

6.6.1 Identifying periodicity

Our approach attempts to find periodicity by considering all slice sets per slice set
type. All of these slice sets are considered comparable and as a result may to some
extent show periodic behavior. Consider again the example where a manager polls
a number of agents every few minutes, resulting in potentially a single slice set per
polling instance. If this manager is programmed to perform that specific polling
instance every x minutes, then one should observe that in the properties of the
respective slice sets of a particular slice set type.

It may be incorrect to assume that the above mentioned slice sets would have clear
intervals by merely considering the starting time (the time of the chronologically
first message of a slice in a slice set), that is exactly x minutes later than a preceding
slice set. One of the reasons for deviations in the expected start time might be
numerous. One might be that it is unknown when the manager restarts its polling
timer. It may restart its timer at the beginning of a polling instance, when it has
received the last response message from the last polled agent, or possibly some
other point in time during the polling instance.

Another reason for deviations is that slices of a particular slice set type might be
the result of multiple polling configurations (i.e., the manager is set to poll every
4 minutes, but also every 30 minutes). Similar cases might go hand in hand with
erroneous configurations or a reset of managers.

Also, polling instances may be induced manually, resulting in a possible mixture
of periodic and aperiodic slice sets that are all of the same slice set type.
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And finally, network delays may differ over time resulting in moderate starting
time variations from the perspective of the recording unit of the trace. Moreover,
traces may not be complete. For instance, a manager might be turned off for a
few minutes, resulting in a gap in the trace and potentially a different starting
moment for the polling timer when it restarts.

6.6.2 Example

Slice Set (#) | Start Time (s)
0.2
150.3
300.2
450.7
505.1
600.5
750.9
900.6

00 O Tl Wi+

TABLE 6.1: Slice sets of a particular Slice Set Type

Table 6.1 shows 8 slice sets that are all of the same slice set type. Our approach
would attempt to find periodic behavior first by considering the various possible
polling timer reset points. For simplicity, only the start time of a slice set is shown
and considered here.

The time between the start time of the first slice set and the second is 150.1
seconds. Based on this first interval, an attempt is made to find a third slice
set that started 150.1 later than the second. Because of the reasons mentioned
before, a limited margin is applied to this 150.1 seconds in the search process. As
a result, the third slice set would be found. Then the interval between the first
and second and second and third slice sets is averaged, resulting in an average
interval of 150.0 seconds. This average is subsequently used in the search process
for a potential fourth slice set that is to be contributing to this particular interval.
That search would look for a slice set starting at around 450.2, which would find
slice set 4. This process continues until all but the fifth slice set is considered to
be contributing to periodic behavior with an interval of about 150 seconds. How
the margins and other details of the seek algorithm are to be chosen is discussed
in [9].

The process would normally go on with the remaining slice sets and attempt
to find a common interval between them as well. In the end, for each slice set
type, only the slice sets that are to be considered aperiodic remain. Note that
a significant number of slice sets per slice set type contributing to a particular
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interval is necessary. This should not be a problem, since traces are usually quite
lengthy in duration, allowing for a large enough sample space.

In this case the remaining fifth slice set remains and is therefore considered ape-
riodic, since it cannot be linked to any other slice set of this particular slice set
type with a specific interval. This slice set may for example be the result of a
manager being ordered to poll its agents after receiving a manual command from
the operator, not the polling timer.

6.6.3 Discussion

Finding periodicity in slice sets of a particular slice set type as described in this
chapter is just one of potentially many ways of detecting intervals between slice
sets of a slice set type this way. In contrast to the observations made about Fourier
analysis in chapter 2, Fourier analysis might assist in finding intervals between slice
sets, though this has not been explored.

6.7 FEvaluation

This chapter describes the testing of the implemented approach by applying it to
both artificial and lab traces.

6.7.1 Toolset

The described process has been implemented in the form of a set of Perl-scripts.
These scripts use as input a csv (comma separated values) trace file that is the
output of an already existing tool: snmpdump. Trace files are usually recorded in
the pcap format, which is not very practical for analysis. Therefore, snmpdump
(a tool developed as part of [3]) was chosen to convert these pcap files to csv files,
which can subsequently be analyzed by our scripts. The set of scripts start by
identifying the various relation types in the trace, followed by finding periodicity
between slice sets per slice set type.

6.7.2 Artificial trace test

In order to test our implementation, we used an artificial trace file. This csv trace
file was constructed manually and consisted of all kinds of exceptional cases one
might find in real world traces. This included all possible message types that are
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defined in the SNMP standards [14], [15] like get-, get-next-, get-bulk-, set-, inform-
requests, but also trap messages of various SNMP versions. Subsequently, the
respective response messages contained OIDs that varied from normal sequences
to random sequences and simulations of gaps in tables. Numerous other cases are
described extensively in the ’considerations’ chapters found in [11].

The trace consists of 1 flow, which in turn consists of 12 slices. These 12 slices are
of different slice types and should result in 1 slice set of 1 particular slice set type.
Applying this trace file as input to our implementation yields the proper number
of flows, slices, slice types, slice sets and slice set types.

6.7.3 Lab trace test

Besides this artificial trace, a lab trace is used to verify the approach. The lab
setup consists of a single SNMP enabled router and a computer running SNMP
manager Cacti on Debian. Cacti was configured to query a number of IF-MIB on
that router every 5 minutes. The trace has a duration of about 2.5 days.

The recorded trace is first converted from a pcap format to a csv format using
snmpdump. The csv file is subsequently analyzed, resulting in a separation of the
trace into the expected relations.

Since the trace is made on a subnet involving a single manager and a single agent,
only one flow is identified. That flow consists of 13502 slices that can be mapped
to just 20 slice types. This means that a very large number of slice types are to be
considered comparable, which is to be expected in this case. The determination
of slice set types yields just a single one, with 677 slice sets of that particular
type. It can be seen that all slices making up a single polling instance are part
of a single slice set, because 677 * 5 minutes is approximately the duration of the
trace. Finally, attempting to find periodicity gives the observation that all slice
sets of this single slice set type contribute to a single interval: 5 minutes.

These two traces indicate that our approach seems to be correct.

6.8 Periodicity in real world traces

In the past few years a number of research institutes have started to collect real
world SNMP traces from different networks from around the world at varying
network sizes. These traces have been analyzed for many different characteristics,
as is for instance described in [3]. Some of these SNMP traces have also been
analyzed for periodicity using our toolset.
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Property Trace 1 Trace 2 Trace 3 Trace 4
Messages processed | 71501 15099 361000 1121000
Unhandled messages | 544 0 0 0
Slices 8084 total 7504 total 20940 total 573405 total

5321 get-next | 192 get-next 5157 get-next | 6 get-next
2636 get 4527 get 1783 get 573395 get
127 set 2785 get-bulk 4 trap
Slice Types 5503 total 157 total 1277 total 136 total
3726 get-next | 4 get-next 57 get-next 4 get-next
1650 get 95 get 1220 get 129 get
127 set 58 get-bulk 3 trap
Slice sets 39 737 4734 4239
Slice set types 29 16 43 8
Periodic slice sets 0 147 72 4229
Aperiodic slice sets 39 0 4662 0
Ambigious slice sets | 0 590 0 10

TABLE 6.2: Periodicity in traces

Table 6.2 shows a summary of the analysis results of four of these traces. It should
be noted that traces 3 and 4 have only been partly analyzed, because the analysis
process takes a very large amount of time. For instance, in the case of trace 3,
only the first 361000 SNMP messages of the trace have been analyzed, which took
about 7 processing days on a dual Xeon processor computer with 4 GB of RAM.
In contrast, trace 1 required almost 2 days to be processed completely.

Following is a more in-depth description of the analysis result for each of these
four traces.

6.8.1 Trace 1

This trace is recorded on a national research network, which contains 24 hours of
recorded SNMP traffic. All SNMP messages in this trace were processed, since it
is a relatively small trace file.

There were 544 SNMP messages that could not be assigned to any slice. These are
all response messages. This could be the result of the fact that some requests have
not been recorded due to network characteristics and are therefore not included
in the trace file. Therefore, the respective response message cannot be assigned to
slices, because there is no existing slice with the respective request listed.

Also, another important aspect of the analysis result is the relatively large number
of slice types found with respect to the number of found slices. This suggests that
there is a large number of incomparable slices in this trace file.
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Finally, the table shows that no slice sets have been marked as periodic, so no
intervals have been found. All slice sets are found to be aperiodic, because only
one slice set type describes three slice sets, which do not have an identifiable in-
terval. All other slice set types describe only two or just one slice set, for which
automatically aperiodicity is concluded. A different report [10] on this particular
trace confirms this finding. Also, an explanation from the network manager sug-
gests that configuration took place at the time of the trace recording, resulting in
manually generated (i.e., aperiodic) polling instances.

6.8.2 Trace 2

The second trace is recorded at a server-hosting provider, which contains 4 hours
of recorded SNMP traffic. In contrast to the first trace, this trace has a small
number of slice types found with respect to the number of slices. This suggests
that there is a large number of slices in this trace file that are of the same slice

type.

The table also shows that 16 slice set types were found, while in reality there
may have been fewer. This, because manual inspection of this trace file suggests
that there are very large gaps between some slices initiated from one particular IP
address, which may in reality still be part of the same polling instance. In some
cases, this gap is larger than 60 seconds. Besides load spreading by an intelligent
manager application, this phenomenon could also be the result of the possibility
that some traffic, involving certain polling instances, has never been seen by the
trace file recording unit, due to network characteristics.

Another important observation regarding this trace file, is that information about
the involved network elements suggests that the primary manager of that network
operated on a system with three different IP addresses. The number of slices per
initiator that were detected in this trace confirms this. It should be added that
even after considering the three initiators to be the same, there would still be
very large gaps between some slices that may in reality belong to a single polling
instance.

Finally, our script execution shows that one slice set type, involving 49 slice sets,
initiated by one particular IP address, are all considered to be periodic. An interval
of 300 seconds was detected and no slice sets of this slice set type were considered
aperiodic. The remaining slice set types were initiated by either of the other two
initiators (i.e., IP addresses). The respective slice sets involve those that should
actually be considered part of just one slice set type, as a result of the described
anomaly involving the single manager with three IP addresses. But, because the
cause of this phenomenon remains unknown, some slice sets of these slice set types
have been marked as ambiguous, instead of either periodic or aperiodic. In total
92% of all slices are assigned to slices sets that are marked periodic and 8% are
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marked ambiguous. If the cause of this phenomenon can be determined, then it
may be that all slices can be considered part of slice sets that are marked periodic.

6.8.3 Trace 3

The third trace was recorded on a university network, which contains 6.5 days
of recorded SNMP traffic. Only the SNMP messages that occurred at the first
recording hour of this trace have been analyzed, due to large processing time for
this trace.

Besides the trivial observations regarding the different relations between slices and
slice types, this trace shows 4 different intervals that can be found in the periodic
slice sets. 12 Slice sets show an interval of 900 seconds, 20 show 180 seconds, 34
show 300 seconds and 6 show an interval of about 55 seconds.

Also, although by far the greatest portion of all slices is assigned to slice sets
that are periodic, there is still a large number of slice sets that are considered
to be aperiodic. In the case of this trace, there is one particular reason for this.
Many slices that are of a particular slice type occur in some polling instances
more than once. Some incorrectly set parameters used in the analysis process
may have therefore affected the results, which incorrectly suggests a high number
of aperiodic slice sets. This, because no interval can be determined for these
irregularly occurring slice sets. It is expected that different parameter values
would show a more realistic result. This shows the significant influence analysis
parameters can have in this process.

6.8.4 Trace 4

The fourth trace was recorded on a German governmental network, which contains
24 days of recorded SNMP traffic. Only the SNMP messages occurring in the first
day of the trace have been analyzed.

The results show a small number of slice types found with respect to the number
of slices. This suggests that there is a very large number of slices in this trace file
that are of the same slice type.

Another analysis result is that the largest slice set type, involving 4229 slice sets,
are all periodic. All of these slice sets contribute to a single interval of 20 seconds.
The remaining 10 slice sets were initiated by different network element, forming
slice set types which each encompass 3 slice sets or less. No periodicity could be
found in any of these slice sets, resulting in 10 aperiodic slice sets.
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6.8.5 Discussion

The analysis of the first two traces show the most interesting of all of our analysis
results. Our results in general indicate that our approach seems to be a proper one,
except that there are still some irregularities in real world traces that our approach
does not account for. This is clearly indicated by the results of the second trace
and also to some extent of trace 4. Manual inspection of these traces suggest
that the slice sets marked as ambiguous seem to be part of polling instances with
a periodic character. The fact that these are actually marked as ambiguous is
the result of the fact that the relevant slice sets do not appear to occur regularly
enough within these polling instances to be considered part of them.

6.9 Conclusions and Future Work

SNMP traces contain messages that contribute to either periodic or aperiodic be-
havior. Being able to separate these two kinds of traffic allows for specific research
on either of the two. This could, for instance, assist network operators in analyzing
network characteristics. However, until now no known approach is available that
can perform a complete separation on a message level for SNMP.

Which approaches to separate periodic from aperiodic SNMP traffic
are possible?

As explained in section II, three approaches can be considered to separate periodic
from aperiodic SNMP traffic. Approaches include using Fourier analysis, or re-
verse engineering of known SNMP agent and manager implementation. The first
one does not work, because it is not possible to determine exactly which SNMP
messages in a trace are responsible for specific intervals. The second approach has
as disadvantage the necessity to reverse engineer a large number of applications
in order to obtain the characteristics of them. Even if those characteristics are
known, it would still be cumbersome to distill the patterns from actual traces and
determine periodicity. What remains is a possible third approach, which could
be seen as a generic approach involving finding various kinds of relations between
SNMP (sets of ) messages in traces, based on protocol characteristics. Determining
actual (a)periodicity is done by detecting intervals between these relations.

Which SNMP properties characterize a working solution?

Our approach first attempts to find a large number of related SNMP messages,
including slices, in accordance with the definitions stated in [11]. We go on with
looking for even larger sets of messages, such as slice sets that are of a specific
slice set type, which will form a basis for determining periodicity.
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How can periodicity be determined?

Periodicity is determined by recognizing specific intervals between the slice sets
that are of the same slice set type. This process is described is section 5 and
involves taking the time between the occurrence of the chronologically first slice
set and the chronologically second slice set that are of the same slice set type.
Based on the time between these two, a third slice set is looked for. An interval
is discovered if and only if a substantial number of slice sets can be found to be
contributing to a single interval this way. If it fails, the process will be repeated
and starts considering the first and third slice set. This continues until all possible
intervals have been identified between slice sets that are of the same slice set type.
Although not described in this paper, it may however also be possible to apply
Fourier analysis on slice sets of a slice set type in order to identify these intervals.

What periodicity can be found in lab and real world traces?

The implementation of the algorithm into a toolset of scripts and the application
of the scripts on SNMP traces, as described in section 6, show that the artificial
and lab traces were successfully analyzed. Moreover, the real world trace analyzes
show that almost all periodic SNMP traffic could be separated completely and
without any uncertainty from the aperiodic SNMP traffic. However, a small per-
centage of the SNMP traffic is considered ambiguous and therefore no complete
separation of the two types of SNMP traffic could yet be attained for every avail-
able SNMP trace.

Even though the determination of periodicity within SNMP traffic is possible, it
still deserves more research. First of all, more research is needed on the specifics of
SNMP traffic that is marked ’ambiguous’. Results of such research could be used
to improve the algorithm and the related toolset in order to achieve separation
of periodic and aperiodic SNMP traffic in all cases. At the moment we would
consider incorporating knowledge of the current SNMP implementations (using
limited reverse engineering) as a possible solution. Still, the mentioned ’ambigu-
ous’ traffic should be analyzed extensively, even after obtaining knowledge of the
current engine implementations, because it may still be difficult to state with a
high level of certainty that it is actually contributing to either periodic or aperiodic
traffic. Besides that, it would also be of much interest to understand more about
the exact causes and characteristics of aperiodic SNMP traffic.
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