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Problem Statement

Background

Field Programmable Gate Arrays (FPGAs) provide an efficient platform for cryptographic
hardware implementations with many advantages. However, any safety-critical circuit im-
plemented on an FPGA must be protected against Fault Injection Attacks (FIAs) [1]. Here,
the attacker disturbs during the operation the cryptographic component in such a way at
defined times that conclusions about the key can be drawn by the extent and type of the
fault (for example, by Differential Fault Analysis (DFA) [2]). The threat potential of these fault
injection attacks is enormous, which is due to the fact that, depending on the cryptographic
procedure, a single fault case can completely compromise security [3]. In FPGA-based fault
injection attacks, we differentiate between general fault injection attacks that are barely dif-
ferent from those on ASIC circuits and FPGA- specific error injection attacks. FPGA-specific
error injection attacks target the configuration bits of the FPGA. If the interpretation of the
individual configuration bits is known, the circuit can be manipulated selectively by changing
the configuration. Therefore, faults can be inserted anywhere in a cryptographic operation.
In the simplest case, these manipulations can be made directly in the configuration memory
if the configuration is unprotected.



PROBLEM STATEMENT

Problem Statement

In this Bachelor thesis, fault injection attacks on FPGA-based cryptographic implementations
and appropriate countermeasures should be investigated. Known fault injection attacks, e.g.
[4] [5] [6] should be considered and corresponding countermeasures should be developed.
Possible countermeasures could be redundancy, CRC codes, or self-checking Lookup tables
(LUTs) [5]. The developed countermeasures should be analyzed and implemented on an
FPGA. The protection against to above mentioned attacks should be demonstrated. The
following issues should be solved:

Get familiar with the FPGA design flow and architecture.

Setting up the fault injection attack for AES-based cryptographic implementations (see
Master thesis Yuan Ji [5]).

Literature research about countermeasures for the above mentioned attack.
Developing countermeasures.

Implement and test countermeasures.

Evaluate the protection by the developed countermeasures.

Writing the thesis.
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Chapter 1

Introduction

FPGAs operate in a broad range of applications. An FPGA can solve any computable prob-
lem. In fact, an FPGA is very similar to an Application Specific Integrated Circuit (ASIC).
One of the applications where FPGAs are used is in cryptographic solutions. Encryption
algorithms are designed to make messages unreadable for those who don’t have the se-
cret key to decrypt the messages. Although the encryption algorithms may be unbreakable,
several researchers [2] [4] [5] proved to crack the hardware implementations of these algo-
rithms. FPGAs are amongst these hardware implementations as well. This indicates that
there is a need for security on cryptographic devices.

The objective of this research is to investigate countermeasures for an attack on the bit-
file of an FPGA which aims to extract the key of a cryptographic implementation. To be
more specific, this research intents to counter the successful attack performed by Yuan Ji
in his master’s thesis [5]. Several types of attacks are discussed and a working solution is
proposed.

This thesis is organized as follows. The attacks and how they work are discussed in Chap-
ters 2 and 3. Then some existing countermeasures are treated in Chapter 4. A new ap-
proach for a countermeasure is presented in Chapters 5, 6, and 7. Finally, in Chapter 8,
conclusions and recommendations are given.






Chapter 2

The Advanced Encryption Standard

The Advanced Encryption Standard (AES) [7], successor of the Data Encryption Standard
(DES), is a symmetric key cipher. Which means that it uses the same key for both encryption
and decryption. AES is a modified version of the Rijndael Cipher [8]. The modified Rijndael
Cipher was acknowledged as the encryption standard by the U.S. National Institute of Stan-
dards and Technology in 2001 after Vincent Rijmen and Joan Dael won the contest for the
new encryption standard back in January 1997. It is used in many applications worldwide
because of its high speed, low need of memory and high security. The difference between
AES and Rijndael is that AES only takes one size for the blocks of plaintext of 128 bits and
three sizes for the keys, 128, 192, and 256 bits while Rijndael supports both variable block
and key lengths. AES repeats a series of operations ten to fourteen times, depending on the
key length which is specified in Table 2.1

Key length (bits) | Number of rounds
128 10
192 12
256 14

Table 2.1: Different sizes for AES

Each of these iterations are called rounds and involve an operation with the (round)key.
This makes it impossible to reverse engineer the key from the ciphertext, even when the
plaintext is known. Each round consists of four operations called SubBytes, ShiftRows,
MixColumns, and AddRoundKey.



SubBytes

In this operation each byte is swapped with a byte from a predetermined table called the
S-Box. The S-Box can be found in Appendix A.

ShiftRows

In the ShiftRows operation the 128-bit block is placed in a matrix of eight by eight bytes.
Then each row is shifted 0, 1, 2, or 3 bytes. An example is illustrated in Figure 2.1

0 4 8 | 12 0 4 8 | 12
1 5 9 13 5| e 13 1
2 6 10 | 14 10 | 14 | 2 6
3 7 11 | 15 15 | 3 7 | 11

Figure 2.1: The ShiftRows operation.

MixColumns

The next operation is a bit more mathematically complicated. The importance in this step is
the diffusion in the columns. This means that information in one byte gets smeared out over
the rest of the column. The columns are transformed using a predetermined multiplication
matrix. The coefficients of the multiplication matrix are chosen such that the transformation
is fast and the diffusion is high. Instead of regular multiplication the matrices are multiplied
in GF(2%) [9], which treats the columns as 7th grade polynomials. Instead of additions, XOR
operations are used and overflows are corrected. The multiplication matrix is shown in Equa-
tion 2.1 below.

Yo Y4 Ys Y11 2 311 To T4 T T11
1 2 3 1
Y Ys Yo Y13 _ % r1 s X9 13 (2.1 )
Y2 Ys Y0 Y14 112 3 Ty Te Tio T4
Y3 Y7 Y11 Yis 3 1 1 2 T3 Tr T11 T15

AddRoundKey

Lastly, the key is added by an XOR operation so that the encryption process is irreversible
without the key. Each round uses a different subkey from the key, called the roundkey. The
roundkeys are calculated using the Rijndael Keyschedule [7].
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The Final Round

In the last or final round of the encryption algorithm the MixColumns step is left out. This
is because the algorithm is symmetric so the decryption is practically equivalent to the en-
cryption, only with the functions inversed. The general encryption and decryption structure
is illustrated in Figure 2.2

Plaintext Plaintext

Encryption | | Decryption
. T
AddRoundKey | i | AddRoundKey 5
A §o)
1 ' c.
) 4 : : 3.
. : : O
SubBytes ' InvSubBytes O
i f £
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: ShiftRows InvShiftRows i
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b5 J : ;
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s C"j 5 |
: MixColumns : 5
: - |
InvMixColumns :
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Figure 2.2: The general structure of AES.






Chapter 3

Fault Injection Attacks

Encryption algorithms are designed to encrypt in such a way that it is impossible to reverse
engineer the plaintext from the ciphertext. Furthermore, it is even impossible to reverse
engineer the secret key when both the plaintext and the ciphertext are known. But if the en-
cryption algorithm would malfunction, useful information about the key could be extracted.
When an attacker makes the encryption algorithm malfunction intentionally, the attack is
called a Fault Injection Attack (FIA). The goal of a FIA is to extract the secret key. This chap-
ter discusses several methods to use the ciphertext with an induced fault to fully recover the
key. Subsequently, an implementation of a FIA on an FPGA is discussed.

In this research, FIAs are subdivided in different types of attacks. Static transient fault injec-
tion, dynamic transient fault injection, static permanent fault injection and dynamic perma-
nent fault injection are evaluated in this research.

A transient fault is a fault which doesn’t induce permanent damage or modifications on the
algorithm. A permanent fault is, logically, a fault which permanently alters the algorithm. A
dynamically fault is a fault which is induced during runtime while a statically induced fault is
induced before the algorithm starts.

3.1 Differential Fault Analysis

In August 1997 Eli Biham and Adi Shamir published their attack on secret key encryption
algorithms after Boneh, DeMillo and Lipton’s publication about their attack on public key
encryption algorithms [3]. They called their method Differential Fault Analysis (DFA) [2]. DFA
exploits the fact that intentionally induced faults in encryption algorithms leak information
about the secret key. As it is practically impossible to induce faults in remote systems,
Biham and Shamir assumed that the encryption algorithm needs to be physically present to
perform the attack. Most cryptographic applications are made tamper-resistant. However,
the attacker can control several factors that can make the encryption malfunction. Boneh,
DeMillo, and Lipton and Biham, and Shamir both suggested to inject faults into smartcards
due to their simplicity. Smartcards are found in many applications such as identification
cards or access cards. One of the experiments Biham and Shamir performed was on a
smartcard that used the DES, the predecessor of AES. They only assumed transient faults
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to occur, and that the fault in the encryption is random and caused by random hardware
errors or by the user itself. This can be done by changing the supply voltage, exposing the
circuit to electromagnetic radiation, changing the external clock frequency, tampering the
circuit with a precise light beam, etc. Biham and Shamir did not demonstrate this in physical
experiments but used the following fault model: the smartcard is assumed to have random
faults with a small probability of occurrence in each bit. With other words, the model lets
the attacker induce single bit error at a random location and time while the encryption is
running. When the attacker lets the smartcard encrypt an unknown plaintext twice, the two
ciphertexts won’t be equivalent if an error occurred in one of the two encryptions. Biham and
Shamir deduced a lot of useful information and accomplished to extract the secret key from
the DES algorithm by analyzing between 50 and 200 ciphertexts.

3.2 Differential Fault Analysis by Christophe Giraud

Christophe Giraud published an effective Fault Injection Attack (FIA) in 2005 called 'DFA
on AES’ [4], because he found out that Biham and Shamir’s attack doesn’t work on AES.
Giraud discusses two attacks based on two different fault models. The first fault model is
based on a single bit error which is induced at the beginning of the final round. The second
fault model is based on an induced fault which possibly changes a whole byte, but this fault
model is out of the scope of this research and therefore the second attack too.

To assist the description of this attack, Giraud’s notations will be used:
» The plaintext is denoted by M and the key by K.

+ The temporary cipher result after i encryption rounds is denoted by M‘ and the j*"
byte of M' by M.

The i"" roundkey is denoted by K’ and the ;" byte of K" by K.

« The correct ciphertext is denoted by C and the ;" byte of C by C;.

The faulty ciphertext is denoted by D and the j** byte of D by D;.

The intentionally induced bit error on the j** byte of M;i is denoted by e;.

The strategy of this attack is to extract A/? in order to deduce K'° from M® and C. The full
key can then be recovered by reversing the Rijndael Keyschedule algorithm [7] from K10,
The final round transforms M* to C and consist of the SubBytes operation, the ShiftRows
operation and finally and XOR-operation with K'°. See Chapter 2.

So the following equation can be defined for C.
C = ShiftRows(SubBytes(M?)) & K (8.1)
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Next, some more notations will be adapted:
+ The result of the SubBytes operation on the ;" byte of M;f is denoted by SubByte(M;')
« The result of the ShiftRows operation on the ;" byte ofM;f is denoted by ShiftRow(Mj)

From Equation 3.1, Cgp; i row(i) CaN be deduced as follows:
Coniftrow(s) = SubByte(M?) ® K& rypoui)» Vi € {0, 15} (3.2)

If a single bit error ¢; is induced on M7, D with a one byte error is obtained. The non-zero
byte in C @ D determines on which byte of M* the single bit error was induced after an
inverse ShiftRows operation on C© D. Then Dgy; ¢+ row(;) €an be defined as well:

Dshigtroui) = SubByte(M; @ €;) © K, rypowiy: Vi € {0, .., 15} (3.3)
Combining and reducing Equation 3.2 and 3.3 gives:
Cshiftrow(j) ® Dsniftrow(;) = SubByte(j)(M]) & SubByte(M @ e;) (3.4)

Now that j is determined, M]9 can be found. First, a set of possible values is found which
satisfy Equation 3.4 with a guessed position of the single bit error e; in M;?. When this is
done with another faulty ciphertext, the correct value of MJ‘? is expected to appear more
often. Giraud states that there is a 97% chance of determining a correct value of M]9 with
three faulty ciphertext where the single bit error ¢; is induced on the same byte. Hence, the
sixteen byte AES key can be fully recovered using less than 50 faulty ciphertexts.



3.3 Fault Injection Attack on a FPGA-based Cryptographic Im-
plementation

In March 2017 Maike Meier finished her research on Fault Injection Attacks on FPGA-based
Cryptographic Implementations [10] and presented a method on how to perform Giraud’s at-
tack, described in Section 3.2, on an FPGA-based implementation of AES. Later in Decem-
ber 2017, Yuan Ji successfully executed this attack in his master’s thesis [5]. The objective
is to inject a single bit error into the AES implementation on an FPGA. The error needs to be
injected before the last encryption round. The strategy is to modify the bitfile which is used
to program the FPGA.

10



The netlist reveals which part of the hardware
needs to modified in order to inject the error.
Since the SubBytes operation is the first opera-
tion in the last encryption round, the fault needs
to be injected into the input of the S-Box. It turns
out that an efficient way to implement AES on
an FPGA is to replicate the S-Box block sixteen
times, one for each byte in the (temporary) ci-
phertext in order to process the SubByte oper-
ation in parallel. Each of those sixteen S-Boxes
has ten input groups, one for each encryption
round. The error needs to be injected in the last
input in one of those S-Boxes. Since the state
of the input byte is determined by eight Lookup
tables (LUTs), the truth table of one of the LUTs
needs to be inverted to realize the fault injec-
tion. To realize Giraud-based FIA, three different
faulty ciphertext are needed to recover one byte
of the key, so three LUTs need to be inverted per
S-Box. This means that a minimal of forty-eight
LUTs need to be inverted to fully recover the key.
Figure 3.1 illustrates the location of the LUT to
be inverted. The next step is to identify this LUT
in the bitfile. The coordinates can easily be found
in the netlist, but the attacker is assumed not to
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Figure 3.1: The location of the LUT to be

flipped

have access to the netlist. The mapping of all LUTs in the bitfile is known and the method
on how to find them is described by Yuan Ji [5]. As mentioned before, it is assumed that the
attacker does not know the coordinates of the targeted LUT. Therefore, the attacker could
try to flip every LUT until the correct one is found but this is not a very feasible method since
programming an FPGA over then thousand times consumes a lot of time. The xc7z020 de-
vice from the Zyng-7000 family [11], which is used in this research, contains a Processor
Configuration Access Port (PCAP) which allows the user to modify part of the logic circuit
programmed on the FPGA while it is running. Ji managed to traverse over all LUTs in under
thirty minutes using this method. Later, Ji sped up the attack to twenty seconds by using
Partial Reconfiguration and proposed a method to perform the attack on an encrypted bitfile.
However, the latter is out of the scope of this research.
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Chapter 4

Countermeasures for Fault Injection
Attacks

In this chapter existing countermeasures for DFA are discussed. Countermeasures for gen-
eral FIAs are treated. Subsequently, specific countermeasures for FIAs on an FPGAs bitfile
are discussed.

4.1 General Countermeasures for FIAs

Several methods to inject faults in cryptographic devices require physical intrusions into the
system. The attacker can use a directed light flash, laser or electromagnetic waves on an
exposed circuit. An approach to defend the device against attacks like these can be to make
the circuit physically inaccessible. This requires the housing of the circuit to be tamper-proof.
For example through sensors that detect tampering with the housing. This method has been
applied by IBM on their cryptographic processors [12].

For attacking methods which avoid the physical protection mentioned above, such as tem-
pering with the supply voltage, the external clock, or the environmental temperature which
cause the device to malfunction, there are hardware-based adjustments to counter them.
One of those is to place the decryption process directly after the encryption. If the output
of the decryption matches the original plaintext, no fault has been induced. However, this
method has an overhead of over 100% on both space and time. A modification on this
method can avoid this overhead. Two encryption processes either run in parallel on two
pieces of hardware or in serial on the same piece of hardware. No fault is induced when
the two ciphertexts match. However, the latter method will not work if the induced fault is
permanent.

Another technique to protect the data itself against Fault Injection Attacks is by making use
of parity bits. But this will not work of there is an even number of induced faults. An elabo-
ration on parity bits in cryptographic implementations can be found in Fault Injection Attacks
on Cryptographic Devices. Theory, Practice and Countermeasures by Barenghi et al. on
page 3069 [1].

13



4.2 Countermeasures for attacks on the FPGAs bitfile

In order to prevent tampering with the bitfile, some FPGAs have some on-chip decryption
logic with dedicated memory to store the key. For example, Xilinx’s Vivado [13] has a func-
tion to generate an encrypted bitfile. The bitfile is decrypted when it is already on the FPGA.
One of the safest approaches is to use encryption in combination with authentication. Some
FPGA's feature a Hash Message Authentication Code (HMAC). This adds an authentication
code to the bitfile, based on the bitfile. When the combination of encryption and authenti-
cation is used, the HMAC is computed first and added to the bitfile, then the bitfile including
the HMAC is encrypted. This way, the FPGA can detect if the bitfile has been modified.
The HMAC can be modified as well so that the bitfile will pass the check but if the HMAC is
encrypted as well the HMAC will be very hard to reverse engineer.

14



Chapter 5

Built-In Self-Test as a
Countermeasure

5.1 Concept

The countermeasures discussed in Section 4.1 don’t counter the attack on the bitfile or don’t
provide enough protection against other types of FIAs. On the other hand, encryption and
authentication is only available on some FPGAs. Besides, the attack on the bitfile executed
by Ji [5] showed to be effective against encrypted bitfiles as well.

This research proposes a countermeasure which protects cryptographic implementations
against not only the type of attack described in Section 3.3 but several other attacks as
well. This approach implements a Built-In Self-Test (BIST) on the encryption algorithm. The
strategy is to encrypt a hardcoded plaintext with a hardcoded key and compare the output
with a hardcoded pre-calculated output to legitimate the encryption algorithm. This check is
prior to the encryption of the actual plaintext. The figure below illustrates this BIST.

Encryption with a BIST

o
Match Encrypt

Figure 5.1: This diagram illustrates the Built-In Self-Test.

Constant 3
Constant 2
Constant 1 ﬁ

Encrypt

Input——

Compare >——» Output

Plaintext—
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Even though the fact that the goal of this countermeasure is to protect FPGAs against
FlAs on the bitfile, the BIST can be implemented on other cryptographic devices as well.
Since the BIST proves to be successfully implementable on an FPGA, it can be implemented
on an ASIC too. In some aspects, ASICs might be more vulnerable for certain types of FIAs
than FPGAs. Other types of attacks and for which the BIST is effective is discussed in the
next section.

5.2 Security Level

The FIA discussed in section 3.3 is an example of a static permanent fault injection because
the fault is injected before the FPGA is programmed and will occur at every encryption. The
automated process of the FIA by Ji where the fault in the bitfile is induced during runtime
through the PCAP is an exmaple of a dynamic permanent fault injection.

The BIST is not persistent against faults which are induced during the encryption of the
plaintext. However, if the induced fault is permanent the attack will fail the second time.
These attacks are a subset of the dynamically induced faults. The BIST will counter every
other type of FIA, assumed that the attacker does not have any knowledge of the presence
of the BIST. To verify if the BIST is working, the static FIA by Ji is executed. Since the BIST
is implemented in a way that it will be active at every encryption, it can be assumed to be
proved that the BIST will counter both of Ji’s FIAs on the bitfile. An overview of attacks which
the BIST can counter is shown in Table 5.1.

Type of Attack Effective

Bitfile fault injection Yes

Transient fault injection before encryption Yes

Transient fault injection during encryption No

Permanent fault injection before encryption | Yes

Permanent fault injection during encryption | At the second encryption

Table 5.1: Types of attacks which a Built-In Self-Test can counter. Since the behaviour of the
BIST is very predictable, it is assumed that the BIST can counter these attacks.

16



5.3 Encryption and Authentication of the bitfile as a Counter-
measure

Although Ji’'s attack is successful even on an encrypted bitfile, the attack on an encrypted
bitfile with a HMAC is still not possible. One could say that an authenticated encryption
scheme might be sufficient. But P. Swierczynski et al. struggled with the same matter in
their work Bitstream Fault Injections (BiFi)Automated Fault Attacks Against SRAM-Based
FPGAs [14]. They found out that according to the annual reports only around fifty percent
of the FPGAs that are sold from both Xilinx and Altera have bitstream authentication. So
a large scale of FPGAs that are currently in use are not protected against attacks on the
bitfile.

Since FPGAs can simply be programmed with the BIST, it can protect a larger scale of
FPGAs. It is also worth noting that, as discussed, the BIST counters several other FIAs as
well and that the BIST can be implemented on, for example, ASICs too.

5.4 Overhead

The simplicity and high speed is what makes AES powerful. But since the BIST runs the
encryption twice there is some overhead in circuitry and a overhead in time of at least 100%.
There are several ways to reduce the timing overhead. Instead of running the BIST at every
encryption, the BIST could be used on intervals or even only once. Or when the BIST is
used every ten times, the atacker will not be able to extract more than ten faulty ciphertexts
and perform a Giraud-based attack. The latter will reduce the timing overhead from over
100% to around 10%. A trade-off should be made between what type of attacks the BIST
will counter and the timing overhead when implementing the BIST. To optimize this, different
techniques can be applied to reduce the overhead, such as doubling the clock frequency of
the encryption implementation to reduce timing overhead.
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Chapter 6

Implementation of the Built-In
Self-Test

6.1 Implementation

The implementation of the BIST is in hardware. The output is connected to a multiplexer
which switches the output between the ciphertext and all zeros. The select line of the mul-
tiplexer is connected to a comparator which checks the ciphertext computed from the hard-
coded plaintext and key. This is illustrated in Figure 6.1. Since the implementation of the
BIST is fairly simple and doesn’t need any elements which an encryption algorithm doesn’t
have already, the BIST can be implemented on a lot of cryptographic devices.

 Constant 1 —° Encryption with a BIST
Plaintext —
i All zeros
| « Encryption © Output
E ConstantZ—U
Key
Constant 3 =

Figure 6.1: This figure illustrates the hardware schematic of the Built-In Self-Test. In this
figure timing is not been taken into account. This only serves as a supportive
figure.
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In this research, the hardware is implemented on an FPGA. The platform used in this
research is the ZedBoard. This board is equipped with an FPGA and a processing system.
Both the implementation of the encryption with the BIST and the attack are executed on the
ZedBoard.

6.2 ZedBoard

The Zedboard [11] is an educational development board. One if its features is its FPGA, the
xc7z020 device. This FPGA is equipped with 53,200 LUTs and 106,400 flip-flops. Another
feature on the ZedBoard is the on-board processing system. This can run programs writ-
ten in C++ but more importantly, it can communicate with the FPGA via various interfaces.
This makes it very feasible to develop the Fault Injection Attack on the FPGA for research
purposes.

6.3 Vivado HLS

The High Level Synthesis (HLS) tool Vivado HLS is a tool which creates digital hardware
with implements the behaviour which is programmed in the C++ language [15]. This lets de-
velopers design hardware in a more abstract level than the Hardware Description Language
(HDL). With Vivado HLS, behaviours can be design in C++. Then the HLS tool creates the
hardware which can be programmed on the ZedBoard.

20



6.4 Implementation of the Built-In Self-Test on the ZedBoard

In this research, the BIST is implemented on the FPGA of the ZedBoard. To clarify this,
the AES implementation in Ji’s research [5] was programmed in C++ [15]. The digital hard-
ware implementation was generated using HLS. This was implemented on the xc7z020
device [11], where the ARM processor could perform the attack on the FPGA. The BIST
is implemented using HLS as well. In the C++ code can be seen that the BIST function
handles the input. This function performs the validity check before it encrypts the actual
plaintext. The validity check is done by the following lines of code:

1 aes_core(&binput, &bkey, &aes_output);

2 if (aes_output == boutput){

3 aes_core(inptext, key, outtext);
4 Yelseq{

5 *outtext = zero_output;

6 }

This if-statement legitimates the AES before it encrypts the
plaintext. The variables binput, bkey, and boutput are the
constants for the BIST. The variables inptext, key, and outtext
are the input and output variables for the encryption. aes_core
is the actual encryption function.

When the constants are simply hardcoded directly in the C++ code the implementation will
not work. Vivado HLS aims to implement the code as efficient and optimized as possible.
Since the tool doesn’t anticipate FIAs on the bitfile, the BIST will be seen as redundant and
not be implemented at all. This is why the three constants need to be pulled out of the C++
code so that the HLS tool sees them as variables. The constants can then be inserted into
the block design. The block design can be found in Figure 6.2.

For obvious reasons, the validity check needs to run on the same AES block as the actual
encryption. The HLS tool tends to generate two separate hardware blocks if the same func-
tion is called twice. This can be prevented and other preferences for hardware generation
can be added using pragmas [16]. To ensure that only one hardware block is generated for
the encryption the following pragma is added:

1 pragma HLS allocation instances=aes_core limit=1 function

The complete code of the BIST function can be found in Appendix B.1 On hardware level
can be seen inside the AES block that a new block is created. This new block is the actual
encryption algorithm while the additional circuitry around the block forms the BIST. It is
irrelevant to provide a diagram of the insides of the AES block due to the extent of the circuit.

21



6.5 Overhead in the FPGA implementation

When no techniques are used to reduce the timing overhead, the BIST implementation lets
the encryption take at least twice as long. But the BIST also needs additional circuitry. The
FPGA needs LUTs and flip-flops to implement the BIST which gives overhead in hardware
as well. The estimated overhead of the BIST implementation on the ZedBoard can be seen
in Table 6.1.

AES | AES with BIST | Estimated Overhead
LUTs 4040 5112 27%
Flip Flops | 3035 4179 38%

Table 6.1: Estimated overhead of the BIST
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Chapter 7

Evaluation on Security

This research also looked at possibilities to crack the BIST with a modified attack. For this
hypothesis the attacker is assumed to have complete knowledge about the presence and
functioning of the BIST. When looked at the internal hardware of the BIST a multiplexer
switches the output between the ciphertext and all zeros. If the select line of the multiplexer
is intentionally flipped while a fault is injected, the output will be the faulty ciphertext and
the BIST will be cracked. Intuitively, one could expect that this select line is implemented as
a LUT. In this case, the attacker would probably just execute the attack three times. The
step attack would be to look for an all zeros output because that means that the BIST is
activated. The next step would be to look for the LUT which changes the output from all
zeros to a faulty ciphertext. At this point the attacker knows that the LUT which controls the
BIST has been hit and that it has been cracked. The last step would be the attack on AES
like the BIST is not there. Since all LUTs can be traversed in thirty minutes, the complete
attack would at most take only ninety minutes. However, it turns out that a CARRY4 handles
the select line and that the output of the CARRY4 goes to every output bit via an AND gate.
So the BIST cannot be cracked using the LUT flipping method.

If the bitfile were to be further reverse engineered to the point that LUTs can be modified
instead of flipped, the BIST can be cracked. As mentioned before, whether the output will
be the ciphertext or all zeros is determined by an AND gate for every output bit. These AND
gates can be disabled when the attacker is able to modify the truth tables of LUTs. The
output line of the CARRY4 which acts as the select line of the multiplexer needs to turn into
a’'don’t care’ line. This is illustrated in the next figure.

Bist Select Line | AES Output Bit | Output Bit Bist Select Line | AES Output Bit | Output Bit

0 0 0 0 0 0
AND Output Bit 0 1 0 !—> 0 1 1
1 0 0 1 0 0
1 1 1 1 1 [

BIST Select Line

AES Output Bit

Figure 7.1: The modification that needs to be made in the AND gate LUT before every
output bit in order to crack the BIST.
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Although this method seems feasible once the attacker figures out how to modify LUTs,
there are some major uncertainties. The way to disable the BIST at every bit which takes the
least amount of time is to try to find each AND gate one by one. Since finding one takes at
most thirty minutes, disabling the whole BIST can take up to sixty-four hours. However, the
attacker would only discover one of those AND gates if the output of the (faulty) ciphertext is
one. When the output of the ciphertext is zero, the attacker wouldn’t notice any difference in
the output bit and would miss the AND gate. The attacker would need multiple ciphertexts
to find all one hundred twenty-eight AND gates to crack the BIST. This would take an ex-
cessive amount of time.

Another method to crack the BIST would be to reverse engineer the bitfile so that the
CARRY4 will malfunction. The attacker would need to decipher the complete working of
the CARRY4 in the bitfile in order to force it to do the opposite of what it is supposed to do.
However, at this level of reverse engineering of the bitfile it might be practical to aim directly
at the key instead of a specific faulty ciphertext.

As discussed, there are several hypotheses to crack the BIST. However, the attacker would
probably require to know the functioning of the BIST to successfully execute an attack. Even
then, the attacker might have to traverse through massive search spaces.

Revision on the FIA by Yuan Ji

When looking back at the automated FIA by Ji, the attack could be more efficient. The attack
traverses over all LUTs and flips them one at a time to see if the right LUT, which induces
the correct fault, has been flipped. But since the content of a truth truth table can easily be
determined, the search space can be reduced significantly. The attack still needs to traverse
over all LUTs but only flips them when they match the truth table of the LUT that needs to
be flipped. This will probably save a significant amount of time.
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Chapter 8

Conclusions and Recommendations

The goal of this research was to investigate countermeasures for a Giraud-based Fault In-
jection Attack (FIA) on the bitfile of an FPGA. A Built-In Self-Test (BIST) was successfully
implemented on the Xilinx xc7z020 [11] and fully countered the FIA on the bitfile. As dis-
cussed in Section 5.2, it is highly plausible that the BIST is effective against other types of
FlAs as well.

This research also investigated possibilities to crack the BIST itself, assumed that the at-
tacker has complete knowledge about the presence and the functionality of the BIST. It
proved to be the case that it is not possible to extract a faulty ciphertext using a modified
version of Ji's LUT flipping method. Even when the attacker is able to partially modify a
LUT, the attacker needs to traverse through an excessive search space. When the attacker
chooses to abandon the LUT flipping method to crack the BIST, the bitfile needs to be re-
verse engineered on a deeper level in order to be successful.

For further research purposes, the following concepts could be considered:

+ Since the hardware is generated using High Level Synthesis (HLS), there is a lot of
inessential circuitry which can be optimized away if the BIST is to be designed directly
in Hardware Description Language (HDL).

* It might be beneficial to operate the encryption process, including the BIST, at double
the clock frequency with respect to the rest of the system in order to achieve optimal
security with minimal overhead.

+ In order to crack the BIST, the bitfile needs to be reverse engineered at the point that
the attacker can modify elements such as LUTs and CARRY4s. In preparation, the
feasibility needs to be investigated.
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Appendix A
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Appendix B

Implementation in Vivado

The C++ code of the BIST and the Block Design in Vivado [13] can be found on the next
pages. The BIST cannot be seen in the block design since it is implemented in the AES
block and as mentioned before it is irrelevant to illustrate the insides of the AES block due
to the extend of the circuit. However, the code of the BIST can be found in the Appendix
B.1. In both the source code and the block design can be seen that the constants are not
hardcoded. Instead constant blocks are connected to additional inputs of the AES block.
This is because the HLS would optimize the BIST away since Vivado HLS [13] does not
anticipate bitfile injection attacks. With other words, the BIST will not be implemented in the
hardware at all.

Along with the pragmas [16] to let the AES block communicate with the ARM7 processor, the
allocation pragma forces the synthesize tool to only generate one encryption block. If this
pragma was left out, HLS would generate two encryption blocks. One for the BIST and one
for the actual encryption. Obviously, the BIST would not work with two encryption blocks.
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B.1 Source code of the BIST

* Built—In Self-Test

= Author: Tonino Redonet, University of Twente
= Date: June 2018

« To use the BIST, activate the function below.
» Make sure to comment the correct section out
= in the function above this message.

void aes(ap_uint<128> sinptext, ap_uint<i28> =xkey,
ap_uint<128> =outtext, ap_uint<128> =«bist_input ,
ap-uint<128> sbist_key, ap_uint<128> «bist_output){

#pragma HLS INTERFACE s_axilite port=return bundle=aes_io
#pragma HLS INTERFACE s_axilite port=inptext bundle=aes_io
#pragma HLS INTERFACE s _axilite port=key bundle=aes_io
#pragma HLS INTERFACE s _axilite port=outtext bundle=aes_io
#pragma HLS INTERFACE ap_none port=bist_input bundle=bist_io
#pragma HLS INTERFACE ap_none port=bist_key bundle=bist_io
#pragma HLS INTERFACE ap_none port=bist_output bundle=bist_io
#pragma HLS PIPELINE

#pragma HLS allocation instances=aes_core limit=1 function

ap_uint<128> aes_output;

ap_uint<128> binput = =(bist_input);

ap_uint<128> bkey = «(bist_key);

ap_uint<i128> boutput = «(bist_output);

ap_uint<128> zero_output = ap_uint <64>(0x0000000000000000)
.concat(ap-uint <64>(0x0000000000000000));

aes_core(&binput, &bkey, &aes_output);
if (aes_output == boutput){
aes_core(inptext, key, outtext);
telse{
«outtext = zero_output;
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