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ABSTRACT

Handling data becomes one of the critical challenges and failure reasons of IoT implementation. Many research efforts go
to the integration with other technology in order to cope with data better. Augmented Reality (AR) is one of the most prom-
Ising integration. It has the ability of blending the digital world and the physical world thus is useful for improving interaction
with loT data. However, such integration is having a lack of design frameworks or guidelines for designers. Therefore, this
assignment conducts research on loT, AR and their integration and tries to propose a theoretical framework that aims to
improve this situation. The framework focuses on interaction design of such systems that integrates AR and loT (AR-loT). It
explains interaction aspects of AR-lIoT systems as well as associate with the technical aspects so that helps interaction
designers understand AR-IoT system and create intuitive and natural interaction. Two cases of design practice are used as

extra tools to explain and demonstrate this framework.
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RELEVANT CONCEPTS

Internet of Things (loT) is the network of physical devices, vehicles,
home appliances, and other items embedded with electronics, soft-

ware, sensors, actuators, and connectivity which enables these things

to connect, collect and exchange data.

Augmented reality (AR) is an interactive experience of a real-world
environment whereby the objects that reside in the real-world are
"augmented" by computer-generated perceptual information, some-
times across multiple sensory modalities, including visual, auditory,
haptic, somatosensory, and olfactory.

Human-computer interaction (HCI) researches the design and use
of computer technology, focused on the interfaces between people
(users) and computers. Researchers in the field of HCI both observe
the ways in which humans interact with computers and design tech-
nologies that let humans interact with computers in novel ways.

User Experience (UX) refers to a person's emotions and attitudes
about using a particular product, system or service. It includes the
practical, experiential, affective, meaningful and valuable aspects of
human—computer interaction and product ownership.

Ubiquitous computing (or "ubicomp"”) is a concept in software
engineering and computer science where computing is made to
appear anytime and everywhere. In contrast to desktop computing,
ubiquitous computing can occur using any device, in any location, and
iIn any format.

Wearable Technology are smart electronic devices (electronic
device with micro-controllers) that can be incorporated into clothing or
worn on the body as implants or accessories.

AR-loT systems are Internet of Things systems equiped with Aug-
mented Reality as user interface. The goal is to assist stakeholders
iInteracting with |oT data intuitively and naturally.
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CHAPTER 01
INTERNET OF THINGS

This chapter focusses on Interternet of Things (loT). It starts with an
overview introducing the technology in order to obtain a background
for this project. Since the topic is the integration of loT and Augment-
ed Reality (AR), this chapter then investigates the technical basics of
0T to reveal directions of integrating these two technology appropri-
ately. Moreover, a study on loT future trends and challenges can
make sure the integration is promising and expected by the research
communities and industries stakeholders. This chapter lays a founda-
tion for the following chapters which discuss the integration with AR
further (chapter 2) from a Human Computer Interaction perspective
(HCI) and the outcome framework (chapter 3) that is able to facilitate
the integration specializing interaction aspects.

1.1 Overview

The term “Internet of Things” is first claimed in the project of Auto-ID
Labs of the Massachusetts Institute of Technology (MIT) on
networked radio-frequency identification (RFID) infrastructures (At-
zori et al. 2010; Mattern and Floerkemeier 2010). After years of revo-
lution, It gradually goes beyonds the area of RFIT technologies and
has a wide expansion. Because of its rapid growth and broadness,
there are a large number of definitions for loT. International Telecom-
munication Union (ITU) now defines the Internet of Things as “a
global infrastructure for the Information Society, enabling advanced
services by interconnecting (physical and virtual) things based on,
existing and evolving, interoperable in- formation and communication
technologies™” (ITU 2012). It is defined as the Internet extended into



1.1.1 Values

Wortmann et al. mentioned in their paper Internet of Things: “At its
core, Innovation in the Internet of Things is characterized by the
combination of physical and digital components to create new prod-
ucts and enable novel business models. ” It is now able to extend
functions and capabilities of industrial-age physical products to the
digital world, with the contribution of increasingly efficient power
management, broadband communication, reliable memory and
advances in microprocessor technologies (Yoo et al. 2010). Figure 1
demonstrates that 0T solutions typically hardware and software to
create its value. Consequently, the critical capabilities of physical
products can be enhanced by the digital extensions with which can be
iInteracted at both a local level and a global level. For example, the
Nest Themostat (Figure. 5) provides loT services for traditional ther-
mostats and enhances their primary function of home climate control
by enabling it to save energy according to users activiFties. This
service can be accessed locally through the Nest Themostat embed-
ded touch screen but also through the smart phone app by users.Sim-
llarly, Philips Hue (Figure. 6) transforms traditional light bulb into an
entertaining lighting device by integrating lIoT technologies. Traditional
light bulb has the only function of lighting, while loT-based Philips Hue
not only allows users to have different lighting scenarios but has the
ability of adapting to different situations automatically without opera-
tion from users. Amazon Echo (Figure. 7) turns a bluetooth speaker
Into a smart assistant at home with loT and other advanced technolo-
gies like artificial intelligence and machine learning. A basic speaker is

only able to play sounds while Amazon Echo, embeded with loT
softwares and connected with the cloud, is able to provide useful
information, to reply emails and messages, to do groceries for users
online etc. information, to reply emails and messages, to do groceries
for users online etc.
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Figure 1. 4: Nest Thermostats (From Apple)






It is critical to clarify the add-on value of loT before making loT prod-
ucts. Keeping in mind what values can loT delivered is helpful for
companies to take advantage of the loT technologies and integrate
Into their current products properly. When the value of [oT can be well
revealed, It is able to turn the value of the product to real business
impact. The Mickiny Global Institute concludes 9 settings where loT
has been implemented and predicted to create significant business

impact in the near future.(Figure. 9)
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Figure 1.8: 9 loT settings have preditable business value by The
Mickiny Global Institute

1.1.2 Technology Stack

To implement |oT, It is important to understand it from a technological
perspective. Typically, an loT system has a multi-layer technologies
stack which combines a number of software and hardware compo-
nents. (Wortmann et al.2015) Figure 3 illustrates such an loT technol-
ogy stack which has three main layers, in terms of the thing or device
layer, the connectivity layer and the loT cloud layer:

-The device layer contains loT-specific hardware and embedded
software. On this layer, existing physical devices, which only have
core hardware but no internet empowerment, get integrated with loT
specific components such as additional sensors, actuators or proces-
sors that supports loT-specific functions. Apart from hardwares, the
physical devices also get embeded software. These software gets
modified or integrated to enhance functionality of the physical things.

-Connectivity layer commits to communication protocols that enable
communication with the cloud and other loT empowered physical
devices. Forexample MQTT support communicate between physical
devices and the cloud.

-The cloud layer contains a group of software, in terms of communica-
tion and management software, application platform, data analytics
and management software, process management software and loT
application software. Communication and management software is
responsible for communicating with, predicting and coordinating the






connected physical products.Tthe application platform is a fundamen-
tal application development and execution environment that helps
create loT applications. In the research area of computing, the term
“platform” itself is a relatively broad concept, which has, e.g., been
defined as “a group of technologies that are used as a base upon
which other applications, processes or technologies are developed”
(Janssen 2015). In the scope of Internet of Things, loT platforms are
essentially software products, which offer comprehensive sets of
application independent functionalities that can be utilized to build loT
applications (Wortmann et al.2015). In the loT industry, Individual loT
platforms may vary considerably because platform providers stress on
different aspects of the loT technology stack and correspondingly
create platforms that have diverse sets of functionalities. Therefore,
there is no standard configuration of an loT platform, but a diversity of
loT platforms exists, which handle specific demands and application
areas. Analytics and data management software are used to store,
process, and analyze the data generated by the connected things.
Process management softwares are components used to define,
execute and monitor processes across people, systems and things.
Last but not least, |IoT application software manages the interaction of
people, systems and things for a given purpose. Currently, integration
IS most applied on the cloud layer, especially the [oT application
domain, and expected to have more future improvement since AR has
a major implementation as user interfaces.
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-There are also software components that go through all layers. Some
of them can handle identity and security aspects by managing user
authentication and access and assuring security accross the different
layers. Some of them can address the integration with business
systems by collecting and processing data, for examole ERP or CRM.
The rest work on the integration with external information sources
(Porter and Heppelmann 2014).

In conclusion, a robust [oT system has a technology stack composed
of core hardwares and |loT specific hardwares, communication proto-
col, loT platforms and a variety of softwares.



1.2 Challenges and Future Directions

To achieve the above great value of 0T, there are challenges that
need to be resolved, mainly of two aspects which are business and
technology.[6] Accordingly, challenges stand for existing problems of
loT and reflect parts of the future directions of loT in addition to new
expectations and opportunities. Since challenges and future directions
are too broad, it is necessary to the get the whole picture before
identify a specific area for further investigation.

1.2.1 Challange

From a business perspective, companies have to consider opportuni-
ties, potential threats and business model adaptation at the strategic
level when integrate loT solutions with their existing products and
services. At the implementation level, companies need to take into
account loT technologies and services provider, technical details of
adding new digital services, talents and development teams, costum-
er services, marketing methods, new design principles etc.(Fleisch et
al. 2014; Porter and Heppelmann 2014). From a technological
perspective, developing loT products requires integration of hardware
and software as well as multiple technologies which sometimes even
out of the |loT scope, for example Artificial Intelligence and Machine
Learning. Therefore, loT adopters has to face some important chal-
lenges which relate to, e.g., device level energy supply, identification
and addressing, Internet scalability, security and personal privacy, as
well as standardization and harmonization (Atzori et al. 2010; Mattern
2013; Vermesan et al. 2014).
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For example,in report Unlocking the business value of |0T in opera-
tions from Capgemini Digital Transformation Institute, the research
found four challenges that stops companies move towards full scale
loT from pilot projects, in terms of security threats and privacy con-
cerns, lack of a solid business case, lack of structured data and ana-
lytics capabilities, absence of uniform standards and protocols poses
a serious challenge. In their survey, 62% of the organizations that are
struggling to scale up loT applications cited cybersecurity and data
privacy threats as a top concern (Figure. 10). They found that about
half of organizations are experiencing challenges with establishing a
clear business case (Figure. 10), making it difficult to secure funding
and leadership support.

Figure 3. Struggling Firms face business case and cybersecurity/privacy challenges

Share ¢f organizations facing challenges in loT implementation

62%

Cybersecurity and
data privacy concerns

49%

Lack of a clear
business case

Source: Capgemini Digital Fransformation institute, 10T in Operations survey, N = 316 compandes that are implementing loT in operations, October 2017.

Figure 1.10 Share of organizations facing challenges in loT implementation
by Capgemini Digital Transformation



1.2.2 Future Directions

As mentioned before, challenges also indicate future directions for loT
development. After trials and errors of loT implementations, there are
also more rational expectations. New opportunities arise as other
technologies are emerging and growing. All these challenges, expec-
tations and opportunities point out some directions in loT evolution.

Massive adoption of platforms

First, I0oT is going to see a massive adoption of platforms. According
to The Forrester Wave [11], 60% of decision makers from business
and infrastructure and operations already use or intend to implement
loT-enabled applications over the next two years. However, adoption
of lIoT is complicated because of regulation and standardization of
emerging technology and protocols. Before mass adoption, it is nec-
essary to address “fragmented sets of hardware, protocols, software,
applications, and analytics solutions.” Leading loT software platforms
by IBM, Amazon, Cisco, General Electric and other giants will develop
more and more multiplier solutions to help with mass adoption by
simplifying design, creation, integration and management of loT
iInfrastructure and enterprise data. These multifunctional solutions are
expected to well manage loT-enabled technology at large scale.
Intensive competitiveness between these companies gives rise to
continuous innovation and improvement. For example, edge devices
have edge computing ability by running trained machine learning
models developed by AWS IoT. IBM Watson IoT platform provides
robust cognitive capabilities for lIoT infrastructure. While Azure loT
Suite from launches new developer-friendly features for device man-
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Microsoft Azure IoT Suite

Figure 1.11 loT platform of Microsoft Azure loT Suite (From Microsoft)

agement. It is far simpler to integrate connected devices to current
enterprise infrastructure.

Second, loT will seek opportunities of value creation by excelling
data. It is obvious that data is an important product of loT-enabled
systems and services. It is the essential determinant for value
creation of loT. While In the report The Internet of Things: Mapping
The Value Beyond The Hype(2015), The McKinsey Global Institute
(MGI) points out that most |oT data collected among current use
cases are not used, and the data that are used are not fully exploited.
This is also one of the main challenges mentioned before. Generally,
to gain an understanding loT data, there are three steps: storing data,
analyzing data and acting on data [13]. They all have challenges and
make data excelling difficult to loT adopters.



For storing and analyzing data, data intelligence, data application and
monetization are expected to have new variation to tackle this prob-
lem. [14 [This year, IOTA, which is an open-source distributed ledger,
starts to create a data marketplace, where any connected device or
sensor could securely transfer valuable data. However, there is a
challenge of mining valuable data and prepare them from such trans-
fer. If the challenge of data mining and preparation is well addressed,
the marketplace can expect to provide cost-efficient and well-pre-
pared data to billions of loT-powered enterprises. This marketplace is
expected to get bigger and bigger in the upcoming years with more
and more loT giants joins the game like Cisco, Orange, Daimler,
Accenture, Deustche Telekom, EWE, Tine, PwC, Schneider Electric,
DNV GL, and others.[15] Tech giant Google also offers solutions for
managing connected devices and integrate with data and analytics
services by launching Google Cloud loT Core. It is a fully managed
cloud service designed to securely connect devices to the Google
Cloud Platform [16].

For acting on data, IBM researchers are doing rule engines which use
the insights discovered from IoT data through analytics, and apply
rules to produce accurate, repeatable decisions. Regardless of the
engine's implementation, they also emphasize rules encode condi-
tions that are used to trigger actions that autonomously make adjust-
ments to a system to work around issues, maximize performance, or
optimize costs.[13] Moreover, human judgment is required to make
loT data actionable in applications. This calls on focus to build visual-
izations and user interfaces that synthesize large amounts of data into

formats that can be easily understood by human decision makers
[15]. Formerly inconvenient features in terms of decision makers
identifying patterns and drawing insights from various data streams
become more accessible thanks to the new generation of data visual-
ization based on AR and VR technology. Both highly specialized
platforms like Virtualitics and grand masters like IBM stress on AR
and VR technology to provides immersive visualization with brand
new benefits for business and the whole industries.

Synergy with Al, ML and AR/VR

Technology always develops with facilitation of other technologies. loT
will become more beneficial to enterprises by integrating with machine
learning capabilities, artificial intelligence, augmented reality, block-
chain and other technology synergy. This assignment has a strong
correspondance with such trend by integrating loT and augented
reality.

For this trend, there are numerous projects which implement it practi-
cally to expand loT application capabilities. Previously mentioned
IOTA blockchain teams with major |oT players and plans to secure
Invisible micropayment transactions which will be handled between
smart devices autonomously.If a machine is applied with an IOTA
node, it will be transformed into an ‘economically independent
machine’ which has ability to transact with other machines and to
manage its own profit and loss statement aumatically. As a result, in
the near future, we can expect that a loT empowered machine will be
able to pay its assembly, its maintenance, its energy and also for its



liability insurance by giving data, computing power, storage or physi-
cal services to other machines.On the other hand, delivering an
usable and secure IOTA to the general public is challenging. IOTA
faces several security challenges in terms of protocol, implementa-
tion, operations and infrastructure that require proactive scrutiny and
solving.

Built on the integration of machine learning into loT infrastructure,
predictive maintenance wins the comment of most promising applica-
tions of loT in manufacturing and consumer markets. Thanks to
machine learning, both real-time and legacy data generate insights
and predictive models together able to predict machinery wear, exe-
cute automate maintenance, prevent malfunction and cut unneces-
sary cost. In order to succeed such preditive maintanence, there
challenges in front to be overcome. For example, Sebastian, et al.
listed the following challanges when they tried to predict the failure of

an air compressor in a complex system containing many components.

1. Deal with large amount of diagnostic data that has unusual proper-
ties, i.e. Inhomogeneous data distribution.

2. Extract a valid ground truth from three given datasets to find out
exactly when the compressor failures happened by searching for
iIndications for that type of failure and recognizing unnecessary work-
shop layovers (i.e. through premature indication of failure by the
diagnostic system).

3. Recognize errors, incompleteness and imprecision in the data and
derive methods to deal with them.
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4. Create meaningful features that emphasize the underlying effects
that indicate an upcoming failure.

5. Set up a labelling process for time-series data that enables classifi
ers to anticipate impending failures early enough to allow for correc-
tive reactions.

6. Define an evaluation procedure that maximises the outcome with
respect to given criteria in order to achieve optimal prediction.

3D data visualization space enables loT adopters to create an intui-
tive environment that helps data scientists understand and analyze
more data streams efficiently, observe data from multiple dimensions,
identify previously infeasible dependencies and manipulate data by
natural interaction. Moreover, team collaboration on decision making
IS also benefited because these tools allow virtually 3D data visualiza-
tion. For example, Virtualitics grabs $7M in funding to drive its VR
data visualization platform. Zappar AR platform cooperates with
Ervythng to explore the possibilities of adding value to both business
and consumers by designing interesting interaction for everyday
application of smart devices. PTC use AR to falicitate ThingWorx loT
plateform in the application of smart factory. ThingWorx is a great tool
for aggregating information from sensors and controllers and various
other pieces of hardware. With AR, it can also bring in data from other
digital resources, such as CAD and PLM and even ERP, and allowing
to create a digital twin of what’s happening out there in the physical
world. A digital equivalent enable people to understand how the
machinery being operated, to predict when it’s going to fail, to make
sure it’s operating most efficiently. Although being beneficial, loT data



visualization through AR and VR is also challenging. Similar to the appropriate interactions for different situations when interacting with
previous Al integration with 0T, AR also need to address the technical loT systems.
problems of data preparation. Creating intuitive and natural interaction

for users are full of challenges as well. For example, a great amount In conclusion, addressing the |oT data issues, like processing, analyz-
of data requires designers to pay extra attention to scalability and Ing, utilizing and interacting with data, are main objective of the inte-
dynamism of graphic representations which can be considered as two gration between loT and other technologies, but at the same time the
of the main challenges of big data visualization. [20] More interaction challenge itself for such integration.

possibilities are benenifial while sometimes also bring higher com-

plexity to deliver good user experiences. Designers need to assign
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Figure 1.12: loT integrate with Al. Image credits: Google Figure 1.13:loT integrate with AR/VR. Image Credits: Techcrunch.com
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1.3 Zoom into AR for loT

As introduced in previous sections, loT is becoming a broad area after
years of development and still sees a great number of challenges and
opportunities of getting its value delivered. It is not realistic to get this
assignment covers all aspects of loT. Therefore, the focus of this
assignment is placed on the integration of loT and AR. It aims to
make a contribution to such an Integration which would empower |0OT.

According to the research, in this chapter, It is accountable to think
that loT will get facilitation from the integration with AR. On one hand,
the Augmented Reality (AR) technology, discussed in chapter 2, is
typically implemented as human computer interfaces to realize an
Intuitive and natural interaction between human users and computing
systems. On the other hand, the top of the |oT technology stack lays
loT applications which essentially manage the interaction of people,
systems and things for a given purpose. These loT applications show
the technological possibilities of an AR-IoT integration by using AR as
Interfaces for loT systems. More over, It has been discussed that data
use challenge of loT seeks solutions to make loT data more action-
able for human decision maker with more efficient and effective user
Interfaces.Last but not least, research and implementation indicates
that loT sees future trends in synergy with AR and VR for 3D visual-
ization and spatial interaction.

To realize such an AR-loT integration, It is required to have further
research on AR and the integration which will be presented in the next
chapter.

Conclusion

As the essence of this assignment, loT gets a general introduction in
this chapter. By forming a technology stack of hardware and software,
loT enables the link from the physical world to the Internet and
creates value in different business setting. Today, loT still faces many
challenges before it gets matured. At the same time, the are emerging
opportunities to bring loT to a new level by conquering the challenges
and collaborating with other technologies. Augmented Reality, as
another trending technology, is expected to have a win-win integration
with loT. This combination will require more research effort and practi-
cal implementation.
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CHAPTER 02
AR DESIGN FOR IOT
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Chapter 2 is mainly about the integration of AR and loT from a inter-
action design perspective. In order to find out how to apply AR in loT
products, it zooms in the interaction design of IoT systems and has a
general study on AR and a specific focu on wearable AR which is
more advanced and has more future potential. The interaction capa-
bilities will be discussed so that the we can envision what potential
Interaction benefits for having AR interfaces in IoT systems. Next, this
chapter researches how to implement AR interaction design for loT.
This will clarrify what researches about AR-loT integration have been
done and provide fundamentals to step further in the interaction
design field of such integration.

2.1 loT Interaction Design

Given the study on loT in chapter one and AR in this chapter, this
section will zoom into the interaction design of loT, mainly about its
Interaction design and the possibilities of integrating AR into its inter-
action. Apart from designing information architecture, physical device,
security and protocol, amongst others, there are many human-centred
iIssues of loT needs to get attentions. This belongs to the interaction
design of lIoT systems, including how to present the data collected
from the real world in the most appropriate manner and make it mean-
iIngful to stakeholders. To handle this issue, it is appropriate to look at
it from the Human Computer Interaction perspective (HCI ). The
Internet of Things concept originates from a broad HCI research topic
. ubiquitous computing. In 1991, Mark Weiser, considered nowadays
the father of ubigquitous computing, envisioned that technology would
disappear to our sight and integrate into our daily routines [17].



Accorfing to Mark Weiser's classification, an ubiguitous computing
system has two fundamental characteristics: namely ubiquity and
transparency, see [Weiser , 1993]. Ubiquity refers to the scenarios
where the interaction with the system is available wherever the user
needs it. Transparency requires the system to be non-intrusive and
integrated into the everyday environment. In 2001, Maffioletti ana-
lyzed the requirements for an ubiquitous computing infrastructure and
presented the general idea of a middleware that provides the basic
functionality for modeling interactive environment applications is
presented.They define:

A ubiquitous computing system consists of a heterogeneous set of
computing devices, a set of supported tasks, and some infrastructure
on which the devices rely on in order to carry out their tasks.

When elaborate further, this ubiquity leads to a number of almost
iIdentical concepts, such as "pervasive computing " , "ambient intelli-
gence " and "the Internet of things ". In practice , the differences
between these terms are of rather an academic nature. They are all
technologies that can be turned into solutions with the goal of assist-
Ing people and a continuous optimisation and promotion of economic
and social processes by computing systems integrated into the envi-
ronment. In [Salber et al , 1999b] , based on Weiser's classification ,
Maffioletti identified two dimensions that provide a clear boundary for
ubiquitous computing systems and illustrate the relationship with
other emerging research areas such as mobile computing , augment-
ed reality and wearable computing , namely user mobility and inter
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face transparency . User mobility reflects the degree of freedom that
the user has to move about when interacting with the system . Inter-
face transparency applies to the system'’s interface and reflects the
conscious effort and attention that

the system requires of the user, either for operating it or for perceiving
its output. The spatial arrangement in the diagram 2.1 expresses that
ubiquitous computing tries to maximize the user mobility and the
iInterface transparency, while in contrast , desktop computing offers
no user mobility and mostly no transparency to the end user .
Matched with ubiquitous computing, Augmented reality and wearable
computing also aims to increase the two dimensions. It reasonable to
believe the integration of lIoT and AR is in accordance to the interac-
tion nature of both technology and possible to deliver new values . In
order to have this promising technology integration , it is necessary to
have a study on AR as well .

User mobility
A

intelligent

( wearable )

augmented

)

none

0 6

desktop adaptive

Interface
transparency

none some

Figure 2.1: User mobility and interface transparency dimensions that
characterize research streams relevant to ubiquitous computing,
according to [Maffioletti,2011]



2.2 Augmented Reality

In 1995, Milgram et al. [22] introduced a widely adopted Reality-Virtu-
ality continuum, which classifies AR in relation to traditional Virtual
Reality (VR )(Figure 2.2 ). The continuum ranges from a real world
without any modification to purely virtual world . Mixed Reality (MR ),
which involves AR and VR, is placed In between the complete reality
and virtuality. AR is specified closer to the real world, because it
blends digital layers to the real world presentation which remains as
the essence of this AR sett.

| Mixed Reality (MR) |

—
Real Augmented

Environment Reality (AR)

<_
Augmented Virtual
Virtuality (AV) Environment

Reality-Virtuality (RV) Continuum

Figure 2.2: Reality-virtuality continuum (Image taken from Milgram et al. [95]).
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2.2.1 Overview

The most accepted definition of AR is proposed by Azuma [23] , who
defined AR applications as 3D-registered interactive applications that
combines the real world and the virtual world and runs in real time.
Both Milgram et al. [22] and Azuma [23] explicitly claimed that AR can
be implemented with different display technologies. As a result , their
definitions and classifications are device oriented. According to proj-
ects about AR applications, they can be displayed through different
devices using very different technologies and platforms, such as a
Head-Mounted Display (HMD ) [24], a mobile phone [25] , or by using
a projector system [26]. Like any other technologies, AR takes time to
become how it looks like today. Date back to the early 1990s, the first
functional systems that offer Augmented Reality experiences to users
were invented. More precisely, it started with the Virtual Fixtures
system which is developed at the US Air Force's Armstrong Laborato-
ry in 1992 [27]. Even though firstly used for military purpose, it is now
expanded on everyday life and commercial scenarios, like entertain-
ment and game, businesses, knowledge sharing, education, team
collaboration, creative industry and so on. Moreover, it is also widely
Implemented with different devices like laptop, smartphone, tablet and
Headset. The most well-know cases would be Pokemo-go and Snap-
chat which are both smartphone AR applications with great popularity
among users and successful business performance. The success of
these applications is facilitated by leading technology companies like
Apple and Google, who both launched their software developer Kit
(SDK) for smartphone AR application and supportive smartphone



hardware. These developments make the creation of AR experience
much easier and thus encourages more developers and designers to
create further innovative AR applications. The introduction of AR Kit
(SDK by Apple) and AR Core (SDK by Google) confirms the consum-
erism of Augmented Reality which has long only been in the eyes of
tech companies and startups.

Apart from smart phone, Augmented Reality are expected to have
potential in the market segment of Headset, which is also known as
Wearable AR. There are also competitive players trying to push Aug-
mented Reality Headset further and win the future market of wearable
Augmented Reality devices, like Microsoft and its mixed reality prod-
uct line, Magic Leap who has high expectations from investors just
launched its first hardware 2018 and Meta AR who already has its
second generation of AR headset. Compared with AR experiences of
smarphone or other hand-hold devices, the most outstanding advan-
tage of wearable AR is its most impressive and hands-free experience
provided by realistic and engaging projections of digital holograms
and spacial sounds which mimic the sound happens in real world
positions.
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Figure 2.3: Apple and Google push the evolution of Augmented

Reality Technology further in the consumer market



2.2.2 Wearable AR

Since Wearable AR stands for the most advanced and natural AR
experiences, It will be the main focus of discussion of this assignment,
especially smart glasses. Before we zoom into smart glasses, It is
helpful to know what is the difference between different types of AR.
Although there is a various of classification, this section takes a
device-oriented perspective which classifies AR into 4 categories.
They are Head up displays (HUD), Holographic displays, Smart glass-
es, Handheld AR.

Handheld AR

Although handheld AR uses video-see-through technology, it should
be specially mentioned. In handheld or mobile AR, all you need is a
smartphone to have access to a online host of AR experiences. The
technology becomes truly pervasive when handheld AR rises up. After
laugnching augmented reality developer toolkits like ARKit, ARCore,
MRKit, sophisticated computer vision algorithms are available for
anyone to use.

Holographic displays

Holographic displays generate three dimensional forms of objects in
real space through light diffraction. Holographic displays allow users
to be free from any gear to view holographics which is one of their
greatest advantages. These type of displays have always been in the
realm of science fiction like the Star wars series, Minority report and
the Iron man series in the recent times. They have recently started
real implementation with products like Looking Glass and Holovect.
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-Heads up displays

Heads up displays originated from mission critical applications like
flight controllers and weapons system dashboards. Essentail informa-
tion is projected on transparent screens mounted in front of the pilot.
With heads up displays, pilots are able to look forward outside rather
than looking down inside the cockpit. HUDs tried to address the
problem of shifting focus by using a type of collimating projector. The
pilot’s eyes do not need to refocus to view outside the cockpit
because the information projected is collimated (parallel light rays)
focused on infinity. A regular HUD contains three major components:
a projector unit, a viewing glass (combiner) and a computer (symbol
generator). HUDs help increase situational awareness by reducing
the shift of focus for pilots. Heads up displays have been increasingly
finding ways into new automobile designs.

-Smairt glasses

As the technology transitioned from critical applications in defense
and aviation to commercially available products, smart glasses have
become one of the more popular types of augmented reality devices.
Like their name suggests, these are glasses that augment your vision.
Smart glasses are of two types:

-Optical see through
In Optical see through glasses, the user views reality directly through
optical elements such as holographic wave guides and other systems



that enable graphical overlay on the real world. Microsoft’s Hololens,
Magic Leap One and the Google Glass are recent examples of optical
see through smart glasses.

-Video see through

With these type of smart glasses, the user views reality that is first
captured by one or two cameras mounted on the display. These
camera views are then combined with computer generated imagery
for the user to see. The HTC Vive VR headset has an inbuilt camera
which is often used for creating AR experiences on the device.

camera

Optical see through displays Video see through displays

Figure 2.4: Two types of AR smart glasses. Image
credits: UX Collective
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Smart glasses is also known as Wearable AR which is a hybrid
research area of Augmented Reality and Wearable Computing. In the
paper of Augmented Reality Through Wearable Computing, Starner,
et al. Referred a wearable computer as a networked, multimedia
computer that can be worn as clothing or is built into the user’s
clothes [29]. As a result, wearable computers have a closer associa-
tion with users by synchronizing what users see, hear and sense and
modeling the users to predict their next actions or states. This enables
such wearable computers to create location and context specific AR
experiences, using head-up displays and earphones to overlay graph-
ics, text and sound in the physical world.

Wearable AR technology is the basis for the most advanced and
immersive mixed reality experiences. Going beyond the “AR under
glass” aspects of smartphone-based solutions, wearable AR rigs open
up the possibility of deeply engaging projections, virtual holograms
that can fill the field of vision more or less completely. Wearable AR
headsets have some advantages over smartphone AR: better immer-
sion thanks to dedicated visual projectors and the possibility of better
iIntegrated audio are the most salient. However, they do have the
disadvantage of require dedicated hardware, which is currently bulky,
somewhat expensive and far from fashionable.



2.2.3 Interaction Capabilities of Early Wearable AR

Starner, et al. [29] 1997 further featured 3 specific capabilities of
wearable AR which later inspires the interaction design of the modern
AR headset like Google Glass, Microsoft Hololens, Magic Leap, Meta.
First one can be described as the extension of traditional computers’
capability. Wearable AR is able to augment memory of the users by
using a virtual Remeberance Agent (Rhodes and Starner, 1996) who
stores user-relevant data and assisting users to perform certain tasks

with these data. For example, when the user is writing a paper, the RA

will suggest relevant references. When a user is reading an email and
scheduling a meeting, the RA will suggest relevant constraints. More
than providing timely information, RA can also help with personal
organization when playing the assistant. When the user wants to
contact a colleague, the RA will suggest the one have most contacts.
Apart from memory augment, the capability extension also includes
using finger tracking as pointing device. Having video cameras, wear-
able AR devices enable users to have a more intuitive input approach
of just using gesture. Even though, today’s AR headset uses will gaze
of user as a pointer, the gesture tracking remains as a main interac-
tion technique.

The second capability of wearable AR is to create a camera-based
realities. Starner, et al. [29] Shows three examples, in terms of physi-
cally-based hypertext, 3D graphical overlays and active tags as well
as inherent visuals. Physically-based hypertext adheres a text with
hyperlink on a physical world object for users to have related informa-
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tion. 3D graphical overlays and active tags could for example, show
an animated arrow pointing to a problematic component of a laser
cutting machine. Inherent visuals are able to place digital information
on the proper position for an object. These examples all stress on
closely relating the digital information with the physical objects and
the environment in order to make the visualization as situated as
possible. In other words, information that relates to the real world can
be displayed and explored directly in the spatial reference frame of
the real world environment. White and Feiner [31] later refer to this
type of visualization as situated visualization in 2009.

The third one is user sensing and modeling. In order to provide user
an unobtrusive AR experience, the headset must model its user’s
knowledge, actions, goals and even emotions. With sensors and user
models, the AR headset is able to adjust its behavior, according to the
user tracking result. For example, when a guest is giving a presenta-
tion, the AR headset understands that its user does not want to be
interrupted, then will handle the incoming phone calls and messages.



Remeberance Agent physically-based sensing users
hypertext physical state
finger tracking as pointer 3D graphical overlays
devices and active tags user model

Figure 2.5: Interaction capabilities of early wearable AR suggested
by Starner, et al. 1997

2.2 .4 Interaction Capabilities Expension
Two decades after, interaction capabilities of AR has been expanded

to a wider scope. According to a 2014 survey on AR by Billinghurst et.

al. [32], there are five types of human computer interactions that has
been integrated into AR.in terms of information browsers, 3D user
Interfaces, tangible user interfaces, natural user interfaces, multimod-
al user interfaces. This section will briefly review the AR implementa-
tion of each of these interaction styles.
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1) Information Browsing: Interfaces for showing AR infor-
mation on the real world

2) 3D Interaction: Using 3D interaction techniques to
manipulate content in space

3) Tangible Interaction: Using real objects to interact with
AR virtual content

4) Natural Interaction: Using natural body input such as
free hand gestures

5) Multimodal Interaction: Using combined speech and
gesture input

1) Information browsing considers AR as a window for directly
displaying digital information blended with the physical world environ-
ment. It gives users a main task of interacting with the display window
and filtering and browsing information. These digital information is
registered to the physical world references and has interaction situat-
ed in the real world. Tthis type of interaction is also known as situated
visualization. It is now one of the important interaction techniques for
current wearable AR systems.



3D interaction refers to interacting with AR contents directly in 3D
space. This interaction technique is adopted from traditional 3D user
interfaces, which provide direct interaction with 3D objects in virtual
environments [Bowman et al., 2004]. Bowman et al. summarizes
various types of 3D in- attractions into three categories: (1) naviga-
tion, (2) selection, and (3) manipulation which all have been imple-
mented in modern AR headset, like Microsoft Hololens. With Hellenes
mounted on a face, the users are able to move their bodies and
navigate through the AR world and use gesture with one hand or two
hands to select or manipulate the AR objects. (Figure 2.6)

Rotatae Onty

7 axis Constrant

Figure 2.7: Use two hands manipulation to rotate and
scale AR objects through Hololens

3) Tangible Interaction use physical objects as a medium for interact-
ing with computers [Ishii and Ullimer, 1997]. The concept is normally
referred to as Tangible User Interfaces (TUI). It has been one of the
main themes in modern human-computer interface technology
research. Kato et al. [2000] proposed the concept of Tangible AR
(TAR). In order to reduce the gap between the interaction methods for
virtual and physical objects. TAR uses tangible real world objects as

input interaction metaphor while using AR for visualizing virtual infor-
mation overlaid on the physical object. Figure 2.8 shows a typical
example of a Tangible AR interface from before that uses a physical
keyboard with a marker on it as a Tangible Ul while visualizing virtual
objects overlaid on it through an AR headset. In this case, the TAR
interface seamlessly merged together with the interaction space and
the display space. Billinghurst et al. [2005] defines the characteristics

Figure 2.6: Use “airtap” gesture to select a AR object through Hololens
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of Tangible AR interfaces as 1) each virtual object being registered to
a physical object, and 2) the user interacting with virtual objects by
manipulating physical objects. The basic goal of designing a Tangible
AR interface is to map physical objects (input) with virtual objects
(output) using an appropriate interaction metaphor. Similar to how
physical tools are designed, Lee et al. [2007] summerized that Tangi-
ble AR interfaces have two different design approaches, or a combi-
nation of both methods. One approach is space multiplexed interfaces
where each physical object is assigned to only one function, and the
other is time multiplexed interfaces where a physical object can be
dedicated to many functions and purposes depending on the situa-
tion. Because space multiplexed interfaces map each function to a
certain physical object, it is considered to be more intuitive for users.
Multiplexed interfaces require a learning process since it could have
different function for one objects.

4) Natural Interaction uses natural body as input such as body move-
ment or hand gestures. When adapted to AR, it is closely relevant to
the mentioned 3D interaction. With advances in computer vision
technology, AR headsets became capable of recognizing user’s body
motion and gesture in real time without requiring the user to wear any
extra sensors. For example, Hellenes allows users to rotate and scale
an AR object with the intuitive gesture that similar to pose of rotating
and scaling a real world object. (Figure 2.7). In the Hololens game
RoboRaid, users can move their body to dodge attacks from the AR
Robots, while use gesture to shoot back. (Figure 2.9)
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Figure 2.8: Vuforia demostrates displaying a virtual model on a carbord
marker throught an AR headset.

5) Multimodal interaction

In order to provide more intuitive interactivity in AR applications, there
have been efforts to combine different models of input and output.
Inspired by human-to-human communication in the real world, multi-
modal Interaction is proposed to have a more natural human comput-
er interaction. It generally makes use of multiple HCI technigues of
integrating multiple human modalities into the interaction. Chatty [38]
gives a summary of definitions for multimodal interaction, which is
defined systems that have multiple input devices (multi-sensory inter



IS because input modalities are complimentary, with speech being
good for quantitative input, while gesture is ideal for qualitative input
[Cohen et al., 1989]. Despite these early researches, MMI adoption is
also seen in the interaction design of commercial products like Meta
AR glasses, Magic Leap and Microsoft Hololens. For example, the
Hellenes have a multimodal input system which allows user to use
gaze, gesture and voice as input, while has an AR visual and spatial
audio feedback from users as system output. (Figure 2.9)

Figure 2.9: RoboRaid deploy body movement and hand gesture
to offer user a dodge and shooting game experience. Image Credits: Mircrosoft

action) or multiple interpretations of input issued through a single

_ _ _ _ o Figure 2.10: Hololens guides users to user voice commandes.
device and integrated in a meaningful way. Today, it is also adapted to Image Credits: Mircrosoft

the interaction design of the AR, especially AR headsets. Among

different combination of input modalities, speech and gesture recogni- In conclusion, wearable AR is becoming more and more mature after
tion combined is one of the most widely and actively researched integrating different interaction techgiches into its interface, making it
combinations. [39] Previous research has shown that multimodal more intuitive and natural for users. As mentioned in chapter one, AR
interfaces (MMI) that combine speech and gesture input can be an Is seeing a trend of merging with loT as application interfaces for loT
intuitive way to interact with 2D interfaces and 3D graphics on the systems. It is reasonable to explore how these five interaction capa-
desktop [Bolt, 1980, Hauptmann, 1989, Cohen et al., 1997].This bilities of wearable AR can faciliate the interaction design IoT sys-
Ismodalities are complimentary, with speech being good for quantita- tems.
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2.3 loT systems with AR interface

When elaborate from the previous mentioned dimensions chart of
Maffioletti, wearable computing and augmented reality come together
and forms wearable AR, while the other hand, IoT systems are typical
ubiquitous computing systems. One can see the accordance between
loT systems and wearable AR for they both have a relatively higher
Interface transparency and user mobility. Moreover, previous sections
show that the wide expansion of interaction capabilities of wearable
AR that provides a more natural and intuitive interaction. This could
dramatically enrich how users can interact with the data of loT prod-
ucts. It is reasonable to expect that the integration with these two
could have a festive impact.

2.3.1 Interaction Hierachy

In fact, there are researches that explore the integration possibilities
and influences. In 2016 llic and Fleisch proposed a product-service
iInteraction hierarchy that illustrates how AR can empower loT on
three levels. (Figure.2.11)

- Identification service: retrieving a digital identifier of a physical
object and thereby enabling monitoring and other higher level
services.

- Control services: connecting to a smart object to read or change the
state of the object.

- Lifecycle services: retrieving related services to an identified object
(e.g. ordering of spare parts). See Xu & llic (2014) for a comprehen-
sive overview.
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Figure 2.11: Product-Service Interaction Hierachy

2.3.2 Interface core elements

Apart from this hierarchy, they also proposed a taxonomy of AR
interface for its system and broke down the interface into three
elements: the interface to the physical world, the interface to the user,
and the Internet interface to the rest of the world.

PHYSICALWORLD

THE REST WORLD




The physical world interface uses physical object identification as the
access of digital services. These specific physical objects are further
classified as three types of objects: smart objects, tagged objects and
plain objects. Smart objects integrates a computing, communication,
sensing, and/or an actuating unit. The digital identifier is unique and
part of the product. Smart objects provides a digital communication
interface for interaction and control with the product. They also may
have a direct communication link to the Internet. The number of smart
Devices are estimated to exceed 25 billion units1 by 2020 and there-
by representing the smallest group of objects in this categorization.
Tagged objects refer to products which retain their original state and
functionality, but a tag is physically attached or integrated with the
object. The digital identifier is retrospectively added to the product
with the tag and can be read wirelessly or optically. Since the tag is
just co-located, there is no control interface for changing or reading
the state of the product, which the tag is attached to. The last type is
the plain objects which are not prepared in any way for the Internet of
Things. In comparison to the other two types, this will still be by far
the largest group of objects. Cisco estimates that currently 1.5 trillion
(99.4%) of all physical objects are yet to be connected.

The second core element of the AR interfaces is the connection to the
Internet. Its systems are generally not restricted to individual users,
but greatly benefit from a connection to the rest of the world. There
are four main possibilities when looking for a global scale. First, An
AR-lot system is able to discover and invocate remote services by
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using digital identifiers of objects and offering a metadata context.
Then the system can instantly access suitable services by third
parties on a global scale. Second, connecting with other users. There
are implementations that use social and collaborative aspect of AR,
such as remote support or virtual meetings. Third, leverage global
databases and collective intelligence. When combined with global
databases and repositories, AR-loT systems can collect, analyze, and
enrich Local information. Users are allowed to share their contents
through the network and thus help to build a better representation of
the physical world to the Internet. Forth, create global optimization
and prediction by fusing the data of multiple users, predictive algo-
rithms in a global scale can help optimize a system and surpass the
ability of any local optimization. For example, a smart heating system
of a building would make the adaptation differently if it collects and
analyzes data from multiple users and habits in a long time span
compared to the limited possibilities of local control.

The last core element is the interface to the user concentrates on the
user side of the Interaction. This layer of interface is expected to learn
the preference and context of users and provide personalized experi-
ences to users. In this layer, AR is an opportunity for enabling an
Impressive, personalized user for enabling an impressive, personal-
ized user experience. With today’s smartphones, AR applications are
already available for the massive maket. However, smartphones are
not specifically designed for AR interactions either able to provide
such natural experience. When smartphones are replaced by new



personal computing devices. (eg. Smart glasses). Not only form and
Interaction modalities that will be influenced, the scale of user mea-
sure will get elevated to a new level and bring more interaction possi-
bilities. The measurement is able to give valuable insights into the
user’s cognitive, emotional, and behavioral patterns, enable the
design of mind-changing and more natural applications in the loT.

For example, digital biomarkers — the digital counterpart of classical
biomarkers (Strimbu & Tavel, 2010) — represent a new class of physi-
ological and behavioral measures. They can be monitored with con-
sumer devices and serve as indicators for Physio-pathological, neuro-
logical, and behavioral conditions. Moreover, AR interface could also
bring decision-making behavior of users to a whole new level,
because they can not only interact with users in a subtle way, but also
potentially convince the users’ brain visually when experiencing digital
objects similar to physical ones. This is also known as what the psy-
chologists call presence (Figure 7). Presence was proposed by
Minsky (1980) over 30 years ago and gained great popularity in the
past few years since the rise of mainstream virtual reality and aug-
mented reality applications (Sheridan, 2016). In other words, an AR
world is perceived as real in head of users when perfect presence is
achieved.

The perfact presence experiences is also strongly relevant with what
ubiquitous computing researchers called situated interaction which
aims to enable computers to reason more deeply about their
surroundings, and engage in fluid interaction with humans in physical
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Figure 2.12: lllustration of the concept of
presence (Sheridan, 1992)

ly situated settings. In the book Ubiquitous User Modeling, Domini-
kus illustrate a architecture for situated interaction and the system’s
situation model for mobile computing.[Figure 2.13] In this architecture,
a situation of a certain system is mainly made of three parts which are
user-related factors, system/device-related factors and environ-
ment-determined factors. They can be catogerized and termed as
situational factors. User factors are relevant with a specific user, the
abilities, goals, personal traits, etc. Together, they can form user
models in a situation modeling stage. Environment factors, which lead
to context models, are independent to all users but have influences
on them. System/ device factors normally determine the resources
models together with user factors or affect contextual models with
environment factors. Interactions between these factors are modeled



as situated interaction which includes explicit user interaction with the
system, implicit user interaction with the system and indirect user
interaction with the context. This architecture is also further adapted
with user-adaptivity, context-awareness, resource- adaptivity and
neighbor and history awareness.[Figure 2.14] Finally, Dominikus
gives a preliminary definition of situated interaction:

Situated interaction denotes the explicit, implicit and indirect interac-
tion between a human and an intelligent environment (or systems and
their interaction devices), that take situation- awareness into account.

Situation-awareness denotes the combination of user-adaptivity,
resource-adaptivity, context-awareness, neighbor-awareness and
history-awareness.

Either the concept of presence or situated interaction implies that an
AR-loT system needs to provide users a natural and intuitive interac-
tion and get closer to how human interact with each other and physi-
cal objects in the real world setting. When people interact with each
other, they engage in a rich, highly coordinated, mixed-initiative
process, regulated through both verbal and non-verbal channels.
Hence, AR-loT systems should become a new generation of situated
systems that are capable of fluid interactions and collaborations with
people.
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Conclusion

loT is a representative type of ubiquitous computing systems. It
makes a strong relation with AR considering its ubiquity and user
mobility. On the other hand, AR develops a diverse interaction capa-
bilities from the day it emerged. Giving AR interfaces to loT systems
have potential value but requires appropriate design and development
effort to make natural and intuitive interaction. However, there is few
researches that can offer guidelines to design such an AR experience
for loT systems. It will be constructive and helpful to explore this
research area further. Therefore, next chapter will present and
discuss a framework based on the study and research of the first two
chapters.
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CHAPTER 03

DESIGN FRAMEWORK
FOR AR-IOT
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Last chapter has a study on the AR and the current research of
AR-loT integration as well as reveals a possible direction of building a
framework for its interaction design, so that help designers create a
more natural and intuitive interaction effectively for AR-IoT systems.
This chapter will propose such a framework based on desk research
and discussion. The desk research seeks for design principles of AR
and tries to envision the possibilities of applying the AR-loT systems.
Meanwhile, the research outcome of the last chapter will be brought
Into the study scope together in order to build the desired framework.
Finally, this chapter use two cases of design practice to demostrate
the framework in use.

3.1 Representitive AR design principles

Although the focus of the assignment is Wearable AR, it will be helpful
to start the research of design guideline from a typical AR perspective.
To have a more thorough result, the research also includes principles
and framework for designing the interaction of AR systems. There are
two representative papers directly discussing about the design princi-
ples for augmented reality (Dunser, et al. 2007, Kourouthanassis,
Boletsis and Lekakos 2013). To deliver a more reliable research
outcome, the principle-relevant parts of these two paper will be
reviewed briefly. In the paper of Dunser, et al. they investigated gener-
al HCI principles related to AR application design:

- Affordance
The concept of affordance [40, 41] suggests that there is an inherent
connection between a user interface and its functional and physical



properties. AR systems incorporate new ways of interacting with
digital media by overlaying meaning onto the real world. Accordingly,
designers use interaction metaphors derived from real world exam-
ples. The use of real world interaction metaphors may in fact facilitate
the designer to comply with this guideline as it provides a low learning
curve for the user.

- Reducing cognitive overhead

As mentioned before, user interface design strives to enable the user
to concentrate on the actual task and to reduce cognitive overhead
needed to interact with the application. For the example of VR sys-
tems with new Kinds of interaction techniques (e.g. giving the user
“‘magic” or superhuman like interaction abilities) Rizzo et al. [4] argue
that the extra non-automatic cognitive effort required to interact with
the system could serve as a distraction. This might reduce the value
of a system for accomplishing a specific set of goals.

- Low physical effort

Users should be able to accomplish a task with a minimum of interac-
tion steps. Using the systems should not involve making “unneces-
sary” interventions by the user. A system should react efficiently
reducing the likelihood of fatigue. In order to facilitate a rewarding
experience with the system and to decrease chances of fatigue, user
worn parts of the system should be as lightweight and comfortable as
possible [43].
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- Learnability

It should be easy for the user to learn how to use a system. Issues
with the learnability of 3D user interfaces can impact the acceptance
and use of such systems by potential “everyday” users without prior
training with such technology [44] Using AR as a computer interface
allows system designers to realize novel interaction techniques that
users have not experienced and applied yet. These may be different
from how people would interact in and with real environments and
problems. Thus they need to be learned before the user can use the
system efficiently. Intuitive interaction techniques and methods that
are akin to real world behaviour or similar to what the users already
are used to (e.g. interaction techniques similar to traditional computer
Interaction techniques) can limit the learning needed.

- User satisfaction

The perceived user experience is a large factor and becomes more
Important the closer an AR system engages the user in activities
rather than solving tasks. The usability of an interface not only
depends on objectives measurements. The subjective user perception
of interacting with the system should also play an important role
during the development of an AR interface [45]. Data on these criteria
can be gathered during informal user testing, observations throughout
demonstrations or formal lab evaluations.



Flexibility in use
When designing AR user interfaces researchers should be aware of

different user preferences and abilities. An interesting feature of AR
technology is the possibility of integrating different kinds of input and Affordance

output devices. Thus there is a potential to integrate different modali-

ties to accommodate individual user preferences. On the one hand, .
. - . . Reducing cognitive overhead
certain input modalities are more useful to accomplish specific tasks.

On the other, supporting different interaction modes provides the user

with more choice.
Low physical effort

Responsiveness and feedback
Users only tolerate a certain amount of system lag [46]. For example,
If commands are not executed after a certain amount of time it is

difficult for users to build up a persistent model of cause and effect.

Using feedback to keep the user informed can help to minimize prob- User satisfaction
lems induced by poor responsiveness.
Error tolerance Flexibility in use

Most AR systems are still in the early development stages and thus

guite prone to instability. Developers still have to solve technological :
_ Responsiveness and feedback
related issues before such systems may really be error tolerant and
comply with this design guideline.
Error tolerance

Figure 3.1: AR design principles by DUnser, et al.
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On the other hand, Kourouthanassis, et al. investigated the design
principles for AR, more specifically relevant to mobile AR (MAR):

-Use the context for providing content

Deploying sensor and marker technologies to collect contextual infor-
mation (i.e. user location, user orientation, object in-focus properties,
current task) in order to augment real-world objects with contextual
information.

-Deliver relevant- to-the-task content
Filter (or personalize) interactive content based on multiple contextual

criteria.

-Inform about content privacy
Design the functionality around different privacy spheres (i.e. public
versus private content).

-Provide feedback about the infrastructure’s behavior
The application should inform users regarding its current state or
regarding changes in its state.

-Support procedural and semantic memory

Employ familiar icons and/ or interaction metaphors to communicate
the application intended functionality and ensure smooth user interac-
tions.
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Use the context for providing content
Deliver relevant- to-the-task content

Inform about content privacy
Provide feedback about the infrastructure’s behavior

Support procedural and semantic memory

Figure 3.2: Mobile AR design principles by Kourouthanassis,et al.

By comparing these two representative papers, we can find that the
principles from Dunser, et al. are similar to the ones from Kou-
routhanassis,et al. but more abstract and general. For example, the
principle of affordance covers the support procedural and semantic
memory one. The principle of Reducing cognitive overhead can be
elaborated to the principle of Use the context for providing content
and Deliver relevant- to-the-task content. Responsiveness and feed-



Reducing cognitive overhead
' Use the context for providing content

Deliver relevant- to-the-task content
Responsiveness and feedback
_ Provide feedback about the infrastructure’s behavior

Diinser, et al. Kourouthanassis,et al.

Error tolerance

Low physical effort

Learnability

User satisfaction

Inform about content privacy

Flexibility in use

Figure 3.3: Relevancy between the design principles of Dunser, et al. and Kourouthanassis,et al.
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back is relevant with the principle of providing feedback about the
Infrastructure’s behavior. At the same time, these two sets of princi-
ples are also complementary to each other. For example, Dlnser, et
al. also suggest considering Learnability, User satisfaction and Error
tolerance while Kourouthanassis,et al. suggest informing about con-
tent privacy. This one could also be an elaboration of user satisfac-
tion. Therefore, it is reliable to take Dunser, et al. principles as a major
input for the framework of this assignment but also keep in mind the
Kourouthanassis,et al. principle which contributes elaborations and
complementarity.

3.2 Representitive AR framework

Besides design principles, there is also a representative theoretical
framework identifying aspects of AR that can potentially affect user
experience. In 2011, Ritsos, et al. proposed such framework named
Ux4AR Theoretical Framework (See Figure 3.4). They suggest using
the framework as a roadmap for standard AR UX aspects as well as
applying it for design assessment in different scenarios through analy-
sis, identify the underlying patterns and correlate factors that affect
the user’s overall experience.

According to the Ux4AR framework, the first major aspect is input
which has five categories, in terms of visual, auditory, haptic, kinaes-
thetic, sensory modalities. Visual input usually implies the use of a
camera for tracking and context identification. The auditory channel
can also be useful as input, both for direct voice commands as well as
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Inferring the user’s context [48] which refers to from ambient noise
levels, patterns or detected frequencies. Tactile, in this framework, Is
classified to all interfaces that require contact (touch) with a surface,
either a keyboard, a touch-screen, a joystick or a mouse. Kinaesthetic
Is another natural input. Recent advancement in motion tracking have
led to various implementations like the Kinect series from Microsoft.
Sensory Modalities are another type of input that is using sensors to
detect the user’s and the environment’s context. Combining more
than two sensors into complementary fashion is an approach taken by
many researchers.

The second aspect is output which can be separated in three main
categories,in terms of visual, auditory and haptic. Visual output is
probably the most important aspect of augmented reality, ever present
through the history of the field and in almost all incarnations and
concepts. However, the type of visual information ranges from simple
Informational annotations to complex 3D architectural and humanoid
modelling. Auditory output is another major interaction output of AR
systems. It is normally implemented as spatial sound which keeps
accordance with the visual input in the space in order to render a vivid
experience for users. Although synthetic visual and audio paradigms
are presented throughout AR, examples of haptic interfaces, where
the user Is able to touch and feel objects are limited [49] and are
usually found in the form of force-feedback [50, 51] systems, such as
the ones found in gaming console controllers and in medical applica-
tions [52, 53].
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The third major aspect is context awareness. AR’s contextual and in
situ nature demonstrates how the concept overlaps with Context
Awareness (CA). A system with context awareness extracts informa-
tion about a user’s location, posture, intentions as well as environ-
ment. These information has direct influence to how synthetic infor-
mation is utilised and ‘placed’ spatially and temporally. The main
aspects of context are: where you are, who you are with, and what
resources are nearby [54]. It is comprised of more than the user’s
location, including, lighting, ambient noise, tethering, bandwidth and
social conditions. Detecting these ‘features’ accurately, in real-time re-
mains one of the fundamental challenges in AR.

The forth one is use cases. Use cases describe how the users realize
their goals by a step by step interaction with the system. In the vast
majority of contexts, use cases should be used to capture what the
software does, not how the software does it. Another way of saying
this is that they are implementable — meaning a software developer
clearly knows what needs to be built — without specifying the imple-
mentation details such as what coding language to use, how to con-
nect various technical components, or what database fields to addA
well defined use allows designer to keep a clear objective of value
creation and a path towards it.

The fifth one is health and safety which are of critical importance, in
all AR implementations. This requires designers to carry on well-
thought AR to enhance one’s reality because inappropriate implemen
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tations can be potentially disruptive, result in accidents and in extreme
cases have health risks. Therefore, it is necessary to take safety into
account.

Last but not least, Integrity, Privacy and Security. Although AR
currently implementations happen within the ‘personal’ experience to
a great extent, multiplayer AR experience is emerging from different
Implementation scenarios which users tend to meet in shared space
and interact with the shared AR contents. Nonetheless, shared envi-
ronments have intrinsic integrity, security and privacy implications.
Just as Vernon Vinge describes in Rainbows End [56], sharing or
accessing someone’s view’ of things may or may not always be
desirable.

All of the above five aspects contribute to varying degrees of what we
call “sense of immersion”, otherwise knows as “presence”. Many
assessments, concerning both VR and AR environments try to quanti-
fy immersion [59, 60] denoting its importance. One would say that the
sense of immersion is the integration of attitudes towards a system,
evaluated by the user in terms of importance. It is obvious that this
framework obviously can apply to the AR interfaces of IoT system
because it exactly links to what the last chapter discussed about the
desirable result of integrating loT and AR, a great sense of immersion,
or in other words a perfect presence.
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3.3 AR-loT interaction design framework

Current researches about integration of AR and loT is more high level
hence they are not actionable enough for interaction designers. It will
be valuable to propose a design framework that enables interaction
designers to understand the fundamentals of such AR-loT integration
as well as the specific interaction design aspects. Therefore, interac-
tion designers are capable of creating reliable user interaction for
AR-loT system efficiently and effectively. The proposed framework
presented in Figure 3.5 has the Interaction level and the system level
which offer interaction designers a roadmap of a typical AR-loT
system and its user interactions.

3.3.1 User Interaction level

The user interaction level specifically focuses on the user interaction
design in order to show the most relevant issues for interaction
designers. It classifies the user interaction of AR-loT systems into
three elements: user, physical interface and AR interface. It also
illustrates the suggested correlation among these three elements.
When users provide their input, two types of interface provide their
responses which should be consistent and highly relevant with each
other through their communication. Closely bridging the output of
these two Is essential to create intuitive interactions. Moreover, input
of one interface can also trigger output of the other one through com-
munication between these two interface. Users are allowed to give
their input through multiple modality channels, in terms of visual,
auditory, haptic, kinaesthetic and sensory modalities. The interfaces



are able to give their responds through multiple channels as well.
Haptic output is mainly delivered through the physical interface, while
the visual and auditory ones can be through both interfaces.
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Figure 3.5: AR-loT interaction design framework
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3.3.2 System level

The system level focus on the system elements of the AR-IoT integra-
tion in order to give interaction designer a clear overview on the
system architecture of a typical AR-IoT system. It illustrates for inter-
action designers how the system enables the user interactions. The
physical interface relates to loT devices while the digital interface is
associated with the AR application. To bridge two types of interface on
the interaction level, the system need to build communication
between the loT devices and the AR application. The communication
needs protocol as well as cloud services to transfer and process data.
The cloud includes application platforms and various software. These
software is responsible for data and analytics management, process
management, device communication and management. The cloud
also manages data from identity and security software, business
software and external information software.

3.3.3 Use guideline

For interaction designers, we suggests using this framework as a
starting point for designing interaction of their AR-IoT systems. The
system level can help them obtain a overview on the technology stack
which enable them to create feasible solutions. The system level can
be a roadmap as well for interaction designers to have further
research on each system element if necessary for their cases. For
example, one can research about what is the most suitable applica-
tion platform for their AR application or what data analytics and man-
agement software meets their demands. On the other hand, on the
Interinteraction level, designers should endeavor to build a user experi
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ence tha blurs the boundary between ditigal interface and physical
iInterface. We recommand keeping the output of both interface consis-
tent to acheive the fusion of two interface.We identify two common
Interaction patterns that can achieve the consistency. 1)Holographics
change as soon as possible according to how the relevant device
changes, and vice versa. 2)AR contents have strong affordance of
their relevant loT devices and strong mapping with them in the 3D
space. These two patterns are able to reduce users’ perception on the
seperation of digitial interface and physical interface and to have a
uniform and immersion experience. These two patterns will be dem-
ostrated in the following cases of design practice.

3.3.4 Case study A

To better demonstrate the AR-loT design framework, this assignment
made two cases of design practice. In the first case, users are able to
operate the colour of lighting through an AR-loT system that mainly
has a Microsoft Hololens application and a Lanbox lighting device.
Users are able to operate the colour of lighting through this system.
The AR application provides a digital interface which directly gets user
input through the visual and kinaesthetic channel. The lighting device
provides a physical interface which has indirect input from users. In
other words, it gets input from users through the digital interface. The
output of the physical interface is colour changing that can be
perceived through the visual channel, while the digital interface use
holographics and spatial sound as output through the visual and
auditory channel. These two interfaces keep a strong relation with
each other. For example, when users gaze at the meeting hologram,



they will find the hologram bigger than others. This means they can
have further interaction with the hologram. If they give a airtap gesture
to select it, the system will highlight it by giving a glowing frame as
well as change the lighting device color (Figure 3.6). The holographi-
cal colour plate of lighting is placed together with the device and has a
digital representation of the device in order to have a strong mapping
between each other (Figure 3.7) and thus reduce cognitive effort.
Moreover, the AR contents use representations of lighting device to
iIncrease the affordance level. The colour changing feedback of light-
Ing devices is synchronized with colour picking feedback of the holo-
graphical colour plate. This strong relation on the user interaction

level is enabled by the communication between two interfaces which
supported by cloud services on the system level. In this case, cloud
services include a Wifi network and the Lanbox software.

Figure 3.6: Get instant feedback and responsiveness

Figure 3.7: Mapping holographic colour plate with the lighting device.
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3.3.5 Case study B

The second case shows another AR-IoT system that has a Microsoft
Hololens application and an Arduino robot car. Users are capable of
changing positon of the Arduino robot car through this system. The
robot car provides a physical interface which uses haptic input and
visual output. The Hololens application provides a digital interface that
gets the visual and the kinaesthetic input and responds with visual
output. The communication between the two interfaces enable users
to change position of the robot car through the attached Hologram,
and vice versa. The same as case 1, these two interfaces keep a
strong relation with each other. For example, it uses visual as input
channel which allows users to access the AR contents of the Arduino
car by just gazing at the attached marker. In other words, the holo-
gram sphere is always closed attached with the robot car. Users are
allowed to move the AR sphere of the Arduino car by directly dragging
it in the 3D space but also moving the car. Meanwhile, they can also
move the Arduino car by directly moving the car or dragging its
attached AR sphere. This increases the use in flexibility of interaction
to a new level without making it difficult for users to learn. The car will
move to the position assigned by the hologram flag (Figure 3.9). This
strong relation on the user interaction level is enabled by the commu-
nication between two interfaces which supported by cloud services
and the AR application on the system level. In this case, cloud
services include a Bluetooth connection between the Hololens head-
set and the Arduino robot car, while the AR application tracks a graph-
IC marker.
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Figure 3.8: Access the AR contents via marker

Figure 3.9: The Arduino car arrives target position as response to
users operation via AR contents



Conclusion

In order to design user interactions for AR-loT systems, it is neces-
sary to follow certain design guidelines, principles or framework.
Research in this chapter revealed a set of representitive principles
and a framework for AR user interface design. Although they are not
actionable enough for interaction designers to apply in AR-loT sys-
tems, they are reliable resources for developing specific design fram-
work for such systems. Based on all the research of this assignment,
the final framework comes with a two level structure that links the
technical aspects and the interaction aspects of AR-loT systems. It
provides technical knowledge of such systems as well as interaction
design insights. Therefore, interaction designers are capable of creat-
Ing reliable user interaction for AR-loT system efficiently and effective-
ly. Especially, the proposed framework can be used as a design tool
of user experience designers who are building AR user interface for
loT products. If they are new to AR user interface design or loT prod-
ucts, this framework is able to reveal the critical aspects for them. It
can be used in the design research phase as a research roadmap
which enables designers to identify specific system and interaction
elements in their cases. It can also be used in the design phase to
guide ideation of the user interaction. The framework does not include
principles of user experience design. Therefore, designers in the
design phase are suggested using this framework together with
design principles which help shape user-friendly experience.
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DISCUSSION

More interaction elements

Because of time and resources limitation, the proposed framework is
restricted to some extents. Currently, the interaction level only
discusses input and output for core interaction elements. Therefore,
the framework can be more reliable and thorough when future
research integrates more interaction elements like context, use case,
privacy, safety, etc. The UX4AR framework by Ritsos , et al. is a good
Input because it has a comprehensive dicussion on these elements
[47].For example, bringing in the element of context awareness
requires study on where users are, who they are with, and what
resources are nearby [42]. User interaction might include extracting
Information about a user’s location, posture, intentions as well as
environmental features whcih has direct consequences to how syn-
thetic information is utilised and ‘placed’ spatially and temporally.
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Principle implementation

Moreover, another future direction can be specifying how to apply
design principles [12] on a more detailed level through a larger
number of design practice. These effort can further remove the
boundary between physical interface and digital interface in such
AR-loT system. For example, the research question can be: what
Interaction patterns can acheive a high level of affordance? or what
Interaction patterns can significantly reduce cognitive effort.

Multiplayer Experience

Last but not least, it is valuable to expand this framework for multi-
player experience which is important for loT implementation on collab-
orative working environment. When there are more than one player,
the interaction can be complex. For example, interaction patterns
need to consider the situation where two player is interacting with the
same virtual contents.



CONCLUSION

As a emerging technology, loT is gainning more and more momentern
for its potential. There are possibilities as well as challenge for exploit-
Ing this promissing technology. Physical objects can get connected
and empowered by loT extension. An 0T device network generates
data and opens many possibilities. However, handling a great amount
of data is a challenge. It determines the loT implemenation outcome
and requires more further effort. In order to make good use of data,
the implementation of Internet of Things is evolving by integrating with
other technology. Augmented Reality is one of the promising options
because of its ability of blending the digital world and physical world.
Applying AR user interface for IoT systems allow stakeholders to
interact with loT data in a natural and intuitive way.

To design AR user experience for loT systems, it is helpful to follow
certain design guidelines, framework or priciples. Althogh there are
such materials for AR design, they are not actionable enough for
Interaction designers when designing for AR-IoT systems. Therefore,
this assignment came up with a design framework for them based on
desk research and design practice. This framework aims to assist
iInteraction design of AR-loT system by offering a roadmap of typical
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loT system elements (the system level) and interaction elements and
patterns (the interaction level). We expect it to help interaction design
er understand the technology as well as design satisfying user inter-
action. For future improvement, it is valuable to involve more interac-
tion elements or to explore design principle implementation or to
iInvestigate multiplayer AR-IoT systems.
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