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Abstract

Machine learning systems have become popular in fields such as mar-
keting, recommender systems, financing, or data mining. While they show
good performance in terms of ability to correctly classify data points, com-
plex machine learning systems pose challenges for engineers and users.
Their inherent complexity makes it impossible to easily understand their
structure and behaviour in order to judge on their robustness, fairness,
and the correctness of statistically learned relations between variables and
classes. Explainable AI (xAI) aims to solve these challenges by modelling
explanations alongside with the classifiers. By increasing the transparency
of a system, engineers and users are empowered to understand and subse-
quently judge the classifier’s behaviour. With the General Data Protec-
tion Guideline (GDPR), companies are obligated to ensure fairness in au-
tomatic profiling or automated decision making. Discovering automated
discrimination in algorithms can be done by investigating the system via
explanations. Other positive effects of explainability are user trust and ac-
ceptance. Inappropriate trust, however, can have harmful consequences.
In safety-critical domains such as terrorism detection or physical human-
robot interaction, users should not be fooled by persuasive, yet untruthful
explanations. We therefore conduct a user study in which we investigate
the effects of truthfulness and algorithmic performance on user trust. Our
findings show that the accuracy of a classifier is more important than its
transparency for user trust. Adding an explanation for a classification
result can potentially harm user trust, for example when adding non-
sensical (untruthful) explanations for a classifier with good or moderate
accuracy. We also find that users cannot be tricked into having trust for
a bad classifier with good explanations. In this research, we also compare
self-reported trust to trust measured implicitly via the user’s willingness
to follow a classifier’s prediction. The results show conflicting evidence:
While users report to have highest trust in a system with high accuracy
but without explanations, they show higher willingness to accept a clas-
sifier’s prediction with high accuracy and meaningful explanations.
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1 INTRODUCTION

1 Introduction

Deploying machine learning algorithms in applications to support human decision-
making is no exception anymore. Automated systems using non-transparent
algorithms are no longer restricted solely to computationally heavy applications
such as information retrieval or computer graphics [45], but can be found in
human-centred areas as well. Medical diagnosis, insurance risk analysis, and
self-driving cars are examples of areas with a high potential for utilising ma-
chine learning systems [28]. Other areas have already replaced human decision-
making with machine learning: Recommender systems for films and music, de-
cision systems for targeted advertisements, or credit rating assessments take
decisions without human intervention in the application [25]. Machine learning
systems can also be used as a source of knowledge and additional information to
support a human in the decision-making process. The collaboration of machine
learning systems and humans with the goal to extend the cognitive abilities of
humans is called augmented intelligence [67].
In a collaboration setting, a human collaborator or an end user needs to judge
how reliable and trustworthy the output is. Understanding what brought about
the decisions therefore becomes a challenge for machine learning systems de-
ployed in the real world. Interpretability describes how well a machine learning
classifier can be understood [40]. One advantage of interpretability is the early
detection and avoidance of faulty behaviour. Unexpected algorithmic behaviour
can for example originate from biases in the data set, systematic errors in the
classifier’s design, or intentional alteration for criminal purposes [25]. Especially
for high-risk domains such as terrorism detection or mining of health data, de-
tecting anomalies is crucial [56] and ideally happens before deploying and relying
on the system. Another reason for avoiding opaque decision systems is fairness,
inclusion, and control over personal data [21, 25, 27]. End users should have
the possibility to investigate whether they have been judged adequately by an
automated system [61]. Likewise, engineers who want to prevent automated dis-
crimination profit from transparency [56, 58]. In general, interpretability is not
only a beneficial, but a critical characteristic for applications with a potential for
serious consequences of faulty decisions [58]. Additionally, explainability fosters
trust in the system [9, 17, 21, 53, 68] which “make[s] a user (the audience) feel
comfortable with a prediction or decision so that they keep using the system”
[66].
Explanations for machine learning classifiers have been discussed in literature.
Whereas some models are inherently interpretable (e.g. decision trees, Naive
Bayes, rule-based systems to some extent of complexity [40]), others are in-
herently non-interpretable (e.g. artificial neural networks, deep learning algo-
rithms). Additionally, the trend of machine learning algorithms is rather divert-
ing towards more complexity than simplicity [2]. While more complex models in
general show higher accuracy on complex tasks [58], the interpretability of the
systems decreases with increasing model complexity [13]. To overcome opac-
ity of inherently non-interpretable models, they can be explained by add-on or
post-hoc systems. Add-on systems are machine learning systems that learn to
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1 INTRODUCTION

generate human-readable explanations. Other explanation methods approxi-
mate elements of the system on a lower complexity scale, e.g. features with a
reduced set of features, or deliver reference cases to put a classification result
in perspective of similar or dissimilar cases. As a threshold for minimum ex-
plainability, [27] suggests including at least an explanation showing how input
features relate to a prediction.

However, with increasing opacity comes the risk of untruthfulness: [44] warns
that plausible explanations are not necessarily truthful to the actual mechanisms
and structures of the model in question. The more complex a model is, the more
it needs to be reduced and simplified to match the attention span and cognitive
abilities of humans [41]. Furthermore, system designers could build untruthful
yet persuasive explanations on purpose to stimulate trust building. To come
to an informed judgement about a system’s integrity or fairness, correct (i.e.
truthful) understanding of the system is needed. Badly designed explanations
likewise lead to false reassurance [12], a problem especially for safety-critical
and high-risk domains. [25] describes the challenge of generating explanations
that are complete and at the same time truthful as the main challenge of the
field of explainable artificial intelligence (xAI).
An experiment of interpersonal communication by [43] shows that humans tend
to comply with a request in an automatic way if any explanation for the re-
quest is given. The informational content of the explanation does not play a
role for the compliance rate - participants were equally likely to comply with
a request given an informative (truthful) explanation as they were when given
a nonsense explanation without informational content. If the same behaviour
of mindlessness can be observed in interaction with decision systems that offer
explanations, the risk of inappropriate trust in systems is bigger than previously
assumed.

We therefore investigate how different explanations (varying the level of infor-
mational content) influence the user’s trust into an automatic decision system.
Using the scenario of a “social media administrator” with the task to detect of-
fensive language in Tweets, we develop three machine learning classifiers able to
process textual input and classify the texts into “offensive” and “not offensive”
classes at varying accuracy levels. Furthermore, we implement and validate the
automatic generation of explanations at high fidelity and low fidelity levels. We
measure the trust and perceived understanding in a user study with 327 par-
ticipants in order to compare different classifier-explanation combinations. Our
research is driven by the following research questions:
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1 INTRODUCTION

RQ 1: What influence does the accuracy of an automatic decision system
have on user’s trust?

RQ 2: Do automatically generated explanations influence user trust?
RQ 2.1: To what extent is user’s trust influenced by the presence

of explanations?
RQ 2.2: How does the level of truthfulness of explanations influ-

ence user trust?
RQ 3: What role does the truthfulness of an explanation play for the

user’s perceived understanding?

Our findings show that the accuracy of a classifier is the most decisive factor for
user trust. Without an acceptable performance, users do not trust an automatic
decision system, no matter how accurate and truthful its explanations are. We
could not find evidence that the presence of an explanation positively influences
user trust, yet it also does not necessarily harm user trust. If an explanation is
added, the quality of the explanation matters. For a classifier with medium per-
formance, i.e. an accuracy of 0.76, users report lower understanding and lower
trust when given nonsensical explanations as compared to those given truthful
explanations. However, for a very well, as well as for a very badly performing
classifier, the type of explanation is not important - we measured equal trust
levels for a nonsensical explanations as for truthful explanations. Furthermore,
we see a dissonance between self-reported trust and observed trust. Although
an almost perfect classifier (accuracy of 0.97) receives a significantly higher self-
reported trust score than any other system, it showed a lower observed trust
than a good classifier with truthful explanations and even a lower observed trust
than a bad classifier (accuracy of 0.03).
With our research, we contribute empirical evidence of the relation between
accuracy, explainability, and user trust to the xAI community. Other than re-
lated projects, we focus on the practical implications of explainability, leading
to accountability and legal consequences of using automatic decision systems.
Furthermore, we developed an observational measure of trust as an objective
method complementing traditional self-reported trust questionnaires.

This thesis covers theory and related research projects of explainable AI in
chapter 2. We give an overview over the regulations supporting transparent
machine learning applications and investigate explanations in the context of
human-human communication as well as human-machine communication. As
trust is central to augmented intelligence, a section is devoted to trust factors
and trust evaluation in the field of xAI. Chapter 3 shows the methodology of the
research, including a description of a use case scenario and the evaluation setup.
The implementation of three machine learning classifiers, the data processing,
and the generation and validation of explanations are presented in chapter 4.
We then describe the setup and results of the user study in which the influence
of accuracy and explanations on user trust and perceived understanding is ex-
amined. A detailed discussion of the results is given in the last section of that
chapter. Finally, an overall conclusion is drawn in chapter 6.
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2 Background

Machine learning aims to infer generally valid relationships from a finite set
of training data and apply those learned relations to new data [22, 40]. While
some problems can be solved by manually encoding explicit rules, others require
a different approach as explicit decision-making does not deliver highly accu-
rate results [12]. Determining a student’s grade in a multiple choice test can
be solved by explicitly encoding mathematical rules, yet deciding whether the
tonality of a text is positive or negative needs more than a simple rule set to
function accurately [47]. The datasets needed to train machine learning mod-
els are often large and represented in a high-dimensional feature space, which
makes it impossible for a human to carry out the learning task like a machine
can. However, machines can be used to extend the cognitive capabilities of hu-
mans when working together on those learning tasks. [67] describes the fruitful
collaboration between human and machine as augmented intelligence.
Machine learning can handle a variety of tasks: clustering data points with
similar characteristics, generating new data points (e.g. in natural language
generation), or categorising a data points into given classes. In supervised clas-
sification, classifiers are trained on training data with known class labels [40].
Supervised classification systems are nowadays present in a broad range of fields:
advertisement, recommendations for movies and books, finances, and criminal
justice, only to name a few. The following section presents the advantages and
challenges of transparency in supervised machine learning and the implications
for user trust.

2.1 Interpretability in AI

Humans cooperating with machines need to understand the principles of the
method that is employed - a property referred to as transparency [40]. Opacity,
the direct opposite of transparency [44], is a major problem for augmented intel-
ligence. Although opacity can be used voluntarily as a means to self-protection
and censorship, it also arises involuntarily due to missing technical expertise
and failed human intuition and cognitive abilities [12].
On the application-side of machine learning systems, the question of trans-
parency brings up the notion of interpretability. Interpretability refers to how
well a “typical classifier generated by a learning algorithm” can be understood
[40], as compared to the theoretical principle of the method. That is, an in-
terpretable machine learning system is either inherently interpretable, meaning
that its operations and result patterns can be understood by a human [9, 67],
or it is capable of generating descriptions understandable to humans [25]. It is
also possible to equip a system retrospectively with interpretability by adding
a proxy model capable of approximating the original system’s behaviour while
being comprehensible for humans [28]. Using an interpretable system as a hu-
man means being enabled to make inferences about underlying data [67].
[28] assigns ten desired dimensions to interpretable machine learning systems:

• Scope: Global interpretability (understanding the model and operations)
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2.1 Interpretability in AI 2 BACKGROUND

and local interpretability (understanding what brought about a single de-
cision)

• Timing : Time scope available in the application use case for a target user
to understand

• Prior knowledge: Level of expertise of target user

• Dimensionality : Size of the model and the data

• Accuracy : Target accuracy of the system while maintaining interpretabil-
ity

• Fidelity : Accuracy of explanation vs. accuracy of model

• Fairness: Robustness against automated discrimination and ethically chal-
lenging biases in data

• Privacy : Protection of sensible and personal data

• Monotonicity : Level of monotonicity in relations of input and output
(human intuition is largely monotonic)

• Usability : Efficiency, effectiveness, and joy of use

In the context of interpretability for machine learning systems, the terms under-
standability, comprehensibility, explainability, and justification are often men-
tioned in literature. In this paper, we adopt the definition of [60]. Under-
standability, accuracy of the explanation, and efficiency of the explanation to-
gether form interpretability. Explainability is a synonym of comprehensibility
[71], which is also synonymic to understandability [8] and therefore an aspect of
interpretability, showing the reasons for the system’s behaviour [25]. Figure 1
gives an overview over these terms. Finally, justification refers to the evidence
for why a decision is correct, which does not necessarily include the underlying
reasons and causes [9].

If the human cognition is augmented by a machine learning system, talking

Figure 1: Relation of terms connected to interpretability
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about interpretability should also include discussing the interpretability of the
human in the loop. [44] argues that human behaviour is often mistakenly iden-
tified as interpretable because humans can explain their actions and beliefs. Yet
the actual operations of the human brain remain opaque, which contradicts the
concept of interpretability [44]. If human reasoning is taken as a point of refer-
ence for the discussion of algorithmic interpretability, the absence of verifiability
should be taken into account. Human interpretability, however, is not the focus
of this paper and will therefore not be discussed in more detail here.

2.2 Need for Explainability in AI

A subfield of artificial intelligence research revolves solely around the explain-
ability of intelligent systems: xAI, explainable artificial intelligence, for the
purpose of enabling communication with agents about their reasoning [31]. xAI
systems face a trade-off challenge as their explanation has to be complete and
interpretable at the same time [25]. The attention span and cognitive abilities
of humans therefore become an important factor to consider in the design of
a xAI system [41]. Furthermore, the goal of explaining the system is twofold:
create actual knowledge and convince the user that the knowledge is sound and
complete. Actual understanding and perceived understanding however do not
always go hand in hand. Persuasive systems can convince the user without creat-
ing actual transparency [25]. The persuasiveness of an explanation is uncoupled
from the actual information content of an explanation [9] and needs to be taken
into account in user studies. As users can only report on their perception of
the explanation, an objective measure to evaluate the fidelity of an explanation
is needed. High-fidelity (also called descriptive) explanations are faithful, in
that they represent truthful information about the underlying machine learn-
ing model [32]. Persuasive explanations, on the opposite, are less faithful to
the underlying model, yet open up possibilities for abstraction, simplification,
analogies, and other stylistic devices for communication. [32] notes a dilemma
in explanation fidelity: “This freedom permits explanations better tailored to
human cognitive function, making them more functionally interpretable”, but
“descriptive explanations best satisfy the ethical goal of transparency”. The
xAI practitioner therefore needs to consider a tradeoff between fidelity and in-
terpretability.
Besides low-fidelity persuasiveness, badly designed explanations likewise “pro-
vide an understanding that is at best incomplete and at worst false reassur-
ance” [12]. Therefore, not only possible explanations for white box (inherently
interpretable) and black box (inherently non-interpretable) systems need to be
examined, but also the (visual) design and communication of explanations [28].
In recent years, machine learning algorithms applied in show a trend towards
increasing accuracy but also increasing complexity. In general, the higher the
accuracy and complexity, the lower the explainability [13, 58] in machine learn-
ing and the higher the cognitive burden on the user [42]. However, users do not
necessarily perceive systems with simple explanations as more understandable
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[1]. The authors of the user study in [1] hypothesise that users detect missing
information in simple explanations, which in turn leads to the perception of in-
comprehensibility. [65] examined user preferences in more detail and concluded
that users overall preferred more soundness and completeness over simplicity,
as well as global explanations over local explanations.
Humans involved in the explanation process are not only users, but also domain
experts and engineers during the design and training phase. As explanations are
user-dependent (not monolithic) [53], the design and evaluation of explanation
needs to be conducted in reference to the target users. Including experts in the
modelling and training process is not only a way to integrate expert knowledge
that is otherwise difficult to model, but can also increase user trust [67]. [45]
call the situation where a human expert works alongside the machine learning
system to improve it “mixed initiative guidance”.

2.2.1 Explanation Goals

Machine learning systems show good performance in a number of fields, for ex-
ample in information retrieval, data mining, speech recognition, and computer
graphics [45]. Explainability is a means to ensure that machine learning sys-
tems are not only right in a high number of cases, but right for the right reasons
[53]. High accuracy does not necessarily mean that correct generalisations were
learned from the dataset or that no biases were present in the data. Care-
lessly engineered datasets for example can result in automatic discrimination
of minorities by algorithms [28] [75]. Although machine learning algorithms
themselves are not engineered to discriminate minorities, the datasets used to
train the algorithms can contain patterns of discrimination. The algorithm ex-
tracts statistical relations between variables and classes in the training set, and
although achieving high accuracy on the test set, the classification result can be
morally doubtful.
The need for interpretability is dependent on the role of the explanation user
and the severity of the consequences of the classification result and possible
errors. Since explanations are not monolithic, i.e. have to be adapted to the
target user’s level of expertise, preferences for explanation types, and cognitive
capabilities, the need for interpretability is also dependent on the targeted au-
dience. Furthermore, different users can have different data access rights and
have different goals to achieve in their interaction with the system [68]. While
an engineer could be interested in technical details, a bank employee assessing
loan credibility could be interested in similar cases and relevant characteristics
of a single decision case. [58] separates a general need for interpretability into
three categories:

• no need for interpretability if no consequences arise from faulty decisions

• interpretability is beneficial if consequences for individuals arise from
faulty decisions

8



2.2 Need for Explainability in AI 2 BACKGROUND

• interpretability is critical if serious consequences arise from faulty deci-
sions

The three classes of interpretability needs give an overview about possible conse-
quences, yet are too general to serve as guideline for practitioners. More details
about decisive factors are needed.
For users of an automatic decision system, having insights into the system func-
tioning and decision process increases trust [9, 17, 21, 53, 68], even in critical
decisions such as medical diagnosis [1]. The level of trust should be in relation
to the soundness and completeness of an explanation. Having too much or too
little trust in a system can hinder fruitful interaction between the user and the
system [53, 56, 58, 65]. Other positive effects on users are satisfaction and ac-
ceptance [9, 17, 68] as well as the ability to predict the system’s performance
correctly [9]. [57] test the predictive abilities of users in a study. They found
that the usage of their model-agnostic explanation tool increases the ability
to predict a classifier’s decision, while decreasing the time needed to manually
classify. Seen that they first test the condition without explanations and sub-
sequently, within-subject, the condition with explanations, could however have
led to a familiarisation effect.
[45] identifies three goals of explainability in machine learning:

• Understanding and reassurance: right for the right reasons

• Diagnosis: analysis of errors, unacceptable performance, or behaviour

• Refinement : improving robustness and performance

From the point of view of engineers and experts, explanations help to design, de-
bug, and improve an automatic decision system [53]. Explanations facilitate the
identification of unintuitive, systematic errors [25, 56] in the design and redun-
dantise time-consuming trial-and-error procedures for parameter optimisation
[45]. Unethical biases in training data leading to automated discrimination [21]
can be identified and examined via explanations [25, 56, 58]. Ultimately, the
early identification of errors avoids costly errors in high-risk domains [8, 21, 65]
and ensures human safety in safety-critical tasks [25, 58].
Besides helping users and engineers, explanations also serve general goals of
protection, conformity, and knowledge management. Criminals that aim to dis-
turb the system or take advantage of it can make imperceptible changes to the
input data or model at hidden levels. Having a system capable of explaining its
behaviour and inner structure helps to identify unwanted alterations [25]. With
the European General Data Protection Regulation (GDPR) put into place in
2018, a debate on a right to explanation started, which will be discussed in the
following section. Although the specific implications of the right to explanation
remain unclear, it should still be noted that designing interpretability follows up
on that regulation [27] [25] [8]. Finally, the most general goal of implementing
explanations for automatic decision systems is the opening and accessibility of
a knowledge source [8] [58]. The relations derived by a machine learner (stored
in the model) can deliver relevant knowledge about the data at hand.
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2.2.2 Regulations and Accountability

The General Data Protection Regulation (GDPR) is a European law dealing
with the processing of personal data within the European Economic Area (EEA,
includes also all countries of the EU). The law holds for all companies within
the EEA, companies with subsidiaries in the EEA, and any company processing
personal data of a citizen of the EEA. In this context, “processing” does not
only relate to automatic systems but also spans to manual processing of personal
data [27]. The GDPR defines personal data as data relating to an identifiable
natural person, i.e. data that can be used to identify a person [51]. Names,
location data, or personal identification numbers are all examples of personal
data that falls under the GDPR. [27] identifies two consequences of the GDPR:
the legal right to non-discrimination, and a right to explanation.
Algorithmic decisions must not be based on sensitive, personal data (GDPR ar-
ticle 22 paragraph 4) that are nowadays used to identify groups of people with
similar characteristics, such as ethnicity, religion, gender, disability, sexuality,
and more [21]. Sensitive information can, however, correlate with non-sensitive
data. Real-life data almost always reflects a society’s structures and biases [75]
- explicitly through sensitive information, or implicitly via dependent informa-
tion. As the task of classification means separating single instances into groups
based on the available data, the biases are recovered in the model [27]. A guar-
antee non-discrimination is therefore difficult to achieve. The GDPR does not
specify whether only sensitive data or also correlated variables have to be con-
sidered when following the law. [27] identifies both interpretations as possible.
While article 13 of the GDPR specifies a right to obtain information about one’s
personal information and the processing of that personal information, it assures
“meaningful information about the logic involved” in profiling without further
defining meaningfulness. Based on the ambiguity of “meaningful”, several in-
terpretations exist, ranging from denial of the “right to explanation” [69] to a
positive interpretation [61]. In summary, precedents are needed to clarify the
boundaries of the law.
Besides legal regulations, ethical considerations also play a role in augmented
intelligence. Accountability is the ethical value of acknowledging responsibility
for decisions and actions towards another party [4]. It is an inherent factor in
human-human interaction; artificial intelligence employed to interact with hu-
mans or collaborate with humans in augmented intelligence settings therefore
bring about the challenge of “computational accountability” [4]. It is impor-
tant to note that accountability is not a general issue in the digital world: For
something to be held accountable of its own decisions or actions, it needs to act
autonomously [4]. In order to determine autonomy of an algorithm and work
towards accountability, [21] suggests to disclose the following information for
machine learning systems:

• Human involvement : who controls the algorithm, who designed it etc.,
leading to control through social pressure

• Data statistics: accuracy, completeness, uncertainty, representativeness,
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labelling & collection process, preprocessing of data

• Model : input, weights, parameters, assumptions posed by the engineers
that led to choices of the model, parameters, etc.

• Inferencing : covariance matrix to estimate risk, prevention measures for
known errors, confidence score

• Algorithmic presence: visibility, filtering, reach of algorithm

[4] argues that causality is a necessary prerequisite for accountability. Machine
learning algorithms learn statistical relations between input features, which at
best leads to probabilistic causality, but not certainly to deterministic causality.
Whether an automatic decision system itself can be held accountable for its
decisions is therefore debatable.

2.2.3 Application Areas

Artificial intelligence and machine learning algorithms are nowadays employed
in a variety of areas. As described in 2.2.1, the need for interpretability depends
on the potential consequences of the decisions made by an automatic system.
[12] summarises the application area as all systems with “socially consequential
mechanisms of classification and ranking”, pointing in particular to the con-
sequences for humans. A similar view is expressed in [52] and [56], while [28]
restricts the application areas in need for interpretability to those that process
sensitive, i.e. personal data. In more detail, the following areas in need of
interpretable intelligent systems are mentioned in literature:

• Societal safety : criminal justice [13, 52], terrorism detection [56]

• Processing sensitive data: banking, e.g. loans [12, 13, 22, 25, 52], medicine
& health data [13, 27, 28, 52, 56, 58, 67], insurances [12, 22, 28], navigation
[27]

• Physical safety : autonomous robotics [28, 58]

• Knowledge: education [67], knowledge discovery in research [28]

• Economy : manufacturing [67], individual performance monitoring [27],
economic situation analysis [27], marketing [12, 22, 25]

But not only systems treating personal data or interacting directly with humans
profit from interpretability - [67] suggest all machine learning based support
systems as suitable candidates for interpretability. Machine learning is already
employed in IT-services such as spam detection and search engines [12, 22], as
well as in recommender systems [25, 58].
In the past, several machine learning systems have failed due to undetected sys-
tematic errors or automated discrimination. [28] lists incidents with machine
learning systems, ranging from discrimination in the job application procedure
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and faulty target identification in automated weapons due to training data bi-
ases, to high differences in mortgage decisions by banks.
An interesting case is the American COMPAS system for automated crime pre-
diction. The system predicted a significantly higher relapse rate for black con-
victs than for whites, which is assumed to result from human bias in the training
data [28]. The argument of human bias is often used to object the perceived im-
partiality of computer systems, and other examples of discrimination of ethnic
minorities exist [28], yet [63] counter-argues that differences found in the data
set possibly reflect actual differences existing in the real world - which would
shift the discussion about auto-discrimination to the field of ethics. Further-
more, the goal of profiling and classification is to separate a data set into groups
[27]; discrimination is therefore “at some level inherent to profiling” [18].
In a study of 600.000 advertisements delivered by Google, [18] found a bias
against women. Advertisements of higher-paid jobs were more often shown to
men than they were to women. Google’s targeted advertisements make use of
profiling, i.e. delivering content to users depending on their gender, age, in-
come, location, and other characteristics. In the study, the researchers did not
have access to the algorithm and can therefore not determine whether the bias
was introduced with the data set, the model, or simply by conforming to the
advertisement client’s requirement for profiling.
Besides biased training data, systematic modelling errors can account for fail-
ures of machine learning systems. Google Flue Trends predicted the amount of
humans infected with flue based on the received search queries, leading to large
overestimates of actual flue cases [53]. [62] investigated the work of different
research groups on the same data set, finding that the main reason for variance
in results originates from the composition of the group. Compared to the group
composition, the choice of classifier accounted for minor variance. They there-
fore concluded that the human bias in machine learning systems is the main
factor influencing the results.
Deciding whether an automatic decision system meets legal and ethical stan-
dards requires knowledge about the system. In the case of Google’s targeted
advertisements, it is impossible to determine the source of discrimination as long
as the system and datasets are unknown. The algorithm could be discriminating
women on purpose due to advertiser’s requirements, or it could have internal
flaws that lead to unfair treatment. With the GDPR, judging the fairness of an
automatic system is not only a concern of the company using machine learning
techniques, but also the right of any data subject in the training set and the
application.

2.3 Explanations

In the previous sections, we used “explanations” as a generic term. In this
section, the concept of an explanation is described in more detail.
In general, an explanation is one or more reasons or justification for an action
or belief [53]. Humans need explanations to build up knowledge about events,
evaluate events, and ultimately to take control of the course of events.
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When being confronted with a new event, artifact, or information in general,
humans start building internal models. These mental models are not necessarily
truthful nor complete, but represent an individual’s interpretation about the
event. Explanations are a tool to build and refine the inner knowledge model
[48].
Explanations also help to assess events that are happening: We are able to
compare methods or events with each other, justify the outcome of an event,
and assign responsibility and guilt for past events [37, 48]. Explanations also
serve to persuade someone of a belief [48], and can lead to appreciation through
understanding [37].
Having understood what brings a certain event about, humans can use their
knowledge model to predict the consequences of (similar) events in the future
[48]. For an engineer working on a machine learning system, understanding
underlying principles and consequences of the system’s behaviour is a necessary
step in designing a system that is “right for the right reasons” [53]. Similarly,
the knowledge model can serve to prevent unwanted states or events, restore
wanted states, and reproduce observed states or events [37].

2.3.1 Human-Human Explanations

Humans build mental models of the world, an inner, mental representation of
events or elements. It might be noteworthy to point out the difference be-
tween the inner knowledge model and an explanation. The mental model is a
subjective set of relations resulting from an individual’s thought process. An
explanation, however, is the interpretation of such relations [37]. Both the men-
tal model and an explanation do not have to be truthful to the real world. We
do not need to have complete, holistic mental models in order to use an artifact,
but a functional model is needed to tell us how to use and make use of it, while
a structural model stores information about the composition and how it is built
[41].
Explanations are a cognitive and social process: The challenge of explaining
includes finding a complete but compressed explanation, and transferring the
explanation from the explainer to the explainee [48]. In its purest sense, “com-
plete” means an explanation that uncovers all relevant causes [48], which is
rarely the case in the real world.
[37] summarises four aspects of explanations:

• Causal pattern content : an explanation can reveal information about a
common cause with several effects, a common effect brought about by sev-
eral causes, a linear chain of events influencing each other chronologically,
or causes that relate to the inner state of living things (homeostatics), e.g.
intent

• Explanatory stance: refers to the mechanics, the design, and intention
[48]. Atypical explanatory stances can lead to distorted understanding.

• Explanatory domain: different fields have different preferences of explana-
tion stances
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• Social-emotional content : can alter acceptance threshold and influence
recipient’s perception of explained event

What constitutes a good explanation? [37] describes good explanations as being
non-circular, showing coherence, and having a high relevance for the recipient.
Circularity are causal chains where an effect is given as cause to itself (with zero
or more causal steps in between). Explanations can, but do not have to, ex-
plain causal relations [37]. Especially in the case of machine learning algorithms,
the learned model shows correlation, not necessarily causation. Explanations for
statistical models therefore cannot draw on typical causal explanations as found
in human-human communication. The probabilistic interpretation of causality
comes closest to the patterns learned in statistical models: If an even A caused
an event B, then the occurrence of A increases the probability of B occurring.
Statistical facts are not satisfactory elements of an explanation, unless explain-
ing the event of observing a fact [48]. Arguably, this holds true for machine
learning. Coherence refers to the systemacity of explanation elements: good
explanations do not hold contradicting elements, but elements that influence
each other [37]. Finally, relevance is driven by the level of detail given in the
explanation. The sender has to adapt the explanation to the recipient’s prior
knowledge level and cognitive ability to understand the explanation [48], which
can mean to generalise and to omit information - [37] calls this adaptation pro-
cess the “common informational grounding”. The act of explaining also includes
a broader grounding of shared beliefs and meanings of events and the world [48].
The “compression problem” poses a major challenge in constructing explana-
tions for humans. Humans tend to not comprise all possible causes and aspects
of the high-dimensional real world in an explanation, suggesting that there are
compression strategies (on the sender’s side) and coping strategies (on the re-
cipient’s side) in place [37].
[48] notes that besides presenting likely causes, and coherence, a good explana-
tion is simple and general. The latter two characteristics refer to the agreement
widely accepted in science that a simple theory is favoured over a more com-
plicated theory if both explain an equal set of events or states (also known as
“Occam’s razor” [10]).
[41] defines a good explanation as sound, complete, but not overwhelming.
While soundness refers to the level of truthfulness, completeness describes the
level of disclosure [41]. In order to avoid overwhelming the explainee, the infor-
mational grounding process takes place, i.e. a common understanding of related
elements and an adaptation of the explanation’s detailedness to the explainee’s
knowledge level. In general, the more diverse the given evidence, the higher the
recipient’s acceptance of the explanation [37].
The explainees’ cultural background is known to influence the preference for an
explanation type - explaining foremost the mechanics, the design, or the inten-
tion of an event or artifact. Although different explanation types are preferred
in different cultures, all explanation types can be understood by all cultures in
general [37].
An experiment by [43] shows that humans have behavioural scripts in place
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when confronted with an explanation. The pure presence of an explanation,
regardless of the informational content, can make a difference in how people
react to requests. In the experiment, people busy with making copies at a copy
machine were asked to let another person go ahead. Three conditions were
examined: issuing the request of skipping line with a reasonable explanation
(“because I am in a rush”), with placebic information (using the structure of
an explanation without giving actual explanatory information: “because I need
to make copies”), and without any explanation. The compliance rate for cases
without any explanation was significantly lower than the compliance in cases
where any kind of explanation (placebic or informative) was given, with little
difference between the two explanation types [43]. [72] points out the advantage
of such explanation, no matter the informative content: “[t]o make a user (the
audience) feel comfortable with a prediction or decision so that they keep us-
ing the system”. [43] explains this behaviour with behavioural scripts that are
triggered when people find themselves in a state of mindlessness. In a mindless
state, the automatic script “comply if reason is given” is triggered, no matter
what the reason is. The mindless state, however, is revoked if the consequences
of complying become more severe. In an attentive state, the explanation does
make a difference: People were more likely to comply when an informative ex-
planation was given, as compared to the placebic explanation [43].

2.3.2 AI-Human Explanations

Understanding what brought about a machine learning decision can be complex.
For explaining the reasons that led to a specific classification, or the classifier
in general, different aspects can be highlighted.
A machine learning system generating automatic decisions contains five elements
[67]:

• Dataset and subsequent features

• Optimizer or learning algorithm

• Model

• Prediction, or more generally, the result

• Evaluator

All five elements have their share in the automatic decision process and hence
hold the potential for explanations. Depending on the recipient of the explana-
tion, purely technical descriptions may not be enough to explain the system’s
behaviour and mechanisms. While a data scientist or system engineer might
need a very complete and sound explanation, a user aiming to judge whether
he or she has been treated fairly by the algorithm could be overwhelmed with
such an explanation. Furthermore, it is not always possible to show all cases,
parameters, and features to a lay user. A selection of information is therefore
needed [56]. Explanations become more difficult to understand with increasing
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complexity of the system; Showing the underlying reasons for a single decision
(local explanation) can be less complex than showing a holistic explanation of
the complete model (global explanation). However, global explanations can
originate from a set of representative cases [56].
Several suggestions of aspects that can be explained in an automatic decision
system context have been made. [9] categorises aspects of a machine learning
decisions and respective explanation suggestions into three layers:

• Feature-level : feature meaning and influence, actual vs. expected contri-
bution per feature

• Sample-level : explanation vector, linguistic explanation for textual data
using bag-of-words, subtext as justification for class (trained indepen-
dently), caption generation (similar to image captions)

• Model-level : rule extraction, prototypes & criticism samples representing
model, proxy model (inherently interpretable) with comparable accuracy
(author’s note: supposedly meant comparable decision generation, not
simple accuracy)

The categories from [9] make a distinction between the input (feature-level), a
local explanation focussing on a single instance (sample-level), and a global view
that comprises the whole model and its behaviour (model-level). While those
aspects focus rather on the artifacts that play a role in automated decision
systems, others divide the explainable elements of AI systems based on the
processes and steps [8, 25, 48, 53, 58, 67]:

• Data & features: representation of data

• Operations: processing of data, computations, learning algorithm

• Model : parameters, representation

• Prediction: visualisation, e.g. heat maps

• Secondary / add-on system: generation of explanation via behaviour,
learning algorithm behaviour

[58] stress that different explainability needs call for different timings of the ex-
planation. Showing the explanation before a classification or generation task
is useful for justifying the next step or explaining the plan. During a task,
information about the operations and features can help identifying errors for
correction and foster trust. Explaining the results of a task after the process is
useful for reporting and knowledge discovery.

2.3.3 Explanation Systems

Overall, two distinct categories of machine learning systems exist in the context
of explainable AI. Inherently interpretable or transparent systems do not need
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an explanation modelled on top, as they can be understood by humans without
additional help. Opaque or shallow systems are not inherently interpretable
by humans and need additional explanation, either by an add-on explanation
system, or representations simplifying the actual mechanisms.
Examples of inherently interpretable machine learning models are:

• Decision trees [9, 40]

• Decision lists [9]

• Naive Bayes [40]

• Rule-Learners [28, 40]

• Compositional generative models [9]

• Linear models [28]

Limitations of interpretability of those models are given by their size, but not
their structure in general. Furthermore, users who are not familiar with techni-
cal terms and the technical implementation may need additional visualisations
to understand the systems. [28] suggest a graphical representation for decision
trees and textual representation of the rules in rule-based systems. For linear
models, representing the input feature’s magnitude and sign can help users to
understand the model [28].
Other than inherently transparent models, opaque models such as random
forests, deep learning algorithms or ensemble classifiers are not inherently in-
terpretable for humans. While complexity exceeds the cognitive abilities of hu-
mans, an increase in complexity (and therefore opacity) often comes along with
a higher accuracy [13, 58]. For models that are not inherently interpretable,
their explanation can at best be an approximation, but never complete [48]. All
elements of the complex model can be approximated [48]. To achieve explain-
ability of an opaque model, four concepts exist:

• Add-on or post-hoc systems: Retrospectively added mechanisms with the
goal of generating human-readable explanations.

• References: similar or dissimilar cases

• Approximations: Simplified elements of the system

• Inherent hyperparameter : [58] suggests to develop a new class of learn-
ing algorithms that have an inherent “explainability hyperparameter” to
achieve high accuracy in addition to high explainability. Although such
algorithms do not exist yet, the concept shall be noted here. Similarly to
penalising the size of inherently interpretable models (e.g. the size of deci-
sion trees or length of rules) to achieve lower complexity, an explainability
hyperparameter for opaque models could penalise factors responsible for
higher complexity. Pruning, for example, is a method based on the con-
cept of “minimum description length” aiming to compress decision trees,
which could be utilised to control the level of interpretability.
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Examples of post-hoc systems exist, yet [44] points out that understandability
of the explanation itself does not guarantee a sound (i.e. truthful) explanation,
“however plausible they appear”. In an experiment with textual explanations
generated for an image classification system, [23] showed that a system with a
high accuracy and an added explanatory mechanism generated meaningful de-
scriptions of its decisions. Reducing the texts to their bare minimum, a for a hu-
man nonsensical output remained. The neural network used in their experiment,
however, continued to provide high accuracy, even on the seemingly nonsensi-
cal texts. [13] developed an explanation system based on mutual information
analysis. They use the Kullback-Leibler divergence (mutual information) of two
vectors and successfully find the influence of words within a text on the pre-
diction. In a small user study, [57] use if-then rules to retrospectively generate
explanations for a variety of machine learning algorithms. They compare if-then
explanations (Anchors) to feature-weight explanations (LIME), finding that the
latter leads to a longer time to understand the explanation. Other systems that
try to model explanations alongside with a system are MYCIN, NEOMYCIN,
CENTAUR, EES, LIME, and ELUCIDEBUG (see [53] and [56] for a detailed
description of those systems).
In human-human explanations, people tend to question underlying principles of
events by comparing it to known concepts. “Why A, why not B?” is a common
question during this thought process [48]. [13] suggests showing comparable
cases as reference in automatic decision systems. Cases can be compared in
terms of their input features, e.g. the words composing a text, and the output,
e.g. other cases classified as having the same class. To show the boundaries of
a decision, similar cases with a different predicted class can be shown, or very
dissimilar cases as in counterfactuals [31].
Approximating elements of an opaque system is another method of achieving
interpretability for intransparent systems. Feature reduction techniques lend
themselves to reduce the complexity of a system to a human-comprehensible
level. [22] argues that most high-dimensional real-world application data is
“concentrated on or near a lower-dimensional manifold” anyways; dimension
reduction techniques like principle component analysis (PCA) or other feature
selection algorithms can therefore be used to overcome the curse of dimension-
ality. [13] suggests salience map masks on input features to point the attention
towards features that are decisive in a sample. In their experiment, they high-
light words in texts to point out which ones have the highest impact on the
classifier’s decision. For textual input, various features are possible: generic
text features (e.g. amount of words in text, n-grams) [20], syntactic features
such as part-of-speech tags [20], lexicon features (e.g. presence of swear words
as listed in a dictionary, polarity as listed in a sentiment lexicon), bag-of-word
features which show the presence or absence of a word [2], vector-space mod-
els such as word2vec or fasttext [2, 33], or the rank on a ranked list of word
frequencies in the corpus [13]. [2] compared two systems with different text
representation and characteristic word selection methods. Their support vector
machine with a bag-of-words representation yielded equally good results as a
convolutional neural network with a vector space representation. With their
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research, they react on recent developments in text mining, showing a tendency
towards the usage of neural nets and vector space models to represent and pro-
cess textual inputs [2]. Both the work of [2] and the work of [13] described
above show that generating explanations is possible at a high soundness level.
Selecting relevant words in a text without having access to the complete dataset
or inner workings of a classifier is possible as well. In general, the input text is
altered in a systematic way and the output (classification) observed. [2] remove
a supposedly relevant word from all texts and observes how the classification
score changes. If there is a significant decrease in accuracy, the removed word
is labelled as important to the classification [2]. [23] take the opposite approach
by eliminating the supposedly irrelevant words from each text in the data set
and show that the accuracy does not significantly decrease. Although the latter
method did not decrease the classifiers accuracy (in this case a neural net), the
remaining words were seemingly nonsensical to human observers.
For a detailed discussion of all available explanation methods, the reader is re-
ferred to [45], [25], and [67].

2.3.4 Explanation Evaluation

Depending on the goal of the explanation in artificial intelligence, different de-
mands are made on the explanation. In section 2.2, the concepts of persuasive-
ness, soundness, and completeness in explanations were introduced. Depending
on the target audience, the amount of soundness or completeness varies. In this
paper, we take the stance that persuasiveness resulting from simplicity (and
hence less completeness) is a useful tool to adapt the explanation’s complexity
to the cognitive abilities and level of expertise of a lay user. Persuasiveness
should, however, not come along with untruthfulness. We therefore define a
“good” explanation as one that is truthfully representing the classifier, no mat-
ter the performance of the classifier.
For evaluating how well an explanation lives up to the requirement of being a
“good”, hence truthful, explanation, several evaluation methods are available.
[25] stresses the importance of adapting the evaluation method to the task and
goal at hand. Evaluating the explanations’ functionality can be done without
actual users via a proxy, e.g. the model and explanation complexity or the
explanations’ fidelity with respect to the classifier’s behaviour. Usability tests
or human performance tests assess the effects of the explanations on the user’s
attitude towards the system. Lastly, for evaluating the system’s influence in an
application, a user testing in the true context with the true task can be done.
[8] summarises available tests of model interpretability into three categories:

• Heuristics: number of rules, number of nodes, minimum description length
(model parameters); but also the general algorithm performance [58].
The “explainability hyperparameter” suggested by [58] (see section 2.3.3)
would also be part of heuristic tests.

• Generics: ability to select features, ability to produce class-typical data
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points, ability to provide information about decision boundaries

• Specifics: user testing and user perception, although this is rather an eval-
uation of visuals than an evaluation of the actual model, e.g. by measuring
accuracy of prediction, answer time, answer confidence, understanding of
model; [58] add a user satisfaction score to the list

In most cases, using only one test (e.g. measuring solely the number of rules in
a rule-based classifier) is not conclusive. A combination of different measures
leads to more solid statements about the quality of explanations [58].

2.4 Trust in AI

One potential positive effect of explainability in AI is increasing user trust (see
section 2.2.1). In human-human relationships, trust is understood as the willing-
ness to put oneself at risk while believing that a second party will be benevolent
[55]. Trust is not a characteristic inherent to an agent, but rather placed in
an agent (the trustee) by another agent (the trustor). In general, the level of
trust results from a trustor’s overall trust in others, the propensity to trust, and
the trustee’s trustworthiness [46]. Trust is therefore not an objective measure,
but a subjective experience connected to a trustor [7, 49]. Several characteris-
tics can influence the level of trust: the trustee’s dependability (i.e. repeated
confirmation of benevolence in risky situations) or reliability (i.e. consistency
or recurrent behaviour) [55]. Both dependability and reliability are based on
repeated experiences, trust can therefore be described as dynamic: it evolves as
the relationships matures [55]. As it is a subjective experience, there is no guar-
antee that the trust corresponds to the actual benevolence and trustworthiness
of an agent. Inappropriate trust, e.g. trusting a person to live up to promises
which he or she has no interest in keeping, can be harmful and have negative
consequences [66].
In the field of computer science, no precise definition of trust in human-machine
interaction exists [3]. Most papers agree that trust relates to the assurance that
a system performs as expected [49]. For classification algorithms, trust can be
assigned at different scales: global trust means trusting the model itself, while
local trust relates to a single decision [56]. Just as in human-human interaction,
trust in a computer system can develop inappropriate dimensions. Deliberately
creating an inappropriately high trust level can be misused by criminals, e.g.
for data tapping [49].

2.4.1 Trust Factors

For human-human interaction, [46] identifies three factors contributing to the
trustworthiness: ability, benevolence, and integrity. Additionally, the trustor’s
propensity to trust plays a role. [39] uses this model to develop a trust measure
for automated systems, incorporating all four aspects. Other work on trust in
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computer systems mention the following factors contributing to trust [3, 6, 7,
16, 17, 39, 49]:

• Appeal : aesthetics, usability

• Competence: privacy, security, functionality, correctness

• Duration: relationship, affiliation

• Transparency : explainability, persuasiveness, perceived understanding,

• Dependability

• Reputation: warranty, certificates

• Familiarity

For trust in automatic classification systems, misclassifications play a special
role for trust. If a user expects the system to output correct classifications
(i.e. results that align with the user’s prediction of the system’s behaviour)
but the system fails to do so, the “expectation mismatch” leads to a direct
decrease in trust [26]. How strong the impact on the trust level is depends on
the nature of the mismatch: data-related mismatches weight less strongly than
logic-driven mismatches [26]. That is, if a system classifies an image of a cow as
a horse because it is only shown from behind, users are more forgiving than if
the cow was shown from the front and the system classifies all brown animals as
horses. [44] argues likewise that trust in machine learning algorithms depends
on the characteristics of misclassified cases. He points out that an automatic
system can be considered trustworthy if it behaves exactly like humans, i.e. it
misclassifies the same data points as a human and is correct on those cases that
a human would also correctly classify [44].
Besides transparency, perceived understanding is an important aspect of trust
[17]. Explanations in AI aim to create understanding about the system at hand,
but since trust is subjective, it draws on the perceived understanding rather than
actual understanding. [17] tested the effects of transparency on user perception,
finding a correlation between perceived understanding and trust (as well as
with perceived competence and acceptance). Their experiment did not provide
evidence for a direct influence of (objective) transparency on trust, however.
They hypothesise that actual understanding leads to more knowledge of system
boundaries and unfulfilled preferences, which are not apparent in an opaque
system.

2.4.2 Trust Evaluation

User trust in a computer system is, just as trust in human-human interaction,
a subjective experience. Most trust measures are therefore developed for user
studies rather than a list of heuristics to be checked.
For assessing website trustworthiness, [7] developed a technique that uses heuris-
tics and experts to create a trust score per website. Experts examine each graph-
ical element on a website or system and label each feature with a trust factor
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(reputation, appeal, competence, intention, relationship). Each trust factor has
a pre-assigned rank that determines the weight of that factor. Subsequently,
the expert judges the “state” of each feature, contributing a coefficient to the
weight of the trust factor: irritant (-1), chaotic (1), assuring (2), motivating
(3), and not present (0). The overall trust score for the website or system is
calculated by:

F∑
f=1

rf ∗ sf

where F is the amount of features, rf the feature’s rank, and sf the state coef-
ficient. Although this approach makes it possible to compare different websites
with each other, their user study showed that experts find it problematic to
assign discrete trust values [7].
[56] measure trust in the LIME add-on explanation system in their user study
with open and closed questions:

• Whether they trust this algorithm to work well in the real world,

• Why they trust this algorithm to work well in the real world,

• How they think the algorithm distinguished between the two classes.

The questions are based on the aspects of competence, perceived understanding,
and reliability. It needs to be noted that they report an analysis method specific
to the task and dataset used in their experiment (hence not necessarily trans-
ferable to other experiments), and that their study participants had previously
completed a university course in machine learning. While this questionnaire
could be helpful to determine trust of data scientists, it might not be applicable
for assessing trust of lay users.
[39] developed and validated a questionnaire to measure trust in automated
systems. They translated the trustor and trustee factors from [46] into trust
factors for automatic systems:

• Familiarity

• Intention of developers

• Propensity to trust

• Reliability

• Understanding

The questionnaire contains 19 items that are evaluated with a 5-point Likert
scale. Other than trust measures for interpersonal trust, this questionnaire
accounts for the fact that computer systems are developed by other humans with
intentions that influence the trust relation. Additionally, the general attitude
towards automated systems (familiarity with automated systems) is included in
the questionnaire.
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Besides measuring trust with a questionnaire, [68] reports “willingness to accept
a computer-generated recommendation” as a proxy for trust.
For measuring perceived understanding, a factor of trust, most researchers use
factual statements and ask participants to rate the statements according to their
confidence of understanding [5, 11]. Others ask directly for their perception of
their subjective understanding [36, 54, 66, 74]. Unlike actual understanding,
those answers do not need to be checked and rated by an expert.

2.5 Summary

Machine learning algorithms are already employed in a variety of areas, to sup-
port humans in decision-making when working with large amounts of data,
amongst others. Extending the human cognitive abilities with an automatic
decision system in a collaborative setting is called augmented intelligence. Un-
derstanding the automatic decision systems is crucial for data scientists and
engineers for assuring that the model behaves in the desired way, analysing er-
rors and unwanted behaviour, improving the robustness and performance of the
system, and finally ensuring fairness and avoiding automated discrimination.
For lay users (usually without a background in machine learning), understand-
ing the system is needed to take control over one’s personal and sensitive data
and assess the fairness of a decision. The General Data Protection Regulation
(GDPR) acknowledges the right to be informed about the processing of personal
data, ultimately to ensure that the individual can contest discrimination. Un-
derstanding the mechanisms of an automated computer system also influences
trust, satisfaction, and acceptance in a positive manner. For creating under-
standing, the system needs to deliver faithful explanations about its behaviour,
structure, and data. An explanation, in general, is one or more reason or justi-
fication for an action or belief, leading to the creation of mental models.
According to the GDPR, the applicability of explainable AI (xAI) is given wher-
ever personal data is processed with machine learning algorithms. However,
applications where automated classification and ranking lead to social conse-
quences for individuals are likewise candidates in need of explainability. The
need for explainability is supported by cases in which algorithmic decision mak-
ing went wrong, e.g. the COMPAS system discriminating ethnic minorities, or
the Google Flue Trends system holding systematic modelling errors. Explana-
tions are especially difficult to generate for opaque (not inherently interpretable)
systems. Some form of simplification is needed to adapt the explanation to the
attention span and cognitive abilities of humans. Overall, three approaches can
be distinguished: Add-on systems that model an explanation solely based on
the input-output behaviour of a system, referencing similar or dissimilar cases,
and approximations that simplify complex facts like high-dimensional feature
spaces. While approximations and references lack the ability to provide com-
plete explanations, add-on systems provide no guarantee for fidelity, no matter
how plausible their explanations seem to a human. When dealing with texts,
feature selection techniques can be used to highlight important words in the
text, i.e. words that had a crucial contribution to the classification.
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In this research project, we aim to examine the influence of an explanation’s
fidelity on user trust and perceived understanding. This leads to two sub-
problems: measuring the fidelity of an explanation as well as measuring user
trust and perceived understanding.
Since users can only report on their perception of the explanation, an objective
measure to evaluate the fidelity of an explanation is needed. An explanation’s
fidelity describes how well the explanation represents the classifier. We there-
fore define a “good” explanation as one that represents the model, at the risk
that it is not necessarily meaningful to a human. To generate an explanation
for textual input, words that are most informative for explaining the classifier’s
decision can be highlighted. The fidelity can then be measured by eliminating
either the informative or the irrelevant words and observe how the classification
result changes.
Unlike fidelity, trust is a subjective experience describing an agent’s willingness
to put himself or herself at risk while believing that another agent will be benev-
olent. As trust is experienced by a trustor rather than an inherent characteristic
of the trustee, a user study needed to assess user trust. One of the factors of
trust is perceived understanding, a likewise subjective experience only measur-
able in a user study. Several trust measures have been used in related projects,
among which questionnaires and heuristics.
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3 Methodology

The following section presents the methodological structure of the research
project, driven by the research questions described in section 1.
Since trust is a subjective experience (see section 2.4), it must be evaluated in
a user study. For a user study, a use case scenario helps to create a realistic
environment and ensure applicability of the results for practitioners. Based on
section 2, the following aspects are required for a use case scenario to answer
the research questions:

1. Realistic application scenario that participants of a user study can relate
to and feel into.

2. Negative consequences for classification errors: Possible areas are pre-
sented in section 2.2.3, but not all of them are feasible to be investigated
in this research project. Data with sensitive content are not freely avail-
able, and high-risk domains like criminal justice and terrorism detection
enclose their data likewise. Datasets used to gain economic advantage over
competitors are often kept confidential or being censored. [21].

3. Augmented intelligence setting in which a human collaborates with a ma-
chine learning classifier, ensuring that the user’s “willingness to accept a
computer-generated recommendation” [68] is applicable as a proxy mea-
sure for trust.

To meet the requirements, we use the scenario of a company’s social media chan-
nel targeting teenagers and young adults of 15-20 years old. The use case task
concerns the identification of offensive texts supported by a machine learning
system trained to detect offensiveness. Participants of the study take on the
role of a social media moderator and administrator responsible for the content
posted within the social media channel.

Figure 2: Model of interpretability adopted from [60]

In his model of interpretability, [60] mentions accuracy, explainability, and ef-
ficiency as the three main aspects (see figure 2). Interpretability is a positive
factor for trust (see section 2.2.1), leading to the assumption that accuracy, ex-
plainability, and efficiency have the potential to influence user trust. Efficiency
relates to the time and mental resources an average user needs to understand
the explanation. While efficiency plays a role for user trust, it is not a particular
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topic in question for this research project. We aim to keep the efficiency con-
stant and minimal throughout our research and therefore adopt the minimum
explanation setup suggested by [27]: showing how the input features relate to
the prediction of a classifier.
Accuracy describes the classifier’s ability to correctly classify data points (differ-
ing from fidelity, which describes the explanation’s ability to correctly explain
the model). To examine the influence of accuracy on user trust, the user’s rela-
tion with classifiers at varying accuracy levels will be tested. We are especially
interested in the extremes as well as a “realistic” accuracy level in between both
extremes and therefore build three systems in total: a good classifier (0.9 ac-
curacy), a medium classifier (0.7 accuracy), and a bad classifier (0.1 accuracy).
We explicitly exclude random classification, since we aim to have a condition in
which a meaningful (i.e. truthful) explanation is generated - which is impossible
for random class assignment.
Finally, explainability, as explained in section 2.2, concerns the communication
of reasons for an event. For investigating the influence of the explanation’s truth-
fulness, we aim to compare explanations with varying informative content (i.e.
varying level of fidelity). The research design is inspired by the copy machine
experiment presented in [43], that compared truthful explanations, “placebic”
or dishonest explanations, and a condition without any explanation.

3.1 Use Case Implications

The use case scenario takes the user study participants to the topic of offensive
language detection for the purpose of youth protection on the internet. [14]
define offensive language based on the work of [35] as a composition of three
categories:

• Hateful language: language that disparages someone on the basis of a
protected trait (e.g. ethnicity, religion, nationality, gender, sexuality, dis-
ability, age [21])

• Pornographic language: language with explicit sexual content for “sexual
arousal and erotic satisfaction” [14]

• Vulgar language: language with obscenity and profanity referring to “sex
or bodily functions” [14]

Although offensive language and hate speech are not accurately separated, [19]
argues that hate speech is always connected to the expression of hatred, while
offensive language uses words that are hate speech in some contexts, but not
in others. An example can be found in slang language. The word “bitch” can
be amongst others defamatory, neutral, or an expression of friendship. The
“urban dictionary” lists nine different typical applications1, not all of them
being pejorative. In this research project, we adopt the definition of [14] and
do not particularly differentiate between hate speech and offensive language to

1https://www.urbandictionary.com/define.php?term=bitch accessed on 24.02.2019
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match the use case scenario. Not only hate speech, but also positively meant
offensive language should not be broadcasted to a youth audience.
To train machine learning classifiers on offensive language, an annotated dataset
is needed. Ideally, the dataset is labelled by human annotators, distinguishes
between offensive language and non-offensive language, and contains texts from
one or more social media platforms.

3.1.1 Dataset Selection

Few datasets with offensive language texts are publicly available. Table 1
presents an overview of four available datasets, their sizes and class balances.

Corpus Size Classes Split

Davidson1 25,000
hate speech
offensive
neither

6%
77%
17%

Imperium2 3,947
neutral
insulting

73%
27%

Analytics Vidhya3 31,962
hate speech
no hate speech

7%
93%

SwissText4 159,570

toxic
severe toxic
obscene
threat
insult
hate speech
neither

10%
1%
5%
0.3%
5%
1%
72.7%

Table 1: Selection of publicly available datasets for offensive language texts

While the dataset of SwissText has the most fine-grained labelling of its data
points, details on how the labels were assigned (i.e. number of annotators, inter-
annotator agreement score, definition of the classes) are not available. The same
holds for the datasets of Analytics Vidhya and Imperium.
In contrast, Davidson’s datasets comes with a description of how the data points
were collected, how the classes are defined, and uses at least three annotators per
text. Furthermore, Davidson’s dataset contains the most data points labelled

1https://github.com/t-davidson/hate-speech-and-offensive-language accessed on
24.02.2019

2https://www.kaggle.com/c/detecting-insults-in-social-commentary/data accessed on
24.02.2019

3https://datahack.analyticsvidhya.com/contest/practice-problem-twitter-sentiment-
analysis/ accessed on 24.02.2019

4https://www.swisstext.org/workshops/2018/Hackathon.html accessed on 24.02.2019
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as offensive: roughly 20750 Tweets fall into this category, while the Analytics
Vidhya dataset contains 2240 hate speech texts, SwissText 1600, and Imperium
1000.
Throughout the literature, different definitions of hate speech and offensive lan-
guage are given. For using a dataset in a user study with the scenario of a social
media administrator, the definition of the label has to be clear. We therefore
choose to work with the dataset of Davidson et al., as it offers the most detailed
description of its labels and how the labels were obtained.

3.1.2 Twitter Data Preprocessing

Tweets exhibit some special characteristics. First, the maximum length of a sin-
gle Tweet is 140 characters. Twitter doubled the length in November 2017, yet
the dataset was collected before this data and therefore contains only Tweets
of 140 characters or shorter. Twitter users found creative ways to make use of
the 140 characters given, leading to the usage of short URLs instead of original
URLs [73], intentional reductions of words (e.g. “nite” instead of “night”) [73],
abbreviations [29], emojis [24, 70] and smilies [33, 64].
Furthermore, social media content can be unstructured, with word creations
that are non in standard dictionaries, like slang words [29, 70], intentional rep-
etitions [30, 50, 59, 73] (e.g. “hhheeeey”), contractions of words [30, 64], and
spelling mistakes. Although those new word formations do not appear in the
dictionary, they are “intuitive and popular in social media” [34].
On Twitter, it is custom to mention other users within a Tweet by adding
“@”+username [50, 59, 70, 73], retweeting (i.e. answering to) a Tweet [30, 73],
and summarizing a Tweet’s topic with “#”+topic [70, 73].
Other problems in text mining are the handling of stop words [24, 29, 73], lan-
guage detection [73], punctuation [24, 30, 50], negation [70], and case folding
[24, 29, 59].
Researchers have developed different strategies for preprocessing Tweets. One
possible approach is to simply remove URLs, username, hashtags, emoticons,
stop words, or punctuation [24, 29, 30, 50, 70, 73]. A reason to eliminate those
tokens can be that they assumably do not hold information relevant to the clas-
sification goal [30]. Words that only exist for syntactic reasons (this concerns
primarily stop words) can be omitted when focussing on sentiment or other se-
mantic characteristics [24]. Mentions of other users are likewise not informative
for sentiment analysis and are often removed from the texts [70, 73]. Depending
on the dataset size, normalising the texts strongly by removing punctuation
and emojis, as well as lowercasing the texts, can decrease the vocabulary size
[24]. Especially on Twitter with its restricted text size, users tend to use short-
ened URLs. Short URLs have a concise, but often cryptic form, and redirect to
the website with the original, long URL. While website links can encode some
information on a topic, this information is lost when using a shortened URL.
Removing the shortened URLs without replacement can be a step in prepro-
cessing Tweets [73].
Rather than removing tokens, they can also be replaced by a signifier token, e.g.
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a complete link by “<<<hyperlink>>>” [33]. In Tweets, such signifier tokens
are used for mentions of usernames [33, 59, 64], URLs [33, 59, 64], smilies [33]
or negations [64]. Using signifier tokens eliminates some information, i.e. which
user was mentioned or which website was linked, but retains the information
that a mention or link exists. Tokens can also be grouped by using signifier
tokens, i.e. tokens with similar content are summarised with a single token.
[33] uses this technique to group smilies with similar sentiment and Twitter
usernames related to the same company.
Case folding is often addressed by converting Tweets to lower case [24, 29, 33].

3.1.3 Offensive Language Detection

Offensive language and hate speech detection systems noted in related literature
use a wide range of classifiers.
The data engineers of the dataset we chose tested a variety of classifiers for
distinguishing hate speech, offensive language, and non-offensive language [19].
The best results were found for a logistic regression system and a linear support
vector machine (SVM), reaching a better performance than Naive Bayes, deci-
sion tree, and random forests. They eventually use logistic regression because
it offers continuous output and showed promising performance in similar ap-
plications. [50] use an ensemble setting with a logistic regression classifier and
a random forests system to generate features that are subsequently forwarded
to a final logistic regression classifier. Recurrent neural networks (RNN) were
also used for hate speech detection [20, 59]. [20] compare a RNN and an SVM
finding that their SVM performs better on detecting hate speech, while both
classifiers show equal performance for classifying texts without hate speech. In
their setup, texts are encoded as word embeddings for the RNN, and with the
bag-of-words (BOW) method for the SVM. The first method encodes words as
dense vectors in a high-dimensional vector space, with related words in close
proximity and unrelated words at larger distance to each other. The BOW
method codes a text as a sparse vector, with each element representing a single
word in a vocabulary. If a word appears in a text, its value in the sparse vector
is set to the count of its occurrences, and 0 otherwise. Using only a dictionary
to filter out offensive words is not a sufficient solution for offensive language
detection. Implicit offensiveness describes texts that have an offensive meaning,
yet do not contain any words registered in a hate speech database. [38] focus
on implicit offensiveness. They examine each word in a text individually, and
then determine the class for a text by counting the number of offensive words
divided by the total amount of words. For texts encoded in a vector space model
(using e.g. fasttext or word2vec), [29] suggest using cosine similarity measured
on a scale of 0.0-1.0 with the class boundary at 0.6. Although not focussing on
offensive language in particular, but on general sentiment of texts, [13] use a
convolutional neural network (CNN) to classify movie reviews into positive and
negative reviews. Subsequently, they use an algorithm that they called “Learn-
ing to Explain” (L2X) that determines the k most decisive words in the input
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text using mutual information analysis.

Our goal are three systems with accuracies of 0.9, 0.7, and 0.1, which hold the
potential to create truthful explanations for the decision process. We therefore
choose L2X for the very good classifier, and use its inverted version (the same
setup but trained on inversely labelled training set) for the bad classifier. We
then use a time-tested classifier with average results: logistic regression. The
advantage of logistic regression for our purpose is that if offers the coefficients
for all input features which helps to generate explanations.

3.1.4 Explanations

To answer the research questions RQ 2.2 (“How does the level of truthfulness
of explanations influence user trust?”) and RQ 3 (“What role does the truthful-
ness of an explanation play for the user’s perceived understanding?”), the level
of truthfulness, i.e. fidelity, needs to be varied. Following the setup of [43] in the
copy machine experiment, we aim to generate three types of explanations: (1) a
good explanation with high fidelity to the underlying model, (2) a bad explana-
tion with placebic, i.e. nonsensical information, and (3) an “explanation” with
zero explanatory content. A similar setup was chosen by [57], presenting users
with (1) no explanation, (2) an explanation with little explanatory content, and
(3) an explanation with double the explanatory content as in 2. While we agree
with testing the influence of seeing an explanation at all, we aim to investigate
truthfulness rather than informational quantity. The setup suggested by [43] is
therefore more suitable.
For generating explanations, we focus on input features and their decisive power
regarding the classification result, as suggested in the minimum explanation
setup by [27]. Our dataset contains Tweets, hence textual input, encoded with
the bag-of-words method. The individual words in a text are therefore the in-
put features. Showing how the words relate to the prediction can be done via
highlighting ([2, 14, 23]).
The three explanation types will be generated as follows:

Good explanations All three classifiers (L2X, Inverse L2X, and logistic re-
gression) are able to give information about which of the input features are most
decisive for the classification result. The L2X algorithm is especially made to
select most decisive features - in this case single words within a text -, while lo-
gistic regression offers information about the coefficients, which are equal to the
influence of individual features on the classification result. For both algorithms,
the decisive words in a text can therefore be determined and subsequently com-
municated to the user by highlighting.

Bad explanations Similar to the “placebic” explanations used in the copy
machine experiment [43], the bad explanations in this research project do not
provide useful information. They are, on the surface, visually similar to good
explanations, but without being truthful to the underlying model. To generate
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nonsensical explanations, we draw words uniformly at random from the texts.
By using random selection, we assure that no human-readable pattern shows in
the bad explanations.

Zero explanations The opposite of good explanations with high informative
content is zero information content, thus no explanation at all. It needs to be
noted that the explanation is not tied to the classification result (the label).
The system can show no explanation but still show the decision.

3.2 User Study

Trust and perceived understanding are subjective experiences and hence must be
evaluated with a user study. We therefore aim to answer the research questions
in a user study with tasks of the use case scenario explained above. Partici-
pants of the study are asked to take the role of a social media administrator.
As trust builds up over time and is build on repeated experiences with an agent
[55], participants of the user study need to have repeated interaction with the
system. We therefore show them a set of Tweets combined with the classifier’s
decision and explanation. To avoid learning and familiarisation effects, we use
an in-between subject design, such that each participant is confronted with only
one classifier-explanation pair. The study is set up and run on the SoSci Sur-
vey5 platform.

3.2.1 Conditions

Explainability and accuracy are the two variables in question for the study.
Based on the copy machine experiment [43], three explanation types are gen-
erated: (1) no explanation, (2) a placebic explanation, and (3) an informative
explanation. We want to test the influence of accuracy on trust with three clas-
sifiers: (1) good with 0.9 accuracy level, (2) medium at 0.7 accuracy, and (3)
bad with 0.1 accuracy. Evaluating each classifier-explanation combination leads
to 9 conditions that we encode as follows:

5https://www.soscisurvey.de/en/index accessed on 24.02.2019
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Condition

super-good
super-rand
super-no
medium-good
medium-rand
medium-no
bad-good
bad-rand
bad-no

Table 2: List of classifier-explanation combinations evaluated in the user study

3.2.2 Measures

Perceived understanding can be evaluated with a self-assessment questionnaire.
For measuring trust in the automatic decision system, we use the trust question-
naire for automated systems by [60]. The questionnaire addresses the trustee
as “the system”, which is generic enough to be applied to automatic decision
systems as well. Furthermore, the questionnaire focusses only on the trustwor-
thiness of a system, but also addresses the influence of familiarity and propensity
to trust in general. Measuring trust via a questionnaire requires the participants
to reflect on their relationship with the system. [43] observed the ignorance of
informational content in explanations only in a “mindless”, i.e. inattentive state.
We therefore use a second measure of trust, the proxy measure of willingness to
adopt a classifier’s recommendation. The proxy can be measured by exposing
the participants to the Tweets once without the system and a second time with
the system and observe the changes in classification that were made. A detailed
list of all questions used in the survey can be found in appendix A.

3.2.3 Procedure

On both platforms, the participants receive a link to the survey. As soon as the
participant opens the survey URL, the survey starts. The survey consists of the
following content:

1. Introduction & consent form

2. Scenario 1 : Social media administrator and manual offensive language
detection

3. Tweet block 1 : 15 Tweets for classification, on individual pages (no sys-
tem)

4. Scenario 2 : Introduction to automatic decision system supporting the
task
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5. Tweet block 2 : Repetition of 15 Tweets for classification, on individual
pages (with system)

6. Perceived understanding & trust questionnaire

7. Demographics

8. Outroduction & crowdsourcing completion codes

The study contains three blocks plus an introduction and outroduction section.
The first block treats a scenario in which the participant plays the role of a
“social media administrator” of a company with a young target group (15-20
years old). The task of the social media administrator is to identify content
with offensive language in order to block such comments or Tweets. The next
15 pages of the survey contain one Tweet each, shown on a screenshot of a
management tool, and ask the participant to classify the text as offensive or
not offensive as shown in figure. The order in which the Tweets are shown is
randomised for each participant. There are 10 different sets of Tweets available
(without overlap), to avoid effects from the specific wording or topics in the
small set of 15 Tweets. At the start of the survey, each participant is randomly
assigned to one Tweet set by the system.
The second block introduces the automatic decision system. The participant is
again asked to classify 15 “very similar” Tweets, which are, in fact, identical to
the ones shown in the first block. This particular formulation aims to liberate
the participants from the urge to classify each text with exactly the same label
as in the first block. The ordering of the Tweets is random and hence very likely
to be different from the ordering of the first block. In total, 9 conditions exist:
three systems with each three explanation types (informative, placebic, no ex-
planation) each. Each participant has one condition assigned at the beginning
of the survey, such that there is an equal distribution of conditions in finished
questionnaires.
Finally, the last block contains three questions regarding perceived understand-
ing, 19 items measuring the user’s trust including an attention check, and 5
demographic questions (gender, age, country, ethnicity, English language level).

3.2.4 Analysis

The between-subject setup described in the previous paragraph is tested in a
pilot study with 11 participants. The participants are recruited via “Prolific”
and receive a compensation of 2.00 GBP (2.28 EUR). They complete the study
in “pretest” mode, which shows an additional comment box at the bottom of
each survey page.
The main study is set up as a quantitative study without open questions or free
text input. Basic frequency analysis is used for the demographic items in order
to understand the background of the participants. Three topics are investigated
in a statistical manner: perceived understanding (3 items), self-reported trust
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(19 items), and observed trust via proxy. For the first two, a 5-point Likert
scale is employed.
A Perceived understanding score is calculated for each participant by taking
the mean of the ratings for all three items in the questionnaire. The trust
questionnaire used to measure self-reported trust contains 14 positive items and
5 inverse items. A single mean score is calculated by taking the average over the
positive items and the maximum rating minus the mean of the inverse items. As
a second trust measure, observed trust is investigated via the proxy of willingness
to follow a system’s recommendation. The survey contains a block of manual
classification without the system, and a second round with the information
provided by the automated decision system. In each block, participants classify
the same set of Tweets. We can therefore determine how often a participant
switches his or her classification out of 15 possible cases, and how often the
change is made in agreement with the classifier’s prediction but against the
truth. Since the three classifiers offer different amount of opportunities to change
with the classifier’s prediction away from the truth (maximum 14 cases for the
bad classifier as opposed to maximum 1 case for the very good classifier), the
proxy measure is calculated and normalised as follows for each participant:

#changes towards prediction against truth

#opportunities for change against truth

Cases in which the good classifier does not make any misclassification (hence no
opportunity for the user to change in favour of the classifier and in contradiction
to the truth) are excluded, because no valid conclusion can be drawn from these
cases.
The goal of the statistical analysis for all three topics (perceived understand-
ing, self-reported trust, observed trust via proxy) is to identify differences be-
tween different conditions. To determine whether the samples are normally
distributed, we use the Shapiro-Wilk test 6 for normality from the SciPy li-
brary). We use the two-sided Mann-Whitney U test to compare two samples,
since it does not assume normal distribution nor equal sample sizes or variances.
For sample sizes above 20 data points, we employ SciPy’s approximation7 of the
Mann-Whitney U test. In case of smaller sample sizes, we use the exact imple-
mentation8 of the Mann-Whitney U test as described in [15].

3.2.5 Apparatus

The user study is set up as an online study, the study can therefore be taken at
a self-chosen location on private devices. Participants are asked to complete the
survey on a notebook, desktop computer or tablet. Devices with small screens

6https://docs.scipy.org/doc/scipy/reference/generated/scipy.stats.shapiro.html accessed
on 24.02.2019

7https://docs.scipy.org/doc/scipy/reference/generated/scipy.stats.mannwhitneyu.html ac-
cessed on 24.02.2019

8https://mail.python.org/pipermail/scipy-dev/2015-March/020475.html accessed on
24.02.2019
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(e.g. smartphones and other mobile devices) are excluded to ensure proper
scaling of images. For consistency with the use case scenario, screenshots of a
fictive social media management platform show the input texts, decisions and
explanations. The screenshots have a ratio of 900px (width) to 253px (height).
However, which device participants finally use cannot be verified. No further
requirements are made regarding the equipment of the participant’s device.

3.2.6 Participants

Participants are recruited via the paid science crowdsourcing platform “Pro-
lific”9 and “SurveyCircle”10, an unpaid participant recruitment platform based
on mutuality. All participants recruited on the paid platform “Prolific” receive
a compensation of 1.40 GBP (1.60 EUR) for an estimated expenditure of time
of 12 minutes. Participants from “SurveyCircle” receive a reward of 4.4 Study
Points. On both platforms, individuals younger than 18 years are excluded to
participate for reasons of consent by a major. The use case scenario includes
reading and understanding real-life Tweets with slang words, grammatical and
literal errors. The platforms therefore screen for people being fluent in English.
The study questionnaire includes an attention check question, asking the partic-
ipants to answer “completely disagree” in between the trust questionnaire items
assessed on a 5-point Likert scale. Data from participants who fail to answer
the attention check correctly is excluded from the analysis. Furthermore, only
complete responses are analysed, i.e. data from participants who reach the last
page of the survey.

9https://prolific.ac accessed on 24.02.2019
10https://www.surveycircle.com accessed on 24.02.2019
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4 Materials

As described in section 3.1.3, we train three classifiers on a dataset of social
media texts containing offensive language. Using the trained models, Tweets in
a test set can be classified. The models also serve to generate explanations for
the classification result. The following section documents the implementation
of the classifiers and the generation of explanations. Furthermore, we show the
implementation of a graphical user interface (GUI) needed to evaluate the sys-
tems in a user study. The user study imposes another constraint: Participants
can only be confronted with a limited amount of sample points (Tweets). This
section therefore also presents the selection of subsets to be shown in the user
study.

4.1 Dataset

4.1.1 Dataset Construction

The original dataset was collected by Davidson et al. [19] for their research
on defining and differentiating hate speech from offensive language. They con-
structed a dataset with offensive Tweets and hate speech by conducting a key-
word search on Twitter, using keywords registered in the hatebase dictionary11.
The timelines of Twitter users identified with the keyword search were scraped,
resulting in a dataset of over 8 million Tweets. They selected 25 000 Tweets
at random and had at least 3 annotators from Figure Eight12 (formerly Crowd
Flower) who labelled each Tweet as containing hate speech, offensive language,
or neither. They reached an inter-annotator agreement of 0.92 [19]. The dataset
is publicly available on GitHub13.
The biggest class in the dataset are the offensive language Tweets (77%), while
non-offensive Tweets represent 17%, and hate speech 6% of the dataset.
For our research, we are interested in offensive and not offensive Tweets. The
Tweets labelled as hate speech in this dataset have characteristics that offensive
language does not necessarily have, i.e. is always pejorative, while offensive lan-
guage can also be found in positive contexts (see [19]). We therefore excluded
Tweets labelled as hate speech for the further construction of our dataset. We
produced a balanced dataset by selecting only Tweets with the maximum inter-
annotator agreement from each of the two remaining classes, and randomly drew
Tweets from the bigger class (offensive Tweets) until the size of the subset was
equal to the size of the smaller class (non-offensive Tweets). Table 3 presents
statistical information about the resulting dataset.
The dataset is split into a training set and a test set, with the test set containing
20% of the data points. The training set is used to build the classifier models,
while the Tweets of the test set are used to evaluate the classifiers and to label
the sample points for the user study.

11https://www.hatebase.org accessed on 24.02.2019
12https://www.figure-eight.com accessed on 24.02.2019
13https://github.com/t-davidson/hate-speech-and-offensive-language accessed on

24.02.2019
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Not Offensive Class Offensive Class

Size (absolute) 4,162 4,162
Size (relative) 50.00% 50.00%
Total words 58,288 61,504
Unique words 6,437 9,855
Average words
per Tweet

14.00 14.78

Table 3: Statistical characteristics of the constructed dataset

4.1.2 Dataset Preprocessing

To prepare the data to be used in a machine learning application, we adopt the
following preprocessing steps (see section 3.1.2) in chronological order:

1. Conversion of all texts to lower cases

2. Replacement of URLs by a dummy URL (“URL”)

3. Replacement of referenced user names and handles by a dummy handle
(“USERNAME”)

4. This dataset encodes emojis in unicode decimal codes, e.g. “&#128512;”
for a grinning face. In order to keep the information contained in emojis,
each emoji is replaced by its textual description (upper cased and without
whitespaces to ensure unity for tokenizing)14.

5. Resolving contractions such as “we’re” or “don’t” by replacing contrac-
tions with their long version15.

6. This dataset uses a few signifiers such as “english translation” to mark
a Tweet that has been translated to English, or “rt” to mark a Retweet
(i.e. a response to a previous Tweet). Since those information have been
added retrospectively, we discard them here and delete the signifiers from
the texts.

7. Replacement of all characters that are non-alphabetic and not a hashtag
by a whitespace

8. Replacement of more than one subsequent whitespace by a single whites-
pace

9. Tokenization on whitespaces

14https://www.quackit.com/character sets/emoji/ accessed on 24.02.2019
15https://en.wikipedia.org/wiki/Wikipedia:List of English contractions accessed on

24.02.2019
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After training the classifiers, the URL and username tokens are replaced by
a more readable version (“http://website.com/website” and “@username”, re-
spectively) to make it easier for participants of the user study to envision them-
selves in the scenario of a social media administrator reading real-world Tweets.
Replacing the tokens by their original URLs and usernames would give the par-
ticipants more information than the classifiers had; we therefore chose to use a
dummy URL and username.
Applying the preprocessing steps, the following Tweet is processed from its
original form:

"@WBUR: A smuggler explains how he helped fighters along the

"Jihadi Highway": http://t.co/UX4anxeAwd"

into a cleaned version:

@username a smuggler explains how he helped fighters along the

jihadi highway http://website.com/website

4.2 Classifier

Good System For the system with high accuracy (aiming 0.9 accuracy),
we adopt the setup used by [13]. They achieve an accuracy of 0.9 in sentiment
analysis on a movie review dataset (IMDB) with a convolutional neural network
(CNN) and add their L2X algorithm to generate explanations for the CNN’s
decisions. The CNN consists of five layers, with an embedding layer to transform
sparse data into dense vectors, a convolution with subsequent pooling (max
pooling with window size of 2), a fully connected layer of size 250, and an
output layer with two nodes (see figure 3). Similar to [14], we use Categorical
Cross-Entropy as loss function, and the Adam optimiser. The L2X algorithm
and the working example with a CNN on the IMDB dataset is publicly available
on GitHub16. The CNN is implemented using the Keras17 Python library with
a TensorFlow18 back end. With this setup, we achieve an accuracy of 0.9712 on
our test set.

16https://github.com/Jianbo-Lab/L2X accessed on 24.02.2019
17https://keras.io accessed on 24.02.2019
18https://www.tensorflow.org accessed on 24.02.2019
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Figure 3: Architecture of the CNN with input vector and 5 layers, depicting
layer goal, dimensionality, and activation function where applicable. Architec-
ture adopted from [13].

Medium System In [19], logistic regression is used to identify offensive lan-
guage and hate speech. They achieve an F1-score of 0.9 on their test set, with an
L2 norm optimiser. We adopt the same setup, implementing a logistic regression
classifier with the scikit-learn19 Python library. We use the L-BFGS algorithm
for optimising and a fixed seed (random state=0) for shuffling the data. The
dataset is encoded in a vector using the bag-of-words (BOW) method. The
vocabulary of the training set is used for all further computations and out-of-
vocabulary words are not considered. The accuracy on the training set of the
logistic regression classifier is 0.9658. However, for the medium classifier, we aim
for a system with an accuracy around 0.7∗. Therefore, we reduce the resolution
of all coefficients ci with i ∈ {0, I}, where I is the number of coefficients (equal
to the length of the vocabulary):

ci =

{
−1 for ci < 0

+1 for ci > 0

19https://scikit-learn.org accessed on 24.02.2019
∗We also implemented a dictionary-based approach with characteristic words found by

their tf-idf values, and a decision tree, with both methods reaching an accuracy of more than
0.9 - hence not applicable as a medium system.
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The logistic regression classifier determines the probability estimate p as:

Pα(~x) =
1

1 + e−(α0+α1x1+α2x2...+αixi)

where αi denotes the coefficients and xi the feature value. Since we encode the
texts with BOW, all xi take a value of either 0 (not present in Tweet) or 1
(present in Tweet). The coefficients are binarised and either −1 (decisive for
the non-offensive class) or 1 (more influence towards the offensive class). As a
result, the exponent of e becomes positive if the number of non-offensive words
predominates in a text, and negative if the Tweet contains more words decisive
for the offensive class. With e having a positive exponent, i.e. more words piv-
oting towards the non-offensive class, P lies in the interval ]0.0, 0.5]. Contrarily,
p is in the interval ]0.5, 1.0[ for negative exponents (i.e. words decisive for the
offensive class predominate the text). This approach is similar to the one used
in [38]: After determining the class affiliation of the individual words in a text,
they assign the class that has the most words in the text. The accuracy of the
binarised logistic regression classifier on the test set is 0.7628.

Bad System The bad system is equal to the good classifier, but trained on a
training set with inversed labels. The accuracy on the training set (with original
labels) is 0.0288.

4.3 Explanations

We chose the minimum explanation type that shows how input features relate to
the classification result. In our use scenario, the input texts are Tweets with a
maximum length of 140 characters. The average Tweet in the data set contains
between 14 and 15 words (see table 3). We aim to select between 1

3 and 1
4 of

the texts, which is around 4 words per Tweet. We assume that too few or too
much words provide not enough or too much information to derive meaningful
patterns.

Good Explanations The medium classifier, a logistic regression model, pro-
vides coefficients for each word in the training set vocabulary. We binarised
the coefficients to reduce the classifier’s accuracy to the desired level. For each
Tweet, we therefore have a set of words working towards the non-offensive la-
bel, and another disjunct set of words adding to the offensive label. To generate
an explanation with k = 4 words, we draw uniformly at random k words from
the set of words working towards the predicted label. Theoretically, all words
could be member of one set, and a truly truthful explanation would highlight
all words. However, we choose to select only k words to reach consistency with
the explanations of the good classifier. An alternative would be the usage of
the non-binarised coefficients. In that case, the user would have more detailed
information than the classifier, which likewise results in a reduction of truth-
fulness. The medium system causes another issue: The encoding of texts with
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the BOW method omits the information about position within a sentence. If
a word is selected that appears multiple times within a text, all instances con-
tribute equally to the classification result and hence all instances have to be
highlighted. The good classifier using the L2X algorithm analyses the global
classification behaviour to generate local explanations. L2X tries to optimize
the selection of features given the classification results - it learns “a distribution
over the subset of features given the input vector” [13] using an approximation
of mutual information. For consistency with the medium classifier, all instances
of a selected words in a Tweet are highlighted.

Bad Explanations As described in section 3.1.4, we generate nonsensical
explanations by randomly uniformly k words at random from the Tweets. For
consistency with the good explanations, all instances of a selected word are high-
lighted. The random word selection is done with the random number generator
in the NumPy Python library.

No Explanations In the case of no information at all, we select zero words
per Tweet, hence no word is highlighted at all. Nevertheless, the user still
receives the information about the classification result.

4.4 Graphical User Interface

For testing the effect of explanations of an automatic decision tool on users,
we aim to create an authentic environment matching the use case scenario (see
introduction to section 3). The environment, in our case, is a software tool
supporting the work of the “social media administrator”. The tool is a means
to display the Tweets and the user interface to classify those Tweets. It also
serves to show the classification result of the automatic decision system and its
explanations.

Figure 4: Screenshot of the “Administration Tool” to support the scenario of a
social media administrator

The general layout of the software tool should remind the user of a modern web
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portal incorporating vital functions that are useful for a social media admin-
istrator (e.g. showing the social media profiles, showing the feed of the social
media channels, reporting incidents, scheduling tasks, etc.). Furthermore, the
user should believe that the system is capable of providing intelligent function-
ality, such as an automatic decision system. We therefore use the front-end web
framework Bootstrap19 to generate a modern and responsive web interface and
include a menu bar with items for the various functionalities (see figure 4). The
interface design is minimalistic, as to not distract the user from the main task.
The classifiers’ decisions are visualised both with words and colours for an effi-
cient usage. Texts classified as offensive have a red colouring, while a decision
for the non-offensive class has a green colour scheme (see figure 5 and 6). The
colours are the extreme colours from the ColorBrewer20 “RdYlGn” scale. The
explanations are shown by highlighting words from the texts. We chose to dis-
play the Tweets in black font on a white background, while selected words are
coloured according to the colour scheme.

Figure 5: Screenshot of the “Administration Tool” showing an offensive Tweet
with explanation for its decision

Figure 6: Screenshot of the “Administration Tool” showing a non-offensive
Tweet with explanation for its decision

Figure 7: Graphics of manual classification buttons matching the user interface

19https://getbootstrap.com accessed on 24.02.2019
20http://colorbrewer2.org accessed on 24.02.2019
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Since the user study is run online and answers need to be registered within
the survey tool, we convert the running system into static images by taking
screenshots and incorporating the buttons used for user input directly in the
survey tool as graphics (see figure 7). We automated the screenshot generation
using Selenium21, a framework for automatic web application testing. The
screenshots are taken with a size of 900x253 (in pixels, w x h).

4.5 Subset Sampling

For evaluating the different system-explanation conditions, users have to expe-
rience the system. However, it is not feasible to present them with the complete
test set, since it has a size of 1665 Tweets. Consequently, a subset of Tweets
needs to be drawn from the test set, with a size that a human observer can
understand and process within the time frame of a user study.
We furthermore aim to find 10 suitable subsets and assign participants ran-
domly to one of the subsets, in order to reduce possible side effects from biases
specific to single Tweets.
There are several requirements for the subsamples, originating from the conflict
of reducing the sample for a human observer, yet still yielding a good represen-
tation of the test set and classifier:

• A class balance of the true labels similar to the test set

• A balance of correctly to incorrectly classified data points similar to the
classifier’s performance on the complete test set

• No overlap of Tweets in between the 10 subsets and within a single subset

• A feature distribution close to the feature distribution in the complete test
set

We set the subsample size to 15 Tweets, which is enough to show accuracies to
the first decimal place, yet assumably not too much to process for an observer
in a user study.
To create a subset, 15 data points are drawn uniformly at random from the test
set. First, the class balance of the subset is calculated. The difference to the
class balance of the whole test set needs to be smaller than 0.1.
Additionally, for each classifier in the user study, the prediction accuracy on the
subset is compared to the prediction accuracy on the complete test set. If, for
all classifiers, the difference is smaller than 0.1, the next check is performed.
To ensure the uniqueness of the subsets, the randomly drawn Tweets are com-
pared with the content of previously found subsets. The subset is only accepted
if none of the contained Tweets appear in any previously found subset.
In the last step, the feature distribution of the subset is tested against the
features of the complete test set using the Kullback-Leibler Divergence (KLD)

21https://www.seleniumhq.org
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metric. As the focus is directed towards the explanations (i.e. the highlighted
words within a Tweet), only the explanations are used to examine the feature
distribution. First, the feature distribution of the complete test set is calculated
by constructing a word vector with tuples of words and their respective word
counts. The word counts are normalised to 1. Next, a copy of the word vector
is used to count and regularise the word frequencies in the subset. The result
are two comparable vectors, yet the vector of the subset is very likely to contain
zero counts for words that appear in the complete set but were never selected
as explanation in the subset. Since the KLD uses the logarithm, it is undefined
for zero counts. We use Laplace smoothing with k=1 to handle zero counts. For
each classifier, the KLD is calculated and summed to a total divergence score
for the subset.
We generate a quantity of 100 such subsets and order them by their KLD sum.
The 10 subsets with the smallest score are chosen as the final set of subsets.

4.6 Explanation Evaluation

In section 2.3.4, we defined a “good” explanation as one that is truthful to the
underlying model. Although the explanations are constructed such that they
theoretically represent the underlying model (see section 3.1.4), the possibility
exists - especially in the case of the model-agnostic L2X algorithm - that the
explanations are meaningful but not truthful.
We therefore set up a series of experiments to examine the quality of the gen-
erated explanations. In the experiments, we look at the classifiers’ behaviour
when being confronted with the Tweets reduced to the words selected as expla-
nation. The first experiment deals with the classifier’s accuracy when given the
reduced Tweets. In the second experiment, we examine whether the classifiers
can reproduce the exact labels when using the reduced Tweets. Finally, we
look at the subsets selected for the user study and validate the quality of the
explanations only in the subsets.

4.6.1 Evaluation 1: Accuracy on Reduced Texts

The explanations generated for each classifier are meant to show the k fea-
tures (words) that are decisive for the classifier’s decisions. To validate that
the selected features are an actual representation of the classifier’s reasoning,
we investigate the generated explanations by reducing the texts of the test set
to only the selected features and subsequently feeding them as new input to
the respective classifier. If the selected features are indeed informative for the
classifier’s behaviour, the accuracy on the reduced test set should be equal to
the classifier’s accuracy on the original test set. The same test can be run with
the placebic, i.e. nonsensical, explanations. They were generated by drawing
uniformly at random k words from each text. If the Tweets are reduced to
random words, the classifiers should not reproduce the same labels as for the
original test set.
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Table 4 shows the performance on the test set for all three classifiers and both
types of explanations. We vary k from a single word to all words in the texts.

Good classifier Medium classifier Bad classifier
0.9712 0.7628 0.0288

k good placebic good placebic good placebic

1 0.9676 0.5826 0.7628 0.6210 0.0330 0.4048
2 0.9646 0.6390 0.7628 0.6012 0.0390 0.3676
3 0.9688 0.6835 0.7628 0.6541 0.0348 0.3219
4 0.9658 0.7345 0.7628 0.6468 0.0348 0.2667
5 0.9682 0.7724 0.7628 0.7165 0.0402 0.2420
6 0.9664 0.8066 0.7628 0.6853 0.0348 0.2090
all 0.9712 0.9718 0.7628 0.7628 0.0288 0.0312

Table 4: Accuracy of evaluating explanations, experiment 1

Table 4 shows that even when reducing the Tweets to a single informative word,
the classifiers have a comparable accuracy as on the complete Tweets. When
reducing the texts at random, the accuracy is lower (or, in case of the bad
classifier, higher). Looking at k = 4, the accuracy of the good classifier on the
randomly reduced test set is at 0.7345. This is not surprising since the average
length of the texts is between 14 and 15 words. Chances are between 1

3 and 1
4

that the most informative feature is selected in that case, leading to a relatively
high accuracy.
Although this evaluation shows that the explanations at k = 4 lead to similar
accuracies as the original Tweets, we do not know if only the same number of
classification errors was made, or if the errors were made on the same Tweets.
That is, we do not know if the classifiers behave the same. We therefore need
to evaluate the ability to reproduce the very same classifications (evaluation 2).

4.6.2 Evaluation 2: Ability to Reproduce Classifications

In the second experiment, we repeat experiment 1, but evaluate against the clas-
sifiers’ original predictions rather than the truth label. The accuracy is therefore
not computed using the labels from the data set, but using the classification re-
sult from classifying the unreduced test set. In this evaluation, a classification
mistake is not a prediction that differs from the given ground label, but one
that differs from the classifiers’ original prediction. We aim to investigate how
well the classifiers can reproduce their own classifications when given only the
features that are - supposedly - informative for the classifiers’ behaviours. If
the selected words are very informative for the classifier’s prediction, the very
same predictions can be reproduced with the reduced dataset and the accuracy
should be close to 1.0 . In the case of the nonsensical explanations, the accuracy
should be lower than 1.0 .
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Good classifier Medium classifier Bad classifier

k good placebic good placebic good placebic

1 0.9670 0.5808 1.0000 0.6402 0.9694 0.5898
2 0.9700 0.6366 1.0000 0.6961 0.9694 0.6474
3 0.9718 0.6871 1.0000 0.7417 0.9736 0.6961
4 0.9748 0.7393 1.0000 0.7664 0.9700 0.7225
5 0.9760 0.7730 1.0000 0.8126 0.9718 0.7754
6 0.9766 0.8132 1.0000 0.8252 0.9748 0.8144
all 0.9790 0.9784 1.0000 1.0000 0.9784 0.9796

Table 5: Accuracy of evaluating explanations, experiment 2

As table 5 shows, the supposedly meaningful explanations are enough to re-
produce the original prediction in almost all cases and even when reducing the
texts to a single word. The nonsensical explanations, on the contrary, have an
accuracy around 0.6 for a single selected word. We conclude that the generated
explanations are on average a good representation for the relation between input
features (words in a Tweet) and label prediction.

4.6.3 Evaluation 3: Subset Evaluation

Although we have shown that the meaningful explanations generated by the
systems satisfy our definition of a “good” explanation and those generated at
random do not, we looked at the average performance on the complete test set
containing 1665 Tweets. The participants of the user study, however, only see
a small subset of the data set: They have to judge the systems on the basis
of 15 Tweets. The subsets used in the user study are constructed such that
they have a feature distribution similar to that of the complete test set, and
that the class balance and accuracies of the subset are not biased (see section
4.5). With this last evaluation, we want to investigate whether the assumption
about the explanations’ quality that we confirmed in evaluation 1 and 2 also
hold for the much smaller subsets. We repeat evaluation 2 for each subset, with
k at a fixed value of 4, which is the value used in the user study (see section 4.3).
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Subset Good classifier Medium classifier Bad classifier

good placebic good placebic good placebic

0 0.9333 0.5333 1.0000 0.6000 0.9333 0.5333
1 1.0000 0.8000 1.0000 0.8000 1.0000 0.7333
2 1.0000 0.7333 1.0000 0.4667 1.0000 0.7333
3 1.0000 0.8667 1.0000 0.7333 0.9333 0.8667
4 0.9333 0.7333 1.0000 0.5333 0.9333 0.7333
5 0.9333 0.8667 1.0000 0.6667 0.9333 0.8667
6 1.0000 0.7333 1.0000 0.4667 1.0000 0.6667
7 0.9333 0.5333 1.0000 0.8000 1.0000 0.6667
8 1.0000 0.9333 1.0000 0.7333 1.0000 0.8667
9 0.9333 0.6667 1.0000 0.6000 0.9333 0.7333

mean 0.9666 0.7400 1.0000 0.6400 0.9666 0.7400

Table 6: Accuracy of evaluating explanations for subsets, experiment 3

Table 6 shows that the “good” explanations of the subsets comply with our
definition of a good explanation. The classifiers almost always output the same
classifications for the Tweets in the subsets when being confronted with the
reduced version of the texts. Reducing the Tweets to 4 random words, however,
is not enough to reliably show the same behaviour as on the unreduced Tweets.
Only subset 8 shows a similar accuracy for the good classifier when comparing
the meaningful and the nonsensical explanations. A reason for this result could
be the selection method. Selecting 4 random words out of 14 bears the risk of
selecting useful features at some point, and leads to a very nonsensical selection
at others. The standard deviation of the performance of placebic information
is on average 3 to 4 times higher than the standard deviation of the meaningful
explanations, confirming that the selection at random leads to a broad variety of
different explanation qualities. Taking out the cases in which meaningful expla-
nations were created “by accident” in the nonsensical condition would, however,
influence the randomness of the explanations.
We conclude that in general, the explanations generated to communicate mean-
ingful information about the systems reasoning fulfil our definition of “good”
explanations for the subsets and the test set in general. The randomly reduced
texts, on the other hand, are not a truthful explanation for the classifiers’ be-
haviours, nor in the complete test set and neither in the subsets.
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5 Results

The following section presents the results of the user study. We examined per-
ceived understanding, self-reported trust and an implicit trust measure via the
willingness to follow a classifier’s recommendation. For each topic, we give the
mean score, standard deviation, as well as a comparison of all conditions in a
9x9 matrix.
The matrices show each condition checked for significant difference with every
other condition. The colour scale is a visualisation of the differences in means
(x̄row − x̄column ), with negative differences coloured in red and positive differ-
ences in green. Per cell, the net difference values are displayed as well. The
significance test results are added with asterisks, where one asterisk means sig-
nificant at α = 0.05 significance level, while two asterisks denote significance
at α = 0.01 significance level. The figures are available with a blue-red colour
scheme in appendix B.

Demographics In total, 327 participants took part in the main user study
with an average age of 29.4 years (SD = 8.8), a gender balance of 56% (fe-
males) to 43% (males) and two participants reporting the third gender. 87% of
the participants were recruited via “Prolific”, while 36 participants enlisted on
“SurveyCircle”. 57% self-assessed their level of English to be equivalent to a
native speaker, 23% as advanced (C1), 14% as upper-intermediate (B2), and 5%
as lower than that. All participants claimed to be “fluent” in English. The ex-
clusion criteria (passed attention check and completion of whole questionnaire)
invalidated 41 data points, resulting in 286 valid cases. More detailed statistics
about the participants’ backgrounds are given in appendix B.

Perceived Understanding As figure 8 shows, users of the system with a very
good classifier and no explanation report the highest perceived understanding.
For the very good and the medium classifier, giving no explanations for the de-
cisions leads to a higher perceived understanding than delivering placebic, i.e.
random, explanations. In general, users have more confidence in their under-
standing of the system for the very good and medium classifiers as compared to
the bad classifier. One condition, however, does not lead to significantly higher
scores than the bad classifier: for the medium classifier with random explana-
tions, users reported the same understanding as for the bad classifier with no
explanations. Concerning the bad classifier, giving a truthful explanation for
the decision leads to the lowest perceived understanding.
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Condition Mean SD Condition Mean SD Condition Mean SD

super-good 3.944 0.915 super-rand 3.729 0.860 super-no 4.147 0.701
medium-good 3.818 0.825 medium-rand 2.944 0.963 medium-no 3.700 0.690
bad-good 2.465 1.201 bad-rand 2.500 1.138 bad-no 2.944 1.152

Table 7: Mean scores for perceived understanding measure

Figure 8: Comparison of perceived understanding
scores ordered by classifier, value reporting differ-
ence of means (x̄row − x̄column ), asterisk reporting
significance (* significant at α = 0.05, ** significant
at α = 0.01)

Figure 9: Comparison of perceived understanding
scores ordered by explanation type, value reporting
difference of means (x̄row − x̄column ), asterisk re-
porting significance (* significant at α = 0.05, **
significant at α = 0.01)

Trust Questionnaire The self-reported trust scores show similar results as
the perceived understanding: Besides the medium classifier with random expla-
nations, all systems lead to significantly more trust than the systems employing
the bad classifier. The explanations do not play a role regarding user’s trust
when the bad classifier is used. Looking at the medium classifier, the random
explanation leads to a lower trust score than no explanation and a good expla-
nation, with no difference between the latter two. The most trust is evoked by
the very good classifier without explanations, significantly more than for any
other condition. There is no significant difference between the very good classi-
fier with explanations and the medium classifier with meaningful explanation.
For both the bad classifier and the very good classifier, the condition without
any explanation again led to the highest scores within the same classifiers. The
detailed results are presented in figure 10.
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Condition Mean SD Condition Mean SD Condition Mean SD

super-good 2.682 0.400 super-rand 2.679 0.482 super-no 2.995 0.512
medium-good 2.633 0.482 medium-rand 2.211 0.509 medium-no 2.630 0.459
bad-good 1.917 0.428 bad-rand 1.951 0.403 bad-no 2.018 0.546

Table 8: Mean scores for self-reported trust measure

Figure 10: Comparison of trust scores ordered
by classifier, value reporting difference of means
(x̄row − x̄column ), asterisk reporting significance (*
significant at α = 0.05, ** significant at α = 0.01)

Figure 11: Comparison of trust scores ordered by
explanation type, value reporting difference of means
(x̄row − x̄column ), asterisk reporting significance (*
significant at α = 0.05, ** significant at α = 0.01)

Observed Trust via Proxy The second trust measure uses a proxy to de-
termine the trust a user puts into a system: the willingness to follow a sys-
tem’s recommendation, in this case the decision about offensiveness and non-
offensiveness. Figure 12 shows the results of analysing the user’s willingness to
change a classification to match the system’s decision while contradicting the
truth.
The results presented in this section need to be analysed with caution. Con-
sider the case of the very good classifier with meaningful explanations. Out of
30 cases in this condition, 16 did not have the possibility to show a change away
from the truth towards the prediction of the classifier, because the classifier
in those 16 cases did not make any mistakes. From the remaining 14 cases, 4
showed the behaviour in question, leading to a mean of 0.286. This result is
higher than the other conditions’ mean scores. The same issue appears in the
data for changing from a faulty classification towards a correct classification in
accordance with the bad classifier: Each participant in this condition had at

50



5 RESULTS

most one possibility to show the behaviour in question. The sample sizes have
to be reduced by the number of cases without possibility, leaving a size that is
quite small for reliably detecting significant differences.
The highest changing rate in favour of the system but against the true label
was detected for users of the good classifier with a meaningful explanation, but
also the highest variance. Users were significantly more likely to adapt the sys-
tem’s faulty decision when confronted with the good system with random and
no explanations than the users of any system with the bad classifier. The same
holds true for users of the medium classifier without explanations.

Condition Total
cases

Cases
with

oppor-
tunities

Avg
oppor-
tunities

Cases
with

changes

Avg
changes

Cases
with

changes
away

Avg
changes

away

Norma-
lised
mean

super-good 30 14 0.47 20 1.40 4 0.29 0.29
super-rand 32 17 0.53 18 1.09 2 0.12 0.12
super-no 34 23 0.68 18 1.18 1 0.04 0.04
medium-good 33 33 3.48 17 1.12 7 0.30 0.09
medium-rand 30 30 3.57 20 1.37 7 0.30 0.08
medium-no 30 30 3.40 20 1.00 5 0.23 0.08
bad-good 38 38 14.45 20 0.95 17 0.71 0.05
bad-rand 30 30 14.27 19 1.13 15 0.77 0.05
bad-no 30 30 14.27 19 1.23 16 1.03 0.07

Table 9: Statistics for trust measure via proxy (changes away from truth in
favour of system decision)
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Figure 12: Comparison of proxy trust (away) scores
ordered by classifier, value reporting difference of
means (x̄row − x̄column ), asterisk reporting signif-
icance (* significant at α = 0.05, ** significant at
α = 0.01)

Figure 13: Comparison of proxy trust (away) scores
ordered by explanation type, value reporting differ-
ence of means (x̄row − x̄column ), asterisk reporting
significance (* significant at α = 0.05, ** significant
at α = 0.01)

Tables 10 to 18 show the changing behaviour of participants per condition,
normalised over the amount of opportunities per cell. That is, if a classifier
correctly classified 10 Tweets, and the participant correctly classified 9 of them
as well, there are 9 opportunities to change away from the classifier and away
from the truth, or, conversely, 1 opportunity to change towards the classifier and
towards the truth. The absolute counts of changes can be found in appendix B.
We interpret the behaviour of changing towards the classifier but away from
the truth as being convinced by the system and willingness to accept a system’s
recommendation. Changes made away from the classifier and towards the truth
is the ignorance or mistrust of the system, showing that the user is not following
the system’s recommendation. For the good classifier, the most relative changes
indicating persuasion can be seen with super-good and the least persuasion with
super-no. The same ordering is present in the changing behaviour with the
medium classifier. For the bad classifier, the highest changing rate towards the
classifier and away from the truth is seen with bad-no, although the changing
rates are lower than those measured with the good classifier.
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Truth
Towards Away

Classifier
Towards 0.3048 0.3636
Away 0.0000 0.0181

0.3048 0.3817

Table 10: Change rates with super-good

Truth
Towards Away

Classifier
Towards 0.2115 0.1667
Away 0.0000 0.0306

0.2115 0.1973

Table 11: Change rates with super-rand

Truth
Towards Away

Classifier
Towards 0.3163 0.0588
Away 0.0000 0.0206

0.3163 0.0794

Table 12: Change rates with super-no

Truth
Towards Away

Classifier
Towards 0.3143 0.1163
Away 0.1034 0.0065

0.4177 0.1228

Table 13: Change rates with medium-good

Truth
Towards Away

Classifier
Towards 0.2125 0.1071
Away 0.1304 0.0456

0.3429 0.1527

Table 14: Change rates with medium-rand

Truth
Towards Away

Classifier
Towards 0.2985 0.0921
Away 0.0385 0.0071

0.3370 0.0992

Table 15: Change rates with medium-no

Truth
Towards Away

Classifier
Towards 0.1667 0.0607
Away 0.0673 0.0667

0.2340 0.1274

Table 16: Change rates with bad-good

Truth
Towards Away

Classifier
Towards 0.2500 0.0689
Away 0.1064 0.0000

0.3564 0.0689

Table 17: Change rates with bad-rand

Truth
Towards Away

Classifier
Towards 0.3333 0.0920
Away 0.0440 0.0000

0.3773 0.0920

Table 18: Change rates with bad-no
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Predictability The questionnaire used to measure self-perceived trust cate-
gorises six factors of trust. Although this research does not aim to investigate
trust in more detail, we look at predictability in isolation, since we have two
classifiers at the extremes which are predictable in their behaviour. Figure 14
and 15 show the results of comparing the predictability scores. The highest pre-
dictability was reported for super-no, and the lowest for bad-rand. All systems
using the very good classifier are perceived to be significantly more predictable
than the systems based on the bad classifier.

Condition Mean SD Condition Mean SD Condition Mean SD

super-good 3.033 0.755 super-rand 2.914 0.814 super-no 3.213 0.725
medium-good 2.864 0.594 medium-rand 2.308 0.833 medium-no 2.675 0.756
bad-good 2.013 0.644 bad-rand 1.850 0.679 bad-no 2.117 0.763

Table 19: Mean scores for predictability

Figure 14: Comparison of predictability scores or-
dered by classifier, value reporting difference of
means (x̄row − x̄column ), asterisk reporting signif-
icance (* significant at α = 0.05, ** significant at
α = 0.01)

Figure 15: Comparison of predictability scores or-
dered by explanation type, value reporting difference
of means (x̄row − x̄column ), asterisk reporting sig-
nificance (* significant at α = 0.05, ** significant
at α = 0.01)
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6 Discussion

Accuracy Our results suggest that both perceived understanding and trust are
positively related to the classifier’s accuracy in general (RQ 1). The higher the
accuracy, the higher the trust in the system. The strongest evidence is found
in the reactions to the classifiers without explanations (super-no, medium-no,
bad-no). The self-reported trust was the highest for super-no and the lowest for
bad-no, with all scores differing significantly from each other. The same can be
observed even when adding nonsensical explanations: The super-rand still has
significantly higher trust and perceived understanding scores than medium-rand
and bad-rand, with the bad-rand again having the lowest scores. The good ex-
planation, however, influences the trust and perceived understanding differently.
Here, bad-good still receives significantly worse trust and understanding scores
than both medium-good and super-good, yet there is no difference anymore in
the scores of medium-good and super-good. An explanation for the similarity of
both the trust score and the perceived understanding score for super-good and
medium-good could be the persuasiveness of a good explanation. The differ-
ence in trust and perceived understanding that we see between super-no and
medium-no could be compensated by convincing the user of the classifier’s trust-
worthiness through a good explanation.
It seems intuitive to have higher trust in a system that leads to fewer decep-
tion, which has also been described in [26] with the “expectation mismatch”
(see section 2.4.1). A classifier with high accuracy effectively leads to fewer
mismatches with the user’s expectations, which in turn does not decrease the
trust. Furthermore, the set size of 15 Tweets seems to be enough for users to
develop an intuition about the classifier’s accuracy.

Presence of Explanations In the copy machine experiment by [43], only
the pure presence of an explanation was enough to make people comply with a
request resulting in a short waiting time. On the basis of that experiment, we
designed three explanations similar to the setup in [43]. Similar to the results
of the copy machine experiment, we expected to see no difference between trust
scores of the meaningful and placebic explanation, but a difference between the
two explanations and the no explanation settings. The results, however, lead
to a different conclusion: In our experiment, the presence of an explanation did
not have a positive effect on trust in any of the conditions (RQ 2.1). Adding
an explanation to the system influenced the trust in the good and the medium
classifier; it decreased the trust in the good classifier and did not matter for the
bad classifier. For the medium classifier, the type of explanation was crucial for
its influence - a good explanation left the trust at the level of no explanation,
while a nonsensical decreased trust levels.
For the good classifier, other than expected, super-no shows better results than
super-good and super-rand. The classifier performed at an accuracy of 0.95,
which resulted in 44% of the cases in a perfect classification rate within the
small subset of 15 Tweets. A possible explanation for the high trust score of
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super-no could be the low disappointment rate of the good classifier through-
out all 15 Tweets. Humans make sense of new observation by using previously
learned knowledge. In case of a classification algorithm, humans could tend
to assume human-like reasoning strategies for want of alternatives. super-no
only shows the classifier’s prediction, which is more or less a try to imitate the
classification behaviour of the human annotators that have initially labelled the
dataset. The user is therefore only confronted with information that match
the mental model - and as there is no “expectation mismatch” [26], there is no
decrease in trust. Both super-good and super-rand then have a disadvantage
over the no explanation condition as they both show information not matching
the mental model. The good explanations are not necessarily meaningful to
a human, as they are based on statistical information rather than causal rela-
tions. The placebic explanation is generated at random, which likewise holds
potential for doubts and incomprehension. The user hence has a deceptive ex-
perience that lowers the trust. Although the mental model in this case might
be more truthful, the trust would be influenced by the conflicting information
received during usage. A similar observation was made in [17], who suspected
that more knowledge about system boundaries and unfulfilled preferences leads
to a decrease in trust (see section 2.4.1). The opposite can be observed in the
proxy measure for trust (see tables 10 and 12), i.e. the changes in labelling that
a user made towards the classifier’s decision but away from the truth. Here,
super-no led to significantly fewer changes away from the truth as compared to
super-good and super-rand, which is in turn consistent with the results in the
copy machine experiment (see section 2.3.1). It is important to note that the
copy machine experiment only worked while people are in a “mindless” state,
i.e. an inattentive state of mind. It is possible that users did not in particular
pay attention to their trust towards the system during the classification task,
but actively reflected on their relationship with the system during the self-report
of trust. Being in a mindless state during the proxy measurement while being
mindful during the trust questionnaire would explain the conflicting results of
both measures.
The result for the medium classifier differs from that of the good classifier. The
trust score of medium-no does not differ significantly from medium-good, but is
higher than the score of medium-rand. While the good classifier has lower trust
scores for super-good than for super-no, the medium classifier shows an equal
trust score for good and no explanations. The medium classifier has a lower
accuracy and makes three to four mistakes on each subset. It is imaginable that
users are more conscious about the classifier’s behaviour than they are with the
(almost) perfect system due to the higher error rate. Seeing a meaningful expla-
nation about why the classifier comes to a faulty decision could raise the trust,
while not seeing the reasons for a classification mistake could decrease trust
- eventually ending up at the same level. The proxy measure of trust shows
the lowest score for medium-no, although both other conditions follow closely.
Again, the condition without explanation has the lowest power of convincing
users to change their classification away from the truth.
The bad classifier did not show evidence of diverting trust scores for any of
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the three explanation types. The same homogeneity is found in the results
of the proxy measurement of trust, for both the changes away from the truth
and towards the truth. The trust scores were significantly lower than any other
condition, with one exemption: bad-no has comparable trust ratings as medium-
rand. Since there is a significant distance between the scores of medium-rand
and both medium-good and medium-no, we conclude that it is due to a property
of the medium-random system rather than a phenomenon of the bad classifier.
We note that no condition with explanation leads to a significantly higher trust
level than no explanation. Our findings therefore do not support the claims
made in literature about a positive effect of explanations on user trust in gen-
eral (see section 2.2.1). More drastically, if both explanation types fail to receive
higher scores than no explanation, users seem to have initial trust that can be
harmed (but not increased) by being informed about the system. Yet, offering
an explanation does not inevitably harm the user’s trust. For the medium and
bad classifier, the good explanation leads to an equal amount of trust as no
explanation. The users of the systems with good explanations, however, have
knowledge about the system and potentially a more truthful mental model. If
that is the case (which should be confirmed in future research), those users are
more able to judge about the system’s fairness, flaws, or completeness. Fur-
thermore, participants show a higher willingness to accept the predictions of
super-good than they are for super-no. That is, when not consciously reflecting
on their trust towards the system, they show higher faith in a system with high
explainability than in a system with low explainability. This discrepancy should
be investigated in more detail in the future.

Level of Truthfulness Our findings furthermore show that the level of truth-
fulness of an explanation does not make a difference for a good nor for a very
bad classifier, yet does play a role for the medium classifier RQ 2.2. Only for a
moderate classifier with an accuracy of 0.76 (a quite realistic score for real-life
applications), the explanation fidelity is important: More truthfulness leads to
more trust here.
For the good classifier, super-good and super-rand led to the same trust score,
while super-no had a significantly higher trust score. As explained before, both
explanation types (super-good and super-rand) give the opportunity to notice
inconsistencies, weak explanations or contradicting evidence. In this case, the
level of truthfulness does not seem to make a difference, as any explanation
decreases the trust. In our experiment, we chose the “minimum explanation”
approach, only showing the relation between input features and classification re-
sult. It is possible that the resolution is not sufficient enough to see differences
in trust for super-good and super-rand. A more detailed explanation, explaining
for example the model structure, or similar and dissimilar cases, could enhance
subtle differences between the two conditions, if any. The observed trust scores,
however, reveal a different picture. As tables 10 and 11 show, users are more
often convinced by super-good than they are by super-rand to follow the classi-
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fier’s recommendation. Hence, although the users do not report different trust
levels, their behaviour is influenced by the level of truthfulness.
Other than the good classifier, medium-good and medium-rand have significantly
different trust scores: Users trust medium-good more than medium-rand. The
medium classifier delivers faulty classifications in three to four cases out of 15,
which presumably raises doubts about the system. The negative effect of place-
bic explanations could therefore be worsened. The “expectation mismatch”
is then twofold, with the wrong classification on the one side and the useless
explanation on the other side. With the good explanations, the users receive
some information about the underlying reasons for a misclassification. Even
if not all information of the explanation is meaningful to a human, it delivers
hints to the system’s function and malfunction, possibly raising overall trust.
Looking at the observed trust, medium-good has the highest rate of convincing
users to contradict the truth, followed by medium-rand and medium-no. The
differences are small, yet there is also a difference in changes away from the
classifier and towards truth: medium-rand has a higher rate of “mistrust” than
medium-good. Taking both numbers together, we conclude that medium-good
has subconsciously gained higher trust than medium-rand.
The evidence suggests that users are not fooled by a bad classifier and do not
trust it, no matter the explanation given. There is no significant difference be-
tween bad-good and bad-rand. Although bad-good delivers information about its
basis for decision, it does not get higher trust scores. It is also not perceived
to have a higher predictability than bad-rand or bad-no. Looking at the pre-
dictability scores (table 14 and 15), results also show that users perceived the
bad classifier as significantly less predictable than the good classifier. Both clas-
sifiers, however, have the same error rate and are objectively equally predictable.

Perceived Understanding One of the factors contributing to trust is per-
ceived understanding. Our findings show a negative influence of meaningless in-
formation on perceived understanding (RQ 3). For both the medium classifier
and the good classifier, perceived understanding was the worst when deliver-
ing placebic explanations. Although actual understanding is arguably different
when comparing a system without explanation to one with meaningful informa-
tion, the perception of knowledge about both cases is equal here. A mechanism
similar to “expectation mismatch” could be in place for perception of knowledge.
While building the mental model of the classifiers, no conflicting information
have to be consolidated for the good explanation and the no explanation cases.
Being confronted with random and therefore meaningless explanations forces
the user to unite conflicting information in the mental model. The more con-
flicts appear, the lower the confidence in the mental model.
For the bad classifier, perceived understanding ratings are significantly lower
than for other classifiers (except for medium-random, which has a low rating
as well). However, the system delivering good explanations for the faulty be-
haviour receives a significantly higher score than no explanation and placebic
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explanation cases. The positive effect of high accuracy does not hold here be-
cause the classifier performs badly on the task. Yet, as the explanations give
more information about the inner workings of the classifier, it seems intuitive
to evoke more confidence of understanding in this case.

Trust Proxy The proxy measurement of trust via changes in classification
between the first and second block of Tweets shows ambiguous results with
high variance. For research dealing with trust in computer systems, it could
be useful to measure trust not only via a questionnaire that requires reflection
abilities and active processing of the relationship between user and system. In
our results, we see that the proxy measure reporting the observed (hence po-
tentially unconscious) trust does not always agree with the self-reported trust.
While users of super-no report the highest trust score, they are not as easy
“lured” to make a wrong classification as the users of super-good. If this is due
to an actual gap between actions and reflections of users, the proxy measure
could be more interesting for xAI practitioners as it shows how users actually
interact with a system. Using a trust measure that can be determined with-
out the participant knowing could also serve as an additional view on user trust.

Limitations & Future Work An aspect of human-machine trust that could
not be covered in this study is the evolution of trust over time. We used will-
ingness to accept a computer-generated classification result as a proxy measure
for trust and observed the changes in manual classification away from the truth
in favour of the classifier’s decision. For super-good, we observed a higher value
of that proxy than in any other classifier-explanation condition. The validity of
those results are, however, influenced by the low number of sample points: only
14 participants in super-good had the opportunity to show such a behaviour.
Other participants in the same condition had a subset with perfect classification,
hence no opportunity for the classifier to misclassify and subsequently convince
the user that the classification is correct nevertheless. Of those 14 participants,
4 show the behaviour in question. This number is too small to analyse in what
stage of the relationship they start to trust the classifier. For further research,
it would therefore be interesting to investigate how trust develops over time:
Whether users start with a high trust level and decrease the trust with every
mismatch, or have a basic trust level that is increased with expectation matches
and decreased with every mismatch remains to be examined in future research.
Our results also do not deliver information about the proportionality of accuracy
and trust level. We consider two “extreme” cases (a good and a very bad classi-
fier), as well as one medium classifier with a supposedly more realistic accuracy
level (0.76). In future research, more classifiers in the range between those two
extremes should be investigated. We saw that for the medium classifier, the ex-
planation type matters, but it did not for the bad classifier. From our study, we
cannot determine at what accuracy level this is the case. A similar phenomenon
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is happening towards the upper extreme: a good explanation decreases trust for
high-accuracy systems, but not for medium-accuracy systems. Determining the
accuracy level at which a good explanation starts to harm user trust could be
useful for practitioners.
For generating explanations, we used the minimum explanation approach. The
approach is limited in that it does not deliver information about the inner
structure of a classifier, but only about the relation between input and output.
As discussed before, examining the influence of the explanation’s “explanatory
power” could give valuable information for xAI practitioners. [57] compared
an explanation with little explanatory power (one if-then rule) to an explana-
tion with more explanatory power (two if-then rules) and did not find evidence
that more explanatory power leads to better understanding of the systems. Al-
though they increased the explanation content, they only varied the amount of
if-then rules, instead of giving information of different kind (the classification
probability, similar or dissimilar cases, the model structure, etc.). Varying the
“richness” of an explanation could also be a way to investigate why none of the
explanations of our systems reached more user trust than giving no explanation.
Besides the explanation’s “richness”, it should be tested whether users accept
only truthful explanations or also persuasive yet untruthful explanations. We
see the tendency to follow a classifier’s recommendation when a meaningful ex-
planation is given (more than with a random or no explanation), yet we cannot
know how users react to explanations that are not truthful to the underlying
model but look meaningful.
In our study, we looked at trust in general. To investigate the influence of expla-
nation truthfulness in more detail, future research should discriminate factors
of trust (e.g. reliability, predictability, etc.). We found low trust levels for bad-
good, where users are confronted with a classifier that is as predictable as the
good classifier. Isolating the questions targeting predictability shows that users
perceive bad-good to be significantly less predictable than super-good. Further
research is needed to find the reasons for this phenomenon.
The study results are furthermore limited by the cultural background of the
participants. The study population is mainly Caucasian. The results therefore
cannot be generalised across cultural backgrounds. The influence of the cultural
background and general attitude towards technology should be investigated in
further research.

Societal Impact Our findings show that for all three classifiers, none of the
explanations led to higher trust than not showing an explanation at all. We
explained this observation with the process of building the mental model: At
first, the user has no knowledge and has to derive a rough mental model from
related, known concepts. If humans take human-like reasoning as a basis for
their mental model of the system, they have an “expectation mismatch” when
confronted with information about the actual factors that drove the system’s
decision. Consequently, users have most trust in a system that imitates human
classification, without showing its internal workings.
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If this hypothesis is true, there are multiple implications for machine learning
systems:
1: The best strategy for engineers to build a system that is accepted and trusted
would be to optimize accuracy and suppress transparency. Especially when
aiming to optimise an economical goal (e.g. advertisement, search algorithms),
engineers mostly focus on performance rather than on explainability. This leads
to a conflict of interest with people impacted by the algorithm’s decision, e.g.
clients denied a loan by a bank employee using an automatic decision system to
determine creditworthiness. They cannot easily determine whether they have
been subject to automated discrimination. If there is no incentive on the com-
pany side for explainability, judging on the fairness of a decision will be difficult
to achieve for a user.
2: Humans are seemingly not able to accept statistical evidence without loosing
trust. A machine learning classifier, however, determines statistical patterns in
data and uses those patterns to generalise over new, unseen instances. Truthful
explanations will therefore reflect statistical relations rather than causal rela-
tions. If we consider a case with two classifiers of equally high accuracy, where
one classifier is fair and shows explanations and the second discriminates mi-
norities but does not show an explanation, users would prefer the latter. Users
of machine learning systems therefore need to become conscious about their
perceptive bias. They should acknowledge that their feeling of trust or attitude
is generally impacted by the fact that a statistical classifier is profoundly dif-
ferent from human reasoning, leading to a distorted judgement. This is even
more important for applications that treat sensitive data, and crucial for high-
risk and safety-critical domains. The result of a machine learning classification
should be treated like the result of a mathematical operation that needs to be
interpreted, rather than an independent statement that can be evaluated by a
lay user.
3: Our findings also show that accuracy is more important than transparency
for the development of user trust. When using a machine learning system as a
basis for decisions, users need to remember that being correct does not necessar-
ily mean being correct for the right reasons. To get a more accurate view on a
machine learning system, the metric used to evaluate the model could combine
performance (e.g. accuracy, F1-score) with a measure of ethical “correctness”.
4: We see a tendency to follow a classifier’s recommendation when a meaning-
ful, i.e. truthful, explanation is given. This could be misused to trick users
into accepting a system’s output, as long as users cannot distinguish between a
persuasive (but untruthful) and a truly faithful explanation.

Overall, the results of this research show that transparency alone is not enough
to assure that users have appropriate trust in a system. Humans have a bias
towards systems with fewer conflicting information, high accuracy, and they
tend to think in causal relations rather than statistical structures such as the
classifiers do. Machine learning systems employed to target tasks in high-risk
domains and treating sensitive data need to take these limitations in consider-
ation to achieve appropriate trust.
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7 Conclusion

This paper presents empirical evidence for the influence of accuracy and ex-
plainability on user trust. First, we generated truthful minimal explanations
and nonsensical explanations for three systems with different performance lev-
els. We then validated the explanations’ fidelity by reducing sample points to
input features used for the explanations, and re-classifying those sample points
a second time with the same classifiers. We built a use scenario and tested
the explanations in a user study. The users’ trust was measured with a self-
reporting questionnaire and a proxy measure based on observations of how the
participants’ classifications were influenced by seeing the explanations.
Our findings show that explanations affect user trust in a variety of ways, de-
pending on the overall accuracy of the system, the truthfulness of the explana-
tion, and the user’s level of consciousness. Participants showed the most trust in
systems without explanations, i.e. minimum explanations can potentially harm,
but not improve user trust. We argue that the act of reconciling conflicting in-
formation of the mental model and the given explanations counts as a deceptive
experience and therefore affects the user’s trust negatively. If an explanation is
added to a system (e.g. for increasing user’s understanding of the system), its
truthfulness is crucial for user trust. We saw that for systems with a medium
accuracy (0.76), a truthful explanation does not harm user trust, while a non-
sensical explanation decreases trust. In general, the systems’ accuracy levels
were most decisive for user trust: the higher the accuracy, the higher the user’s
trust. Furthermore, we found a discrepancy between how users act and what
users report, which should be taken into account when evaluating user trust in
future projects.
Further research with more rich explanations and a detailed investigation of
trust factors is needed to examine potential positive effects of explanations on
user trust. The development of trust over time should also be researched in the
future, to give practical directions to xAI practitioners implementing explana-
tions in productive systems.
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A Appendix

The survey of the user study contains the following elements:

1. Introduction & consent form

2. Scenario 1 : Social media administrator and manual offensive language
detection

3. Tweet block 1 : 15 Tweets for classification, on individual pages (no sys-
tem)

4. Scenario 2 : Introduction to automatic decision system supporting the
task

5. Tweet block 2 : Repetition of 15 Tweets for classification, on individual
pages (with system)

6. Perceived understanding & trust questionnaire

7. Demographics

8. Outroduction & crowdsourcing completion codes

This section lists the scenario formulation used in the study, as well as the
questionnaires for perceived understanding, trust, and demographics.

A.1 Scenario 1: Scene

For answering the upcoming questions, please read the following scenario
carefully before continuing to the next page.

Imagine you work for a youth TV channel that targets people at the age of
15-20 years. You are the company’s social media administrator.
Your responsibilities are:

1. Upload new content on various platforms, e.g. Facebook, Twitter, Insta-
gram

2. Answer messages

3. Moderate discussions and comments

4. Ensure that the language of comments is appropriate: delete comments
with offensive language and block users

To support your work, you are given the “Administration Tool”. The “Ad-
ministration Tool” is a program that notifies you of new messages, lets you
upload content to your social media channels, and alerts you in case of an inap-
propriate comment.
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Today, your manager asked you to review Tweets that may or may not contain
inappropriate, offensive language.
To protect the children and young adults visiting your page, your company
has strict rules on what “offensive” means:

1. Containing hateful language: any comment that disparages a person or
a group on the basis of some characteristic such as race, colour, ethnicity,
gender, sexual orientation, nationality, and religion

2. Containing pornographic language: explicit sexual subject matter for
the purposes of sexual arousal and erotic satisfaction

3. Containing vulgar language: coarse and rude expressions, which include
explicit and offensive reference to sex or bodily functions

4. Not only single words can be offensive, but also the meaning of a text.
A text can be offensive without explicitly mentioning offensive words.

On the next page, you will see 15 screenshots of the “Administration Tool”.
Please classify the Tweets on the screenshots using the above-mentioned
guidelines into “offensive” and “not offensive”.
The Tweets are taken directly from social media and may therefore include ty-
pos, grammatical mistakes, and slang words.

A.2 Tweet Block 1: Without System

An exemplary screenshot of a survey page in block 1:
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A.3 Scenario 2: Task

For answering the upcoming questions, please read the following scenario
carefully before continuing to the next page.

The “Administration Tool” team has developed a system that automatically
detects offensive Tweets. The automatic detection system shows the result of
its computation as follows:

and

On the next page, you will see 15 Tweets very similarly to the ones before. This
time, the automatic detection system assists you in your task.
Please classify the Tweets on the screenshots into “offensive” and
“not offensive”.

A.4 Tweet Block 2: With System

An exemplary screenshot of a survey page in block 2:
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A.5 Questionnaire Perceived Understanding

Please evaluate how confident you are in your understanding of the
automatic classification system.

1. The decision (“offensive”, “not offensive”) the system made for a single
Tweet

2. The reason why the system made the decision

3. The important factors that contributed to the decision

Evaluation on a 5-points Likert scale with labelling of the extrema: “not confi-
dent that I understand” (left) and “totally confident that I understand” (right)

A.6 Questionnaire Trust

Please indicate your level of agreement with the following statements.

1. The system is capable of interpreting situations correctly.

2. The system state was always clear to me.

3. I already know similar systems.

4. The system’s developers are trustworthy.

5. One should be careful with unfamiliar automated systems.

6. The system works reliably.

7. The system reacts unpredictably.
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8. The system’s developers take my well-being seriously.

9. I trust the system.

10. A system malfunction is likely.

11. I was able to understand why things happened.

12. Please tick “strongly disagree” to show that you are not a robot.

13. I rather trust a system than I mistrust it.

14. The system is capable of taking over complicated tasks.

15. I can rely on the system.

16. The system might make sporadic errors.

17. It’s difficult to identify what the system will do next.

18. I have already used similar systems.

19. Automated systems generally work well.

20. I am confident about the system’s capabilities.

Evaluation on a 5-points Likert scale with labelling of each point: “strongly dis-
agree”, “rather disagree”, “neither disagree nor agree”, “rather agree”, “strongly
agree”.

A.7 Demographics

What is your age?

• 18-30

• 31-40

• 41-50

• 50+

With which gender do you identify most?

• Male

• Female

• Inter / diverse

In which culture were you primarily raised?

• Caucasian (e.g. European, North American, Central Asian)
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• Latino / Hispanic

• Middle Eastern

• African

• Caribbean

• South Asian

• East Asian

In which country did you spend most of your life time?
(Dropdown menu)

How do you self-assess your level of English language?
We use the Common European Framework of Reference for Languages (CEFR)
scale:

• C2 Proficient

• C1 Advanced

• B2 Upper-intermediate

• B1 Intermediate

• A2 Pre-intermediate

• A1 Elementary

• A0-A1 Beginner
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B.1 Results Demographic Items

Gender Absolute Relative

Male 125 43.55 %
Female 160 55.75 %
Inter / diverse 2 0.70 %

Table 20: Gender distribution of valid cases

Age Absolute Relative

18-30 192 66.90 %
31-40 64 22.30 %
41-50 22 7.67 %
50+ 9 3.14 %

Table 21: Age distribution of valid cases

Ethnicity Absolute Relative

Caucasian 253 88.15 %
Latino / Hispanic 12 4.18 %
Middle Eastern 3 1.05 %
African 5 1.74 %
Caribbean 3 1.05 %
South Asian 8 2.79 %
East Asian 3 1.05 %

Table 22: Ethnicity distribution of valid cases

Language Level Absolute Relative

C2 163 56.79 %
C1 68 23.69 %
B2 40 13.94 %
B1 12 4.18 %
A2 3 1.05 %
A1 1 0.35 %
A0 0 0.00 %

Table 23: English language level distribution of valid cases
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B.2 Participant Distribution over Conditions

Condition Set Total
0 1 2 3 4 5 6 7 8 9

super-good 2 3 5 3 2 3 4 1 3 4 30
super-rand 1 2 1 1 2 2 2 8 2 11 32
super-no 6 1 3 1 4 3 2 3 6 5 34
medium-good 3 1 3 2 5 3 1 7 2 6 33
medium-rand 0 4 3 5 2 2 3 2 8 1 30
medium-no 1 1 1 1 4 1 9 4 5 3 30
bad-good 3 3 4 6 1 4 3 3 7 4 38
bad-rand 5 4 1 5 4 3 1 2 4 1 30
bad-no 2 1 3 0 2 9 4 6 2 1 30

Table 24: Overview of valid cases over conditions and subsets

B.3 Visually Impaired Friendly Colour Scale

Figure 16: Comparison of perceived understanding
scores ordered by classifier, value reporting differ-
ence of means (x̄row − x̄column ), asterisk reporting
significance (* significant at α = 0.05, ** significant
at α = 0.01)

Figure 17: Comparison of perceived understanding
scores ordered by explanation type, value reporting
difference of means (x̄row − x̄column ), asterisk re-
porting significance (* significant at α = 0.05, **
significant at α = 0.01)
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Figure 18: Comparison of trust scores ordered
by classifier, value reporting difference of means
(x̄row − x̄column ), asterisk reporting significance (*
significant at α = 0.05, ** significant at α = 0.01)

Figure 19: Comparison of trust scores ordered by
explanation type, value reporting difference of means
(x̄row − x̄column ), asterisk reporting significance (*
significant at α = 0.05, ** significant at α = 0.01)

Figure 20: Comparison of proxy trust (away) scores
ordered by classifier, value reporting difference of
means (x̄row − x̄column ), asterisk reporting signif-
icance (* significant at α = 0.05, ** significant at
α = 0.01)

Figure 21: Comparison of proxy trust (away) scores
ordered by explanation type, value reporting differ-
ence of means (x̄row − x̄column ), asterisk reporting
significance (* significant at α = 0.05, ** significant
at α = 0.01)
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Figure 22: Comparison of proxy trust (towards)
scores ordered by classifier, value reporting differ-
ence of means (x̄row − x̄column ), asterisk reporting
significance (* significant at α = 0.05, ** significant
at α = 0.01)

Figure 23: Comparison of proxy trust (towards)
scores ordered by explanation type, value reporting
difference of means (x̄row − x̄column ), asterisk re-
porting significance (* significant at α = 0.05, **
significant at α = 0.01)

Figure 24: Comparison of predictability scores or-
dered by classifier, value reporting difference of
means (x̄row − x̄column ), asterisk reporting signif-
icance (* significant at α = 0.05, ** significant at
α = 0.01)

Figure 25: Comparison of predictability scores or-
dered by explanation type, value reporting difference
of means (x̄row − x̄column ), asterisk reporting sig-
nificance (* significant at α = 0.05, ** significant
at α = 0.01)
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B.4 Confusion Matrices Proxy Measure (Absolute Counts)

Truth
Towards Away

Classifier
Towards 32 4
Away 0 6

Table 25: Super-good

Truth
Towards Away

Classifier
Towards 22 2
Away 0 11

Table 26: Super-rand

Truth
Towards Away

Classifier
Towards 31 1
Away 0 8

Table 27: Super-no

Truth
Towards Away

Classifier
Towards 22 10
Away 3 2

Table 28: Medium-good

Truth
Towards Away

Classifier
Towards 17 9
Away 3 12

Table 29: Medium-rand

Truth
Towards Away

Classifier
Towards 20 7
Away 1 2

Table 30: Medium-no

Truth
Towards Away

Classifier
Towards 1 27
Away 7 1

Table 31: Bad-good

Truth
Towards Away

Classifier
Towards 1 23
Away 10 0

Table 32: Bad-rand

Truth
Towards Away

Classifier
Towards 2 31
Away 4 0

Table 33: Bad-no

79


	Introduction
	Background
	Methodology
	Materials
	Results
	Discussion
	Conclusion
	Appendix
	Appendix

