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1. Introduction   

	

 

	
 

 

 

It might not be entirely original to commence with one of Carl von Clausewitz’s most                             

popular quotes taken from his work “On War” (1976), however, his words continue to be                             

strikingly relevant in the 21st century. What they describe, is his well-known concept of                           

the “fog of war”, a term, which Clausewitz himself never used in that particular way, but                               

has nevertheless impacted military theory substantially throughout the past decades.                   

Essentially, it refers to the struggle inherent to combat situations that tactically relevant                         

information can transform into confusing and even distorted intelligence, due to the                       

ambiguous and messy nature of war. This issue has traditionally been most concerning                         

for military leaders and with the sophistication of humanity, the fog of war was sought to                               

be lifted by means of technology. Reducing the uncertainty in combat to the lowest                           

possible level with the help of innovation, is a concept as old as war itself. However, with                                 

the birth of information technology, the range of options to do so has dramatically                           

increased. In an era where the speed of combat is evolving in parallel to the speed of                                 

information, success or failure in warfare are increasingly determined by the knowledge                       

factor. Information has transformed into a distinct tool of military power: the belligerent                         

party enjoying information superiority in a combat situation is deemed to be winning the                           

war,	at	least	this	is	reflected	by	the	current	dominant	narratives	in	military	strategy. 

This prominence of the information superiority idea, has evolved into concrete strategic                       

and operational concepts, envisioning the comprehensive application of the most recent                     

technological advancements. Information is becoming the focal point of combat and is                       

transcending operational domains. Warfare is no longer segregated in land, air and sea,                         

as information sharing is enabling collaborative combat and is blurring the geological                       

boundaries	of	domains.  

 

“We must move towards cross-domain synergy, embracing complementary vice merely additive                     

employment of multi-domain capabilities that enhances effectiveness, and compensates for                   
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individual vulnerabilities. Desired military effects will increasingly be generated by the interaction                       

of	systems	that	share	information	and	empower	one	another.”	(2016	p.	1) 

 

What Lieutenant General David A. Deptula of the US Air Force describes with these                           

words, is his innovative operational framework, which is currently spreading across the                       

globe and is highly likely to impact many of the modern militaries substantially. He is                             

referring to the Combat Cloud	: an intellectual and operational paradigm identifying                     

information, data management, connectivity and command and control as its core                     

mission priorities. This concept represents one of the most recent and most promising                         

approaches towards lifting the fog in combat and achieving information superiority on                       

the battlefield. While the term Combat Cloud itself might not be particularly prominent                         

among the audience apart from the military, the technology it envisions already enjoys                         

great popularity within the civil society. In our everyday life, cloud computing for many of                             

us is a steady companion. Even if we are not entirely aware of it, a majority of extremely                                   

common software applications are based on this method of information technology,                     

such as streaming services, office tools, messengers or voice assistants. The advantage                       

of cloud computing lies in its location independent provision of computing services and                         

information,	accessible	from	various	devices	connected	via	the	internet.  

This concept shall benefit the military in a similar manner as the digital society                           

experiences it. A Combat Cloud is constructed by the integration of military platforms                         

into an overarching mesh network, which means that the platforms themselves build the                         

network nodes instead of a single central server. Connected via a sensor grid, each user                             

contributes to and receives information and data from the network. Seamless                     

connectivity and robust communication technologies enable real-time sharing of                 

high-quality,	decision-relevant	information	(Deptula	2016). 

The original concept was born in the US and Deptula has envisioned its application                           

predominantly for the American Air Force, with a subsequent inclusion of other US                         

military services. The Combat Cloud idea can be perceived as a military modernization                         

approach, embedded in what has been coined the “Third Offset Strategy” (3OS).                       

Developed under President Obama in 2014 in response to recurring geopolitical                     

competition, the strategic document focused on investing in technological innovations in                     

order to “sustain and advance America’s military dominance for the 21st century” (Hagel                         

2014). The Combat Cloud idea fits neatly into this ambitious strive for securing the US’                             

military	dominance.  

Daniel Fiott, one of the most present authors on the issue of 3OS, has warned that the                                 

American endeavour for military technological offset can cause major divergences within                     
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the NATO alliance. It is a commonly discussed phenomenon within academic literature                       

that the NATO suffers from an array of imbalances between the leading US and its                             

European allies. Especially in terms of capabilities and technological advancement,                   

significant gaps are visible between the members on both sides of the Atlantic. Fiott                           

argues that if they do not develop strategies on how to react to 3OS, the European NATO                                 

states could risk lagging even further behind, which, in turn, could negatively impact                         

overall	cooperation	within	the	alliance	(Fiott	2016). 

The Combat Cloud potentially represents a crucial element in preserving the military                       

technological edge of the US. Taking this and Daniel Fiott’s arguments into account, its                           

successful American implementation is potentially even widening the capability gaps                   

within NATO, if European member states can not keep track with the                       

military-technological sophistication. Even though the Combat Cloud follows a                 

multi-national vision and should likewise be used by the US and its allies, it is debatable                               

if the US would eventually really pursue a collaborative, multi-national development                     

approach,	which	avoids	the	mere	imposing	of	necessary	technology	on	allied	states.  

This, however, does not remain a question, which the US has to worry about, as some of                                 

the leading European NATO states decided not to wait until their transatlantic partner                         

comes up with the necessary technology to realize the Combat Cloud. Instead, France                         

and Germany decided to get a major defence cooperation off the ground, which lays the                             

foundation for an own European Combat Cloud. The Future Combat Air System (FCAS)                         

initiative has only been agreed upon last year and envisions the development of a new                             

fighter jet with an integrating system-of-system approach. It anticipates a Combat Cloud                       

for networking manned and unmanned aerial vehicles in order to achieve the full                         

spectrum	of	effects.  

The FCAS is an ambitious project with an even more ambitious vision: eventually it                           

should evolve into a single European system and overall strengthen security and                       

defense cooperation within the EU. Besides the founding partners France and Germany,                       

another major European state has joined the initiative: Spain has signed the framework                         

agreement for the common development of the FCAS in January 2019. This is an                           

essential	first	step	towards	being	a	truly	European	initiative.  

In regard to the prospective widening of the gaps within NATO, as the American                           

technological edge is pursued, the FCAS and its envisioned Combat Cloud architecture                       

could actually be a game changer. The initiative at least marks a decisive step towards a                               

new European defense confidence. However, the parallel Combat Cloud development                   

efforts also represent a potential redundancy of approaches, which eventually could                     
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negatively affect interoperability between the NATO states, if a common overarching                     

framework	is	missing.  

This thesis analyzes and compares the Combat Cloud realization effort of the US and                           

European states respectively, following a case study approach. The analysis is structured                       

in four categories: political background, idea, technology and strategic application. Using                     

a multitude of sources from the military and industry sector as well as the political                             

sphere, the study aims at providing a detailed picture of political, economic and strategic                           

dynamics at work. The currently difficult diplomatic relationship between Europe and the                       

US under Trump plays a special role, as it is shifting the balance within the formerly                               

strong transatlantic partnership even further. Another important dynamic that is taken                     

into account, is the recent European ambition to increase its strategic autonomy through                         

enhancing	defense	cooperation.  

Based on the comparison of both cases, a conclusion can be drawn on how the Combat                               

Cloud initiatives potentially impact future NATO cooperation and the capability and                     

technological	gaps	within	the	alliance.  

The paper proceeds as follows: the introduction is superseded by a section outlining                         

Deptula’s original Combat Cloud concept. Subsequently, the methodology used is                   

outlined briefly and Fiott’s theory of NATO’s gaps is further elaborated on. In the                           

following section, the case studies of the American Combat Cloud approach and its                         

European counterpart are presented. The paper is finalized by a structured comparison                       

of the results and a conclusion on the prospects for a successful cooperation within the                             

alliance.  

 

2.	The	Combat	Cloud	Concept 

2.1	Background	&	Idea 
Cloud computing has fundamentally changed the provision and use of information and                       

communication technologies and has become a crucial element of our digital society.                       

Instead of being sold for permanent use at a local computer, software applications as                           

well as hardware features, such as memory and computer capacity are increasingly                       

provided via central public or private networks. As a result, computing features and                         

services can be used location independently, as data is stored on a distant server of a                               

cloud provider and can be accessed from various devices from different locations. Today,                         

we benefit from connecting a wide range of devices, such as smartphones, laptops, TVs                           
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and even cars via the internet; user data and settings being automatically stored and                           

shared between them (Pavel & Mattes 2010). The cloud technology even enables all                         

kinds of electronic devices to communicate via the internet and to transfer data                         

automatically without human interaction. This so called “Internet of Things” consists of                       

three basic components: sensors, a network and a system which processes sensor                       

signals and, if necessary, initiates action. Overall, this technology aims at making our                         

everyday	life	more	efficient	and	“smart”	(Atzori	et	al.	2010).  

As it is the case with most technological innovations, their potential to improve and                           

simplify various aspects of society, economy, governance and science is likewise                     

recognized by the military sector. Goods, software and technology that can be used for                           

civilian, as well as for military purposes are commonly referred to as “dual-use items”, a                             

term with increasing popularity as the digitization of the military is progressing . The                           

same seems to apply to the cloud and IoT technology. The concept of the Combat Cloud                               

can be regarded as a “military internet of things”, connected via a cloud network with                             

very specific technological features. If one had to name the pioneer of the Combat                           

Cloud, it would much likely be David A. Deptula, a retired Lt. General who now is the                                 

Dean of the Mitchell Institute of Aerospace Power Studies. Being one of the most cited                             

researchers on the topic, he has envisioned the concept already in 2013, when the                           

Internet of Things has not been a thing for larger parts of society, yet. His idea of                                 

developing a cloud for military purposes is based on the assumption that information is                           

the dominant factor in modern warfare. The term “information age”, widely used to                         

describe the era we live in, is not limited to the civilian aspects of the global society. Just                                   

as information technology dominates areas like communication, business, leisure and                   

finance, to name a few, it is likely to become the driving force in future international                               

conflicts,	if	this	is	not	already	the	case	now	(Deptula	2016).  

Deptula assures that “information and data is the force evolving all these tools from                           

isolated instruments of power into a highly integrated enterprise where the exchange of                         

information and data will determine success or failure in 21st century warfare” (Deptula                         

2016 p.2). He claims that while the speed of information is rapidly increasing due to the                               

advances of technology, the way military operations are executed needs to adapt to this                           

process.  

The functioning of society has been revolutionized by the newly acquired ability to                         

access and process massive amounts of information independently from location and                     

time. This ability will be the crucial factor in future military power projection (Deptula                           

2016).  
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The Combat Cloud represents the “agile and integrated operational framework for the                       

employment of allied military power” (Deptula 2016 p.9) and ultimately aims at shifting                         

the focus from segregated to multi-domain warfare. The concept is complex, as it                         

comprises an interplay of technological as well as strategic objectives. To provide for a                           

better and common understanding of the term Combat Cloud, the Air Force has                         

published an operating concept in 2016, in which it defines the Combat Cloud as “an                             

overarching meshed network for data distribution and information sharing within a                     

battlespace, where each authorized user, platform, or node transparently contributes and                     

receives essential information and is able to utilize it across the full range of military                             

operations” (Lester & Vieira 2016 p.3). The essence of the definition and the concept itself                             

is the automated sharing of information between all the members of the cloud. Next to                             

information, core mission priorities of the operating paradigm are data management,                     

connectivity as well as command and control (C2). Central to the concept is the idea that                               

technology should be used to connect different military systems, achieving                   

cross-domain synergy. Aerospace systems will be connected with sea- and land based                       

systems in order to function more effectively while compensating for individual                     

vulnerabilities (Lester & Vieira 2016). Deptula describes the Combat Cloud as a “system                         

of systems”, as it essentially is an interaction of multiple systems sharing information to                           

guarantee situational awareness to all participating actors. The strength of such network                       

will likely have a greater impact on the outcome of future military conflicts than the                             

capability of specific platforms, as it has been the case in the past. Future wars will be                                 

decided on the basis of who manages to maintain information superiority over                       

adversaries. As decision and reaction times are rapidly shortened with the advancing                       

technology, the ability to make smart decisions based on comprehensive process                     

control	information	will	determine	operational	dominance.  

2.2	Technology 

The concept outlined in the previous section shall be realized by installing the necessary                           

technology that treats every platform as a sensor, as well as an effector. Accordingly, all                             

included assets enable automatic data linking and the seamless sharing of information,                       

resembling the user experience of the civilian Internet of Things. To function as                         

projected, the network needs to exhibit various critical attributes, such as being reliable,                         

secure and jam-proof. These are preconditions for the application of such a network in a                             

high risk situation and a contested environment. However, it has not been unequivocally                         

defined which technologies could find application in order to guarantee the fulfillment of                         
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those preconditions. Another attribute, which distinguishes the Combat Cloud from the                     

civilian cloud is degradability, which implies the necessity that it remains fully effective                         

and functioning even in case of one or few connected actors are no longer able to                               

participate due to combat circumstances (Defence iQ 2017). Besides being degradable,                     

the Air Force Operating Concept determines that the Combat Cloud network also needs                         

to be self-forming, self-healing and redundant (2014). These attributes are far from being                         

abstract visions, they are qualities already displayed by common cellular telephone data                       

networks. The Combat Cloud functioning should resemble much of the data connection                       

and connectivity we experience in our everyday life. Residential wireless networks are                       

self forming, meaning that authenticated devices will connect, if within signal range,                       

automatically and are then able to share information between multiple users. As soon as                           

we leave home, the internet connection degrades to lower connectivity levels, such as                         

LTE or 3G networks. When back in range of a wireless signal to which we have access,                                 

the network is self-healing as it transitions from a degraded- back to full connectivity via                             

the	high	speed	data	capability	of	the	wireless	signal	(Kiser	et	al.	2017). 

Instead of using mobile phones to log into and operate within such networks, the                           

Combat Cloud will use weapon systems equipped with sensors and network nodes “that                         

will automatically push and pull mission-relevant and timely information to assist the                       

user” (Kiser et al. 2017 p.4). This should be realized predominantly by the 5th Generation                             

technology, which modern fighters, such as the F-35 and the F-22 are already equipped                           

with. Especially the Lockheed-Martin F-35, the gem of the US air fleet, is usually used as                               

the prime example of cloud-capable weapon systems within literature. It stands out with                         

“advanced stealth, exceptional agility and maneuverability, sensor and information fusion,                   

network-enabled operations and advanced sustainment”, according to Lockheed Martin’s                 

own product description online (f35.com 2019). The Combat Cloud envisions that sensor                       

technology should henceforth not be limited to aerospace weapon systems but should                       

be installed on platforms and assets within all domains: air, land and sea. Sensors are                             

collecting data from their physical environment by detecting and measuring some type                       

of input such as pressure, mass, acceleration, light, temperature, radiation et cetera. The                         

input is generally transformed into an analog electric signal which can be electronically                         

transmitted for reading or processing via a network (Rouse 2012). Essentially, this                       

technology forms the Combat Cloud, all systems included, connected by sensors, feed                       

data	into	the	cloud	and	can	simultaneously	pull	information	if	needed	(Deptula	2016).  

Clearly, the necessary technological elements for realizing the Combat Cloud idea are                       

already existent. What is missing is an overarching framework integrating the segregated                       
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innovation efforts and transforming the stove-piped development of capabilities into a                     

highly interoperable network (Kiser et al. 2017). Deptula (2016) pointed towards the                       

different concept of operations (CONOPS) which each platform or component operates                     

with. He states that “modern US military networks and datalinks are a good example of                             

this narrow approach to CONOPS at work. Some of these include Link-16, Intra-Flight                         

Data Link, Tactical Targeting Network Technology, Multifunction Advanced Data Link and                     

the Joint Aerial Layer Network concept” (2016 p. 6). This variety of data links and                             

networks enabling military communication and information sharing is displaying the lack                     

of operational coherence and indicates a redundancy of approaches. Indeed, the                     

networks and datalinks do not entirely serve the same purposes, however, an                       

overarching construct ensuring interoperability is lacking regardless. This does not                   

necessarily require sharing the exact same operating standards among US assets or                       

allied forces, nevertheless, it would be highly useful if the focus is put on aligning the                               

direction	of	operating	concept	towards	the	Combat	Cloud	(Deptula	2016).   

The conflicting environment, in which the Combat Cloud is envisioned to operate, inhibits                         

significant challenges for communication networks. While civilian clouds operate in                   

largely uncontested, stable surroundings, the Combat Cloud faces intermittent                 

connectivity, limited network bandwidth and high latency (Defence iQ 2018). Next to the                         

internal threats like connectivity or interoperability issues, the extremely valuable content                     

of the Combat Cloud is likely to attract interception attempts from within or outside. The                             

massive accumulation of relevant mission data is much likely to attract exploitation or                         

espionage: “if you put all your eggs in one basket, it becomes a target”, as the saying                                 

goes. Besides high-tech hacking, including Distributed Denial of Service Attacks or                     

compromised Hypervisors, major vulnerabilities are especially simple avenues such as                   

stolen log-in details or the unfaithful exploitation of qualified access to Combat Cloud                         

data. Kiser et al. (2017) assume that “the Combat Cloud may well be the ultimate Centre                               

of Gravity of the US and coalition military operations in the future” (2017 p. 29). While                               

there is little doubt that the technological elements to realize such a network are already                             

existent,	it	is	far	from	clear	yet	to	what	extent	it	could	be	secured,	once	in	place.    

 

2.3	Application 

If realized adequately and applied by the US and its NATO allies with ensured high levels                               

of interoperability, connectivity and security, the Combat Cloud is likely to be the most                           

promising future of joint military operations. As stated above, the Combat Cloud should                         

Donella	Mickel 										University	of	Twente,	August	2019 



		Master	Thesis			-		A	Clouded	Future      	 	 							11		

guarantee decision superiority to US forces and their allies, based on the availability of all                             

relevant information to all relevant actors. The traditional understanding of Command                     

and Control is transcending to all warfare domains in an interconnected way.                       

Multi-Domain Command and Control (MDC2) is the keyword to describe how the Combat                         

Cloud concept should enable dynamic military operations not limited to an individual                       

domain but carried out on land, at sea, in the air or even in space simultaneously. To                                 

ensure the mission success, it has to be guaranteed that data can be rapidly exchanged                             

to provide all levels of actors among the several domains with the necessary information                           

to transform it into action. Retired Major General of the Air Force Tim Zadalis, defines                             

MDC2 as “	the ability to seamlessly analyse, fuse, and share what was once                         

domain-centric information into a single C2 system that supports all domains and all                         

levels of war” (2018). While historically, mission coordination was predominantly limited to                       

platforms and assets operating within the same domain, the future of warfare - and                           

especially the future of the qualitative combat edge of the US and its allies - should lie                                 

in the seamless operation in multiple-domains enabled by timely cross-domain                   

information sharing. Zadalis demands the development of an overarching                 

combined-arms Grand strategy which the single US military service or NATO MDC2                       

strategies can be subordinated to. He emphasizes that international integration will be                       

significantly hindered without a common strategy and future C2 costs will be driven up at                             

the expense of other military capabilities (2018). MDC2 can most adequately be regarded                         

as the strategic framework for the Combat Cloud. While a cooperatively developed                       

Grand strategy is defining st	rategic objectives, the technological realization is based on                       

the	Combat	Cloud	concept.  

While not directly referring to Multi-Domain Command and Control, Deptula uses the                       

term “cross-domain synergy” to elucidate similar objectives. The retired Lt. General sees                       

the essence of the Combat Cloud in “embracing complementary vice merely additive                       

employment of multi-domain capabilities that enhances effectiveness and compensates                 

for individual vulnerabilities” (Deptula 2016 p. 1). This might sound rather abstract,                       

especially for readers lacking a military background. In order to facilitate a better                         

understanding and visualization of the concept, Deptula developed a possible scenario,                     

which	displays	how	the	Combat	Cloud	could	effectively	contribute	to	MDC2:  

 
“In the opening phase, an amphibious force is escorted by Royal Air Force (RAF)                           
F-35Bs (Authors note: fighter jets), as the force carries out a raid against enemy                           
anti-ship batteries to enable insertion of friendly forces. Upon reaching the                     
objective, a V-22 Osprey (Authors note: multirole combat aircraft) carrying special                     
operations forces is downed by the enemy. The raid continues, though, and help                         
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is sent to extract the injured. As enemy air defenses begin to react, US Air Force                               
F-22s (Authors note: fighter jets) guide missiles launched from an allied ship to hit                           
two surface-to-air (SAM) missile sites, and team with Royal Norwegian Air Force                       
F-35s (Authors note: fighter jets) to further suppress other threats. Situational                     
awareness tools are common across all platforms in this force. The F-22s and                         
V-22s are able to detect and federate threat detection information so the force’s                         
limited weapons are employed against priority threats. The F-35s tap into the                       
same picture, populated with other data, and broadcast the status of these                       
threats. Both special operations, and general purpose air, land, and sea forces                       
maintain an accurate intelligence, surveillance, and reconnaissance (ISR) picture                 
of	the	opponent’s	defenses,	gathered	by	friendly	aircraft. “	(Deptula	2016) 

 

In a retrospective assessment of the operation, it would likely be credited to the real-time                             

display of relevant data available to both, the ground strike team as well as the flight                               

leads. Being aware of the status of opposing defenses, communications and emissions,                       

enabled the actors to see through the fog of combat and facilitated timely evacuations of                             

the injured as well as the rapid formulation of new attacks in response to priority threats                               

(Deptula 2016). Further crucial elements of the scenario are the contribution of space                         

operators, altering the view of satellites to supply the fighter jet teams with necessary                           

input, as well as the participation of Remote Piloted Aircraft, which helped to improve                           

jamming techniques and the video stream to the maritime operations center. Meanwhile,                       

also cyber operators were actively countering hostile cyber attacks from enemy forces in                         

order	to	secure	network	stability. 

Clearly, the success of the operation in scenarios like this is highly dependent on the                             

degree of network connectivity. Only with robust information connectivity, the necessary                     

access to high quality data, which was crucial for all actors to keep the orientation and                               

make effective decisions, can be guaranteed. However, it is exactly this degree of                         

connectivity which is currently far from being a standard within the contested                       

environment of a battlefield (Deptula 2016). Developing communication networks able to                     

withstand the myriad of connectivity-limiting factors in a combat environment are thus                       

the	essential	step	towards	realizing	the	Combat	Cloud. 

Eventually, it should not be neglected that, even though it would form a crucial part of                               

the cyber-centric warfare, as well as the information warfare vision, the Combat Cloud                         

does not work entirely autonomously but will remain human guided. Indeed, a                       

precondition is the seamless sharing of data without the need for human interaction,                         

however, the final decision making based on the available data remains in human hands.                           

What Deptula emphasized as an essential aspect of his Combat Cloud idea, is also to be                               

found within the NATO’s approach towards a military cloud network. The Joint Airpower                         
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Competence Centre issued an extensive interdisciplinary analysis in 2017 examining the                     

future of NATO's “Air Warfare Communication in a Networked Environment”. On 164                       

pages, the authors Lt Col Carlos Presa (Spanish Air Force) and Capt William A. Perkins                             

(US Air Force), in collaboration with various contributors, identified “specific elements of                       

coordination and communication necessary for operation in this future (Authors note:                     

networked) environment” (p.i). While recognizing that the technological advances                 

improving communication capability will indeed essentially alter NATO’s way of                   

conducting Air command and control, it is a central premise of the study “that the                             

command function would not substantially change” (JAPCC 2017 p. 18) and that                       

“Commanding the cloud involves a human commander” (p.18). It is highly likely that                         

machine-to-machine communication in such networked environment will take over                 

several functions currently executed by humans. However, while this may essentially                     

speed up the operational tempo and OODA (observe, orient, decide, act) loop, eventual                         

lethal decisions remain in human hands (JAPCC 2017). In other words, the Combat Cloud                           

technology	shall	guide	human	decision-making	and	not	replace	it. 

As a final crucial point when discussing the application of the Combat Cloud, another                           

dimension of “multi-ness” has to be addressed. Marc V. Schanz (2014) has aptly remarked                           

that the future is “multi, multi, multi” (p.40). Pointing out that multi-domain and                         

multisensor integration is the most promising approach to warfighting, he fails to                       

describe what the third multi stands for. However, the explanation might be found                         

elsewhere: Deptula, Kiser et al. as well as the JAPCC analysis are clearly pointing towards                             

a multi-national approach the Combat Cloud should aim towards. Kiser et al. (2017)                         

emphasize that the ability to dynamically include friendly forces into the cloud network is                           

important in order to enable crucial mission related information to be shared across all                           

participating allies. The authors state that “the US military will continue to find itself                           

operating in close coordination with a wide range of coalition partners [...] this [...] requires                             

coalition members to become part of a dynamic information sharing environment and a                         

specific C2 network” (p.26). Also Deptula identifies necessary Combat Cloud                   

requirements in order to effectively function in multinational operations. He demands that                       

individual weapon systems currently used by the US and its allies need to be                           

interoperable by transforming them into a single interdependent operational enterprise.                   

This requires common technical and training standards as well as operational tactics                       

(Deptula	2016).  

Compared to the (still) rather US-centric approaches of Deptula and Kiser et al, the Joint                             

Air Power Competence Centre - unsurprisingly - put an even higher emphasis on the                           
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joint nature of a military cloud network. They conducted their study entirely in the light                             

of operating multinationally, recognizing that “NATO’s C2 poses a unique command                     

challenge as it requires consensus among 28 nations” (p.2). Beyond integrating different                       

national military services and assets and technologies, the Combat Cloud concept needs                       

to be realized with a cross-border vision. Unfortunately, exactly this allied interoperability                       

is far from being realized, as an overarching vision on how to integrate individual battle                             

networks is missing. Deptula (2016) acknowledges that “currently, the US Department of                       

Defense (DOD), other nations’ defense ministries, and the US military services are                       

bogged down with dozens of programs and concepts, each being developed                     

independently and lacking a coherent effort that reconciles gaps or redundancies” (p. 8).                         

It is much likely that most challenging for the realization of an inclusive combat cloud                             

effectively functioning in joint operations will not be the development of the necessary                         

technological requirements but the current lack of coherence between all development                     

efforts.  

3.	Methodology	&	Analytical	Context  

	3.1	Analytical	Context 

As indicated in the introduction, the analytical context selected for the comparison,                       

represents the technology and spending disparity within NATO. The alliance has                     

historically been marked by “the gap” between the US and European member states.                         

This gradient between the two camps is a well discussed phenomenon in academic                         

literature, “the gap” being actually not a singular one, but persistent on various levels.                           

These levels concern the differences in defence spending and capabilities acquired (the                       

input-output gap), the differences in spending on defence research and development                     

(the investment gap) and, most relevant for the issue at hand, the differences in the                             

development of military technologies and the integration of those in weapon systems                       

(the technology gap) (Sperling 2004). It is a widely accepted assumption that the gaps                           

originate from different strategic priorities and external political objectives between the                     

US and European states. While the former continues to project its power globally,                         

European states are far more concerned with immediate threats within their                     

neighbourhood and overall regional security rather than hegemonial struggles (Fiott                   

2017). Especially under US President Donald Trump, these disparities within NATO have                       

arisen substantial attention: Trump, with strong tendencies towards militarization, has                   
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continually criticized his European NATO partners for their lack of spending and                       

innovation	efforts	(Hirschfeld	Davis	2018).  

In this light, the French-German Combat Cloud development efforts under the FCAS                       

seem like a laudable step towards muting the American disapproval regarding European                       

military innovation. The costly initiative will not only bring upon a high-tech fighter jet,                           

technologically even superior to the American F-35, its envisioned Combat Cloud                     

network will also enable the operation of drone swarms and manned-unmanned                     

teaming. Even if a successful realization of the FCAS will not eradicate the transatlantic                           

disparity in military-technological sophistication entirely, it can however contribute to                   

new defense innovation standards in Europe, which are in closer proximity to those of the                             

US.  

Being on a similar technological level within the alliance would serve as a valuable                           

starting point for better cooperation and stronger future allied missions. The Combat                       

Cloud with its multi-national vision has great potential to serve as the ultimate tool for                             

integrating the member state’s forces and enabling cross-border command and control.                     

However, it remains highly questionable how inclusive and integrative the Combat Cloud                       

programmes on both continents will eventually turn out. It is not unlikely, as Deptula has                             

emphasized that without an overarching border-crossing development vision, the                 

stove-piped innovation efforts will lead to a redundancy of programmes and lacking                       

interoperability.  

 

As George and Bennett have laid out: “It is important to recognize that a single event can                                 

be	relevant	for	research	on	a	variety	of	theoretical	topics”	(2005	p.	70). 

B	esides the assumption that the FCAS represents a European strive for strengthening its                         

position within NATO vis-á-vis the US, the French-German initiative could also be                       

perceived from a quite different theoretical lens. According to the leading figures of the                           

FCAS such as Dassault CEO Eric Trappier, the project represents a decisive step within                           

the endeavour to achieve European strategic autonomy (European Defense Matters                   

2019). The traditionally strong transatlantic relationship recently seems to show some                     

cracks under Donald Trump’s presidency and his unpredictable foreign policy. The                     

diminishing reliance on the US as a security provider for its European allies can certainly                             

be perceived as one of the root causes for the recurring prominence of the idea of                               

European strategic autonomy. With that in mind, the FCAS could rather be regarded as                           

an effort to balance out the hegemonic ambitions of the US, manifested in Trump’s                           

“America first” mentality. However, the traditional realist concept of balancing would fail                       
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to describe why, on the one hand, France and Germany as so called “second-tier states”                             

still engage in maintaining good political, economic and military transatlantic relations                     

and on the other, are likewise increasing efforts to reduce their dependency from the US                             

in security terms. Daniel Fiott has elaborated on the issue of European strategic                         

autonomy with the objective “to better comprehend how the EU conceives of strategic                         

autonomy” (Fiott 2018 p.2). He came to the conclusion that the concept of strategic                           

hedging can best describe the current European behaviour towards the US in terms of                           

security and defence. Strategic hedging shows elements of traditional balancing, such as                       

European efforts to “improve the EU’s autonomy in key strategic areas such as the                           

defense industry” (Fiott 2018 p.4) including the European Defense Fund (EDF), PESCO                       

(Permanent Structured Cooperation) or the European Defence Industrial Development                 

programme. However, the concept encompasses also the EU’s ambition to                   

“simultaneously maintain a favourable relationship with the US in diplomatic and                     

economic terms” (Fiott 2018 p.5) and generally remain aligned with the hegemon’s                       

interests. Although the FCAS is not an initiative under the auspices of the European Union                             

but rather an intergovernmental programme, France and Germany as the founding states                       

explicitly foresee the integration of further European states. Especially for French                     

pioneers of European strategic autonomy, the FCAS is as important for the future of the                             

EU’s	Common	Security	and	Defence	Policy	as	PESCO	or	the	EDF.  

France’s president Macron has emphasized that the US is gradually and inevitably                       

withdrawing from Europe which results in the need of an autonomous European defence                         

architecture. In a similar manner, France do not perceive European strategic autonomy as                         

incompatible with transatlantic cooperation within NATO. “For Paris, strategic autonomy                   

has never been about strategic independence from the US but about choosing France’s                         

and Europe’s level of dependence” (Franke & Varma 2019 p.25). Germany also recognizes                         

the decreased ability to rely on the US as a military, political and economic partner while                               

likewise promising to finally increase the Germa	n NATO burden sharing contribution, a	s                       

Trump	has	continuously	urged	to.  

This literal balancing act between the internal enhancement of capabilities to reduce                       

military dependence, while likewise continuing with bandwagoning efforts in order to                     

strengthen the NATO alliance, seems to be a prime example for the concept of strategic                             

hedging. Fiott has summarized it as: “deft strategy to allow general alignment behind a                           

hegemon, but with one eye on developing the capabilities needed for independent                       

action” (Fiott 2018 p.4). This phenomenon is of major relevance for scholars of                         

international relations theories and certainly deserves further attention. However, it                   
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should be subject of another paper to analyze if the FCAS is actually the reaction to an                                 

international stimulus, which can be classified as balancing behaviour or strategic                     

hedging.  

 

While the research endeavour outlined above would imply a stronger theoretical                     

orientation, this thesis focuses on the practical comparative analysis in order to better                         

comprehend similarities and differences between both approaches. The comparison                 

allows to draw conclusions on the possible impacts on NATO’s aforementioned                     

capability	gaps	and	future	cooperation	within	the	alliance.  

	

3.2	Method	&	Data 
The conducted study can best be categorized as secondary research, as it uses a                           

methodology of tracking down already existing information and data. Useful data for the                         

analysis is collected via desk research using a variety of online libraries and websites of                             

private and public entities. The research is following an in-depth case study approach.                         

This type of research enables scholars to explore and understand complex issues via                         

conducting an in-depth investigation of a specific case, predominantly a certain event,                       

geographical area or group of individuals (Zainal 2007). Usually it “implies the collection                         

of unstructured data and the qualitative analysis of those data” (Hammersley & Gomm                         

2000 p.3). Zainal (2007) describes that “case studies, in their true essence, explore and                           

investigate contemporary real-life phenomenon through detailed contextual analysis of a                   

limited number of events or conditions, and their relationships” (p.2). Generally, the aim of                           

such research is not to use them as a basis for theoretical inference, rather it seeks to                                 

grasp the case in its uniqueness and recognize its very specific context (Hammersley &                           

Gomm	2000). 

In the past case studies in general and comparative case studies in particular have been                             

criticized for lacking “scientific consciousness” due to a missing “basis for systematic                       

comparison” (George & Bennett 2005). It has been a usual phenomenon that the single                           

case studies failed to share a common theoretical vision and were rather descriptive than                           

comparative (George & Bennett 2005). In order to overcome these weaknesses, George                       

and Bennett (2005) identified several requirements for a focused and structured                     

comparison of case studies. The research method becomes structured through the                     

formulation of general questions reflecting the research objective. These questions are                     
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answered for each case study respectively and are guiding the collection of relevant                         

data,	enabling	systematic	comparison	of	the	findings.  

The method is focused, as only certain aspects of the cases or events are selected for                               

analysis. Only if these requirements are met equally for all included cases, the study                           

becomes	truly	comparative	(George	&	Bennett	2005).  

The set of general questions asked of each case, needs to be developed carefully in                             

order to “reflect the research objective and theoretical focus of the inquiry” (George &                           

Bennett 2005 p.69) The method of structured, focused comparison was selected for this                         

thesis, as it prevents the comparison process from being arbitrary by creating a                         

systematic	framework	for	the		analysis.  

The study compares two different military-technological innovation projects: the US’                   

Data-to-Decisions initiative on the one hand and the French-German Future Combat Air                       

System on the other. The Combat Cloud element within Data-to-Decisions and FCAS was                         

selected as the focus of the analysis, as both initiatives encompass also other military                           

technological	concepts.  

In order to structure the comparison, four general questions were posed for each case                           

study individually, against the contextual backdrop of the capability and technological                     

gaps	within	NATO,	as	outlined	above.  

 

1. What is the political context in which the Combat Cloud development takes                       

place? 

This question is relevant for answering the research question, as the issue of NATO’s                           

technology and capability gaps itself is highly political. The differences in burden sharing                         

are determined by foreign policy considerations and the respective national attitude                     

towards the alliance. The development of Combat Clouds and their impact on NATO are                           

massively influenced by current transatlantic political relationships and the agenda of                     

national governments. Even in the case that conceptual and technological congruence                     

would be given: if the political will for stronger NATO cooperation and a jointly operated                             

Combat Cloud is not existent, the projects will not enfold their potential to strengthen the                             

alliance	and	future	missions..  

 

2. What	are	the	respective	idea	and	concept	behind	the	Combat	Cloud	projects? 

Identifying the underlying ideas of the development efforts is relevant, as a comparison                         

of both Combat Cloud approaches would be made obsolete if the concepts are entirely                           

different from each other. If these cases do not share major conceptual considerations,                         
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the development process would likely result in completely different capabilities with                     

different	functions	and	purposes.  

 

3. What kind of technology is envisioned for being applied within the Combat                       

Cloud	development? 

The issue of anticipated technology is necessary to analyze, as it determines the degree                           

of interoperability between the respective national Combat Clouds. Interoperability is                   

deemed one of the core attributes for the successful, multinational implementation of                       

the Combat Cloud. If the vision of a jointly operated cloud within NATO for future joint                               

military	missions	should	be	realizable,	the	applied	technology	needs	to	be	interoperable.  

 

4. How	should	the	Combat	Cloud	be	strategically	applied? 

Besides the political rationale behind the Combat Cloud approaches, also the military                       

rationale is crucial for evaluating its potential impact on NATO. The aim of multinational                           

application and a jointly operated cloud can only become a reality, if the approaches                           

share a common strategic vision, including common threat definition and congruent                     

defense	priorities,	at	least	to	some	degree.  

 

Resulting from these questions, four categories of analysis were determined: political                     

background, idea, technology and strategic application	. Each case study was conducted                     

across these categories and the data collection was guided by the content of these                           

categories.  

The decision to compare an American with a European approach was made based on                           

the underlying argument of technological and capability gaps between these two                     

regional actors within NATO. Leading European countries like France and Germany are                       

trying to form a counterweight to the traditionally dominating US and aim at restoring a                             

balance within the alliance, while likewise not trying to undermine cooperation. The                       

FCAS and its Combat Cloud approach represent a crucial element of this ambition and                           

are therefore a decent case for this study. Additionally, the FCAS is so far, nearly the only                                 

European Combat Cloud project, besides the British “Tempest”. This situation is different                       

in the US, where the efforts to realize the Combat Cloud are far more segregated,                             

decentral and allocated among the different services. Data-to-Decisions was selected                   

due to the case that it reflects most adequately Deptula’s underlying concept. The case                           

selection further followed the “most similar” rationale, as both selected cases are                       

Combat	Cloud	approaches	realized	within	the	air	domain	predominantly.  
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The case studies are carried out based on the structured data, collected via a multitude                             

of sources. These include academic articles, academic contributions by defence officials,                     

government reports and statements, military publications, reports and information                 

provided by private actors of the defence industry, public and private press releases as                           

well as studies conducted by international organizations. The analysis conducted within                     

this thesis relies on secondary data as the primary source of information, as the field of                               

research offers limited possibility of primary data collection due to its sensitive nature.                         

Furthermore, the in-depth collection, analysis and comparison of existing data on                     

Combat Cloud implementation efforts is so far filling a niche in academic literature. Due                           

to the very recent nature of the military political projects under analysis, secondary                         

research of the topic is rare so far and could thus be an important first step for further                                   

analysis. 

It has to be kept in mind that, due to the military nature of the topic touching various                                   

issues of national security or intellectual property, the amount, scope and depth of the                           

existing data might be severely restricted. The gradient between the publicly displayed                       

Combat Cloud progress and the actual status of implementation could possibly be vast.                         

However, this issue can not be fully addressed within the study at hand. The analysis                             

focuses on existing data and assumes as a central premise that the available data                           

largely	reflects	reality. 

 

4.	The	US	Combat	Cloud	Approach 

4.1	Political	Background 
National military priorities have always been vastly shaped by the political focus areas of                           

the incumbent Government. As Daniel Fiott (2018) aptly remarks: “Defence innovation has                       

been a perennial concern for Washington, but each presidency brings a different                       

approach to maintaining the US’s military-technological dominance.“ (p.48) The era of                     

Donald Trump as the 45th President of the United States has certainly brought upon a                             

massive change in foreign policy and security objectives of the country, compared to                         

those	of	his	predecessor,	Barack	Obama.  

In response to growing threats to the US’ national security, such as the ceaseless rise of                               

China, Russia’s military modernization and the potential nuclear threat posed by North                       

Korea and Iran, a “new Defense Innovation Initiative” has been developed in 2014 under                           

President Obama. The strategic document focused on investing in technological                   
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innovations in order to “sustain and advance America’s military dominance for the 21st                         

century” (Secretary of Defense 2014). This so-called “Third Offset Strategy” foresees                     

promoting sophisticated technologies such as autonomous systems, 3D printing or                   

directed energy with the aim of integrating them into new operational concepts                       

guaranteeing	their	effective	use	in	combat	situations	(Fiott	2016).  

With the election of President Trump, which implied a massive change in political                         

priorities, the Third Offset Strategy (3OS), a term coined by the Obama administration,                         

seemed to be largely neglected. The New Security Strategy developed by the                       

republican government under Trump is identifying main objectives largely differing from                     

what has been priority under 3OS (Fiott 2018). As he continuously promised throughout                         

his electoral rally, Trump’s national security objectives are rather focused on investing                       

more in the US’ fighting forces, including troop numbers and conventional military assets.                         

Further, he seeks to strengthen the American nuclear capabilities in order to “single out                           

the US’s main adversaries in ways not imaginable under Obama” (Fiott 2018 p.42). The                           

US$ 686 billion national security budget dedicates a major share to the expansion of                           

conventional assets, such as troops, the nuclear arsenal, naval vessels and combat                       

aircraft (Gould & Copp 2018). Keeping in mind that the personnel costs of the US military                               

have increased by 46% between 2000 and 2014 (Congressional Budget Office 2014),                       

Trump’s electoral pledges made reality seem to unfavour investments in defence                     

innovation even further. Nevertheless, approximately US$ 92 billion available for                   

investing in Research & Development still leave quite some budget for realizing some of                           

the	ambitious	3OS	objectives. 

Indeed, not much of the security objectives laid down in the new national strategy                           

resemble, what has been prioritized under Obama before. However, it is not the case that                             

technological innovation has entirely fallen into disgrace under Trump. Besides the                     

emphasis on expanding troops and conventional assets, both, the 2017 as well as the                           

2018 National Security Strategy are repeatingly pointing towards technology and                   

innovation, as being crucial for maintaining the US’ military overmatch. The strategy                       

states that “losing our innovation and technological edge would have far-reaching                     

negative implications for American prosperity and power” (Trump NSS 2017), and thus                       

reflects an awareness of innovation being an essential element for national security and                         

military superiority. This mindset does not seem to have changed from the Obama to the                             

Trump	administration,	even	if	wrapped	up	in	different	terms.  

Daniel Fiott adequately remarks that “at the core of managing defence innovation is the                           

way in which a government can balance manpower and technology costs within the                         
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constraints of fixed budgetary allocations” (2018 p.48) It has to be clarified how the                           

development of such cutting-edge technology as the Combat Cloud fits into the explicit                         

political preference to invest heavily into conventional capabilities and manpower, which                     

the Trump administration anticipates. So far, there has not been an open political push                           

towards the Combat Cloud. In terms of priorities for the future of American military                           

superiority, Donald Trump seems to favor the idea of establishing a space force as the                             

ultimate	offsetting	defense	innovation	(Wall	2019).  

Even though the Combat Cloud has, so far, not been widely recognized by major US                             

political officials, representatives from the military and academic sector do indeed see it                         

as a promising concept for innovating the US military in a cost-efficient manner. Deptula                           

remarks that “budget austerity appears to be the new normal. [...] Militaries have to                           

innovate to secure desired effects in a more effective and efficient fashion, using                         

technology to enable a new combat enterprise. The concept of the combat cloud stands                           

as a framework to empower this vision” (2016 p.4). The idea of concentrating on                           

technological innovations in order to reduce personnel or acquisition costs, could indeed                       

be fruitful when realizing the Combat Cloud. One major financial problem of the US                           

military are the rising costs of platforms while their quantities are shrinking. Scharre                         

emphasizes the possibility that new technologies, such as the Combat Cloud and its                         

included high-tech weapon systems, can “disaggregate expensive multi-mission               

systems into a larger number of smaller, lower cost distributed platforms” (2014 p.13). This                           

goes hand in hand with Deptula’s vision of allowing “individual platforms to evolve in a                             

more cost-effective fashion” (2016 p.7). The Combat Cloud technology enables individual                     

systems to specialize and maximize their capabilities in certain areas, while there is less                           

pressure to maintain costly multi-mission platforms overloaded with requirements                 

(Deptula	2016).  

Thus, in times of a limited R&D budget, as well as a diminished political focus on                               

technological innovation, the Combat Cloud concept still seems to be a great bet on                           

realizing the American vision of continued military superiority by MDC2. However,                     

besides the not entirely favourable political context, the Combat Cloud realization also                       

faces certain struggles within the military environment of the different US services. The                         

US Air Force has to deal with internal structural and fiscal issues (Schanz 2014). It faces                               

both, a serious shortage of pilots as well as a reduced number of aircraft, resulting from                               

fiscal constraints and the unavoidable choice between modernization and readiness                   

(Benitez 2018). However, even in the light of financial limitation and urgent modernization                         

efforts, the Air Force leadership is not willing to save costs at the expense of its ability to                                   
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“fight a full-spectrum conflict against a well-armed, well-trained, determined foe.”                   

(Schanz 2014 p.39) Fighting in a highly contested and intense conflict represents the                         

raison d’	être of the Air Force and despite structural and fiscal limitations, it will focus on                               

maintaining this ability. Also in this light, the Combat Cloud seems to be a well-tailored                             

solution	for	realizing	the	anticipated	modernization	in	a	cost-effective	way	(Schanz	2014). 

However, the list of hindering circumstances do not only continue within but also among                           

the different US military services. The critical key word here, again, is interoperability.                         

While the need for integrating air and sea forces has been widely recognized by the Air                               

Force and Navy, current efforts for a more beneficial combination of their respective                         

capabilities do not seem synchronized yet (Schanz 2014). The Air Force and Navy are                           

both engaged in Combat Cloud related programmes, though not in a well-coordinated,                       

service integrating manner. Before envisioning “allied interoperability” and multi-national                 

force integration, any US Combat Cloud programme needs to overcome the primary                       

challenge of technological interoperability between the different US military services. A                     

major problem is the lack of harmonization between networks and advanced tactical                       

datalinks of the Air Force and the Navy. Kiser et al. recognize that “due to a myriad of                                   

historic bureaucratic and political influences, the defense acquisition system has resulted                     

in a wide disparity in C2 technology and interoperability across the military” (2017 p.27).                           

The Air Force, Army, Navy and Marines are all developing distinctive software and                         

hardware capabilities in a stand-alone manner, an overarching construct which would                     

guarantee	compatibility	with	a	future	Combat	Cloud	network	is	missing	(Deptula	2016). 

Even though the US is among the very few nations worldwide producing and                         

commanding 5th generation technology capabilities, which are predestined to function                   

within a Combat Cloud network, the missing piece still seems to be the synchronization                           

of efforts (Deptula 2017, Kiser et al. 2017). One of the major US Combat Cloud programme                               

seeking to overcome the lack of coordination between the services is presented in detail                           

in	the	following	section.. 

4.2	Data	to	Decisions 

4.2.1	Idea   

According to Lt. Gen. Mike Holmes, the US had successfully maintained its position as                           

the only great power “out there” for 25 years. Now, the world is returning to great power                                 

competition and the American military edge is far from being self-evident (Secretary of                         

the Air Force Public Affairs 2016). In order to assess current air superiority capabilities as                             

well as to conceptualize and develop future ones, the US Air Force has launched the Air                               
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Superiority 2030 Flight Plan. This document is the result of a yearlong study, which found                             

that “the gap between the US military’s air superiority capabilities and potential                       

adversaries’ means, as it currently stands, that the Air Force’s projected force structure in                           

2030 may not be capable of fighting and winning against those adversary capabilities”                         

(	Secretary of the Air Force Public Affairs Command Information 2016). In order to prevent                           

this scenario, the Flight Plan develops capability options, operating in and across the air,                           

space and cyberspace domains. Col. Alexus Grynkewich belongs to the Air Superiority                       

2030 ECCT lead, with his team, he has identified several requirements for the successful                           

realization of the Flight Plan, one of them being the need for becoming a “truly                             

networked and integrated combat cloud of capabilities” (Grynkewich 2017 p.9). The team                       

demands a new operational concept where air and space assets as well as weapon                           

systems are integrated across different domains instead of operating independently. This                     

shall be realized by sensor-effector nodes providing high quality data, which can rapidly                         

be turned into decision-relevant information, contributing to extensive multi-domain                 

situational	awareness	of	all	operators. 

The study findings coincide with Deputy Secretary of Defense Robert Work’s notion of                         

the aforementioned Third Offset Strategy. Work identified an integrated battle network                     

including a combination of autonomous systems and human-machine teaming as central                     

for a technology enabled third offset. According to the defense official, such network                         

needs to comprise three layers: sensors, command and control as well as effects                         

(Grynkewich	2017).  

The conclusions of the Air Superiority Flight Plan 2030, reflecting Work’s requirements                       

for a third offset, build the basis for the establishment of the “Data-to-Decisions” (D2D)                           

program,	representing	one	central	element	of	the	US’s	strive	for	Air	Superiority.  

D2D recognizes the essentiality of decision-quality knowledge in a combat environment,                     

the concepts underlying the program are foundational to the success of the Flight Plan. It                             

foresees a comprehensive sensor grid integrating various assets, including airborne ISR                     

aircraft, intelligence gathering aircraft but also fighter aircraft such as the F-22 or F-35.                           

Besides sensor data, the program also takes into account cyberspace-based ISR                     

systems and satellite constellations (Grynkewich 2017). Actually, D2D aims at using all                       

available data, including also unconventional sources, such as social media and other                       

open data. In its essence, Data-to-Decisions “aims to bridge the gap between different                         

types of data and how that data is communicated across multiple platforms” (Welsh                         

2016). 
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In an email to Defense One, Mark Tapper, a member of the D2D development team,                               

wrote that D2D is aiming for “a complete cycle of understanding, from predicting what                           

we expect to encounter, prescribe what can be done to help understand the                         

environment, then find, fix track, target, engage, assess, anything, anytime, anywhere in                       

any domain” (Tucker 2018). This quote reflects the holistic approach of D2D: the                         

comprehensive input of data is paired with the multi-domain command and control                       

concept. It creates a space and time transcending information network representing the                       

ultimate	tool	for	ensuring	air	superiority	in	future	combat.   

Ultimately, D2D should significantly accelerate decision-making processes, by providing                 

the necessary information needed in a rapid, yet highly organized manner. This is                         

especially critical for the success of future US military operations. In the past, the Air                             

Force has largely operated in permissive environments. In the post-September 11, 2001                       

military operations in Afghanistan and Iraq, “information dominance and air superiority                     

were never challenged, and thus immediate operational needs trumped long-term force                     

structure concerns” (Deptula 2016 p.4). However, as future conflicts are likely to show                         

more or less elements of information warfare, speeding up operating and deciding is                         

going to be essential in order to maintain an edge over adversaries, which are likewise                             

intensifying their innovation efforts. As a result of the long missing necessity of innovating                           

force structures, the range of data and information available to the Air Force is existing                             

only in technology silos lacking the ability to communicate or interoperate with each                         

other. According to the D2D program, the solution to this problem should lie in                           

cloud-based technologies, enabling the seamless share of data across multiple                   

platforms	in	a	dynamic,	distributed	environment	(Stone	2017). 

4.2.2	Technology 

Much of the concept envisioned within the Data-to-Decisions program seems to have                       

been inspired by David Deputa’s original Combat Cloud idea. Grynkewich (2017)                     

describes that while formerly “efforts to advance military communication architecture                   

have focused on waveforms and datalinks” nowadays “we will need instead to build                         

self-healing networks that lean heavily on autonomous learning” (p.10). But not only the                         

ability to self-heal reflects the requirements defined by Deptula, which the Combat                       

Cloud has to meet. The D2D program also recognized that due to possible disruptions in                             

a contested environment, such network will not always work at a maximum capacity.                         

However, it “will be able to adapt and reconfigure quickly” (Grynkewich 2017 p.10), thus it                             

is envisioned to be degradable	, just as Deptula has laid it out in 2016. To describe the                                 

functioning of D2D, Grynkewich is also making use of the aforementioned smartphone                       
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network comparison, visualizing how communication networks seamlessly transition               

from higher to lower levels of connectivity and reverse, without losing their overall                         

functionality.  

Collecting all available information and data via sensors and sharing it among all                         

integrated assets is, however, only one part of the challenge. The other is to “turn it into                                 

meaningful information and knowledge” (Grynkewich 2017 p.10). It is impossible to                     

analyse and classify such massive amounts of unstructured data manually, thus it                       

becomes crucial to take advantage of what Robert Work has described as                       

“human-machine collaboration” (Pellerin 2015) when discussing 3OS. While the eventual                   

decision making remains in human hands, machines will contribute to that process by                         

rapidly transforming sensor data into meaningful information and determining their                   

relevance. The tool kit the Air Force is using comprises Artificial Intelligence and Machine                           

Learning methods and D2D seems to have been successful in experimenting with these                         

tools. Defense One (2018) quotes Dale Ormond, the principal director for research in the                           

Office of the Assistant Secretary of Defense, who states that “the components of the Data                             

to Decision (D2D) Program have transitioned into operational prototypes in a variety of                         

mission mission areas and include activities in video, image, and text analytics. The D2D                           

technical products and lessons learned are critical elements of the DoD roadmap for                         

future	capability	in	machine	learning	and	artificial	intelligence”	(Tucker	2018).  

This approach seems promising, nevertheless, it is not without controversy to hand over                         

critical parts of possibly lethal decision chains to opaque algorithms. The acceptance of                         

outputs from artificial intelligence tools is still limited, as they obscure the process of                           

arriving at a specific decision. Additionally, the threat of someone trying to sabotage such                           

algorithm is high	. Negative consequences would be hard to oversee and an attack is                           

difficult to detect in the first place (Tucker 2018). Grynkewich poses the question “at what                             

point in the mission chain are we confident artificial intelligence or algorithms will allow                           

the machine to do more effectively or efficiently what humans have done in the past?”                             

(2017 p.12) and answers it subsequently in a determined manner. In his opinion, adjusting                           

the point of autonomy under the course of fighter aviation innovations has frequently                         

occured in the past. One example is the re-assignment of the targeting and killing part                             

from the human hand (e.g. shooting a gun) to an autonomous missile, being the standard                             

today. Accordingly, handing over larger parts of the mission chain to machines in order to                             

carry it out more effectively is the logical next step (Grynkewich 2017). Which largely                           

reflects the overall open-mindedness towards greater autonomy in weapon systems in                     

the US. This assumption, however, should not be understood as conflicting with the                         

Donella	Mickel 										University	of	Twente,	August	2019 



		Master	Thesis			-		A	Clouded	Future      	 	 							27		

principle of leaving the final decision residing in human hands. Even though strongly                         

supporting the expansion of autonomy, Grynkewich does not make any attempts to                       

eradicate the human component within the kill chain entirely. “The US military has                         

learned that a key aspect of future warfare is the ability to harness the robotics and                               

autonomous technological revolutions, but not at the expense of human control over                       

these	technologies	and	resulting	violence.“	(Fiott	2018	p.47) 

 

4.2.2.1	Tactical	Cloud	Reference	Implementation 

One crucial project putting in place the technological architecture of D2D and the                         

envisioned Combat Cloud, is the Technical Cloud Reference Implementation (TCRI).                   

According to a publication of the Air Force TCRI “is a software platform, which will                             

provide a common framework to manage operational data while also performing                     

analysis on this data through the use of automated, mathematical algorithms and                       

analytics” (Welsh 2016). It resembles much of the elements of civilian clouds, which                         

synchronize data on different devices. However, it will function much more                     

independently: less user input is needed and the information output is limited to only the                             

relevant pieces of data (Welsh 2016). The TCRI has initially been developed by the Navy                             

as a part of its own Naval Technical Cloud. Among all the services, the US Navy seems to                                   

be the forerunner of Combat Cloud development and “took the lead in developing the                           

TCRI architecture” (Rossino 2017). However, to enhance interoperability between the                   

services, the TCRI project has now been handed over to the Air Force. Rossino (2017)                             

summarizes that the “TCRI will interface with a large number of defense intelligence,                         

surveillance and reconnaissance (ISR) sensor systems to deliver a unified operational                     

intel picture that enables data-based decision making in both connected and                     

disconnected environments”, which essentially reflects the core of the Combat Cloud                     

idea.  

The available information on the functioning and development status of TCRI is limited,                         

at least for the public. Furthermore, it seems that the development process is highly                           

distributed and comprises various components. According to one of the                   

Data-to-Decision engineers, all commercially available open source software will be                   

incorporated in the development (Welsh 2016). Alex Rossino, analyst of Deltek, reports                       

that since 2014, more than 30 military cloud related US government contracts have been                           

awarded to industry partners (Rossino 2017). This indicates that, although the work is                         

mainly directed by the Office of Naval Research’s Laboratory and the Air Force Research                           
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Laboratory’s Information Directorate, the services heavily rely on expertise from the                     

private	sector	to	keep	up	with	industry	innovation.  

One example of such cloud related contracts was awarded to Charles River Analytics Inc.                           

by the Office of Naval Research, representing a part of the Navy Tactical Cloud effort.                             

With this contract, big data capabilities shall be integrated in the Combat Cloud concept.                           

The corporation seeks to develop “	a framework for probabilistic, multi-source naval                     

analytics and analytic services, to provide a way to rapidly develop and deploy rich,                           

mission-critical analytics” (Charles River Analytics 2016) called “Navalytics”. The                 

framework will be designed in a reusable way so that it can also be applied in other                                 

domains than warfighting for distributed analytics using big data-enabled algorithms                   

(Charles River Analytics 2016). Although awarded by the Navy, the output of this contract                           

will most likely benefit the Air Force’s TCRI efforts likewise, as they are meanwhile sharing                             

the	project	lead	(Welsh	2016).  

In general, the available information on the technological realization of Data-to-Decision                     

is rather sparse and not particularly detailed. However, the US approach seems to put a                             

major focus on sorting out how data masses are structured and prioritized by their                           

relevance, in order to provide the human operator with meaningful information to                       

improve decision-making. This issue is highly technological, the successful application of                     

Artificial Intelligence and Machine Learning in this process has great potential to pull the                           

US	ahead	of	the	competition	for	information	superiority.  

4.2.3	Application 

“Russia and China will surpass our necessary air superiority capacity if we fail to correct                             

the erosion of America’s ability to control the air.” (2017 p.2) This is one of the introducing                                 

phrases of the study, which Grynkewich and his team conducted on the projections of                           

American air superiority in future combats. It answers, at least partly, the question of what                             

- or who - the key threats are for US national security. Daniel Fiott has criticized Obama’s                                 

Third Offset Strategy for failing to single out a main adversary towards whom major US                             

military efforts are directed. The new National Security Strategy of the Trump                       

administration however seems to be “quite candid about China being a major adversary                         

for the US” (Fiott 2017 p.45), while likewise putting an emphasis on security threats                           

emanating from Russia in addition to those posed by North Korea and Iran (Fiott 2017).                             

The tendencies in narrative and strategy are far from subtle: priorities have been shifted                           

from the War against Terror towards great power competition, the latter being a                         

prominent term within the National Defense Strategy 2018: it was repetitiously mentioned                       
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23 times within the document. There has been little effort to obscure any Cold War era                               

resemblance	(Foster	2019).  

Doug Livermore recognizes in his contribution to “Defence Predictions 2020” issued by                       

Defence iQ: “the prior focus on counterinsurgency in relatively permissible environments                     

is being replaced by an emphasis on this state-on-state competitions across the                       

spectrum of conflict“ (2019 p.4). According to Livermore, on the strategic level, this                         

implies a greater and more appropriate reliance on deterring adversaries with                     

conventional forces. It reflects quite accurately the route the Trump administration has                       

chosen	to	take	(Livermore	2019). 

But how does the Combat Cloud fit into this new picture of great power competition with                               

conventional forces? The priority shift from guaranteeing military superiority through                   

maintaining a technological edge (3OS), to dominating great power competition by                     

projecting overmatch through conventional forces (NNS 2017), seemingly narrows the                   

niche for Combat Cloud integration. However, the new international conflict landscape of                       

great power hostility bears a concrete security threat challenging US military superiority,                       

which the Combat Cloud technology could help to contain: A2/AD. That “terrible                       

acronym”, as Douglas Lute, the US Ambassador to NATO has described it, stands for                           

Anti-Access/Area Denial and has become a prominent term among defense officials                     

(Paravicini 2016). Over the course of the past decade, China, Russia and even Syria and                             

Iran were busy building up military capabilities in Asia-Pacific, Europe and the Middle                         

East respectively with the aim of “precluding US and allied forces from freely operating                           

around the world” (Grynkewich 2017 p.7). Even though the actual installation of A2/AD                         

capability is extremely complicated, its purpose is quite simple: according to Simon                       

(2017), A2/AD is a “family of military capabilities used to prevent or constrain the                           

deployment of opposing forces into a given theater of operations and reduce their                         

freedom	of	maneuver	once	in	a	theater”	(n.p.). 

Grynkewich and his Team have identified A2/AD as one of the major operational                         

problems for future US and allied missions, especially on the fight for air superiority. It                             

would go beyond the scope of this thesis to elaborate on the operational particularities                           

of A2/AD and the countering theirof. Relevant at this point, is predominantly how the                           

Combat Cloud could contribute to the overcoming of A2/AD. The Air Superiority 2030                         

Flight Plan (2017) identifies four main considerations for a future air force able to defeat                             

A2/AD bubbles. Consisting of combined air, space and cyberspace capabilities, the                     

force a.) “must be able to operate over long distances” (p.8) b.) “requires a robust logistical                               

backbone capable of delivering key commodities [...] even while under attack” (p.8) c.)                         
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“must include both stand-off and stand-in capabilities” (p.9) and d.) “must become a truly                           

networked and integrated combat cloud of capabilities” (p.9). Thus, the Combat Cloud is                         

regarded as a crucial element within the holistic approach of overcoming A2/AD. In                         

terms of operational application, this means that the deployed stand-off and stand-in                       

forces are connected and tied together by a Combat Cloud network as foreseen within                           

the	D2D	program.   

So far, detailed mission simulations applying the D2D concept and its TCRI architecture                         

have not been made public, as the program is still at an initial stage. However,                             

Grynkewich (2017) has laid out that essentially D2D can help overcoming A2/AD bubbles                         

by “allowing for precise application of kinetic or non-kinetic fires against the adversary”                         

(p.10), which is enabled by high-quality decision information collected via the sensor grid.                         

The precise fires in turn initiates “a virtuous cycle for friendly forces”, as the anti-access                             

threat is contained, the operating range reduced and US- and allied forces are able to                             

move closer towards the adversary. Due to the reduction in range, operational tempo                         

increases, “facilitating the further dismantling of anti-access capabilities under the                   

umbrella of area denial threats.” (p.10) As a result, friendly forces move even further to the                               

adversary, allowing to engage more effectively. Eventually, “the mass of effects brought                       

to	bear	overwhelms	the	enemy	force	and	defeats	its	A2/AD	strategy.”	(p.10) 

Admittedly, the scenario outlined seem to be a rather superficial, idealistic projection of                         

how D2D could help to overcome A2/AD bubbles. However, it indicates the intention                         

behind identifying a Combat Cloud network as being one of the main requirements in the                             

strive for US air superiority. Essentially, even though missing out on details and                         

complexity, the application scenario emphasizes that forces using a Combat Cloud                     

network will be able to better dismantle anti-access capabilities of the adversary. This is                           

due to the degree of precision of kinetic or non-kinetic forces, which is maximized by the                               

input of combat relevant high-quality decision knowledge via the Combat Cloud sensor                       

grid.   

So far, the US reporting landscape on experimenting and testing the Combat Cloud                         

technology is thin. At least for the audience apart from the military. Practically the only                             

source used for publications on that issue, is the brief 2016 Hanscom Air Force Base’s                             

article by Patty Welsh on D2D and TCRI. It is mentioning a collaboration of the                             

Data-to-Decisions team with Avwatch, a local aviation and aerospace company, aiming                     

“to demonstrate a new proof of concept: the ability to use a cloud to share data from a                                   

plane to a processing node on the ground.” (Welsh 2016). The experiment included the                           

passing of imagery taken by an aircraft camera via an airborne TCRI laptop to the ground                               
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base, the Hanscom Collaboration and Innovation Center. Additionally, GPS data from the                       

location	of	the	plan	was	shared	between	the	nodes.  

Capt. Brenton Byrd-Fulbright, D2D program manager stated: “the importance of this is                       

that this concept can be utilized to help optimize imagery collection and data                         

dissemination on an airborne platform via the cloud’s ability to sync data with other                           

relevant information from other sources” (Welsh 2016). Another experiment was planned,                     

where multiple nodes are connected and information is not only passed, but also                         

analyzed in order to identify objects or anomalies that can not be detected by the human                               

eye	(Welsh	2016).  

The TCRI software platform’s ability to manage and analyze operational data has                       

apparently been proven successful within the limited scope of the experimental arena.                       

Unfortunately, a more precise documentation of the technology used or the current                       

status of application is neither traceable via the Hanscom online presence nor the                         

Avwatch	website.  

In general, D2D and its TCRI framework seem to be a promising Combat Cloud approach                             

and taking into account the emphasis the Air Superiority 2030 Flight Plan puts on it, it is                                 

highly likely that it will be a crucial component of the US forces in future combat. The Air                                   

Force’s Combat Cloud development and application focus is put on the technology                       

needed for classifying, analyzing and prioritizing the mass-data input via Artificial                     

Intelligence and Machine Learning. Less importance seems to be credited to                     

connectivity and datalink technologies, which determine how information is transmitted                   

between the sensors and the degree of guaranteed network resilience. However, given                       

the restricted amount of publicly available information, this can not be considered with                         

certainty. It has to be hoped that, over the course of the development process, more                             

information on this issue will be released, as ensuring connectivity and network                       

resilience	is	one	of	the	preconditions	of	a	functioning	Combat	Cloud. 

 

Indeed, the shift in security priorities from the Obama to the Trump Administration seems                           

to have implied a reduced emphasis on military technological innovation. Emerging great                       

power competition demands conventional power projection and the preparedness for                   

major theatre wars. Or at least this is a dominant narrative among US security and                             

defense officials currently (Livermore 2019). However, it does not seem to have altered                         

the prevalent perception that fifth generation warfare, or network-centric warfare, which                     

will constitute the dominant mode of war fighting in the next decades, “incorporates four                           
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principal but overlapping elements: networks, combat cloud, multi-domain battle and                   

fusion	warfare”	(Layton	2017).  

The different US military services in cooperation with university and industry partners are                         

working relentlessly on realizing this vision, even though it is not communicated as a                           

political	priority	under	the	current	administration.  

As stated previously, Data-to-Decisions is by far not the only approach within the US                           

military to bring the Combat Cloud to life. However its realization is closest to what David                               

Deptula has envisioned in his original conceptual idea and therefore deserves the                       

greatest	attention	within	this	thesis.   

5.			The	European	Combat	Cloud	Approach  

5.1	Political	Background 
Its annual military budget is probably the most telling indicator that the United States of                             

America continue to remain the global super power in terms of military capability.                         

Washington is spending nearly five times as much as China, which ranks second in terms                             

of defense budget (Mehta 2018). The massive amount of money pumped into national                         

security and defense, paired with the multitude of American Innovation hubs, its                       

progressive industry as well as the educational elite, translates into a very favourable                         

environment for military sophistication and an overall technological edge. This has also                       

continuously secured the US’s supremacy within the NATO alliance whiler other,                     

predominantly European, member states are struggling to keep track - to the immense                         

displeasure of US President Trump. He has frequently called out European states for not                           

meeting the 2% defense spending target of NATO, especially Germany as one of the                           

leading states within the EU has received American criticism. Overall, the formerly close                         

ties between the US and the EU prevailing since the midst of the past century, are                               

crackling since Trump’s inauguration. The German Minister of Foreign Affairs, Heiko Maas,                       

remarked in 2018 that “obviously, it irritates us when President Trump describes Europe                         

as an enemy of the US in the same breath as Russia and China, or calls NATO into                                   

question almost as a throwaway remark” (RFE/RL 2018). In a contribution for the German                           

newspaper “Handelsblatt”, Maas outlined his thoughts on new realities in the transatlantic                       

relations. He recognizes that Trump has not been the only reason for the widening gap                             

between the US and Europe. Values and interests have begun to drift apart much before                             

the recent presidential election, but Trump is certainly reinforcing this process. Maas                       

demands a more balanced partnership, in which the EU builds a counterweight to the                           
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US, especially in areas where the US is turning its back on multilateralism (RFE/RL 2018).                             

The tendency of Trump’s political course towards nationalism instead of internationalism                     

has upset not only German government officials. Also the French president Emmanuel                       

Macron remarks in an address to French ambassadors that it is time to stop relying on the                                 

US in defense questions. He calls Donald Trump an unreliable partner, referring to his                           

arbitrary political positioning and actions like pulling out of the nuclear deal with Iran or                             

the	Paris	Agreement	(Waller	2018).   

It is a difficult time for transatlantic relations, nevertheless the President of the European                           

Council Donald Tusk stresses that, despite Trump calling the EU a “foe”, the US and the                               

Union continue to be “best friends”, and also Italy’s head of government Paolo Gentiloni                           

remarks that the US remains one of the closest allies of the European Union (Cranley                             

2018). This indicates a spark of political reasoning defying arbitrary hostilities of the                         

current	US	government.  

However, the wind of change in international relations seems to have functioned as a                           

wake up call for EU member states that are likewise a part of NATO. What Macron has                                 

indicated in his speech to the ambassadors resembles the sentiment of the German                         

chancellor Angela Merkel after the G7 Summit in 2017. Merkel uttered at an election rally                             

in Bavaria that “the times, when we could rely on others are partly over”. While she                               

insisted that the good friendship with the US has to be maintained, Merkel demands that                             

Europa has to take its fate into its own hands (Teevs 2017). This applies largely to climate                                 

and trade policy, where the American political course has caused some disruption within                         

the international arena. But more importantly - and that has been pointed out by Macron                             

decisively - the EU has to reduce its dependence from the US in security and defense                               

issues.  

The newly established European Defence Fund seems to be one of the first major                           

pushes towards enhancing the role of the EU as an independent security and defense                           

provider. The European Commission has established a €13 billion Fund in order to turn                           

the EU into a stronger global actor in the areas of security and defense. This could                               

indeed be interpreted as an attempt to represent a counterweight to the US, as Heiko                             

Maas had demanded. In the related press release of the European Commission, it reads                           

that the Fund will “provide the financial firepower for cross-border investments in                       

state-of-the-art and fully interoperable technology and equipment” (EC 2018). Federica                   

Mogherini, High Representative for Foreign Affairs and Security Policy/Vice-President of                   

the Commission, emphasized especially the priority of funding research and                   

development of defense capabilities (EC 2018). The fund thus shall mainly bolster                       
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defense innovation projects in Europe in order to develop key technologies in critical                         

areas and secure Europe’s technological edge, instead of simply expanding existing                     

capabilities	(EC	2018).  

However, as the primary intention behind the establishment of the fund, the European                         

Commission names a clear purpose, namely increasing “the EU's strategic autonomy,                     

bolster the EU's ability to protect its citizens and make the EU a stronger global actor” (EC                                 

2018). The statement behind this is far from subtle and seems to reflect what powerful                             

European leaders have requested before: Europe needs to assume full responsibility for                       

security and defense questions and stop relying on the protective hands of the United                           

States. It is a bold step and an unambiguous response to the erratic political course of                               

President Trump. Necessary now, is to determine how this newly acquired European                       

sense	of	military	independence	is	transferred	into	reality.  

Even if it is itself not a project of the European Union or funded by the EDF, there is one                                       

intergovernmental defense initiative standing out that could be of great importance for                       

Europe’s future security and defense leading edge. The official comment on the                       

go-ahead for this project by one of its key figures, remarkably resembles what has been                             

laid out as the way ahead for Europe in the press release of the European Defense Fund.                                 

Eric Trappier, Chairman and CEO of Dassault Aviation, stated that: “this next step is                           

decisive for securing Europe’s strategic autonomy [...] and Europe’s leading position in the                         

strategically important area of aerial combat systems” (Frank 2019). The project might be                         

indeed path-breaking: Trappier is speaking of the Future Combat Air System (FCAS)                       

initiative, brought into being by the governments of France and Germany in cooperation                         

with the aerospace industry partners Dassault and Airbus. What has initially started as a                           

bilateral initiative has just recently gained another state partner when Spain decided to                         

join the project. The main authority within the development process will however reside                         

in	French	and	German	hands.  

The establishment of such initiative by the EU’s leading states, with the backdrop of the                             

Union mobilizing billions of Euros for common security and defense projects - a foray                           

into areas traditionally deeply embedded in national sovereignty - is indicating a new                         

European confidence. It is not unlikely that this is a response to the American fickleness                             

in terms of political and economic ties. The firm call for strategic autonomy realized by                             

efforts like the European Defense Fund or the FCAS is likely to mark the beginning of                               

Europe’s	strive	for	a	more	balanced	power	distribution	within	NATO. 

While the central element of the FCAS will be the development of a new European                             

fighter jet, the initiative is within the focus of this thesis, due to the technologies                             
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envisioned for integrating the different elements of the planned combat air system.                       

Essentially, the FCAS represents the European approach to the US’s combat cloud                       

concept. In their joint press release, the industry partners airbus and dassault announced                         

that: “the planned next generation weapon system will consist of a high-performance                       

manned New Generation Fighter (NGF) with new and advanced weapons as well as                         

various unmanned systems (Remote Carriers). Both are connected via a combat cloud                       

and embedded in a FCAS-architecture (System of Systems)” (Dassault Aviation & Airbus                       

2019).  

The statement reflects the holistic approach of the initiative: the leading European states                         

France and Germany do not want to limit the European defense progress to the provision                             

of a new fighter aircraft, they also seek to pursue a high-tech multi-domain, multi-actor                           

vision	by	integrating	manned-unmanned	teaming	and	network	technology.  

Trappier as one of the leading figures of the FCAS initiative is convinced that European                             

sovereignty and the envisioned strategic autonomy can only be realized through                     

independent European solutions (Dassault Aviation 2018). This vision is likewise displayed                     

within the FCAS position paper of the German Aerospace Industries Association (BDLI),                       

which promotes the initiative as the “unique chance to strategically secure and                       

permanently expand the security- and defense political sovereignty of Europe” (BDLI                     

2018). While the call for European military independence is unmistakable, the involved                       

government- and industry officials refrain to verbalize the political reasons behind these                       

efforts. A clear statement towards the former protecting power USA, however, resonates                       

in the context of the FCAS decision: the implementation of such initiative is likewise a                             

rejection of the American F-35 by France and Germany. Even though the sophisticated                         

fighter jet, already equipped with the necessary cloud technology, would be much                       

needed for the modernization of the desolate German air fleet. The Bundeswehr urgently                         

needs a replacement for the Tornado Jet, which has been in operation for around 40                             

years. From 2025 on, the German army is looking for 90 new jets, the F-35 would have                                 

been a suitable option (Kiani-Kreß 2018). However French officials made very clear that a                           

German F-35 import would render the FCAS initiative obsolete, as it represents a                         

potential competitor and additionally would increase the dependence on US defense                     

technology. Especially the latter is what French president Macron or Eric Trappier seek to                           

prevent strictly (Carriat 2019). Thus, Germany needs to find alternative solutions for                       

improving the poor status of its air fleet. The FCAS is not going to be any of them, as it                                       

will	not		be	realized	before	2040.  
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In the following section the initiative is presented in further detail. It should be mentioned                             

that the initiative is in its very initial stages at the time of summer 2019, while agreements                                 

between the respective ministers of France and Germany as well as between Airbus and                           

Dassault have been signed in 2018, the conduction of a perennial concept study is still in                               

process (Dassault Aviation 2018). Subject matter of the joint concept study is the                         

development of basic concepts of the different elements of the FCAS, which should                         

subsequently analysed in terms of their operative and technological functionality and                     

feasibility. As a result of the study, common technological standards and requirements                       

should	be	agreed	upon	(Frank	2019).  

The results of the study are a long time in coming, thus, sources of information and data                                 

on the initiative are scarce, up to date. However, a basic direction which the FCAS and                               

especially its combat cloud element is likely to follow in terms of idea, technology and                             

application	is	already	visible. 

 

5.2	Future	Combat	Air	System 

5.2.1	Idea 

Information superiority, the dominant narrative of the Combat Cloud concept, is likewise                       

taken up as the core idea of the FCAS, according to the BDLI position paper. The notions                                 

of communication, networking and data processing are key factors for the effective                       

functioning of the system. The FCAS comprises three different areas of competence: a                         

system of systems, manned fighter jets and unmanned aerial systems/remote carriers.                     

While the latter two represent the actual military “hardware” envisioned for the combat                         

air system, the first “system of systems” element constitutes the technological framework                       

for the integration of manned and unmanned aerial weapon systems. According to the                         

German military aerospace strategy 2016, the term system of systems (SoS), which has                         

likewise been used by Deptula, shall illustrate that the “FCAS does not describe single air                             

platforms or single aircrafts, but a group of systems (a so called System-of-Systems),                         

which, in its final development level, provides for airborne effects among the entire                         

capability- and intensity spectrum” (BMVg 2016 p.25). This definition might not seem too                         

self-evident at first sight, however, the position paper elaborates further on that. It                         

clarifies that the SoS comprises a Combat Cloud architecture, which enables not only the                           

collection and sharing of sensor data between the weapon systems, but also the analysis                           

and correlation of such data via artificial intelligence. Eventually the data should be                         

provided for usage also outside the actual FCAS (BDLI 2018). Precondition for the                         

Donella	Mickel 										University	of	Twente,	August	2019 



		Master	Thesis			-		A	Clouded	Future      	 	 							37		

effective functioning of the SoS are robust, secure, redundant, difficult-to-detect and                     

networkable datalinks. This shows that the FCAS envisions the classic features and                       

requirements	for	a	Combat	Cloud,	which		have	been	defined	by	Deptula.  

Airbus, as one of the major industry partners, recognizes that “future air power will be                             

based on a network of intelligent, connected platforms, delivering highly accurate,                     

real-time information” (Airbus 2018). The aerospace and defense company, being one of                       

the industry leaders in Europe, lays out what kind of manned and unmanned platforms                           

the FCAS will comprise. Besides foreseen capabilities such as the Next Generation                       

Fighter or Medium-Altitude Long-Endurance Unmanned Aerial Vehicles, the concept                 

also seeks to integrate aircrafts of the existing fleet, as well as future cruise missiles or                               

drone	swarms	into	the	cloud	architecture	(Airbus	2018).   

Connected via satellite constellations and cyber-secured networks, the single                 

components will form a web of intelligent platforms compensating for each other’s                       

vulnerabilities and limitations (Airbus 2018). Central to the FCAS is further that the                         

concept’s vision is not restricted to the air domain. The SoS combines a broad array of                               

interoperable capabilities suitable for being integrated in a wider operation scenarios                     

comprising mission aircraft, satellites, NATO-systems as well as land- and airborne                     

weapon	systems	(BDLI	2017).  

This accurately reflects the multi-domain approach of the underlying Combat Cloud                     

concept. While the single material components of the FCAS under construction are                       

exclusively aimed at operating in the aerospace domain, the integrating                   

System-of-System architecture and the envisioned cloud network shall eventually                 

enable	cross-domain	synergy.  

Thierry Angel, Brigadier General of the French Air Force, remarks that “collaborative                       

combat should make coordinated and concentrated use of assets in action possible by                         

winning the information war” (2017 p.88). In his contribution to the Revue Défense                         

National (RDN) Handbook for the International Paris Air Show 2017, Angel elaborates on                         

the FCAS and recognizes that a network-based logic of effectiveness enables near                       

real-time decision-making and subsequently allows for engaging “the enemy at the right                       

moment by virtue of using weapons adapted to the environment and to the military                           

effects to be achieved” (Angel 2017 p.89). In the same breath, the French defense official                             

emphasizes that the ultimate foundation for realizing FCAS is connectivity, as it                       

eventually affects decision-making, command and operating modes. Integrating weapon                 

systems in a network facilitates the exploitation of massive amounts of data, which then                           
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is transformed into valuable information with the help of big data analysis and artificial                           

intelligence	(Angel	2017).  

The French Commander of air defense and air operations Olivier Taprest has laid out his                             

view on the Combat Cloud concept in the RDN handbook in a similar manner. He                             

recognizes that it has the potential to evolve into a defense tool comparable to traditional                             

tools of power like tanks, warships or aircraft. Reflecting Deptula’s notion of an                         

“intellectual paradigm”, Taprest claims that the Combat Cloud is not simply any C2                         

evolution but rather “an overall vision based on a new intellectual approach to                         

operations”	(2017	p.18). 

Even though these contributions are sketching the French expectations towards the                     

FCAS and its embedded Combat Cloud network, they are missing out on concrete                         

realization plans in terms of technology. What is known so far about the Combat Cloud                             

element of the FCAS initiative is, in terms of the envisioned functioning, application and                           

output, remarkably similar to David Deptula’s original concept. Prior to the finalization of                         

the FCAS concept study and the publication of its results, the public will likely not be                               

able to receive an abundance of details on its technological implementation.                     

Nevertheless, after having described the ideas and intentions behind the FCAS, the next                         

section is piecing together what is known at this point about the network technology                           

envisioned	for	the	FCAS	realization. 

 

5.2.2	Technology 

In November 2018, a group of Members of the German Bundestag from the                         

parliamentary group DIE LINKE, submitted a brief inquiry to the German federal                       

government on the issue of the FCAS. The questions posed were quite concretely                         

phrased and aimed at receiving valuable insights into the structure, technology,                     

application or financing of the initiative. Among other things, the parliamentarians                     

requested information on the technological realization of the FCAS concept, including                     

the envisioned degree of automation or way of communication between manned and                       

unmanned vehicles. While the inquiry has been formulated quite specifically and                     

comprehensive, the response of the federal government rather did not meet this criteria                         

and was much likely not very satisfactory for the questioners. The dominant amount of                           

answers to the 15 questions posed, included a reference to the ongoing joint                         

French-German concept study. The German government made very clear that the                     
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results of the study need to be anticipated in order to provide the desired answers                             

(Bundesregierung	2018,	Drucksache	19/5433).  

This example is an adequate illustration of the amount of information currently available                         

regarding the technological specifications of the FCAS. While documents such as the                       

BDLI position paper or the joint press release of Airbus and Dassault indeed lay out the                               

intentions and aspirations behind the FCAS, as well as basic information on its                         

components, details on its technological realization are scarce. However, piecing                   

together the different details exposed in press releases, statements and articles of                       

various media outlets or industry partners, is enabling the outlining of an initial view on                             

the	FCAS’	technological	features.  

 

5.2.2.1	Artificial	Intelligence	in	several	Applications 

The brief section on the SoS component of the combat air system indicates that the                             

FCAS foresees the application of Artificial Intelligence in order to analyse and correlate                         

the massive amounts of sensory data collected (BDLI 2018). A similar reference to AI                           

within the FCAS is made by Airbus in its own press release on the project, stating that the                                   

FCAS will “reinforce Europe’s competitiveness within the high-technology sector, though                   

connectivity, use of Artificial Intelligence, manned-unmanned teaming and robotics,                 

cloud and other key technologies.” (Airbus 2018) Further, Dirk Hoke, Airbus Defence and                         

Space CEO, also emphasized within a media briefing that Artificial Intelligence needs to                         

be included in order to “steer swarms of drones and connect the different platforms on                             

information.” (Bellamy III 2018). Accordingly, AI will undoubtedly play a role in the future of                             

European Air power. However, while statements on its general application have been                       

quite unambiguous, also in this regard the results of the concept studies need to be                             

anticipated in order to receive insights on the particular AI modes of data analysis                           

planned for FCAS. One of the few concrete statements on AI within the FCAS was voiced                               

by French Chief Armament Engineer Philippe Koffi, who is leading the FCAS involvement                         

of the French Defense procurement Agency. At the Innovation Défense Forum in                       

November 2018 in Paris, he stated that: “AI will have several applications, from the virtual                             

assistant for the pilot to the adaptation of the man-machine interface according to the                           

pilot’s cognitive load, for example, as well as the automatic generation of mission plans                           

by the aircraft, the automatic adaptation of sensors to the operating environment and                         

predictive maintenance” (Pagot 2019). This statement, currently the most detailed                   

available information on the planned application of AI, elucidates its diverse potential. On                         

the one hand, it could help keeping the interface for human-machine interaction flexible                         
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in order to avoid overwhelming the pilot with the complexity of the combat situation and                             

information influx. On the other, it automates the control of the installed sensors as well                             

as the analysis of collected data masses. On the basis of this analysis process, AI will                               

even be able to autonomously develop or redirect mission plans, taking into account all                           

information available on the combat situation. Through the application of AI and machine                         

learning, these planning or redirection processes can be carried out significantly faster                       

than conducted manually. However, the development stage of the respective software is                       

unclear up to date. Neither the political, nor the industrial level has made any references                             

on	concrete	AI	software	applications	potentially	used	within	the	FCAS.  

What could be highly problematic for decision making between the partner countries                       

within the development process, is the very high level of scepticism towards                       

autonomous systems in Germany. Among the German population but also among                     

sections of political representatives, automation efforts in the military are tightly                     

connected with the fear of “increasingly pushing the human out of the loop and lowering                             

the threshold for deadly missions” (Mölling 2019 p.69). The attitude in France is rather                           

more progressive and concerns prevail that the German sceptics could block necessary                       

decisions concerning the use of AI to enhance the autonomy of systems. The lack of                             

such reluctance in the US paired with the massive research and development effort in                           

the area of AI, resonates in an immense potential for the US military to become a global                                 

leader in terms of intelligent autonomous weapon systems, while European states could                       

lag	behind.  

 

5.2.2.2	Ensuring	seamless	Connectivity:	Space	Data	Highway	&	Network	for	the	Sky 

A small detail within the BDLI position paper however seems to shed light on the issue                               

how the vision of “robust, secure, redundant, difficult-to-detect and networkable data                     

connections” (BDLI 2018) shall be realized. This information can not be found in the text of                               

the document, but only on an infographic displaying the network of manned and                         

unmanned aircraft and a satellite. The keyword used to describe this connection of                         

aircraft and satellite is “Space Data Highway” (SDH), a public-private partnership between                       

the European Space Agency and Airbus. It provides valuable answers to the question of                           

how the FCAS will live up to its self-set standards of connectivity. While any additional                             

reference to the SDH is completely missing in the document, the aforementioned brief                         

inquiry	by	DIE	LINKE	provides	further	details	on	the	issue. 

Within the preliminary note of the inquiry, the questioners state that according to Airbus,                           

the FCAS will communicate via satellites, adding that the aerospace company remains                       
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vague on that issue. In a direct question (3.a.) on a possible application of the Space Data                                 

Highway, the government once again simply points to the results of the concept study.                           

However, one of the sources provided by DIE LINKE to support its assumptions on the                             

application of the SDH, is a press release by Airbus on “Future air power”. In contrast to                                 

the german government, the industry partner remains far less tight-lipped on the issue.                         

The article is addressing the functioning of- and the intentions behind the FCAS, the                           

respective infographic showing clearly that aircrafts and remote carriers will be                     

connected via the SDH. Within the description, it states that the “SDH transfers                         

high-speed-data for Low Earth Orbit satellites”, enables “access to satellite-based                   

imagery near real time” and comprises a “new generation of satellites for sensing and                           

secure communication” (Airbus Secure Communications 2018). For Airbus, the issue                   

seems to be clear even before the concept study has been finalized: optical satellite                           

communication via its innovative Space Data Highway, will be a crucial element of the                           

FCAS. 

But how does the SDH function and does it really have the potential to live up to the                                   

ambitious vision of vision of “robust, secure, redundant, difficult-to-detect and                   

networkable data connections” (BDLI 2018)? The name sounds quite like science-fiction,                     

however, the idea is actually groundbreaking: the SDH’s data transfer is facilitated by                         

laser instead of radio frequency, which has been the traditional mean of communication.                         

The ultimate advantage of the former comes down to physics: “light wavelengths are                         

packed much more tightly than sound waves, and they transmit more information per                         

second, and with a stronger signal.” (Gerbis 2013). The laser communication infrastructure                       

for the SDH is provided by the European Data Relay System (EDRS), owned and operated                             

by Airbus itself. The EDRS comprises two geostationary relay satellites, the EDRS-A,                       

launched in 2016 and the EDRS-C, which will be positioned in the geostationary orbit in                             

July 2019 (Airbus 2019). The SDH enables the transfer of imagery, video or voice data, to                               

name a few, from low earth orbit satellites and also airborne platforms “by means of laser                               

communications via the EDRS-A and EDRS-C geostationary satellites to receiving ground                     

stations located in Europe.” (Airbus Secure Communications 2019). The data transmission                     

in broadband quality can reach rates of 1.8 Gigabit per second, “making data latency a                             

thing	of	the	past”	(Airbus	2019).   

The benefits of laser communication lie predominantly in its independence from                     

overloaded frequency ranges and its security from disruption or interception (Pluta 2016).                       

This makes the concept especially attractive for military use. Airbus itself is promoting its                           

innovation as being ideal “to securely transfer information in hostile electronic warfare                       
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environment” and “to support the transfer of large volumes of data generated by                         

powerful sensors or to enable Combat Cloud concepts” (Airbus 2019). Thus, the Space                         

Data Highway clearly represents a crucial element in realizing the FCAS’ Combat Cloud                         

vision and is answering some of the questions on how the combat air system will                             

function,	eventually.  

However, Airbus’ vision of using laser communications via the SDH for military purposes                         

does not stop here. Rather, the aerospace giant’s defence department has already                       

developed a surprisingly concrete concept, which will likely be an essential part of the                           

FCAS. Its “Network for the Sky” (NFTS) has great potential to serve as the foundation for                               

an interconnected airborne battlespace. It is a reliable high-speed mesh network,                     

connecting different airborne assets, which themselves constitute the network nodes.                   

The NFTS realizes the vision of a cyber-secure network with a huge bandwidth by                           

integrating various communication technologies. Besides tactical data links, satellite links                   

and 5G mobile networks, NFTS will be facilitated by laser communication via the Space                           

Data Highway (Airbus 2018: Network for the Sky). In an article on the topic of NFTS                               

published by Aviation Week, Angus Batey (2018) writes: “The end goal is to enable                           

customers to realize full, secure and seamless data exchange between different nodes in                         

the network, regardless of whether they are on the ground or onboard aircraft, spacecraft                           

or ships.” (n.p.) This reflects the multi-dimensional approach of the concept: even though                         

the name indicates its predominant application within the air fleet, the network will                         

enable	end-to-end	communication	across	all	warfare	domains.  

Such a critical military network requires the highest reliability and cybersecurity                     

standards. Laser communication technology has a great potential to meet the latter, as it                           

is way harder to intercept than any radio frequency (RF) communication The laser beams                           

used for transferring data are characterized by an extremely small beam divergence,                       

impossible to be physically accessed by any RF technology. Any potential                     

eavesdropping of the laser connection would require a direct viewing into the transmitter                         

path, which eventually would interrupt the laser beam and eventually the data                       

transmission (mynaric.com 2019). Using the Space Data Highway within the NFTS would                       

indeed	be	a	promising	approach	for	guaranteeing	the	security	of	the	network.  

However, using laser beams to securely transfer data with a huge bandwidth does not                           

come without flaws, this mode of communication is still far from being fully mature. A                             

simple but serious issue regarding laser connectivity are weather factors. The narrow                       

laser beam needs to be extremely precisely pointed at a receiver, a “deviation of even a                               

fraction of a degree can result in the laser missing its target entirely.” (NASA 2019) Such                               
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deviations and interruptions can be caused by typical weather phenomenons like clouds                       

and mist. Despite all technological progress, humanity is still unable to alter the weather.                           

Thus, connectivity issues resulting from unfavourable atmospheric conditions are                 

constituting the major challenge for laser communication technology. However, the                   

NFTS pursues a holistic communication approach, laser technology being only one                     

element among others. It can be expected that “seamless connectivity” despite bad                       

weather is ensured by switching automatically from laser connections to other                     

communication technologies such as tactical links or mobile communication. While it                     

indeed implies the degradation to slower and less secure communication, the integration                       

of different technologies guarantees resilience of the network due to the mutual                       

compensation	for	weaknesses.  

According to Airbus (NFTS 2019), Network for the Sky is “fully aligned with the                           

development of the European Future Combat Air System”. While the political level has so                           

far not made any reference to the NFTS, it is much likely that the FCAS will benefit from                                   

the great technological potential of the network, which clearly has been developed by                         

Airbus for military purposes. However, it will not necessarily be directly connected to the                           

realization of- or limited to being applied within the FCAS. David Kingdon Jones, program                           

manager at Airbus Defense and Space, stated in an interview with Space News that the                             

NFTS will be offered to all NATO countries and that it is already used by the UK as well                                     

(Erwin 2018). NFTS is a commercial product of Airbus, which is not politically bound to                             

the FCAS and the countries participating in it. Theoretically, all NATO members are able                           

to purchase the technology and apply this military communication solution on the                       

national level, as it does not depend on any specific kind of airborne platforms. However,                             

it	remains	to	be	seen	if	this	concept	will	push	through	beyond	the	FCAS	initiative.  

On the political side, technological specifications on the FCAS are far from abundant. The                           

governments are not to blame, it rather seems that, to this day, what has been agreed                               

upon is a framework rather than a detailed roadmap. Not without reason, the German                           

government has stoically referred to the ongoing concept study in response to the                         

detailed technological questions of DIE LINKE concerning FCAS. However, piecing                   

together information from the industry partners can lead to the conclusion that a great                           

part of the necessary technological foundation has already been developed by the                       

private sector. It is a major benefit for the political level that innovations like the Space                               

Data Highway and Network for the Sky are no future visions, but rather technological                           

reality ready to be used within military initiatives like the FCAS. Nevertheless, it should                           

not be neglected that in other areas of the initiative many open questions remains.                           
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Especially in regard to the envisioned AI modes of data analysis in order to manage the                               

vast amount of data influx and maintain decision superiority, the available information is                         

scarce. It is to be hoped that more details on this issue will be made public throughout                                 

the	next	year.  

5.2.3	Application	
European strategic autonomy has been the magic word to wrap up the ambition behind                           

bringing the FCAS on its way. In times of fickle transatlantic relationships and                         

disagreement on security priorities, the FCAS intends to reduce Europe’s military                     

dependency from the US in strategic and technological terms. Ideally, the FCAS should                         

constitute the foundation for a common European security and defense system. While                       

for the ease of the development process, the participating countries are reluctant to                         

include additional partners prior to its finalization, the system eventually shall be                       

provided for use by other European nations. According to Christian Mölling (2019), “the                         

FCAS offers a unique opportunity to create a largely coherent, single European                       

air-combat system and the related economies of scale that would come with a product                           

family that was the same across Europe.” (p.71) While major defense projects can hardly                           

be realized by the EU-level in a top-down approach, France and Germany are pushing                           

for greater defence cooperation following an inductive rationale. The vision of a single                         

networked European system is however challenged by two realities: first, the                     

German-French initiative is not the only effort to realize a next generation combat air                           

system in Europe, as the United Kingdom is parallelly developing its own British FCAS                           

called “Tempest”. Second, although the ambition of “European strategic autonomy” might                     

indeed seem desirable, strategic priorities within Europe are not homogeneous and it                       

would have to be expected that the envisioned purpose and application of the FCAS and                             

its Combat Cloud architecture is subject of dissent. By now, the FCAS realization process                           

and all related decisions are in the hands of only a very few European nations and are                                 

already facing a lack of strategic clarity on the future application of the combat system.                             

While France and Germany overall share the vision of European strategic autonomy, both                         

countries	vary	substantially	in	their	definition	of	concrete	security	threats	and	priorities.  

According to the French Defence and National Security Strategic Review, the current                       

national security threat is two-fold: great power competition, through “the return of                       

powerful and assertive states and state-to-state confrontation” (Maulny 2019 p.61) on one                       

hand and the international terrorist threat on the other. The former refers predominantly                         

to Russia. The Crimea annexation, the political trouble in regard to international military                         
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treaties and Moscow’s overall “desire to reconstitute an area of influence” (Revue                       

stratégique de défense et de sécurité nationale 2017 p.23 ) have singled out Russia as a                               

destructive force for Europe’s security architecture. Nevertheless, France perceives                 

dialogue with Russia as furthermore necessary, whereas terrorism is identified as a threat                         

to national security, which must be eliminated in its entirety (Maulny 2019). The fatal                           

terrorist attacks on French territory in January and November 2015 are still present in the                             

national consciousness, which is “why threat assessment and French defence-policy                   

guidelines are still heavily affected by the idea of counterterrorism on national soil and                           

abroad.”	(Maulny	2019	p.61)  

The FCAS with its Combat Cloud architecture is fitted to counter both, threats from state                             

adversaries as well as from non-state groups. Angel (2017) describes how the global                         

geostrategic order has altered the balance of power throughout the past years. The                         

recurring threat by major powers such as Russia is predominantly constituted by their                         

efforts to develop “access denial strategies based on combined use of the latest                         

generation combat aircraft, integrated long-range anti-aircraft defence systems and                 

electronic warfare assets, which include the ability to jam GPS.” (Angel 2017 89) A2AD                           

systems of state adversaries are perceived as particularly critical for the international                       

power balance, as they challenge France’s “First entry” capability. This ability to penetrate                         

contested airspace, reducing the threat level and achieving air superiority is deemed a                         

priority within the French National Security Strategic Review. The document states that                       

the FCAS must “meet this challenge by providing connectivity, capabilities integration to                       

neutralise enemy defence systems, and the development of autonomous systems                   

(combat drones).” Revue stratégique de défense et de sécurité nationale 2017 p.82)                       

Maulny (2019) supports this strategic requirement by claiming that connectivity                   

represents the actual foundation of the FCAS’ ability to counter A2AD systems. The                         

integration of weapon systems enable the exploitation of great quantities of data in                         

real-time. Combat decisions are aided by big data and AI methods and a “network-based                           

logic of effectiveness” enhances the “intrinsic power of the platforms” (Maulny 2019 p.91).                         

Essentially, in the French perception the FCAS with its integrative nature, is best suited for                             

collaborative combat aimed at countering top-level access denial threats, winning the                     

information	war	and	maintaining	air	superiority. 

Asymmetric conflicts and hard-to-pinpoint threats constitute an even more present                   

threat to French national security. International terrorist groups are operating against                     

French interests in a far less overt fashion that state adversaries. While they avoid direct                             

confrontation, “they employ asymmetric methods of action, such as [...] terrorism,                     
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low-cost weapons and freely-available technologies that weaken the Western                 

technological advantage” (Angel 2017 p.89). To counter these threats the networked logic                       

of the FCAS and the Combat Cloud are likewise a viable option. In order to be able to                                   

engage the enemy at the right moment, ISR capabilities need to be improved,                         

decision-making needs to be speeded up and weapons adapted to the environment                       

need to be employed. All this is enabled by connectivity and networked platforms and                           

captors	which	represent	the	heart	of	the	FCAS	(Angel	2017). 

While France has been quite straight forward in formulating its national security priorities                         

and thus defining the strategic application of the FCAS, Germany’s military strategy is far                           

less clear. To date, the FCAS topic remains a niche debate in Germany, as it has not yet                                   

“gained a high political profile among the country’s political decision makers” (Mölling                       

2019 p.72). The reason for that are continuing difficulties in German domestic politics as                           

well as a lack of perceived urgency as the time horizon expands to 2040. Further, it is not                                   

unlikely that a missing political willingness to engage with defence topics, particularly                       

when they touch the critical area of autonomous weapon systems, results in a lack of                             

political engagement with the FCAS issue. Overall, the German government is decidedly                       

inward-oriented. Instead of singling out external security priorities in order to sketch out                         

the military purpose of the FCAS, the political level is highly concerned with the industrial                             

rationale behind the project. The Military Aviation Strategy 2016, which represents the                       

current strategic document of the German Air Force, identifies three key strategic trends.                         

None of them is, however, addressing new geopolitical realities nor other concrete                       

security threats. Rather the strategy highlights the increasing dependence on technology                     

and innovation, the importance of multinational procurement programmes and the rising                     

focus	on	unmanned	aerial	systems.  

The FCAS seems to be well embedded in the synergy of these key strategic trends.                             

However the Military Aviation Strategy fails to indicate in which situations and under                         

which conditions Germany wants to employ the system eventually. Besides the decisive                       

call for greater defense autonomy of Europe, the German military rationale behind the                         

project remains obscure. One could possibly argue that the French national security                       

considerations do indeed align with German interests, however any clear positioning in                       

favor of this assumption is missing. It is much likely that the German ambition behind the                               

FCAS is far more driven by the national industry and the political level than by strategic                               

urgency.  

Given the time horizon of more than 20 years, it can be expected that new security                               

priorities will emerge and transform throughout the coming decades. For now the project                         
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is a clear political statement for greater European defense partnership and the                       

strengthening of the implied industrial cooperation. The eventual application of the                     

system remains to be seen. However, the French recognition of changing geopolitical                       

realities and security threats by state adversaries (predominantly Russia), indicates that                     

the FCAS shall equip European states with the ability to secure a favourable global                           

balance	of	powers	in	times	of	recurring	state	competition.  

6.	Comparison 

While in his manifold publications on the Combat Cloud idea, Deptula has continually                         

emphasized the importance of realizing the concept with a multi-national vision, the                       

focus of his approach has been on its application within the US military. With that in mind,                                 

it is remarkable that a substantial share of his ideas can likewise be discovered within the                               

European Future Combat Air System initiative and its anticipated cloud element. As the                         

conducted case studies have shown: the Combat Cloud is far from remaining only a                           

component within the American strive for maintaining a military technological edge in                       

times of recurring global power competition. Rather, the French-German initiative is a                       

bold statement towards its former protection force. With the FCAS and its advanced                         

cloud technology, the existing technological and capability gap within NATO shall be                       

narrowed	while		European	strategic	autonomy	is	enhanced. 

The following section is summarizing the similarities and differences between Data to                       

Decisions and the Future Combat Air System programme within the respective                     

categories	of	analysis.  

6.1	Political	Background 

The replacement of Obama through Trump has caused massive changes in dominant                       

military and security narratives of the US government. Obama’s 3OS, anticipating a                       

military technological edge to offset state adversaries, was succeeded by Trump’s vision                       

of American power projection through the expansion of conventional assets, nuclear                     

deterrence and the establishment of a space force. This shift raises the question, if and                             

where there is a niche and necessity for the implementation of a Combat Cloud to be                               

found in the military agenda of the current government. The analysis has shown that,                           

although Deptula’s innovative concept has not obtained the explicit support of the White                         

House, or has at least received substantial political attention, the military services,                       

however, have been a powerful driving force of realizing the Combat Cloud. The new                           

Donella	Mickel 										University	of	Twente,	August	2019 



		Master	Thesis			-		A	Clouded	Future      	 	 							48		

National Security Strategy has neglected the 3OS term, but has, nevertheless                     

acknowledged the importance of technology for future American military superiority.                   

And while the political focus currently rests on conventional power projection, the US                         

military has ambitiously pursued the development of the necessary technologies in                     

order to bring Deptula’s vision into existence. Through the conclusion of a multitude of                           

government contracts with industry partners and innovation hubs, as well as close                       

cooperation with universities and academia, promising realization approaches have been                   

developed. The US Navy has so far been the closest to operating a Combat Cloud                             

network and with Data-to-Decisions and its Tactical Cloud Reference Implementation                   

Framework,	the	Air	Force	is	eager	to	establish	the	technology	in	the	air	domain	likewise.  

Within the Air Superiority 2030 Flight Plan, the Combat Cloud has been identified as a                             

strategic necessity in order to counter future threats challenging American air superiority,                       

first and foremost A2/AD. The recognition of this need is military rather than political, the                             

White House and its defense agenda remain detached from actual strategic priorities. As                         

a result, the Combat Cloud realization approaches are not part of a major national                           

defense initiative. Rather, they are pursued in a decentralized, segregated manner and                       

also, to a large extent, under the veil of secrecy typical for military technological                           

innovations.  

The political context of the European Combat Cloud approach shows quite contrary                       

dynamics: it is realized as an element within one major cross-border political initiative.                         

The FCAS, one of the pioneering programmes to bolster European defense cooperation,                       

envisions a Combat Cloud network as one of the crucial components of Europe’s future                           

air superiority. Besides setting a statement towards strengthening common European                   

security and defense policy, France and Germany also pursue a need with the FCAS:                           

both countries have to modernize their aging air fleet and are reluctant to buy American                             

technology, e.g. the F-35, to do so. The planned New Generation Fighter will be at the                               

core of the combat air system and shall even be superior to the fifth-generation aircraft                             

of the US Air Force. The Combat Cloud is representing an essential element of its                             

technological	sophistication.  

But besides these practical rationales, the FCAS predominantly is a political initiative and                         

an answer to the changing nature of transatlantic diplomatic, economic and military                       

relations under Trump’s presidency. Achieving strategic autonomy has been the                   

dominant narrative behind the FCAS: Europe is finally ready to take its territorial defense                           

in its own hands while likewise claiming a stronger position within the NATO alliance.                           

Geopolitical power projection towards other global players like Russia or China, however                       
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play a smaller role for France and Germany than for the US. Next to the strong political                                 

rationale, the FCAS likewise follows important economic considerations: the                 

strengthening of the European defence industry and reduction of dependency on                     

American military technology is especially crucial for the traditionally large arms                     

producer	Germany.  

However, the unity in defence questions and the new military confidence, which the                         

French-German initiative is trying to communicate to the wider world, is brittle                       

underneath its shiny European surface. The conflict between the FCAS partners on arms                         

export regulations is currently testing the true strength of the renewed Élysée Treaty                         

(Aachener treaty), the legal framework of French-German friendship and cooperation.                   

While Germany is vehemently opposing arms exports to countries involved in the                       

Yemeni civil war, first and foremost Saudi-Arabia, France perceives it as an economic                         

necessity to not preclude such strong potential customers of the FCAS from the market                           

(Werkhäuser 2019). Currently, both countries working on developing common European                   

arms export rules. The success of the whole FCAS initiative is highly dependent on an                             

agreement on the issue: France has already hinted that it would look for other partner                             

states	than	Germany	if	the	export	ban	will	not	be	lifted.  

Essentially, the analysis has shown that the political dynamics behind the Combat Cloud                         

development are quite contrary in the US and in Europe. In the birth country of the                               

original concept, the realization approaches are driven by military and strategic necessity                       

without explicit political backing, as the incumbent government emphasizes different                   

defence priorities. Due to the high organizational autonomy, know-how and financial                     

means of the US military services and the Department of Defence, an explicit political                           

support is, however, not necessary. As long as the Combat Cloud is identified as a                             

strategic	priority,	its	development	will	proceed	and	3OS	will	live	on	within	it. 

The French-German FCAS, however, is a highly political initiative with a strong European                         

focus. It is a clear statement towards the US that Europe will not lag behind in military                                 

technological sophistication. Despite its purpose to increase European strategic                 

autonomy, the FCAS is, however, also an effort to strengthen NATO cooperation by                         

narrowing the technological and capability gap within the alliance. A successful                     

implementation of the FCAS would imply that in terms of air superiority, the US and its                               

important European partners would again be on the same page, or at least on a similar                               

one. The cooperation within the alliance would benefit greatly from a shared level of                           

technological	sophistication	and	military	readiness.  
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6.2	Idea 

The resemblance of both analyzed Combat Cloud approaches is especially noticeable in                       

terms of their underlying idea. This is likely the case due to the fact that Deptula’s work                                 

on Combat Clouds might have influenced the envisioned design of the FCAS and                         

Data-to-Decisions likewise. In his article on Air Superiority 2030, Grynkewich has                     

repeatedly quoted Deptula on the Combat Cloud issue, which is not surprising, as the                           

latter represents one of the major academic figures within the US military aerospace                         

domain. For instance, the Data-to-Decisions team lead noted that their Combat Cloud                       

concept “echoed and reinforced the perspective retired Air Force Lt General David                       

Deptula has advanced for many years” (Grynkewich 2017 p.10). The identified essentiality                       

of decision-quality knowledge in a combat environment and an integrating sensor grid                       

tied together by advanced communication architectures, is a direct finding of this                       

echoing	and	reinforcing.  

While the currently existing documents on the FCAS have indeed not directly referred to                           

David A. Deptula, what has been laid out so far in terms of an anticipated cloud network                                 

integrating the single components of the system, reflects a great share of his ideas. The                             

French Air Force Chief of Staff General Philippe Lavigne remarked that within the FCAS                           

“the game changer will be connectivity”, which expresses that “the system of systems is                           

at the core of FCAS, and it follows that the whole architecture with its connectivity, rather                               

that the combat aircraft itself, must be the focus.” (Maulny 2019 p.55) Through the cloud                             

network, the integrated weapon system is more than the sum of its single platforms. The                             

case studies have shown that both concepts share a very similar vision and have                           

identical ideas on the Combat Cloud’s eventual purpose and benefits. In Deptula's words:                         

“Technology is now enabling the connection of aerospace systems with sea and                       

land-based systems in ways that enhance their effectiveness and compensate for the                       

vulnerabilities	of	the	individual	components”	(2016	p.7). 

What is different between the two programmes, is the focus of their respective                         

realization approach. As the name already indicates, Data-to-Decisions is predominantly                   

concerned with the collection and analysis of high-quality data in order to provide the                           

human operator with meaningful information while overall improving decision-making.                 

This is deemed to be imperative for maintaining information superiority within a combat                         

environment. The US approach concentrates on the structuring and prioritizing process                     

of the data masses to turn the information input into decision relevant output. With the                             

Tactical Cloud Reference Implementation Framework, the US military is working on a                       
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promising software platform applying AI and Machine Learning in order to analyse the                         

data	in	the	fastest	and	most	effective	way.  

The FCAS’ Combat Cloud vision rather concentrates on realizing the connectivity                     

requirement needed for the seamless sharing of information between the network                     

nodes. The parallel use of different kinds of communication technology in order to form a                             

resilient, redundant and degradable network equipped to withstand the volatility of a                       

combat	environment	is	at	the	heart	of	the	system-of-systems	approach.  

It can be concluded that, while sharing a very similar Combat Cloud approach largely                           

inspired by Deptula’s original idea, both initiatives are focussing on different elements of                         

the entire concept. The resulting specification on certain components of the Combat                       

Cloud could theoretically be a promising foundation for transnational cooperation in that                       

area.   

6.3	Technology 	

The issue of existent or envisioned technology used for bringing the Combat Cloud into                           

existence represents the most challenging category of analysis as it bears two kinds of                           

hurdles. On one hand, both initiatives are not fully matured yet and at a rather initial stage                                 

of development, on the other, their military and security-critical nature implies that                       

detailed information and data on the concrete development stage and applied                     

technology is not abundant. Thus, all findings of the conducted case study need to be                             

evaluated under the premise that they do not necessarily display the actual status of                           

technological	sophistication	of	the	projects.  

As already indicated in the previous section, the case studies have shown that the                           

development focus of the Combat Cloud initiatives under study is not congruent. This                         

has a great impact on the technological realization of the two programmes.                       

Data-to-Decisions concentrates on the collection and analysis of mission-relevant data,                   

the FCAS’ system-of-system approach puts emphasis on the development of a resilient                       

network to enable the seamless sharing of data between different platforms. What                       

characterizes the technological realization of the US approach is their advancement in                       

the application of AI and machine learning within the TCRI framework. Reportedly, some                         

of the technical products of D2D are already constituting operational prototypes in the                         

areas of video, image and text analytics with AI and machine learning capabilities (Tucker                           

2018). The myriad of government contracts given to private industry partners with                       

massive know-how on AI, Big Data or Machine Learning create a very favourable                         

environment	for	the	technological	realization	of	D2D	and	TCRI. 
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The FCAS is likewise foreseeing the use of AI for data analysis processes within its                             

system-of-system approach. Details on its concrete application are not available so far,                       

as this remains a subject to the concept study in process. However, the FCAS faces far                               

less favorable conditions for the use of AI modes as Germany is traditionally reluctant                           

towards all types of automation in weapon systems. Even if AI will eventually only be                             

applied as a decision aid tool, it can be expected that there will be a backlash                               

predominantly from the leftist political spectrum as there exists a dominant narrative of                         

“killer	robots”	pushing	the	human	factor	out	of	the	decision	loop	(Mölling	2019). 

The FCAS’ focus on communication technology enabling a robust and resilient Combat                       

Cloud network, is predominantly pushed forward by the industry partners. While the                       

official political documents on the issue of FCAS did not deliver substantial insight on its                             

technological realization, Airbus, one of the major industry partners, seems to be rather                         

advanced in providing the network architecture for the Combat Cloud component. Even                       

though the involved governments failed to issue an official statement in this regard yet, it                             

might be highly likely that the Space Data Highway and Network for the Sky are going to                                 

be crucial components of the final combat air system. The European Data Relay System                           

and its laser communication link are so far second to none worldwide and its integration                             

within the FCAS would be a highly promising approach towards the fulfillment of its                           

self-set	security	and	resiliency	requirements.  

Taking into account the respective technological progress both initiatives have achieved                     

in their focus areas, it would not seem irrational if cooperation would be pursued in order                               

to create an interoperable Combat Cloud system finding NATO wide application. The                       

current political, strategic and economic context however, does not indicate in the                       

slightest	that	such	alignment	of	efforts	is	desired.  

6.4	Application 

Daniel Fiott (2017) has emphasized that “If NATO’s various gaps do widen in the future,                             

they will do so because an overarching lack of strategic unity within the alliance” (p.434)                             

and further specified that “differences in strategic outlook are indeed a major cause for                           

divergences within the NATO alliance” (p.434). The Combat Cloud seems to fit aptly into                           

the picture Fiott has sketched out: both development initiatives were brought on the way                           

with a very distinct strategic purpose. This is due to the fact that the US and Europe do                                   

not	continue	to	share	the	same	security	priorities	as	they	did	traditionally.  

The new National Security Strategy of the US was not hesitant to single out great power                               

competition as the dominant threat to national security, which has relegated international                       
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terrorism, to the second place. China has been identified as the major adversary by the                             

strategic document, closely followed by Russia, South Korea and Iran. The security threat                         

they pose to the US manifests itself predominantly in Anti-Access/Area Denial bubbles,                       

which	challenge	the	American	military	dominance	in	the	air	domain.  

As a result of their study on the projections of US air superiority, Grynkewich and his team                                 

identified that China and Russia will surpass the Air Force’s capacity to control the air if                               

the necessary correcting measures are not taken. The Combat Cloud is envisioned as                         

one of the crucial components of countering A2/AD threats by state adversaries and                         

maintaining	air	superiority.  

It is not the case that A2/AD is a term entirely absent in European strategic planning:                               

France does indeed recognize Russia’s “desire to reconstitute an area of influence”                       

(Revue stratégique de défense et de sécurité nationale 2017, p.23) and increasing efforts                         

to develop access-denial strategies. The Combat Cloud architecture of the FCAS is                       

perceived as the most viable instrument to counter the Russian A2/AD threat. While                         

international terrorism is determined as the second major threat to national security,                       

France do not single out China as a state adversary, but only identifies it as a power with                                   

global	ambitions	(Maulny	2019).  

Germany remains entirely ambiguous on the issue of the strategic embedment of FCAS                         

and the Combat Cloud. The current strategic document of the German Air Force fails to                             

single out specific state- or non-state threats to national security. It is likely that Germany                             

agrees with the French strategic position or subordinates its national security priorities to                         

those	that	have	been	identified	on	the	EU	level.  

As Fiott has summarized: “With Russia looming large in the east and long-burning crises                           

in the Middle East and North Africa, the interests of the majority of NATO’s European                             

allies are likely to be located in Europe’s immediate neighbourhood with a focus on                           

territorial	defence	and	regional	security	rather	than	global	power	projection”	(2017	p.434). 

The US’s desire for power projection has ever increased under Donald Trump and the                           

very recent alarming conflict with Iran, which has already been concerningly close to a                           

violent aggression, is just one of its worrying symptoms. France and Germany (and also                           

Spain as the newest partner country) do not show any interest in engaging in geopolitical                             

struggles with China, Iran or South Korea. Their main concern lies in the maintenance of                             

European territorial security by keeping in check trouble spots in their Eastern and                         

Southern neighborhood. Combat Cloud technology can serve this purpose                 

predominantly by enhancing the effectiveness of ISR capabilities or engage terrorist                     

nests. Even if the FCAS would be equipped to successfully counter the A2/AD threats                           
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posed by Russia, it is not highly likely that it would be deployed for offensive strikes                               

against Moscow. Given the European reluctance to engage in inter-state conflicts as well                         

as the massive costs implied in a military confrontation with Russia, it is more likely that                               

Europe would seek to hedge against Russia’s A2/AD threat rather than trying to defeat it.                             

As Simón described: “hedging strategies are less technologically intensive and more                     

asymmetric in nature, in that they seek to ‘turn the anti-access tables‘ on the competitor                             

in	order	to	raise	the	costs	of	potential	aggression”	(2016	p.420). 

7.	Concluding	Remarks 

The Combat Cloud development context is one characterized by paradoxes. With the                       

FCAS, the participating European states are trying to strike a balance between enhancing                         

European strategic autonomy, while it is likewise a demonstration of willingness to                       

shoulder a greater burden within the NATO alliance and meet the defence spending                         

threshold. Furthermore, the lack of strategic unity threatens to reinforce the divergence in                         

transatlantic relations, while parallel to that, the successful realization of the FCAS has                         

great potential to narrow the capability and technological gap within the alliance.                       

Successfully operating the FCAS and ideally having it applied in as many European NATO                           

member states as possible, would elevate European military technological standards to                     

a level that could, at least in important areas, compete with its American counterpart. But                             

it would not only be about competition, but rather about having better interoperable                         

technology	and	weapon	systems,	which	in	turn	would	benefit	allied	operations	vastly.  

In which direction this situation is turned eventually comes down to political                       

willingness. In regard to the question how the Combat Cloud development efforts on                         

both sides of the Atlantic will affect the divergence within NATO, it needs to be kept in                                 

mind that European advances in defence technology do not mean much if a common                           

strategic vision on how to use them is missing. Given the current security priorities of                             

both parties, it remains questionable what future joint missions operating a multi-national                       

Combat	Cloud	would	look	like.   

In addition, the situation tends to move in a direction, which Deptula sought to avoid:                             

towards a redundancy of approaches with a lack of overarching vision. There is no sign of                               

harmonization efforts between US Combat Cloud approaches such as D2D and TCRI and                         

European projects, first and foremost the FCAS but also the British Tempest. Missing                         

cooperation and coordination could endanger the entire success of the approaches as                       

the central attribute of the Combat Cloud needs to be its multi-nationality. If the                           

realization processes continue to be conducted in a stove-piped manner, it remains                       
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highly questionable if the applied technology will eventually be interoperable and                     

whether	it	can	be	used	in	parallel	during	future	joint	missions.  

It would be highly advisable for the actors to form “a collaborative network to ease the                               

integration of [...] partners” (Pappalardo 2018). All Combat Cloud development efforts of                       

NATO member states should therefore be supervised by the Supreme Allied                     

Commander Transformation of the alliance in order to align the processes and create a                           

common framework. Of course, it has to be taken into account that “strategic visions and                             

procurement processes cannot be strictly identical all the time” (Taprest 2017 p.19).                       

However, discussions on common technological and training standards as well as                     

operational tactics are essential, as the potential of individual Combat Cloud systems by                         

NATO members will only be fully realized if they are internationally coordinated (Deptula                         

2016). 

At this point, the words of the French Lieutenant General and Combat Cloud proponent                           

Oliver	Taprest	shall	serve	as	a	striking	closing	remark: 

       

“That said, the Combat Cloud can only exist if each service invests in the need to share                                 

information and wishes to turn it into an entirely separate instrument of power. From that point on,                                 

there will be a need for some degree of alignment of strategic visions and investments which, in                                 

the end, will lead to more effective joint operations and, it is to be hoped, to achieving the final                                     

objective	though	being	entirely	integrated”	(2017	p.19). 

 

If the NATO member states fail to achieve this alignment, the outlook for an allied                             

Combat	Cloud	remains	clouded.  
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