UNIVERSITY OF TWENTE.

Faculty of Electrical Engineering,
Mathematics & Computer Science

A dynamic deployment framework for a Staging
/ site in the Personal Health Train

/ Virginia Graciano Martinez

Master Thesis Report
March 2021

Supervisors:

ar. L. Ferreira Pires

dr. L.O. Bonino Da Silva Santos
ar. R. Guizzardi-Silva Souza




ACKNOWLEDGEMENTS

Foremost, I would like to express my sincere gratitude to my supervisors, dr. Luis
Ferreira and dr. Luiz Bonino, for their academic guidance in the subject matter,
all the discussions we had during our meetings and their continuous motivation,
patience, and support during my thesis. Since the beginning of the thesis, they
challenged me, helped me shape my research, and guided me with their precious
questions, comments, and continuous feedback. Thanks as well to dr. Renata
Guizzardi for participating in my thesis committee and her valuable feedback.

[ would also like to thank friends and classmates with whom I spent these two
years. It would take too long to mention you all, but I am sure you will recognize
yourself as part of those. It was the first time I lived in a foreign country for a long
time, and you all contributed to this unforgettable adventure, even in quarantine
times.

From the bottom of my heart, thanks to my parents and my brothers. They
supported me during this process, and I recognize I would have never come this
far without you. To my friends in Mexico who were on the lookout and cheering
me on all the time.

Last but not least, I wish to thank the Mexican National Council of Science and
Technology (CONACyT) for the scholarship to pursue my studies.

i



Abstract

Healthcare data are absolutely necessary for increasing scientific and medical progress.
However, patients’ data are sensitive by nature, and it is not an easy task for health-
care organizations to share the data due to privacy, ethical and legal concerns.
The Personal Health Train (PHT) is a novel approach that addresses the before-
mentioned problems by moving the analytical tasks towards the data, instead of
moving the data to a central point. The PHT approach’s rationale is that instead
of requesting and receiving data, we expect to ask a question and receive an an-
swer. PHT infrastructure is designed to deliver queries and algorithms that can be
executed at healthcare institutes and provide just results to the person who asked.
Consequently, sensitive data remain within the healthcare organization’s control,
and the end-user never has access to them, but he harnesses the data for anal-
ysis. However, some organizations may not have enough computing capacity to
execute computation-intensive tasks, whereby a new computation-capable envi-
ronment such as a cloud provider is required.

This research aimed to investigate how a new computation-capable environ-
ment can be deployed dynamically, respecting the PHT principles, complying with
regulations, and integrating it with the current PHT architecture. To facilitate the
analytics execution at the source, we proposed and designed an architecture for
a Staging site that can be deployed dynamically in the cloud just when required.
We employed Infrastructure as Code, APIs, and Event-based systems to achieve
this. We implemented the architecture proposal using novel technologies and
Amazon Web Services and evaluated the proposal with a case study, ana-
lyzing datasets of ten thousand patients and one hundred thousand patients. The
research showed that our work could alleviate the IT infrastructure constraints that
the healthcare organizations can have, using the cloud and automation tools to en-
sure the PHT execution whilst respecting the PHT approach principles as much as
possible. Although our design requires moving the data to the cloud, the data are
still within the data source realm and control, keeping data privacy.

Keywords: PHT, Cloud Computing, Distributed learning, Infrastructure as a Code,
Cloud Federation,Hybrid infrastructure, Analytics.
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Chapter 1

INTRODUCTION

1.1 Background

In recent years, vast amounts of structured and unstructured data have been gen-
erated by people and various institutions worldwide. This situation is known as
big data and has become popular in almost every sector [11]. Historically, the
healthcare industry has generated large amounts of data; while most data used
to be stored in hard copy form, the tendency is toward digitizing these massive
amounts of data nowadays [11]. These data require proper management and anal-
ysis to derive meaningful information. Therefore, scientists can use these data like
never before, accelerating medical progress, improving a wide range of medical
functions and providing healthcare delivery quality such as disease surveillance,
clinical decision support, and population health management.

Traditional data analysis requires data sharing and centralization; however, this
is not a realistic approach. From a technical perspective, it is unlikely that some-
one would collect all the relevant data. It would be expensive to host all the data
and maintain the infrastructure. Besides, it would require too much time to move
these potentially massive amounts of data to a central point to be processed. More-
over, sharing privacy-sensitive data out of the organizational boundaries is often
not feasible for ethical and legal restrictions. Regulations such as the EU General
Data Protection Rules impose strict requirements concerning the protec-
tion of personal data [12]. To comply with these regulations and harness the mas-
sive amount of data generated, advanced analytics and a distributed learning ap-
proach can be used.

Distributed learning, first introduced by Google in 2016 [13], analyzes distributed
databases at different data sources location. Data source organizations control
the entire execution and return just the results, without sharing information and
keeping sensitive data privacy [14]. Therefore, it allows the use of data from several
healthcare organizations while complying with the regulations. New approaches

1



CHAPTER 1. INTRODUCTION 2

based on distributed learning are emerging to analyze data in their original databases,
limiting access to third parties. One of these approaches is the Personal Health
Train (PHT), which aims to bring analytics to data rather than bringing data to
the institutions that perform analytics. Scientists should be able to run analytics,
learning from all the data, including sensitive data, without the data leaving orga-
nizational boundaries, preserving data privacy and control, whereby overcoming
ethical and legal concerns [14].

The PHT provides an infrastructure to support distributed and federated so-
lutions that utilize the data at the original location. Moreover, it is based on the
Findable, Accessible, Interoperable, Reusable Principles, guaranteeing that
the involved digital data are findable, accessible, interoperable and reusable [12].
The main design principle is to give data owners the authority to decide which
data they want to share, and monitor their usage. Regarding privacy and secu-
rity, PHT’s main benefit is that data processing happens within the data owner’s
administrative realm. Besides, the researcher would be able to get valuable infor-
mation from different sources without directly accessing the data. It targets max-
imal interoperability between diverse systems by focusing on machine-readable
and interpretable data, metadata, workflows and services.

The PHT approach follows a train metaphor. The main concepts of this ap-
proach are [14]:

» FAIR Data Stations: These are data access points containing FAIR data, mainly
healthcare organizations. They are conceptualized as the Data Stations, and
they provide data sets, metadata, interaction mechanisms to these datasets
and required computational power to execute analytics tasks.

e Trains: These are the components that interact with data at the Stations.
These components carry the algorithms and data queries from the data con-
sumer to the Data Station.

 Track: This is the metaphor used to describe all communication between the
user interested to learn from data and the Data Stations.

1.2 Problem Statement

One of the PHT characteristics is that Trains visit the data at the Data Stations,
i.e., algorithms carried by the Trains, move to the Data Stations where they are
executed, and process the data available at the station. However, to perform the
analysis at the source, computational resources are necessary. More specifically,
a sandboxed environment should be available within the healthcare organization
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where Trains are received and executed without interfering with the organization’s
regular processing needs. However, the computing resources required for pro-
cessing the data may exceed the available healthcare IT infrastructure process-
ing power. The healthcare providers’ IT infrastructure has been designed to cover
their regular processing needs; some of these stakeholders are currently using in-
frastructure that could be adjusted to comply with the PHT specifications and re-
quirements. When they cannot adjust or provide the infrastructure required, they
cannot support third-party algorithms’ processing, missing opportunities to get
valuable data.

Even though the PHT can provide scientific progress from which the healthcare
sector can benefit, the Train execution cannot disrupt the hospitals’ daily techno-
logical activities. In this scenario, Trains should be able to use other computing
environments if new Data Stations can be dynamically staged in a computation-
capable environment, such as a cloud provider, and keeping the data still within
the data source realm and control. Only the required data are temporarily moved
to the new station while preserving the sensitive data protected, and the algorithm
is routed there for execution.

Cloud computing provides a flexible approach to how IT infrastructures, appli-
cations, and services are designed, deployed and delivered. It provides a scalable,
on-demand, elastic provisioning and distributed computing infrastructure on a
pay-per-use basis [15]. It facilitates computing deployment and orchestration and
can be used just when required, resulting in a cheaper option than buying an en-
tire big data solution. Therefore, Cloud computing should enable Trains to employ
scalable resources dynamically. We will refer to Staging Data Station from now on
as a temporary set up in a cloud environment that a Train can use to process data.

1.3 Research Questions

Based on our problem statement, we formulated the following research question
(RQ):

RQ: How to implement a Staging Data Station dynamically in the cloud
while keeping private information protected?

To answer this question, we formulated the following sub-questions:

RQI: How can we keep private information protected when the PHT
approach is run in a public cloud?

RQ2: Which are the relevant technologies/tools to execute processes
automatically and migrate data to the cloud dynamically?
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RQ3: How does the modification of the PHT approach impact its prin-
ciples?

SQ1: Towhat extent the integrity of PHT suffers from this mod-
ification?

1.4 Objectives

This thesis aims to design and implement a dynamic deployment framework for a
Staging Data Station in the Cloud without compromising data and respecting the
PHT approach’s principles. To achieve this goal, we extended the PHT’s current ar-
chitecture, and we analyzed the processing of personal data regulations to define
the requirements that our design should fulfil. Additionally, this system was vali-
dated according to several aspects that determine its quality, such as functionality,
regulation compliance, performance and security.

1.5 Approach

We followed the Design Science Research methodology defined by Hevner et al. [16]
and by Peffers et al. [17] to answer our research questions. The methodology re-
volves around a problem that can be solved by designing an innovative artifact.
Following the design, the artifact follows two processes, build and evaluate to re-
flect on whether or not the problem has been solved. Based on the methodology
presented in [17], our work follows five steps:

1. Problem identification and motivation: We performed a systematic litera-
ture review to identify the gaps in the existing PHT approach and indicated
how cloud technology can improve some computing limitations.

2. Defining the objectives of the solution: We defined the goals of the desired
artifact. These objectives can be translated into a list of functional and non-
functional requirements.

3. Design and development: This step includes the artifact’s design and imple-
mentation,so that a Staging Data Station can be executed dynamically, keep-
ing the private data protected.

4. Demonstration and Evaluation: The methodology prescribes two different
steps for demonstration and evaluation. However, in this project, these steps



CHAPTER 1. INTRODUCTION 5

are related and are combined in a single step. The artifact implementation is
presented and demonstrates the suitability of the artifact to solve the prob-
lem.

5. Communication: We communicate the reference of our solution by discussing
our findings, results, and contributions.

The build-and-evaluate loop, represented by steps three and four, is done several
times iteratively to assess and refine the solution before the final artifact is gener-
ated. We executed the following tasks based on the steps mentioned above:

* Compiled alist of requirements based on regulations compliance.

* Defined a sequence of actions for the entire PHT execution process.

* Developed a preliminary design of the system based on the assessment of
state-of-the-art approaches, the sequence of actions and the requirements.
We discussed this design with supervisors to validate that the requirements
are met.

* Developed a reference architecture based on the preliminary design and de-
tailed discussion on the various building blocks that compose it.

* Selected the tools and technologies to be used in the development step.

e Implemented some fundamental building blocks to perform proof of con-
cept evaluation.

 Evaluated regulations compliance, testing the proof of concept of the imple-
mented building blocks. This evaluation was done through a case study.

» Discussed the solution’s suitability, summarized the research, discussed lim-
itations, future improvements and possible directions.

1.6 Contributions

The contributions of this thesis are:

i. Reviewing the currentregulations in the processing of personal data in a pub-
lic cloud.

ii. Proposing an architectural design for a Staging Data Station.

iii. Proposing an approach that allows an automated deployment of a Staging
Data Station in the cloud while keeping the private data secure.

iv. Extending the current PHT architecture to support future growth.

v. Implementing a prototype that everyone can reuse.
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1.7 Thesis Outline

This document is further structured as follows. Chapter |2 explains in detail the
required background knowledge of the PHT architecture and technologies to be
used and implemented. Chapter [3|gives a brief explanation of the related work.
Chapter [4]identifies and analyze the functional and non-functional requirements
for the design. Chapter [5|is the main body of the research and presents the pro-
posed architecture as well as the integration into the current PHT architecture.
Chapter|[6|provides an implementation of the main building blocks of our solution
to show the feasibility of our approach. Chapter|7|evaluates the solution through
a case study. Finally, our findings and future work are discussed in Chapter|g|



Chapter 2

BACKGROUND

The PHT approach’s core idea is the distributed learning concept introduced by
Google in 2016 [13]. Distributed learning is a more sustainable medical data anal-
ysis approach and can unlock much more data without violating privacy. To this
end, the PHT infrastructure was designed to deliver algorithms and questions that
can be run at data source organizations. Consequently, such an infrastructure
where analytics are run at the source requires appropriate definitions of where
we can find data (Findable), how we can access these data (Accessible), how we
can interpret the data (Interoperable), and how we can reuse the data (Reusable).
Hence, the PHT infrastructure should rely on the FAIR principles [14]. Also, the
current PHT architecture requires a sandboxed environment at the source to ex-
ecute Trains. However, this Information Technology environment is limited;
when the source does not have enough computational resources, Trains can use
other computing environments if new Data Stations can be dynamically staged
in a computation-capable environment. We use the word dynamically to refer to
the creation and destruction of computing resources without human intervention.
Nevertheless, shifting to another IT environment ushers in new challenges, such
as configure and set up the infrastructure, transfer the data, configure the network,
which computing instances to use and how many resources, besides security and
legal compliance.

According to [5], the latest technologies and platforms such as virtualization,
cloud, containers, automation and Infrastructure as Code can simplify the IT envi-
ronment deployment. Therefore, adopting cloud and automation tools in the PHT
architecture can lower barriers for making infrastructure deployments dynamic.

This chapter provides background information on the current PHT architecture
and the FAIR principles that it follows. It presents the concepts and technologies
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that can enable a dynamic deployment for a PHT Staging site, essential to under-
standing the design and implementation explained in the rest of this thesis.

2.1 FAIR Principles

The FAIR principles were first published in 2016 [4]. They consist of guidelines for
best data management practices that aim to make data FAIR: Findable, Accessible,
Interoperable and Reusable. These guiding principles seek to enhance the ma-
chines and individuals’ ability to find and use data automatically [12]. These prin-
ciples define characteristics that current data resources, vocabularies, tools, and
infrastructures should publish to facilitate discovery and reuse by third-parties.

Although FAIR principles were initially designed for data management, they
can be applied to any digital object to create an integrated domain to support
reusability [4]. The PHT approach encourages improving the reuse of data by
sharing analytics, interacting with the data and completing its task without giving
the end-user access. Within the PHT, the FAIR principles apply to both the Train
and Station, keeping in mind that the objective is to enhance distributed data’s
reusability with distributed analytics.

The medical data stored in healthcare organizations can be explored for both
clinical and research purposes. It is essential to manage the data in a manner that
there is always a single meaning of the data no matter where and by whom the
data are being used. The PHT does not dictate any specific standard or technology
for data, and instead, it only requires publishing single choices as metadata. The
PHT focuses on making data, processes, tasks, and algorithms FAIR [14]. Thus, it
enables data providers and data users to match FAIR data to FAIR analytics, and
entitles them to make informed decisions about participating in specific applica-
tions.

FAIR principles also become relevant for analytics tasks. Interoperability and
accessibility can be provided by applying FAIR principles to the analytics tasks and
system components that interact with these tasks. FAIR guidelines are described
in Table In the following section, we explain the PHT architecture and how it
adheres to the FAIR principles.
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Table 2.1: FAIR Guidelines [4].

Principle Guidelines
Findable * Meta(data) are assigned globally unique and persistent identi-
fiers.

e Data are described with rich metadata.
* Metadata include the identifier of the data they describe.
» Meta(data) are registered in a searchable resource.

Accessible * Meta(data) are retrievable by their identifier using a standard-
ized communication protocol.

* The protocol is open, free and universally implementable.

* The protocol allows for authentication and authorization when
required.

Interoperable | « Meta(data) use a formal, accessible, shared and broadly appli-
cable language for knowledge representation.

» Meta(data) use vocabularies that follow FAIR principles.

* Meta(data) include qualified references to other meta(data)

Reusable * Meta(data) are richly described with a plurality of accurate and
relevant attributes.
» Meta(data) are associated with detailed provenance.

* Meta(data) meet domain-relevant community standards.

2.2 PHT Overview and Roles

The Personal Health Train proposes an approach that encompasses technologi-
cal and legal aspects of sensitive data reuse. When data sharing is not feasible,
using distributed analytics on distributed data becomes an appropriate solution.
This approach requires discovering, exchanging and executing analytics tasks with
minimal human intervention. In [1], [12], [18], authors have proposed an archi-
tectural design used on recent proofs of concepts to achieve these requirements.
Figure [2.1]depicts the high-level PHT architecture.

As shown in Figure several entities are involved in the entire PHT workflow.
Therefore, the architecture defines four main roles representing various stakehold-
ers and their responsibilities, which are represented by the blue elements of Figure

2.1

i. Curator: It has authority over the data. This role can be played by the data
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Figure 2.1: High-level PHT architecture [1].

owner or by any other actor who controls the data [1]. It provides enough
metadata to be findable (F) and published by Station Registry as a curator.
Responsibilities:

* Publish data on Data Station.
* Control authority over the data.
* Grant or deny access to the data when requested.

Station Owner: It is the entity responsible for the operations of a Data Sta-
tion.
Responsibilities:

¢ Run and maintain the Station available to its users, both the Train Owner
and the Curator.

Train Owner: It is the entity responsible for its Trains, i.e., a scientific entity. A
given Train interacts with data in a Data Station on behalf of the Train Owner.
Responsibilities:

e Build and deploy Trains in the system.
* Provide the required Train metadata.

Dispatcher: The entity responsible for dispatching Trains on behalf of their
Train Owners to the appropriate Data Stations. The Dispatcher interacts with
the Station Directory to discover which Stations provide access to the re-
quired data and orchestrates the Trains to the target Stations.
Responsibilities:

* Discover Data Stations by interacting with the Station Directory.
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* Check Train’s metadata.

* Route Trains to the appropriate Data Stations.

* Orchestrate the dispatch of Trains to multiple Data Stations when nec-
essary.

2.3 PHT Core Elements

The core elements are managed by the aforementioned roles and are represented
by the yellow elements in Figure They were designed as FAIR obijects to allow
full integration, and their interfaces are data access points.

2.3.1 Data Stations

These are data access points containing FAIR data related to healthcare organiza-
tions. They are conceptualized as the Data Stations, and they provide data sets,
metadata, interaction mechanisms to these data sets, and the required computa-
tional power to execute analytics tasks.

Responsibilities:

» Provide metadata about itself and the datasets accessible through it.

* Provide access to its datasets.

 Allow eligible Trains to interact with the data.

 Allow eligible Data Curators to publish their metadata and data in the Station.

» Allow Data Gateways to establish secure connections between the Gateway
and the Station.

Figure depicts the Data Station architecture in terms of its interface and
internal structure. A Data Station presents its functionality through its interface.
The interface exposes three groups of services:

i. Metadata Services: The Data Station’s Metadata Component provides access
to the Data Station’s metadata and metadata of all datasets made available
through this Station. External applications willing to retrieve metadata from
the Data Station invoke these metadata Services to accomplish the task.

ii. Data Interaction Services: They are supported by the Data Interaction Com-
ponent, which provides the functionality for external users to access the data
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made available through the Station. Data access can happen through mes-
sages, Application Programming Interface calls, container execution
and queries. For each of the cases, the Data Interaction Service is special-
ized in a Message Service, API Service, Container Service and Query Service.
More than one Interaction Service can be provided in a given Data Station
specified in the Data Station metadata record set in Metadata Services.

The Data Interaction Component also performs validation on the incoming
Trains, via the Train Validation function, to assess that they behave according
to the Station’s requirements and the Train description defined in the Train’s
metadata. Whenever the data required by a Train has access restriction, the
Data Interaction Component also enforces the required access control.

The data made available through a Data Station can be either external or in-
ternal to the Station. On that basis, the Station can include a Data Storage
component in its deployment or secure access to an external Data Storage
Component. A hybrid setup, in which some data is kept in an internal data
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storage and other data in an external data storage, is also possible. These
options improve flexibility and scalability.

iii. Data Station Services: Data Stations provides event-based services. For in-
stance, a Station Directory can subscribe to be notified when the Station up-
dates its metadata, keeping information up-to-date.

The Logging Service logs the interactions of a Data Station. The logs allow for
traceability and also make the Station auditable.

Each Station must be identified with a persistent identifier and registered in
the Station Registry with its metadata. It is findable (F) by publishing the meta-
data about the data sets repositories and the computational environment. It is ac-
cessible (A) by following standardized communication protocols to discover and
receive Trains. Trains can be delivered with open and universal implementable
protocols that follow standard authentication and authorization procedures. Data
access control is under the Stations’ exclusive control, but results are communi-
cated with open protocols.

Data and Metadata Layer

Healthcare data can be structured, such as laboratory results, or unstructured,
such as clinical notes. For completeness, the scientific knowledge that can be es-
tablished needs both structured and unstructured data to be harnessed. Trains
portability and interoperability rely on the runtime environment, and that can
process any data at the different Data Stations. Data interoperability relies on
healthcare data exchange standards, such as Health Level 7 versions 2 and
3, Operational Data Model (ODM), OpenEHR, more recently, architects improved
HL7 by basing it on RESTful principles, and released a new specification called Fast
Healthcare Interoperability Resources [14]. They defined a specific infor-
mation format, while the information structure remains the same. Hence, struc-
turing data at the source can be an option to provide interoperability between the
Trains and data at Data Stations. Moreover, it is essential to keep semantic con-
sistency, using a vocabulary system based on terminology and coding standards
such as Systematized Nomenclature of Medicine — Clinical Terms (SNOMED CT)
and Logical Observation Identifiers Names and Codes [19]. The FHIR re-
sources and semantics terminology makes data syntactically and semantically in-
teroperable (I).
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2.3.2 Station Directory

The Station Directory is the metadata registry for all Stations in the system, includ-
ing the datasets’ metadata accessible through each Data Station. It allows users to
discover data, and from which Station the data can be accessed. It is the vital com-
ponent to make data and Data Stations findable (F).

Responsibilities:

e Harvest and index metadata from all Data Stations in the system.
e Allow users to search for data based on the indexed metadata.

The Station Directory is a specialization of the Data Station, which means it im-
plements the same architecture and behaviour as the Data Station plus its specific
features. The data available in the Station Directory are the other Data Stations’
metadata; therefore, it implements API and Query Services for other client appli-
cations to access its data.

It also implements Publish-Subscribe services to allow client applications to
subscribe for specified changes in the harvested metadata. It can also subscribe to
these services to be notified by Data Stations whenever an updated their metadata.

2.3.3 Data Gateway

The Data Gateway aggregates access to all data under one Data Curator’s author-
ity that is available through different Data Stations. Like the Station Directory, the
Data Gateway is a specialization of a Data Station; it presents the same function-
ality as the Data Station extended with its specific functionality. In the healthcare
industry, patient’s data may be stored in different Stations for different reasons,
such as suitability according to specialization or gathering by various hospitals or
medical devices. Nevertheless, the Data Curator must have access to its data, re-
gardless of location, and this is done through the Gateway.

Responsibilities:

 Provide access to all data under the authority of a Data Curator distributed in
different Data Stations.
 Allow the control and curation of the data by the Data Curator.



CHAPTER 2. BACKGROUND 15

2.3.4 Train

The Train interacts with the data in a Data Station. A Train is dispatched to a Sta-
tion by its Dispatcher and can be implemented using different technologies such
as queries, API calls, containers. Trains also have their metadata describing who
is responsible for the Train, what type of data the Train requires, what it does with
the data, and for which purposes.

Responsibilities:

e Identify itself to the Data Station and request access to data.
* Access and process data in the Data Station.
e Return to its Dispatcher with the results.

Train

Train Metadata

Train Payload

]

( X 1
[ [

APl Train Query Train

Message Train Container Train

Message API call Query Container ID

Figure 2.3: Train architecture [1].

The Train acts on behalf of its Train Owner and access and process data in
Data Stations. As explained in the Data Station Section[2.3.1} different interactions
forms are supported, ranging from messages to container execution, including API
calls and data queries. Figure|2.3|depicts the Train architecture. As it is shown, a
Train is composed of two main elements: the Train metadata and the Train Pay-
load.

The metadata contains information such as who is responsible for the Train,
the type of the Train (message, API call, query or container), the data it requires,
and its purpose. Train Payload depends on the kind of Train. For instance, con-
tainer trains have the identifier of the container image as their payload. API trains
use API calls; the message trains payload is the message itself. Finally, query trains
have the query as their payload.
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Trains follow the four dimensions of FAIR principles. They are findable, as they
are persistently and uniquely identified and are registered in a Train Registry as
digital objects. They are accessible through open, interoperable and free imple-
mentable protocols allowing authorization and authentication. They are interop-
erable since every Train described by metadata uses a formal, accessible, shared
and broadly applicable language. The metadata defines both the content and
provenance of the analytics task.They are also self-contained and can be executed
in multiple locations, and as a consequence, they are Reusable. Moreover, Trains
can be stored in Train registries allowing other end-users to reuse Trains anytime.

2.4 PHT and Cloud Computing

The National Institute of Standards and Technology’s (NIST) provides the most
widely used definition of Cloud computing [20]. It states :

"Cloud computing is a model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing re-
sources (e.g., networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal management ef-
fort or service provider interaction. This cloud model is composed of five
essential characteristics, three service models, and four deployment mod-

n

els.

Cloud computing led to a flexible approach to how IT infrastructures, applica-
tions, and services are designed, deployed and delivered. It provides a scalable,
on-demand, elastic provisioning and distributed computing infrastructure on a
pay-per-use basis [15]. A cloud delivery model serves an explicit, pre-packaged
combination of IT resources offered by Cloud providers. There are three models
on which Cloud services are offered [21]:

 Infrastructure as a Service (IaaS): It delivers on-demand components for
building IT infrastructures such as storage, virtual servers, and networks.

* Platform as a Service (PaaS): It provides ready-to-use environments for ap-
plications hosted on the cloud.

 Software as a Service (SaaS): It offers applications and services on-demand,
accessible through the web.
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Some of the benefits of cloud computing that contribute to the PHT approach
are:

e On-demand access to pay-as-you-go computing resources on a short-term
basis, such as vCPU per hour, and the ability to release the resources that are
no longer required.

* The perception of having unlimited computing resources available on-demand
and anytime, dealing with a lack of on-premises resources.

e An abstraction of the infrastructure so that applications are not locked into
devices and can be moved if required.

2.5 Infrastructure as Code

Cloud computing offers computing, network, and storage resources through ser-
vices that abstract the underlying hardware. Currently, a range of tools exists that
handles the infrastructure provisioning and use scripts to define the hardware’s fi-
nal state to be provisioned in the cloud. These scripts are part of what is called
Infrastructure as Code ([aC). It is an approach to infrastructure automation based
on practices from software development. A formal definition for IaC given by Kief
Morris [9] is:

"Infrastructure as Code is an approach to managing IT infrastructure for
the age of the cloud, microservices and continuous delivery that is based
on practices from software development ".

The key elements of Infrastructure as Code [5] are the dynamic infrastructure
platform, infrastructure definition tools, and the application programming inter-
faces. These elements are described in more detail below. Furthermore, to have
a deployment with no human intervention, some event-based service or action is
required, which is also explained further in this section.

2.5.1 Dynamic Infrastructure Platform

A dynamic infrastructure platform is a system that grants computing resources,
principally servers, storage, and networking to be programmatically allocated and
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managed. The most known dynamic infrastructures are IaaS Cloud services. Ta-
ble[2.2]lists several dynamic infrastructure platforms with the most representative

examples.
Table 2.2: Dynamic Infrastructure platforms [5].

Type of Platform Providers

Public IaaS Cloud AWS, Azure, Digital Ocean, Google
Cloud

Private IaaS Cloud OpenStack, CloudStack, VMware
vCloud

Bare-metal Cloud Foreman, Cobbler

The dynamic infrastructure platform includes private and public cloud ser-
vices. However, for the PHT Staging site, we will focus exclusively on the Public
[aaS Cloud option because a vendor runs the infrastructure, and we do not need to

worry about Capital Expenditure (CapEx) but only in Operating Expenses (OPEX).
Additionally, certain features have to be considered in IaC. The platform needs to

be:

* Programmable: the platform must be programmable through scripts or any
piece of software. These must be able to interact with the cloud platform.

* On-demand: the platform yields users with the capability to create and de-
stroy resources instantly in a matter of minutes or seconds.

* Self-Service: the platform allows changing and customizing resources based
on user needs.

The three main building blocks provided by a dynamic platform are: compute,
networking and storage. There is a broader service offer, but nearly all of them are
variations of the main building blocks. Table|2.3|shows the leading cloud provider
offers, according to Gartner [22], for each building block that is relevant to the PHT
Staging site deployment.

2.5.2 Application Programming Interfaces (API)

APIs are programming interfaces that allow software components to be used by
other software components. They have emerged from the need to exchange in-
formation with data providers, and they are the building blocks that allow inter-
operability for platforms on the web. APIs usually exhibit an interface through
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Table 2.3: Cloud providers’ offers [6], [7], [8].

AWS Azure Google Cloud

Compute . Azure Batch, Azure | Compute Engine
Elastic Compute | padicated Host

Cloud (EC2)

Storage Azure Blob Storage | Google Storage
Simple Storage

Service

Containerization
Elastic Container | Azure Kubernetes | Google Kubernetes

Service (ECS), | Service Engine (GKE)

Elastic Kubernetes

Service (EKS)

Networking Azure Virtual | [VPC, Cloud DNS

Virtual Private Network Azure
Cloud VPO, | Domain Name
Route 53 Server qmp

an Hypertext Transfer Protocol web server; so that clients make HTTP re-
quests for data, and the web server replies. These responses can be JSON or XML
documents [23]. The API is implemented in programming languages like Python,
Node]JS, Java or Ruby.

Representational State Transfer (REST)-based APIs are currently the most pop-
ular. REST is about resources, can be identified, addressed, and named on the
web. REST APIs expose data as resources and use standard HTTP verbs to perform
Create, Read, Update, and Delete actions on these resources [24].

2.5.3 Event-based Systems

Proper management of resources is crucial when they are on the public cloud for
security and cost optimization purposes. Monitoring services and event-based
systems can facilitate the (healthcare) organization to manage resources prop-
erly in a cost-effective manner and automate the workflow execution to deploy
the Staging station without human intervention.

To achieve dynamic PHT execution in the Staging Data Station, a conventional
request-reply model is not suitable. In contrast, an Event-Based System (EBS) is
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more suitable since it communicates by generating and receiving event notifica-
tions, where an event is an occurrence that represents a state change. The affected
component announces a notification that describes an event. A publish-subscribe
service mediates between the EBS components, and send notifications from pub-
lishers to subscribers that have registered their interest in these events with a pre-
viously issued subscription. One of the main benefits is that the components are
decoupled, and as a consequence, they can be scalable and deployed indepen-
dently [25]. Moreover, the EBS components exchange messages using different
transportation channels, depending on the message communication pattern em-
ployed. The principal message communication pattern employed is [26]:

Asynchronous Communication: It is a message communication where the
publisher sends a notification message to the subscriber and proceeds without
waiting for the response. This pattern uses transportation channels such as top-
ics, queues to create loose coupling between publishers and subscribers. This pat-
tern can benefit current cloud architectures, whereby it is considered a must in the
architecture.

2.5.4 Infrastructure definition tools

An infrastructure definition tool specifies what infrastructure resources a user wants
to implement and how they should be configured. There are two types of defini-
tion tools for setting up the infrastructure: provisioning tools and configuration
tools. Provisioning tools specify and allocate the desired resources, and use the dy-
namic infrastructure platform to provision the resources that are specified. Config-
uration tools configure and manage the resources provisioned by the provisioning
tools. We explore further the provisioning tools but not the configuration tools as
our proposal will not require set up the resources created by the provisioning tool.

Provisioning Tools

Provision is the first phase to deploy any functional infrastructure and more specif-
ically, the PHT Staging Station. The infrastructure is defined in configuration defi-
nition files, which can be seen as text files written in standard formats like JavaScript
Object Notation (JSON), Extensible Markup Language and YAML, or in a
proprietary Domain-Specific Language (DSL). The tool uses these files to provi-
sion, modify, or remove components of the infrastructure. It does this by interact-
ing with the dynamic infrastructure platform API. Some examples of these tools
are vendor-specific, such as CloudFormation for AWS, Azure Resource Manager
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for Microsoft and Cloud Deployment Manager for Google Cloud. Whereas, some
tools support multiple cloud providers, such as Terraform and Cloudify. Table

compares the different IaC provisioning tools.

Table 2.4: Provisioning Tools [9].

Supported Platforms Configuration Language
Terraform AWS, Azure, Google Cloud, | DSL

Digital Ocean, OpenStack,

vSphere, vCloud and more.
CloudFormation | AWS JSON, YAML
Azure Resource | Azure JSON
Manager
Cloud Deploy- | Google Cloud YAML
ment Manager
Heat AWS, OpenStack HOT, YAML
Cloudify AWS, Azure, Google Cloud, | TOSCA, YAML

OpenStack, vSphere and

vCloud

Terraform, Heat and Cloudify support multiple cloud vendors, including ven-
dors that do not have proprietary solutions, enabling several resources from dif-
ferent cloud providers to be combined. A drawback of Terraform is that it employs
a proprietary language for the configuration files, whilst the rest use standard lan-
guages such as JSON and YAML. In [9], the authors evaluated the different available
IaC tools listed in Table Among the tools analyzed, only Terraform and Cloud-
ify comply with the requirements for working with leading cloud providers. The
study concluded that Terraform is a much better tool by far than Cloudify because
Cloudify consumes more computing resources and takes longer to receive results
than Terraform. Besides, even though Cloudify supports multiple vendors, it does
not support many services used in the market. Terraform is also more mature, and
itis very well documented. For that reason, it is the tool that we will study and use
for the architecture implementation.

Terraform

Terraform is an open-source infrastructure automation tool developed by HashiCorp
[27]. It supports over 500 different providers, including public cloud vendors such
as AWS, Azure, Google Cloud and Digital Ocean, as well as private Clouds like
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OpenStack and VMware. Terraform allows the infrastructure to be described through
definition files written in its proprietary DSL called Hashicorp Configuration Language
(HCL). The language is declarative, which means the user specifies how the infras-
tructure should look like, and it does not worry about the state of the system [2].
Figure[2.4|depicts a declarative Terraform definition file.

variable "environment" {
type = "string"
}

variable "subnets" {
type = "map"
default = {
ga = "subnet-12345678"
stage = "subnet-abcdabcd"
prod = "subnet-alb2c3d4"
H
}
resource "aws_instance" "web" {
instance_type = "t2.micro"
ami = "ami-87654321"
subnet_id = "${lookup(var.subnets, var.environment)}"

}

Figure 2.4: Terraform definition file [2].

Terraform also allows execution plans to be produced that detail the steps fol-
lowed to reach the infrastructure desired state. The execution plan first gives an
overview of what happens by the time it is called, and then Terraform sets up the
infrastructure by running this plan. Moreover, Terraform stores the state of the
managed infrastructure in a file called "terraform.tfstate", which is used to create
execution plans and make the necessary infrastructure changes when required.
After each operation is performed, Terraform refreshes the state to match the ac-
tual real-time infrastructure. Figureillustrates the Terraform workflow; it shows
that from the definition file, Terraform interacts with the cloud vendor and provi-
sions the resources and services specified in the files.

Infrastructure Provisioning

iy
<[> 0 h

Habilarp

Terraform

Dynamic Infrastructure Platform

Figure 2.5: Terraform workflow.



Chapter 3

RELATED WORK

This chapter presents and discusses the current proofs of concepts to achieve a
distributed learning approach. There are few papers around this topic due to the
novelty of the approach; however, they provide the learning from previous related
work that fosters developing a robust PHT architecture. The following sections
discusses the different proof of concepts implemented so far and a brief discussion
about limitations.

3.1 Varian Medical Systems

The Varian Learning Portal (VLP) by Varian Medical Systems is the most popular
technology used by most current PHT implementations [28], [29], 3], [30], [19].Var-
ian Medical Systems is an American manufacturer of oncology software and treat-
ments, for that reason the papers using this technology have done research only
around cancer.

The VLP is a cloud-based system that implements user, data station, and project
management. It is composed of two elements, a master and a learning connector.
A learning connector is installed at each Data Station to connect the VLP master
to a local Data Station. The end-user uploads his application to the VLP web por-
tal, which can be done in MATLAB, MathWorks, Natick, MA, USA. VLP and Data
Stations communicate via file-based, asynchronous messaging. The iterative exe-
cution of applications and communication between them is known as a learning
run, and each Data Station can accept or deny a learning run. Figure|3.1|depicts
the VLP structure.

In [28], authors demonstrated that it is feasible to use the distributed learning

23



CHAPTER 3. RELATED WORK 24

Deploy algorithm /

8/ \8
gi SIT:UH O \mo Stat local earing mo m O
- = i

Comvergence criteria not met - Report local resutts
update instruchons
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approach to train a Bayesian network model on patient data coming from sev-
eral medical institutions. Data were extracted from the local data sources in each
hospital and then mapped to codes. Besides, in the Varian learning portal, the
researcher uploaded his or her Bayesian network model application for learning.
The Varian learning portal transmits the model application and validation results
between the central location and the hospitals. In [29], authors built-in MATLAB
R2018 a logistic regression model to predict post-treatment two-year survival. The
VLP connector was installed in 8 healthcare institutions. In [19], the authors used
the VLP to run a study to develop a radiomic signature; the authors pointed out
the preference for VLP because it had already implemented the essential technical
overhead(logging, messaging and Internet security).

In these proofs of concepts, authors have concentrated on the algorithms to
evaluate and train the data distributed geographically. They tried to demonstrate
that the results are just as accurate as when data are centralized. Therefore, they
have harnessed the PHT approach using VLP technology, but they do not improve
the PHT architecture. Also, the solution is sponsored by VLP as it is a solution that
usually incurs a cost. Moreover, the applications are not reusable by everyone, and
only the users from each project can see what they have done. For case studies
beyond cancer, this solution will not be suitable; then, other options must be ex-
plored or developed.

Other technologies similar to the VLP are dataSHIELD, and ppDLI [19], which
follow a similar client-server schema. An agent is installed in the data station and
connects to a central server. However, VLP entirely focuses on the healthcare sec-
tor; in contrast, dataSHIELD and ppDLI have not been used in the healthcare sec-
tor so far, but they are primarily used in other sectors. All of them have a cost.
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3.2 Open-source Technology

In [12], and [18], the authors leveraged containerization technologies for sending
applications to the Data Stations, more precisely Docker containers. The former
created a Train containing an [FHIR|query and an algorithm to calculate summary
statistics, then wrapped them as a Docker image and submitted it to a private
Docker registry. The latter initially used a phenotype design web client to create
Docker images containing query, the metadata and the script and then submitted
them to a public Docker registry.

In [12], the authors used a central server with a master algorithm. The master
algorithm coordinates the task among two Data Stations and aggregates the results
obtained from each Data Station before sharing the final work. The Docker image
includes an algorithm to query data that loads the data locally and temporarily in-
side the Docker container. The data station’s infrastructure component controls
the Train’s execution at the data station. They retrieved data about patients born
before 01-01-1990, diagnosed with hypertension and fetched age and body mass
index. They proved that existing healthcare standards and containerization tech-
nology could be leveraged for achieving distributed data analysis. Besides, their
goal is to train a machine learning algorithm later on, but first, they needed to
prove that open-source tools were feasible to build a PHT infrastructure.

In [18], the authors used a simple Spring Boot Framework to do the routing
task; it knows all current Data Stations in advanced and then tags the Docker im-
ages when they arrive. Docker tag designates the station that should pull the im-
age. The Data Stations run a cron job to scan the Docker namespace continuously
and identify via the tag system if there is a Train that they have to run. Besides,
they used the Portus authorization service and Docker registry frontend to man-
age the station’s authentication. They harnessed the Portus interface to monitor
the Train images that are running. At each Data Station, the Train is run inside a
Docker container. After the computation is finalized, results are pushed back to
the Docker registry. The Docker image version is updated, and the station invokes
the resulting API and posts the results to the end-user.

In these papers, the authors focused more on the architecture and infrastruc-
ture than on the algorithm. They used Docker container as leading technology to
wrap the algorithm and run the Train in each Data Station. Besides, other frame-
works and open-source tools were used to build different parts of the architecture.
These options do not consider the lack of resources and what to do in that case.
In these implementations, the Trains can be reused as they use the Docker registry
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and allow more interoperability with any environment than the VLP technology.

None of the previous proof of concepts has implemented the entire PHT ar-
chitecture; however, they have demonstrated it is a feasible approach, and sim-
ple queries or sophisticated machine learning algorithms can be run on top of
the infrastructure. We are more aligned with the work done by [12], and [18] as
we consider we can contribute with further improvements in the architecture and
implementations than the work done by the VLP, which is a vendor solution. We
used the work done by [12], and [18] as base for our workflow development and
the main proposal of this research.



Chapter 4

REQUIREMENTS ANALYSIS

Cloud computing can enable Trains to employ scalable resources dynamically when
the main Data Station does not have enough computing resources. This chapter
specifies the requirements needed to deploy a Staging Data Station in the cloud
that fulfills the PHT desired functionality.

4.1 Motivation

Shifting to the cloud ushers in several new challenges, such as transfer the data, the
network required to migrate, which computing instances to use and how many re-
sources, besides security and legal compliance. On [31], the authors mentioned
the life cycle of big data and its technological challenges. Data storage, data trans-
mission, data management, data processing, data visualization and data integra-
tion are the phases reviewed. The PHT should cope with each of these phases;
however, special attention should be given to data transmission, data manage-
ment, and data processing when migrating to cloud environments. Besides, it is
essential to consider how to deploy the infrastructure dynamically.

The first step towards designing and implementing a fully Staging Data Station
system is to define a list of requirements that the Station should fulfil to function
properly and support all the mandatory use cases. A PHT general workflow and se-
quence of actions were defined to identify the Staging Data Station requirements.
In [32], [33], the authors explained that the requirements for a system fall into the
following two categories:

* Functional requirements: They describe the business capabilities that the
system must supply and its behaviour at run-time.

27
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* Non-functional requirements: They describe the "Quality Attributes" that
the system must meet in delivering functional requirements.

We want to implement an architecture to support the PHT approach effectively.
In order to share privacy-sensitive data out of the organizational boundaries, reg-
ulations compliance needs to be analyzed. Consequently, we consider regulation
rules as part of non-functional requirements. We present the non-functional and
functional requirements to design, implement and validate a compliant PHT Stag-
ing Data Station.

4.2 Non-Functional Requirements

The|GDPRlis the European regulation on data protection and privacy for all European
Union (EU) citizens that became enforceable on May 25, 2018 [34]. The aims of the
GDPR are mainly to give individuals more control over their data and harmonize
the regulatory environment throughout the

The GDPR applies to organizations established in the EU that process personal
data and organizations outside the EU that process EU residents’ data. Personal
data is any information relating to an identified or identifiable natural person [34].
The GDPR defines two major actors that play a role in processing data subjects’
data, namely the data controller and data processor.

The data controller is entitled to decide the purpose of the processing, which
data should be processed, how long, who can access them, and what security mea-
sures need to be taken [34]. The data controller must exercise control over the data
processor, and it is responsible for the processing, including legal liability.

The data processor is the authority that processes personal data on behalf of
the controller. The processor’s existence depends on a decision taken by the con-
troller, who can decide to process data within the organization or to delegate the
activity to an external processor [34]. Processors must record all processing ac-
tivities to demonstrate their compliance, implement organizational and techni-
cal measures to secure the processing mechanism and notify data breaches to the
controller.
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GDPR Articles

This section presents the most important articles that must be considered to use
the cloud while complying with data regulations. These articles are regarded as a
basis to define our non-functional requirements.

Article 3 defines a territorial scope; the regulation applies to personal process-
ing data belonging to EU citizens regardless of where the processing occurs. Per-
sonal data can be moved to third countries, i.e., countries outside the EU, only
after an accurate evaluation of the safeguards.

Article 5 introduces the principle of storage limitation. It states that data should
be stored as briefly as possible subject to the processing purposes for which it has
been collected.

Article 25 states that the controller shall implement appropriate technical and
organizational measures to ensure that only personal data necessary for each spe-
cific purpose of the processing are processed.

Under Article 32, controllers and processors must implement appropriate tech-
nical and organizational measures to ensure a security level appropriate to the
risk. The GDPR provides suggestions for what types of security actions might be
required, including:

e The encryption of personal data and pseudonymization.

e Organizations must safeguard against unauthorized access.

* The ability to ensure the ongoing integrity, confidentiality, availability and
resilience of processing systems and services.

We identified the GDPR as the primary regulation entity. Data controller and
data processor are two essential roles identified by the GDPR regarding personal
data processing accountability. Both are obligated to implement appropriate secu-
rity measures and demonstrate that processing operations are compliant with the
regulation’s principles. In our scenario, it is possible to identify both roles clearly
and objectively. GDPR prescribes that a data controller must be identified, as the
Data Station is the primary organization in the PHT architecture; it plays this role.
Data processor should be recognized as well. Unlike the data controller role, a
data processor might not exist at all. Indeed, its existence depends on the data
controller’s decision to outsource personal data processing; for instance, when the
Staging Data Station is required; therefore, the cloud plays the data processor role.
Having clear roles helps to build a compliance architecture and to look for the most
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suitable cloud provider. We identified the most crucial articles, 3, 5, 25 and 32, that
have to be considered when the data processor is run in a cloud environment.

4.2.1 Quality Attributes

A quality attribute is a measurable characteristic of a system used to indicate how
well the system satisfies stakeholders’ needs. The quality attributes are not stand-
ing alone. Mainly those are tightly coupled with required functionality and other
architectural constraints. In [32], the authors proposed using the Utility Tree tech-
nique from the Architecture Tradeoff Analysis Method (ATAM) to define and gather
these quality attributes. The ATAM utility tree uses the following structure:

* Highest level: Quality Attribute requirement (security, performance, cost-
effectiveness configurability).

- Next level: Quality Attribute requirement refinements. For instance, "la-
tency" is one of the refinements of "performance".

* Lowest level: Architecture scenarios—at least one architecture scenario per
Quality Attribute refinement. The architecture scenarios include the follow-
ing three attributes:

- Stimulus: It describes what a user of the system would do to initiate the
architecture scenario.

- Response: It describes how the system would be expected to respond to
the stimulus.

- Measurement: It quantifies the stimulus’s response.

We will use the quality attributes for designing the architecture but primarily
for evaluation purposes explained in Chapter 7. The features can have different
meanings depending on the context; for that reason, we defined the attributes de-
rived from ISO 25010 [35], which is the primary standard for evaluating a software
system’s quality. The Figure shows the utility tree with the quality attributes
chosen.

4.3 Functional Requirements

The Staging Data Station has to be deployed automatically and transparently to
the end-user. It has to be invoked just when required and automatically deployed.
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Figure 4.1: Quality Attributes.

When created, the Staging Data Station has to exhibit the necessary behaviour to
allow a given Train’s execution. Following the data life cycle and the literature re-
view [1], [12], [31], Figure [4.2|depicts the PHT workflow diagram that includes the
delegation of processing to a cloud computing environment.

4.4 Sequence of Actions

Based on Figure we assigned each action of the workflow to a phase. PHT
execution is composed of four phases, which are depicted in Figure[4.3]

i. TRAIN CREATION

— A Train Owner creates a Train.
— The Train Owner creates an image of the Train.
— The Train image is stored in a repository.

ii. STATION DISCOVERY

— Dispatcher queries the Station Directory to discover which Stations con-
tain the required data.
— The Dispatcher routes the Train to the target Stations.

iii. TRAIN NEGOTIATION

— Train identifies itself to the Data Station and requests access to data.

— Data Station applies access control to the incoming Train to assess that
it behaves according to the Station’s requirements.

— Data Station assesses Trains metadata to evaluate which computing re-
sources are required.

— Data Station allows eligible Trains to access the data.
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Figure 4.3: Sequence of Actions

iv. TRAIN EXECUTION

— Data Station executes the Train in a secure environment.

— If the Data Station does not have enough computing resources, then it

creates a Staging Data Station in the cloud:
i Data Station executes the Train to get only the necessary data.

ii Create a storage bucket in the cloud.
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iii Move data from step "i" to the cloud.
iv Create a Computing Engine VM in the Cloud.
v The new station executes the Train.
vi Copy the output of the execution to the cloud storage bucket.
vii Send output file to the main Data Station.
viii Delete output files after they are no longer required in the Cloud.
ix Delete the VM or compute resources created in the Cloud.

Main Data Station receives the output file from the cloud.

U

The main Data Station inspects the output file to validate that no privacy-
sensitive information is left behind.

The Main Data Station sends the result to the Dispatcher.

The Dispatcher possibly aggregates results from different Data Stations.

Ll

The Dispatcher sends the final product to the Train Owner.

Table[d.1]depicts the resulting list of requirements; these requirements are used
later to choose the appropriate technologies and tools to design and implement a
Staging system prototype.



CHAPTER 4. REQUIREMENTS ANALYSIS 34
Table 4.1: List of Requirements.

Requirements Type

1.Cloud provider must comply with articles 3, 5, 25 | Non-functional

and 32 of GDPR.

2.0nly the necessary information must be moved | Functional & Non-

to the cloud. functional

3.The Infrastructure layer of the system must be | Functional

deployed automatically.

4.The Network layer of the system must be de- | Functional

ployed automatically.

5.The software components of the system must be | Functional

implemented using open source technologies.

6.The system has to keep data privacy and comply | Non-functional

with legal concerns.

7.The system must encrypt data in transit and at | Functional & Non-

Rest. functional

8.The system must establish access control. Functional & Non-
functional

9.Cloud provider must have several sites in the EU. | Functional

10.The system must notify the main Station when | Functional

the Train execution is done.

11.The output files have to be downloaded auto- | Functional

matically by the main Data Station.

12.The Staging Data Station has to be destroyed | Functional & Non-

once it is not required. functional

13.The system should be scalable. Functional

14.The system must provide event-based services. | Functional




Chapter 5

DESIGN

In previous chapters, we focused on building a solid understanding of the current
PHT architecture, Infrastructure as code approach and cloud technologies, and on
defining the requirements for our work. We concluded that adopting cloud and
automation tools lowers barriers for dynamically deploying infrastructures, facili-
tating the development of an architecture that complies with the PHT approach.

This chapter describes our Staging Data Station architecture, which leverages
the cloud and Infrastructure as Code technologies. We begin by introducing the
general elements of our system. We continue with our architectural design based
on the PHT architecture presented in Chapter |2/ and the new proposed building
blocks.

5.1 Overview

The purpose of this section is to combine the PHT architecture and the require-
ments identified in Chapters [2| and |4/ respectively, to design and deploy a Staging
Data Station. An essential aspect of the Staging Data Station deployment is the au-
tomation of data processing. The aim is to provide autonomous data processing:
instead of having human operators mediate between the workflow steps, these
steps should initiate automatically. We identified four general elements that we
believe are crucial to design and deploy a Staging Data Station: a dynamic plat-
form, provisioning tools, APIs and event-based services.

e Dynamic Platform: The main building block of the Infrastructure. It is re-
sponsible for setting up the infrastructure resources of the Staging system.
The dynamic platform should be compatible with an IaC provisioning tool to

35
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achieve dynamic deployment and system management. The dynamic plat-
form can be a cloud platform or a software tool that can provide computing
and storage resources. It has to comply with GDPR and all the requirements
listed in Table[4.1]

* Provisioning Tool:The user describes the desired infrastructure resources in
the definition files in the [aC tool that depend on the selected tool. The provi-
sioning tool translates these files via API calls into instructions for a dynamic
platform that sets up the requested resources. The provisioning tool has to
support the selected dynamic platform.

e APIs: Trains and tools should communicate and exchange information with
the underlying infrastructure resources through REST APIs.

e Event-driven services: Infrastructure components communicate by gener-
ating and receiving event notifications. An event is any occurrence of inter-
est, such as a state change in some resource. The affected component issues
anotification describing the observed event, and a target resource triggers an
action based on that. Event-based services can work with resources within or
outside the dynamic platform, facilitating the separation between communi-
cation and computation.

5.2 Architectural Design

Depending on the compute resources available at the main Data Station and the
Train requirements, the Station platform would run the Train locally or use a Stag-
ing platform in the cloud. We begin by introducing the various building blocks of
our solution, and we proceed by combining them into the current architecture.

5.2.1 Data Station

The Infrastructure required to run a Train can be either internal or external to the
Station. If necessary the Station can use a Staging site, having secure access to
an external infrastructure such as a cloud provider. Consequently, this will allow
us to have a hybrid setup, using only the Staging component or using some local
resources and others from the staging component when required. These options
allow scalability and flexibility. The Figure depicts the proposed Data Station
architecture.
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Figure 5.1: Data Station Architecture.

Interaction Component

The interaction component at the main Data Station provides functionality for ex-
ternal clients to access the data. However, API communication modifications have
to be done, and the Staging component has been added to the architecture.

In the current architecture, the existing Station platform executes two phases,
namely Describe and Run, as explained in Chapter[2] This solution is suitable for
a single Station with the computing resources to run a Train. In this scenario, if
the Data Station does not comply with the Train requirements, it does not execute
the Train. Therefore, we had to define additional phases to launch the Staging
Data Station. Figure[5.2|depicts the proposed communication system between the
Station Platform and Train.

Proposed communication structure: In the Describe phase, the Station plat-
form runs the arriving Train image. A Train Description is returned from the Train
to the platform as a response. If the Data Station does not have the required re-
sources, it enters the Query phase and runs the arriving Train. A query is executed
to get the needed data. The resulting query returns a query response, which de-
clares that the required data are ready for being processed in a Staging Data Sta-
tion. The platform will then enter the Stage phase through an API call, launching
the Staging Data Station. If the Station platform has the resources to run the Train,
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it works as it does currently, by performing Describe and Run phases.

The proposed architecture defines the following new new responsibilities:

Deploy the Staging Data Station.

Provide the required datasets.

Expose the services required to use an external execution environment.
Establish secure connections between the Staging platform and the Station.
Allow the Staging platform to establish communication between the Staging
Station and the main Data Station.

Perform billing on data storage, data access, computing and data staging and
computing capacity.

As depicted in Figure we included the Staging Station, which communicates
with the leading Data Station through an API, represented by the Staging Inter-
face. This interface defines the Stage phase depicted in Figure[5.2] We assume that
the role responsible for this new component is the Station Owner, as the staging
process should be transparent for the Train Owner. However, the use of an external
platform can incur an extra cost; so for that reason, a Billing component is added
to the architecture and can be used for the convenience of the Station Owner.
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5.2.2 Staging Data Station

The Staging Data Station is an extension of the Data Station, and it behaves like the
original Data Station with some additional features. Figure[5.3|depicts the Staging
Data Station architecture, which is composed of the following services:

* Access Control: It allows access control to the cloud environment; and only
the Data Station owner should have access to this service. However, if needed,
more users can be added and get specific permissions and policies to execute
particular tasks. To provide a better secure environment, the Identity Man-
agement Service can provide roles to be used to allow or deny access to the
other resources in the Cloud.

* Data Storage: It stores the input and output data. The input data are se-
lected at the healthcare Data Station and moved by the Staging Station to the
cloud. The output data is the result of the Train execution given in the Run
Response, and it is sent to the Healthcare Data Station as exported files.

* Event-based services: The Staging Platform provides Event-based services
to automate the execution steps. For instance, when the data are entirely
moved to the cloud, the Staging Station notifies the computing instance that
the Train can be run. Besides, the Station platform may subscribe to be no-
tified when the Train execution finishes, to harvest the output files promptly.
Events and trigger actions are achieved through the event handler and event
dispatcher.

- Event Handler: It listens to the events issued by infrastructure compo-
nents to create rules and trigger actions.

- Event Dispatcher: It executes the actions provided by the Event Han-
dler.

* Logging: This service logs the data access interactions. This service enables
regulatory compliance and security, but also operational tasks. It identifies
which actions were taken by whom, what resources were acted upon, who
accessed which data when the event occurred, and other details to help ana-
lyze and respond to an activity. This is a requirement for GDPR compliance,
but also it is used to communicate with the Event-based services to launch
tasks when an event occurs.

Our architecture proposal aims at deploying a Staging Data Station in the cloud
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Figure 5.3: Staging Data Station Architecture.

while keeping private information protected. Therefore, some assumptions are
considered, including:

e The Train is trusted.

 Trains are checked by the Data Station.

e Data Stations are trusted parties.

* Contracts and access to a cloud provider are made in advance.

5.3 Extended Design

The current architecture does not include some components that are needed for
further architectural improvements and scalability. These components are not
part of the Staging platform, but they can provide a more robust architecture and
future enhancements. Figure |5.4|depicts the main elements of the extended PHT
architecture and their relations.

5.3.1 Train Handler

As the healthcare network grows, the Train Handler is expected to play a crucial
role because more intelligence has to be used to control and manage the Train
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schedule and results. It subscribes to be notified by the Train Registry whenever a
new Train is added to the Train repository. It offers two services:

Routing Service: It can create a routing plan for the Train, including the Sta-
tions that need to be visited and the choreography analysis. This choreogra-
phy specifies if the Stations will be visited in a sequence or in parallel, among
others. Once the plan is finalized, it is executed, sending the Train to its target
Stations.

» Aggregator Service: It is responsible for handling the results before sending

them to the user. It aggregates results from different Data Stations when re-
quired.

The Train Handler has the following responsibilities:

Evaluate the Train metadata.

Discover Data Stations by interacting with the Station Directory.

Create a routing plan based on the Train requirements and available data.
Dispatch Trains to the appropriate Data Stations.

Orchestrate the dispatch of Trains to multiple Data Stations when necessary.
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5.3.2 Train Registry

The Train Registry stores and publishes Trains as images in different versions. It
primary purpose is to enable the reusability and portability of Trains. The Data
Stations can connect to the registry to get Trains and push Trains with the results.
In the current implementations of the PHT, the Data Stations scan the Train reg-
istry to know if there is a new Train for them. Although this approach works, some
improvements are still possible. With short polling intervals, resources are wasted
handling unnecessary requests, whereas long intervals increase update latency.

The Train Registry has the following responsibility:

e Implement Publish-Subscribe services to allow the Train Handler to subscribe
for changes in the Train registry, e.g., when a new Train arrives.

Figure[5.5/depicts how the building blocks previously mentioned are integrated in
the final PHT architecture proposal.

Summary

We can leverage the cloud and Infrastructure as Code technologies for building a
Staging Data Station. We identified four general elements that are crucial. Using
a dynamic platform, we can use theoretically unlimited resources to execute our
Train. The dynamic platform solves the problem of limited resources. Therefore,
to provide automated deployment, we can use provisioning tools via Infrastructure
as Code that allows us to define the Staging site desired state defined in advanced
in a piece of code. APIs allow the communication between the various architec-
ture components, inside the Staging site and between the Data Station and the
cloud. The Station Owner should create the definition files that describe the in-
frastructure resources through a provisioning tool that, via an API, instructs the
dynamic platform to create and manage the infrastructure resources. Finally, we
used event-based services for full automation, so that events can trigger specific
workflow tasks instead of triggering them manually.
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Chapter 6

IMPLEMENTATION

In this section, we present our implementation of the design. We begin with the
selection of tools, following by the implementation in the dynamic infrastructure
platform. We provide the implementation of the Staging Data Station in the cloud,
in which only the steps highlighted in red in Figure|4.2|are implemented.

6.1 Selection of Tools

We selected tools for the implementation mainly based on the requirements listed
in Chapter[4 and the elements in Chapter[5| Table[6.1]shows a list of the selected
tools and a summary of the reasons for this selection.

6.1.1 Dynamic Infrastructure Platform

The dynamic platform offers the programmable resources used by the provision-
ing tool to set up the IT infrastructure. The most suitable platform for our use
case is AWS, since it provides flexible and affordable infrastructure components
on which we can build the PHT Staging Data Station. It offers a breadth of services
aligned with our architecture requirements, allowing us to configure policies for a
suitable security architecture. AWS is fundamentally a cloud middleware for our
solution, not just a hosting business platform.

The Staging platform must be capable of running container images of Trains.
AWS provides different computing solutions, from VMs to entire container man-
agement orchestrators, making it suitable for a heterogeneous IT infrastructure.
It allows us to run a cluster of VMs or entire clusters of containers managed by

44
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Table 6.1: Chosen tools.
Element Tool Reasoning

Dynamic Platform AWS *GDPR compliance

eExtensive integration and sup-
port by Terraform

*Free-tier resources for testing
*Plenty of options for infras-
tructure resources

*Global infrastructure, multiple
locations worldwide
*Requirements compliance

Provisioning Terraform *Open-source

eSupports multiple dynamic
platforms

*Declarative configuration
*Other options are vendor-
specific solutions

supported orchestrators.

Providing services that comply with standards and regulations help us accom-
plishing compliance for our Staging platform. Compliance meets a checklist of
standards and regulations; however, it involves a two-way partnership between
the Data Station and AWS. The Data Station owns the data and uses them with le-
gal and ethical obligations, and AWS must use data in compliance with regulations.
AWS complies with several compliance programs in its infrastructure and data reg-
ulations [36], including GDPR, which is one of our primary requirements to host a
Data Station in the cloud. The infrastructure and services meet the privacy and se-
curity aspects of the PHT specification. Besides the regulation’s compliance, AWS
provides services to keep data secure; these aspects fulfil the requirements listed
in Chapter[4]

It also offers Software Development Kit (SDK), which allows the use and inter-
action with AWS resources. Consequently, it is possible to integrate and communi-
cate with a wide range of external resources and external infrastructure. Multiple
AWS SDK toolkits are available for Python, Nodejs, JavaScript, C++, Go, PHP and
Ruby, which enable us to create our implementation with our preferred language.
Moreover, AWS also supports tools to implement [aC, providing security from the
beginning of the architectural design. Most of the AWS resources are supported by
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Terraform, the provisioning tool chosen for automated deployment, a fundamen-
tal reason for this platform’s choice.

AWS is available in multiple locations worldwide. Resources are not replicated
across regions unless we choose to do so. In the first instance, the PHT approach
was developed for the European market, but it can be a worldwide solution as it
grows up. We proposed using the closest Cloud Data Center for legal and ethi-
cal purposes to implement the Staging Data Station in the cloud. Therefore, we
need a platform with multiple locations to support it. Today, AWS has 24 regions
worldwide, of which six are in Europe, namely in Frankfurt, Paris, London, Ireland,
Stockholm and Milan. Spain and Switzerland are coming soon, which covers a vast
part of Europe [37].

Although AWS is not a free platform, it offers a free usage tier for one year, which
allows us to do tests and use all the services without incurring an extra cost [38].
Moreover, it offers an affordable pricing model for some resources, such as spot
instances, and we pay for what we use per hour or resource depends on the service.
Table[6.2]shows the AWS’s services used for the implementation, as well as the PHT
component that each service implements.

6.1.2 Provisioning Tool

The initial step towards deploying a Staging Data Station is the provisioning of the
required components and resources dynamically, such as the storage, VMs and
containers. Component provisioning is the most critical step for deploying a Stag-
ing platform automatically. Therefore, the choice of provisioning tool is vital for
the entire system and should focus on offering high integration, scalability, and
maintainability. A comparison of the available provisioning tools is available in
Table Terraform is the most suitable tool from the list, as it is open-source,
it uses declarative files to specify the desired state of the infrastructure and then
uses APIs to reach that state. Besides, Terraform supports custom-in-house solu-
tions, which gives us more options for custom PHT configurations. Other provi-
sioning tools are closed source, i.e. CloudFormation, Azure Manager and Cloud
Deployment Manager, which automatically bonds the system to a specific plat-
form. Although AWS offers CloudFormation, we chose Terraform to demonstrate
that our solution is not bound to AWS. The provisioning tool could simultaneously
be used with other cloud providers, allowing future improvement like the freedom
to change the cloud environment or the possibility to build a federated Staging
site.
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Table 6.2: AWS’s services [10].

Service Description PHT Component

S3 It provides object storage through a web | Data Storage
service interface.

CloudWatch It is a monitoring service that provides | Event-Handler,
data and actionable insights for AWS in- | Event Dispatcher
frastructure resources

Simple No- | It is a notification service. Using SNS | Publish-

tification topics, publisher systems can fanout | Subscribe  Ser-

Service messages to many subscriber systems, | vice
including HTTP endpoints.

ECS Fargate It is the compute runtime environment. | Container envi-
It is a serverless technology that facil- | ronment
itates the deployment, and we do not
need to be concerned about how many
resources assign in advance.

Identity It manages access to AWS services and | Access Control

and Access | resources securely.

Management

W It establishes a custom networking envi- | Networking
ronment

ECR It is a fully-managed Docker container | Train Registry

registry.

Terraform is the chosen provisioning tool and many infrastructure components

can be implemented as Terraform resources. Terraform provisions the resources of

a dynamic platform, and a Terraform provider is used to interact with the APIs and

expose the resources from the corresponding dynamic platform. In this use case,

the AWS provider is used for provisioning all the resources necessary. Besides, we
choose the closest AWS region, Frankfurt, to comply with GDPR. Terraform is in-
stalled in the machine that runs the Data Station. See Appendix A for the Terraform

configuration files used in our implementation.
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6.2 Infrastructure Details

The implementation comprises two parts, the Data Station, which runs in a laptop
and the Staging Data Station, which runs in the dynamic platform AWS. Figure
depicts the interaction diagram that shows the interactions between components

in the implementation to support the deployment and execution of a Train.

Data Station Staging Data Station
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Figure 6.1: Interaction Diagram.

In Figure[4.2} in the Data Station swim lane the required data should be queried
by the Train and sent to the cloud. The Data Station is also responsible for retriev-
ing the final results from the cloud. For that reason, we implemented an API that
plays the Data Station role, which interacts with the Staging Data Station and the
Train.

Our implementation assumes that the data necessary to run the Train were al-
ready queried and stored in a specific path in the Data Station. At this point, the
Train has already been sort to the Data Station, which means the Train is in the
Data Station. Therefore, it is routed to a Train registry again as part of the workflow
as we are not implementing a Train Handler with a routing protocol. The API is
configured in Node]JS and exposed to the Internet via the localtunnel npm tool.

A GET request simulates the Stage phase proposed in Figure The API call
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launches the Staging Data Station through the Terraform definition files. The Ter-
raform files allows the provision of the infrastructure components in the AWS Cloud
all at the same time as depicted in Figure[6.1] During deployment, the Data station
subscribes to receive a notification when the Train execution is completed. Par-
allel, the Train is routed to the Train Registry, after that the data are moved to the
cloud storage. By using of logs and rules the event-based service detects when the
data have been uploaded and immediately launches the computing resources via
a task. The task pulls the Train from the Train registry and executes it. Once the
Train execution is completed, the data are copied to the output storage. The event-
based service detects a change in the computation state and announces it to the
notification publisher. Finally, the notification publisher sends a notification mes-
sage via a POST request to the API Endpoint, downloading the result files from the
Output storage.

Figure |6.2|illustrates the high-level Staging Data Station architecture of the in-
frastructure we deployed in the AWS Cloud in accordance with the interaction di-
agram in Figure In this way, the architecture is capable of processing a Con-
tainer Train.
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Figure 6.2: Implementation in AWS.

6.2.1 Authentication

In order to create an environment, we first need an Amazon Web Service Account
and also a special authentication method to authenticate. We use Multi Factor
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Authentication to access the AWS console. We use an Admin role that rep-
resents the healthcare organization, which in addition to a name, has two keys,
namely the public assess key and the secret key. In this way, the desired connec-
tion to the environment is done in an absolutely reliable and secure way.

6.2.2 Notification Service

Amazon SNS sends an HTTP POST request when it confirms a subscription, sends
a notification message or confirms a request to unsubscribe. The POST message
contains SNS header values that allow us to identify the type of message and run
specific jobs in the API Endpoint. The most important value of the message is:

x-amz-sns-message-type; which indicates the type of message either Subscrip-
tionConfirmation, Notification, or UnsubscribeConfirmation. We take this header
value to confirm the subscription and to receive a notification as depicted in Fig-
ure Figure illustrates these steps when the API Endpoint receives a Sub-
scription Confirmation message; it confirms that it wants to receive notification
messages from SNS. On the other side, when the message type is Notification, the
API knows it is time to download the results; therefore, it executes a Python script
using the AWS SDK to download the output files.

if (reg.header('x—amz-sns-message-type') === 'SubscriptionConfirmation') {
const url = payload.SubscribeURL;
await request(url, handleSubscriptionResponse)

}else if (req.header('x—amz-sns-message-type') === 'Notification') {
console. log('RECEIVED"'};
const childPython = spawn ({'python', ['./down.py']l);

Figure 6.3: POST request.

6.2.3 Storage

The Data Storage component is implemented with Amazon S3, so from now onitis
referred to as Bucket. It is one of the first resources that we need to create to move
the required data to the cloud. We used three buckets by design, to store input
data, output data and log files. Respectively the use of several buckets provides
more granular security and facilitates automation, triggering different actions on
each of them; input data triggers the Train execution while output data triggers the
download and faster data retrieval at the end of the execution. Table[6.3]shows the
Buckets and their use.
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Table 6.3: Buckets.

Bucket Use
Input It stores the data from the healthcare organization.
Log It stores event history log files of the AWS account

activity in the region. It helps the event-based ser-
vice launch other resources dynamically.

Output It stores the results of the Train execution. The
main Data Station retrieves these files at the end

of the Train execution.

The implementation supports client-side encryption and server-side encryption
for protecting data at rest in the cloud and in transit against unauthentic and unau-
thorized access while ensuring that remain intact and available. The data are pro-
tected all-time through:

1. Protect Data in Transit

Client-side encryption is used to protect data in transit by encrypting data be-
fore sending it to AWS S3. To have secure connections, HTTPS protocol is used. If
the healthcare organization has Virtual Private Network infrastructure, it is
recommended to establish a private connection to the cloud.

2. Protecting Data at Rest in the cloud

For the server-side encryption, a unique encryption key is generated for each
object. Then, data are encrypted by using the 256-bits Advanced Encryption Standard
(AES-256). After that, a securely stored and regularly rotated master key encrypts
the encryption key itself. Users can choose between mutually exclusive possibil-
ities to manage the encryption keys. The input and output Buckets use unique
Amazon S3-Managed Keys (SSE-S3) with strong multifactor encryption. Data are
encrypted using AES-256 encryption.

Data Transfer

The Data transfer is configured with the Terraform files too. We exploit the de-
pends_on meta-argument provided by Terraform to express dependencies between
components. In this case, the data are transferred once the Train has been already
routed to the Train Registry as it is the process that takes more time to finish, we
can assure that the rest of the resources will be already created once the process
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ends. As a consequence, we can move the data without concerns. Besides, to de-
tect file corruption, we verify the integrity of the uploaded data with MD5 check-
sum.

6.2.4 Event-based Services

Usually, AWS Services generate notifications when an event occurs. These events
are used to trigger an action. However, these actions have to be stored somewhere
and rules and targets should be defined based on them. The bucket for log files
stores all the input bucket actions. We created a CloudTrail that reports the ac-
tivities of objects in the input bucket. These activities are seen as events by the
CloudWatch service. Then, we configured an upload S3 event rule in CloudWatch.
A CloudWatch target means once a rule is fulfilled, it triggers an action in the tar-
get. Accordingly, when data finish being uploaded to the Input Bucket, which is
the configured rule , it launches a compute engine for containers using ECS, and
in this way the Train is executed.

6.2.5 Computing

Another critical resource created by Terraform is the compute resource. Amazon
ECS makes it easy to launch containers and scale rapidly to meet changing de-
mands. One of the challenges we have to face when we execute an application is
the provision and management of computing and memory resources. There are
several mechanisms to predict the resources required and scale when appropri-
ate. However, the Staging Data Station is a temporary deployment which has the
main task of providing the appropriate computing resources for the Train. ECS
Fargate is a serverless solution that allocates the required amount of computing
capabilities, avoiding the need to choose instances in advance and scaling cluster
capacity if the application requires it. We use an entity called a task definition to
describe to ECS how to run the containers. ECS task definition can be thought of as
a prototype for running an actual task. The task definition allows for one or more
containers to be specified. In our implementation, each Train is mapped onto one
task definition. The task definition describes that the Train should be pulled from
the Train Registry when the CloudWatch rule matches the uploading event. Unlike
Virtual Machines in the cloud, ECS Fargate is charged by vCPU and memory and
not by the hour.
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6.2.6 Security

Beyond authentication and encryption mechanisms, in a cloud infrastructure, a
good strategy for security is to classify, split, and divide everything, whether it is by
roles, permissions, regions, networks or firewall. In a cloud environment we can
implement security at different levels. We created a Virtual Private Cloud to isolate
our components from other customers in AWS. However, the resources cannot in-
teract with each other, if we do not configure a policy to allow them to interact.
Therefore, we provide security via an Identity and Access Management service
with access control through user definitions, roles and permissions to users on
each step of the workflow. For instance, the ECS Cluster has read access to the S3
input bucket, but it does not have write permission as it only requires to get data
from it. On the other side, ECS has write-access to the S3 output bucket.

The implementation uses a collection of network access rules to limit traffic
types that can interact with a resource. This collection of rules is called a security
group. A resource can have one or more assigned security groups. The rules in a
security group control the traffic that is allowed to an instance. If incoming traffic
does not match a rule from the group, access is denied by default.
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CASE STUDY

This chapter describes the process to evaluate the design proposed in this research.
To choose the appropriate approach for our evaluation, we followed the frame-
work of Venable et al. We followed the analytical evaluation method [16] to assess
the architecture using the static and dynamic analysis. This option is the most suit-
able evaluation strategy since our proposal involves functional and non-functional
aspects. In particular, we begin by choosing the Checklist-Driven Validation and
the Scenario-Based Validation approaches presented in [32], [33].

7.1 Approach

We modified the utility tree built in Chapter 4 to organize the attributes to be
evaluated and show the results. We defined several quality attributes in the util-
ity tree: performance, security, reusability, functional suitability, configurability,
cost-effectiveness and portability. These attributes are derived from ISO 25010 [35],
which is the primary standard for evaluating the quality of a software system.

We focus on quality attributes features for evaluation because they are defined
on top of the functional requirements. We decided to focus on the performance
attribute for the dynamic analysis; therefore, other quality attributes are for the
static analysis. We used the lowest level of the utility tree depicted in Figure|(7.1|for
the scenario-based validation, and the first two levels for the checklist-driven val-
idation. Checklist and scenario-based approaches complement each other. The
checklist helps us with the static analysis, and it is complemented with the scenario-
based process, which helps with the dynamic analysis that measures how the sys-
tem responds to the questions and answers from the checklist.

54
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Figure 7.1: Utility tree.

We used the implementation explained in Chapter|[6| and we built a Container
Train with an algorithm to process and analyze COVID-19 patients’ information.
The implemented architecture comprises a real environment and simulated data.
On one side, the Staging site is deployed in a real cloud environment (AWS), taking
advantage of AWS’s free tier to avoid extra costs. Besides, the use of open-source
tools allowed us to configure the infrastructure also without additional costs. On
the other side, the patient’s data needed to be simulated; otherwise, it would have
taken a long time to obtain real patient’s data with their respective consent. For
the static analysis, we analyzed through the checklist method the set of qualities
we wanted to assess based on the requirements established in Chapter[4l

7.2 Dynamic Analysis

This section provides a clear insight into how our case study has been carried out
from datasets to perform an exploratory data analysis for a dynamic evaluation,
followed by evaluation metrics. In a dynamic analysis, the main goal is to study
the system using dynamic qualities, such as performance.

We have evaluated our architecture, using the scenario-based approach by sim-
ulating a COVID-19 case study. We used datasets created in the literature [39],



CHAPTER 7. CASE STUDY 56

where the authors generated synthetic data using the open-source Synthea tool,
resulting in datasets containing synthetic Electronic Health Records (EHR). More-
over, we created a Container Train containing an algorithm in Python to analyze
and aggregate results to calculate and measure the impact of COVID-19 on society.

Data Station handles the execution process. We used a computer with 1.8GHz
Dual-Core Intel Core i5 and 8GB memory, representing the Data Station for this
research. The computer ran the following software: Terraform, Docker client, AWS
SDK for Python, Nodejs and Express. To run the implemented architecture, we
executed the following steps:

1.- Created an AWS account.

2.- For security reasons, it is not recommended to add the access keys in the code;
therefore, we configured the authentication credentials in a named profile in a
configuration file in the computer (.aws/config).

3.- Initialized the Docker client.

4.- Added the path where the datasets are stored in the Terraform file (see Figure
in Appendix A).
5.- Initialized the API.

6.- Ran the localtunnel npm tool to expose the API to the Internet and receive an
HTTP URL.

7.- Ran the "curl <API HTTP URL>" command.

7.2.1 Datasets

From March 2020 to May 2020, a model of the Corona virus (COVID-19) disease
progression and treatment was built for the open-source Synthea patient simu-
lation, as explained in [39]. When properly constructed and validated, synthetic
data used in Data Analytics and Machine Learning tasks have been shown to have
as accurate results as real data, without compromising privacy [40]. The study
outputs data from 124,150 synthetic patients. We chose two bundles of datasets
to compare execution times; these include information about the disease, symp-
toms, treatment, mortality and care plan. Indeed, the only difference is that the
first one has information of ten thousand patients and the second one hundred
thousand patients, actually the former is a scale of the later.

In Chapter |2, we mentioned that it is essential to manage the data in a man-
ner that data are always interpreted in the same way, no matter where and by
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whom the data are being used. The datasets contain FHIR data and codes that
specify each feature; this follows the FAIR principles and allows us to create an
algorithm based on the analysis we want to do and not to be concerned about spe-
cific datasets structures. Table depicts an example of a dataset where we use
the information from the CODE column to configure the algorithm. For instance,
to know if a patient got COVID, we use the code 840539006. Although our research
does not cover how data should be curated and how different data formats can be
transformed into consumable data standards, it should be clear that codes and
vocabularies facilitate the development of algorithms that can be used anywhere.
Therefore, our Train is reusable and interoperable with any Station.

Table 7.1: Datasets.

START STOP CODE DESCRIPTION
2020-03-15 2020-04-01 65363002 Otitis media
2020-03-01 2020-03-30 386661006 Fever (finding)
2020-03-01 2020-03-05 840544004 Suspected
COVID-19
2020-03-01 2020-03-30 840539006 COVID-19
2020-02-12 2020-02-26 44465007 Sprain of ankle

7.2.2 Evaluation metrics

Performance is the most suitable quality attribute to evaluate the architecture us-
ing dynamic analysis. We used two sets of measurements for this quality attribute,
based on the ISO standard and the validation technique presented in [33].

1.- Time behaviour - Defined as the degree to which the response and process-
ing times and throughput rates of a system meet requirements when performing
its functions. We measure execution times from when the GET method is invoked
until resources are destroyed, in one instance of execution of a Train.

2.- Resource utilization - Defined as the degree to which the amounts and
types of resources used by a system meet requirements when performing its func-
tions. We measured the CPU Average use and RAM average use in the cloud. More-
over, we measured network traffic in the Data Station during the execution pro-
cess.
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7.2.3 Validation

The datasets are stored in the computer, that plays the Data Station role. We ex-
ecuted the process explained in Figure[6.1] In [33], authors recommend to use at
least one scenario validation per quality attribute. Our scenario performs to do
a simple analysis with information stored in datasets of various sizes that repre-
sent different workloads to measure the system behaviour, mainly the network and
computing resources. The experiment aimed to calculate all matching patients di-
agnosed with COVID-19 and get measures about them using the 10K and 100K
bundles. For the patients diagnosed with COVID-19, we got summary statistics of
patients who recovered and died, and the care plan of the people infected.

We ran the execution of the system five times per bundle. After these execu-
tions, we got an average calculation for the analysis of the system. This prevents
any data disturbance caused by isolated events from having significant effects on
the results. We used the tool iffop installed on the computer that plays the Data
Station to collect network traffic information. Besides, we harnessed the Cloud-
Watch monitoring tool in AWS to get the CPU and memory utilization.

Average execution time
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Cloud 176
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Data Transfer 0,5
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Figure 7.2: Average execution time.

Figure[7.2]shows the execution time for the provision and de-provisioning pro-
cess. The provisioning process comprises the Terraform files execution, data trans-
fer, Train routing, Train processing in the cloud, and downloading the results. The
de-provision process covers just the deletion of the entire cloud resources created
by Terraform. The entire execution process is the sum of all the values shown in
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Figure|7.2| per dataset bundle. We split the provisioning measurements to get the
execution time for Train routing, data transfer and cloud; the cloud measure in-
cludes all the AWS processes. The Terraform files are executed so fast that it is not
very easy to be measured. We can observe that the difference between the two
bundles’ execution time is slight; there is only around 15% of difference. Figure
Figure[7.4)and Figure[7.5|explain the reason behind this behaviour.

Figure[7.3|depicts the network traffic during the provisioning process; the 100K
bundle consumes on average around 70 Mb while the 10K consumes around 62
Mb; as a consequence, the transmission times were different but not ten times
bigger as the amount of data.

Network traffic
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10K

58 60 62 64 66 68 70 72
Network (Mb)

Figure 7.3: Network traffic.

Figure[7.4]depicts the CPU average utilization. We can observe the CPU average
utilization for the 100K bundle was 85.6%, almost 30% more than the 10K bundle.
Consequently, the cloud processing time was very similar among both bundles,
but more resources were consumed by the 100K.

Figure [7.5)shows the average memory utilization. In general, both bundles did
not consume much memory, and both used less than 20%. The two bundles’ over-
all execution times were very similar despite the size difference due to the system
consumes more network and compute resources for the biggest bundle.

We can conclude that the Data Station network and cloud computing instance
play a crucial role in our system performance, more than the amount of data.
The scalability of the computing resources is achieved in the cloud; on the other
side, the network consumption depends on each healthcare organisation’s net-
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Figure 7.4: CPU average utilization.
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Figure 7.5: Memory average utilization.

work, and it can be improved with techniques such as multi-upload files. If we
want to increase speed, we can use multithreading techniques, although it con-
sumes much network resources. Train routing has a significant time in the en-
tire execution process; we can improve it, adding the Train Handler proposed in
Chapter 5 to avoid consuming much network resources from the Data Station and
reducing the execution time.

We also present the results from the analysis of the 10K datasets, where table[7.2]
depicts the mortality rate of the 8820 infections, 96% of people recovered, which is
a high rate, demonstrating that it is highly contagious but not highly fatal.

The care plan for COVID has two values, namely staying at home or being hos-
pitalized. Table illustrates summary statistics of patients who recovered at
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Table 7.2: Mortality rate.
Recovered Death Ventilated

COVID-19 0.9606 0.0404 0.0325
(n=8820)

home and hospitals. The hospitalization rate is considered high for the period
these data were gathered. However, still, the vast majority of people followed a
care plan at home. Besides, in Table we can observe that the ICU Admission
rate was high, and almost everyone at the ICU required ventilation. The death rate
for people in the ICU was high, and nearly all patients required ventilation. From
these data, we can conclude that patients admitted to the ICU and who use venti-
lation have a high probability of dying.

Table 7.3: Care plan.

Care Plan Rate
Home Isolation 0.7952
Hospitalised 0.2116

Table 7.4: ICU Admission Rate.

ICU Admission Ventilation
Required Ventilation 0.7653 1.0
Recovered 0.3573 0.1637
Death 0.6453 0.8362

These results mean the success of our architecture implementation. Our de-
ployment enables analysis against privacy-sensitive data sources and successive
evaluation of that analysis in a secure enclave. We could deploy the Staging site,
the Train analyzed the data and got a final file with the information provided in
tables 7.2, 7.3, and 7.4. directly in the Data Station. It demonstrates that the stan-
dardization of the data structures alongside a proper architecture facilitates data
analysis in any environment.
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7.3 Static Analysis

Some system features are essential to be aware of the system’s quality level, but a
dynamic analysis is not suitable for them. For these features, we decided to use a
static analysis with a checklist validation. Figure|7.1|depicts the utility tree using
as a reference for the analysis.

Functional Suitability: Our architecture proposal complies with the PHT prin-
ciples and the requirements defined in Table[d.1] The primary benefit of the PHT is
keeping the data within the Station Owner realm, which means that even though
the architecture proposal requires to move the data to the cloud, the control and
management are still the responsibility of the Station Owner. Hence the Train
Owner never has access to the data even if the data are in the cloud. For that
reason, the results are first downloaded by the Data Station. The PHT workflow
can provide, where the results can be reviewed to check that they do not contain
sensitive data before sharing the results with the Train Owner. The Staging site is
deployed automatically, and the entire Train execution process is performed au-
tomatically without human intervention. We used a serverless container environ-
ment that supports scalability if more computing and memory are required, and
we do not need to estimate resources in advance. For example, in our validation
the system provided the required computation for analyzing both bundles without
the need to change the configuration.

Configurability: Defined as the end-user support to customization. Besides
the serverless solution, the implementation supports any other computing envi-
ronments, such as VMs or Kubernetes; depending on the preferences of the Station
Owner. Nothing changes from the architecture perspective; however, more con-
figuration management tools would be required to configure the VMs, and these
tools can be configured in the same Terraform files. The end-user can customize
the resources’ names, use any AWS region changing the region in the files and use
any containerization technology.

Portability and reusability: We defined a territorial scope looking to choose
the closest cloud region, Frankfurt, for moving the data, complying with Article 3
of the GDPR. The system is reusable; if there are not cloud preferences, anyone can
use the configuration files alongside an appropriate AWS account and the required
open-source software installed. Moreover, the solution can be used in any AWS
region.

Security: One of the major concerns in this architecture is the security of the
data. We must ensure that the data are not compromised from transferring from
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the healthcare data center to the cloud and when data are already in the cloud.
The implementation supports client-side encryption and server-side encryption for
protecting data at rest and in transit against unauthentic and unauthorized access,
while ensuring intact and available data. These security mechanisms make the ar-
chitecture comply with article 32 from GDPR. Besides, the data are stored in the
cloud just for the processing period. The Terraform configuration allows the re-
sources and the data to be discarded as soon as the job is finished, complying with
Article 5 of the GDPR.

AWS provides data protection by design; when a user or an application tries to
use the AWS resources, the AWS service executes a few steps to determine whether
to allow or deny the request. All requests are denied by default; this means that ev-
erything that is not explicitly allowed by the policy defined in the implementation
is rejected. Therefore, every component is configured through the IAM roles and
permissions to access only the resources required to complete its tasks, keeping
private data. This approach complies with Article 25 of the GDPR [36].

Cost-effectiveness: We harnessed open-source tools such as Node]JS, Terraform,
Python and Docker; this decision not only decreases the deployment costs but also
supports the usability of the system, as more people are familiar with standards
structures used by open-source software than with vendor-lock solutions. More-
over, the Terraform tool gives us the flexibility to use the cloud environment that
we preferred. The serverless instance in the cloud provides us with the scalability
and the computing power to run any Train. However, the incurring cost is by vCPU
and RAM consumed, and not by hour. This can be a drawback of the solution, but
more tests must be done to assess the cost-effectiveness of the solution. We did
not reach that peak in consumption in our scenario as our data analysis was not
intensive as what a complex machine-learning algorithm can be.
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CONCLUSIONS

In this work, we designed and presented a reference architecture of a Staging Data
Station, i. e., a computation-capable environment that supports Train executions
when the main Data Station does not have enough resources. We employed Infras-
tructure as Code, APIs, and Event-based systems to realize a dynamic deployment
in the cloud. To ensure that the architecture complies with the regulations and the
patients’ data are secure, we reviewed the current regulations for processing per-
sonal data in a public cloud. We translated the most crucial articles into technical
requirements. We described a PHT workflow and created a sequence of actions
that uses the requirements and gives a better insight into the PHT approach to
continue developing more parts of the system.

We implemented the architecture proposal using novel technologies and AWS
We evaluated the proposal with dynamic analysis through a case study, analyzing
datasets of ten thousand patients and one hundred thousand patients. Besides,
we did a static analysis checking that implementation complied with the GDPR
articles alongside a set of quality attributes derived from the primary standard for
evaluating a software system’s quality, ISO 25010.

The research showed that we could deploy a computation-capable environ-
ment when required using the cloud and automation tools, complying with the
PHT principles while providing a fitting and secure site. Although our design re-
quires moving the data to the cloud, the data are still within the data source realm
and control, keeping data privacy. Moreover, the proposal considered the princi-
pal regulation for processing personal data in the cloud to keep the information
secure and private as possible; however, this cannot be fully guaranteed. The case
study showed that the instantiation and processing times of the Staging site de-
pend on the network in the Data Station and the computing resources consumed
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in the cloud. The simulation showed similar execution times with different work-
loads sizes but a significant difference in the network and computing consump-
tion, which can cause a bottleneck in the Data Station network. The case study
worked adequately with a simple aggregation algorithm. In future, our results can
be further validated and possibly improved by considering machine learning al-
gorithms. We believe that our work can alleviate the IT infrastructure constraints
that the healthcare organizations can have to ensure the PHT execution whilst re-
specting the PHT approach principles as much as possible.

8.1 Answer to the Research Questions

RQ1: How can we keep private information protected when the PHT approach
is run in a public cloud?

Private data can be securely stored and accessed in a cloud provider by imple-
menting appropriate procedures, safeguards, policies and following regulations
for data security and privacy like the GDPR, which sets the security guidelines and
responsibilities that the Station Owner and the cloud provider must follow. To fur-
ther protect the integrity and confidentiality of sensitive data in the cloud, we need
to use multiple user-enforced security levels to restrict access, such as multi-factor
authentication between the Data Station and the cloud, and identity management,
roles and permissions among the resources in the cloud. Moreover, we can limit
access through network configuration using access lists that allow only specific
ports to communicate with the Data Station. Lastly, encrypting the data at various
points. When it is transferred from the Data Station to the cloud besides using a
secure transport protocol, and when the data are already in the cloud using Ad-
vanced Encryption Standard AES or any advanced encryption mechanism offered
by the cloud provider.

RQ2: Which are the relevant technologies/tools to execute processes auto-
matically and migrate data to the cloud dynamically?

We can leverage the cloud and Infrastructure as Code technologies for building
a Staging Data Station. We identified four general elements that are crucial. Using
a dynamic platform, we can use theoretically unlimited resources to execute our
Train. The dynamic platform solves the problem of limited resources. Therefore,
to provide automated deployment, we can use provisioning tools via Infrastructure
as Code to define the Staging site desired state specified in advanced in a piece of
code. The data migration can be configured inside the same definition files, facili-
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tating the entire workflow. The APIs allow the communication between the various
architecture components inside the Staging site and between the Data Station and
the cloud. The Station Owner should create the definition files that describe the
infrastructure resources through a provisioning tool that, via an API, instructs the
dynamic platform to create and manage the infrastructure resources. Finally, we
used event-based services for full automation so that events can trigger specific
workflow tasks instead of triggering them manually.

RQ3: How does the modification of the PHT approach impact its principles?
SQ1I: To what extent the integrity of PHT suffers from this modification?

The PHT approach deals with the problem of sharing sensitive data. The PHT
approach’s rationale is that instead of requesting and receiving data, we expect to
ask a question and receive only an answer but not the data used to answer. The
modification of the current PHT architecture and proofs of concepts by adding
the Staging site does not imply a considerable impact on the integrity as sensi-
tive data remain within the healthcare organization’s control, and the Train Owner
never has access to them. Moreover, the Staging site is part of the PHT Architec-
ture, respecting the PHT approach’s rationale of asking a question and receive an
answer. The Staging site’s process should be transparent for the Train Owner, giv-
ing us greater certainty that the data will be secure if we follow the techniques
indicated in RQ1. However, there is always a small risk that the data can be inter-
cepted or stolen in using the cloud; for that reason, the Staging site is not the first
environment recommended to be used, but if it is needed, it adheres to the PHT
principles.

Main RQ: How to implement a Staging Data Station dynamically in the Cloud
while keeping private information protected?
We designed and presented a Staging Data Station reference architecture that em-
ploys APIs to communicate the various architecture components inside the Stag-
ing site and between the Data Station and the cloud. To provide the automated
deployment of this architecture, we conclude we can use provisioning tools via
Infrastructure as Code to define the Staging site desired state, and we can use
event-based services for full automation so that events can trigger specific work-
flow tasks while keeping private data protected by implementing appropriate en-
cryption mechanisms, regulation and policies compliance, and limiting access to
the cloud resources.
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8.2 Limitations

The present research still has some limitations. We acknowledge that some com-
ponents of our work could be susceptible to discussion.PHT is a novel solution
proposed for the recent development around distributed learning concepts. Con-
sequently, more extensive coverage across the literature of the reference architec-
ture is lacking. The few current implementations followed very different methods;
therefore, we developed our architecture, starting from unsettled arguments that
could weaken the design if someone is not familiar with those implementations.

Another limitation is that we tested only one type of Train, a Container Train,
deploying only the Staging site. While we tested a working implementation of the
Staging Data Station using a real cloud environment with open-source tools and
validated our architecture with a case study, implementation and integration of
the complete architecture should be developed to assess whether the design is
general enough. The different types of Trains should be tested, including machine
learning algorithms in the Container Train.

We validated our solution with a case study that worked adequately with a sim-
ple aggregation algorithm. This research can be extended by including different
types of data analysis, such as machine learning data training. Besides, the vali-
dation process can be reinforced with expert interviews that were not possible in
this research because the work was not done in direct association with any of the
organizations involved in the PHT project. A more sophisticated case study could
be developed if the research could have been done with an organization involved
to have better inputs and integrate the proposal with current proof of concepts.

8.3 Future Work

The limitations we described in the previous section could potentially steer future
works. The vast majority of healthcare organizations should be better integrated
to achieve the Internet of health data in the future. Most current implementations
have used solutions that are not entirely interoperable with any computing infras-
tructure and cannot be used by everyone else. Therefore, we need to provide and
test a more robust solution to run and operate in any environment without requir-
ing much manual intervention. Future work must then strive to define mecha-
nisms to automate as many processes as possible.

Future research should be further testing the solution by including machine
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learning algorithms in the Train or dependent transactions; for instance, they can
experience idle moments waiting for input data. The architecture should then be
tested to measure how it behaves and adapts the architecture if necessary. As ex-
plained in the Section|2.3.1} various Train interactions are supported, ranging from
messages to container execution, including API calls and data queries. Other trains
with different interactions should be created and tested in the current architecture.
Future work should further implement the extended architecture proposed in this
research and evaluate the entire workflow.

Last, we propose as future work to assess the solution developed in this re-
search, integrating the implementation to current proof of concepts developed by
organizations in the PHT project. Some of these implementations already have
deployed a vast majority of the PHT workflow and have elaborated more robust
case studies. It would be ideal if the work can be joined and tested to measure the
behaviour and measure other metrics like performance and execution time since
the end-user sends the Train until the results are gotten.



Appendix A

Creating Cloud resources and an API

A.1 Creating Cloud resources with Terraform

Cloud provider

Terraform provider is used to interacting with the APIs and expose the resources
from the corresponding dynamic platform. In this use case, the AWS provider is
used for provisioning all the resources necessary. Besides, we choose the closest
AWS region, Frankfurt, to comply with regulations. Figure[A.1]illustrates the file for
configuring the Cloud provider.

provider "“aws" {

region = "eu-central-1"
}
Figure A.1: Terraform file for configuring the Cloud provider.
Input/Qutput Bucket

S3 input bucket is used to stage the data. It is private, so the uploader (Healthcare
Organization) needs to be authorized. Encryption is enabled at rest with the algo-
rithm AES256. The force_destroy allows destroying the resource without the need
to delete the stored files first [41]. Figure depicts the configuration. Output
bucket to store the results, figureA.3|illustrates the configuration.

69
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resource "aws_s3_bucket" "staging"{
bucket = "staging-data-station"
force_destroy = true
acl = "private"

server_side_encryption_configuration {
rule {
apply_server_side_encryption_by_default {
sse_algorithm = "AES256"

Figure A.2: Terraform file for creating input bucket.

resource "aws_s3 bucket™ "output_bucket"{
bucket = "output-pht-data"
force_destroy = true
acl = "private"

server_side_encryption_configuration {
rule {
apply_server_side_encryption_by_default {
sse_algorithm = "AES256"

Figure A.3: Terraform file for creating output bucket.

Log Bucket

CloudTrail provides an event history of the AWS account activity in the region.
Therefore S3 bucket for the Cloudtrail data is required; we referred to it as a log
bucket. The policy allows CloudTrail to write to this bucket. Figure illustrates
the configuration.
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resource "aws_s3_bucket" "cloudtrail"{
bucket = "pht-staging-cloudtrail™
force_destroy = true

policy = =<<POLICY

{
"Version'": “2812-18-17",
"Statement™: [
{
"Sid": "AWSCloudTrailAclCheck",
"Effect™: "Allow",
"Principal": {
"Service": “cloudtrail.amazonaws.com®
1,
"Action™: "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::pht-staging-cloudtrail”
h
{
"S5id": "AWSCloudTrailWrite",
"Effect™: "Allow™,
"Principal": {
"Service": "cloudtrail.amazonaws.com"
1
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::pht-staging-cloudtrails/«",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"”
}
}
h
]
1
POLICY
1
Figure A.4: Terraform file for creating the log bucket.
CloudTrail

The configuration depicted in Figure |A.5| creates a new CloudTrail and instructs it
to report what is going on with objects in the uploads bucket. Any activity in the
S3 input bucket called Staging bucket will be available as a CloudWatch event [42].

Data Transfer

We exploit the depends_on meta-argument provided to express dependencies from
the Train. In this case, all the data are transferred once the Train has been already
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resource "aws_cloudtrail" "staging"{
name = “pht-staging-cloudtrail=transfer"
53 _bucket_name = aws_s3 bucket.cloudtrail.id
53 _key prefix = “staging"

event_selector {
read_write_type = "ALL"
include_management_events = false

data_resource{
type = "AWS::53::0bject"
values = ["${aws_s3_bucket.staging.arn}/"]

Figure A.5: Terraform file for creating a CloudTrail resource.

routed to the Train Registry. Besides, to prevent corrupted files, we verify the in-
tegrity of the uploaded data with MD5 checksum. The configuration iterates over
each file in the path specified. Figure|A.6|/depicts the configuration.
resource "aws_s3_bucket_object" "object"{

depends_on = [module.ecr_docker_build]

for_each = fileset ("/DataStation/", "=")
bucket = aws_s3_bucket.staging. id

acl = "private"
key = each.value
source = "/DataStation/${each.value}"
etag= filemd5 (“/DataStation/${each.value}")
¥
Figure A.6: Terraform file for uploading a file to a bucket.
Event rule

This setup a rule that listens for the events stored in the CloudTrail, when files
are uploaded to the S3 bucket, triggers an ECS job [43]. Figure illustrates the
configuration.

Computing Environment

Figure depicts the definition of the computing components. The cluster for
running containers, the container registry, and we used an available module [44]
to push the train from the Data Station to the registry.
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resource "aws_cloudwatch_event_rule" "uploads"{
name = "staging-capture-uploads"
description = "Capture 53 events when files are uploaded"

event_pattern = <<PATTERN

"source": [
“aws.s3"
1,
"detail-type": |
"AWS API Call via CloudTrail"
1,
"detail": {
"eventSource": [
"s3.amazonaws.com"
1,
"eventMName": [
"PutObject”,
"CompleteMultipartUpload"
1,
"requestParameters": {
"bucketMame": [
"staging-data-station"

b
PATTERN
b

Figure A.7: Event-rule.

resource "aws_ecs_cluster" "dataStation"{
name = "staging-data-station®

resource "aws_ecr_repository train_repository" {

name = “"train-repository"

module “ecr_docker_build" {
source = "github.com/onnimonni/terratorm-ecr-docker-build-module"
dockerfile_folder = "${path.module}/dataframe"
docker_image_tag = "latest"
aws_region = "eu-central-1"
ecr_repository_url = aws_ecr_repository.train_repository.repository_url

Figure A.8: Cluster and Train.

Figure[A.9shows the networking configuration. We created a VPC with a cidr_block:
10.0.0.0/16 that allows us to use the IP address that start with "10.0.X.X". We cre-
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ated subnets with cidr_block:10.0.1.0/24, 10.0.2.0/24 and 10.0.3.0/24.

resource "aws_vpc" "pht_vpc"{
cidr_block = "10.8.0.8/16"
1

resource "aws_subnet" "pht_subnet_a"{
vpc_id = aws_wvpc.pht_vpc
cidr_block = "1@.8.1.8/24"

availability_zone= "eu-central-=1a"
¥

resource "aws_subnet" "pht_subnet_b"{
vpc_id = aws_wvpc.pht_vpc
cidr_block = "18.8.2.8/24"

availability_zone= "eu-central-1b"
¥

resource "aws_subnet" "pht_subnet_c"{
vpc_id = aws_wvpc.pht_vpc
cidr_block = "18.8.3.8/24"

availability_zone= "eu-central-=1c"
¥

resource "aws_subnet" "default_subnet_efs"{
availability_zone= "eu-central-=1c"
1

Figure A.9: Networking definition.

Figure[A.10|depicts the task definition configuration that runs in the ECS Clus-
ter to indicate how to behave. The task_role permits to call other AWS services. The
execution_role permits to get images and also permits to publish in CloudWatch.

Figure shows the target definition.The target is the glue between the ECS
task definition and the event rule. It tells CloudWatch to run the ECS job when the
rule matches an event.

Identity Access Management

Figure shows the configuration of the role and policy to allow Cloudwatch to
act on behalf of the Station Owner to launch events to run an ECS Task.

Figure shows the task execution role and the policy to allow pulling a con-
tainer image from the Train Registry. It grants the ECS cluster and Fargate agents
permission to make AWS API calls on behalf of the Station Owner.
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resource "aws_ecs_task_definition" "taskDefinition"{
family = “pht-staging-task"
container_definitions = <<DEFINITION

[
{
"name": “staging-environment",
"image": "${aws_ecr_repository.train_repository.repository_url}",
"essential": true,
"cpu": 256,
"memory™: 512
b
]
DEFINITION

task_role_arn = aws_iam_role.ecsTaskRole.arn
execution_role_arn = aws_iam_role.ecsTaskExecutionRoles.arn
network_mode = "awswvpc"

cpu = 256

memory = 512

requires_compatibilities = ["FARGATE"]

Figure A.10: Task definition.

resource “aws_cloudwatch_event_target” "uploads"{
target_id = "staging-process-uploads"
arn = aws_ecs_cluster.dataStation.arn
rule = aws_cloudwatch_event_rule.uploads.name
role_arn = aws_iam_role.uploads_events.arn

ecs_target {

launch_type = "FARGATE"

task_count = 1

task_definition_arn = aws_ecs_task_definitien.taskDefinition.arn

network_configuration {
subnets = [aws_subnet.pht_subnet_a.id, aws_subnet.pht_subnet_b.id, aws_subnet.pht_subnet_c.id, aws_default_subnet.default_subnet_efs.idl
security_groups = [aws_security_group.service_security_group.id]
assign_public_ip = true

i

Figure A.11: CloudWatch target.

Figure[A.14]depicts the configuration to create a role and a policy that can send
data to the S3 Output bucket.

Publisher-Subscriber

Figure[A.15shows the configuration to create a publisher-subscriber topic, the pol-
icy and the subscriber that receives notifications once the Train execution finishes.
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resource “aws_iam_role" "uploads_events"{
name = "“staging-uploads-events”

assume_role_policy = <=<POLICY

"Wersion": "2812-18-17",
"Statement": [
{
Ilsidll: IIII'
"Effect": "Allow",
"Principal”:{
"Service": "events.amazonaws.com"

+
rr

"Action": "sts:AssumeRole"

]

|

POLICY

)

resource “aws_iam_role_policy" "ecs_events_run_task_with_any_role"{
name = “staging-uploads-run-task-with-any-role"
role = aws_iam_role.uploads_events.id

policy = <<POLICY

“Version": "2812-18-17",
"Statement": [
{
"Effect™: "Allow",

"Action": "iam:PassRole",
"Resource": "
|
i
"Effect": "Allow",
"Action": "ecs:RunTask",
"Resource”: "${replacelaws_ecs_task_definition.taskDefinition.arn, "/ \\d+5/™, "™}
3
]
|
POLICY
|

Figure A.12: IAM for Cloudwatch.

A.2 Creating an API with NodeJS and Express

Figure depicts the Data Station API. Child processes are used to call other
codes written in other languages such as bash, where terraform instructions (init,
apply and destroy) are configured, and Python for downloading the results. The
GET request method invokes the terraform files, and the POST method subscribes

to receive notifications from the cloud and downloads the results when it is in-
voked.
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resource "aws_iam_role" "ecsTaskExecutionRoles" {
name = "ecsTaskExecutionRoles"
assume_role_policy = data.aws_iam_policy_document.assume_role_policy.json

data "aws_iam_policy_document" "assume_role_policy" {
statement {
actions = ["sts:AssumeRole"]

principals {
type = "Service"
identifiers = ["ecs-tasks.amazonaws.com"]

resource "aws_iam_role_policy_attachment" "ecsTaskExecutionRole_policy"{
role = aws_iam_role.ecsTaskExecutionRoles.name

policy_arn = "arn:aws:iam::aws:policy/service-role/AmazonECSTaskExecutionRolePolicy"

Figure A.13: IAM for task execution.

resource "aws_iam_role" "ecsTaskRole"{
name = "ecs-task-role"

assume_role_policy = <<POLICY

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "sts:AssumeRole",
"Principal™: {
"Service": "ecs-tasks.amazonaws.com"
}l
"Effect": "Allow",
"Sig": "
¥
1
}
POLICY
}

resource "aws_iam_role_policy_attachment" "taskS3"{
role = aws_iam_role.ecsTaskRole.name
policy_arn = "arn:aws:iam::aws:policy/Amazon53FullAccess"”

Figure A.14: IAM for sending data to the bucket.
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resource "aws_sns_topic" "topic"{
name = "pht"

resource "aws_sns_topic_policy" "policy"{
arn = aws_sns_topic.topic.arn

policy = =<POLICY

{
"Wersion":"2812-10-17",
"Statement": [{
"Effect": "Allow",
"Principal”: {"Service":"s3.amazonaws.com"},
"Action"™: "SNS:Publish',
"Resource": "${aws_sns_topic.topic.arn}",
"Condition":{
"ArnLike":{"aws:SourceArn":"${aws_s3_bucket.output_bucket.arn}"}
}
]
}
POLICY
}

Jf5ubscriber attached to the above topic
resource "aws_sns_topic_subscription” "http"{
endpoint = "https://rotten-skunk-4. loca. Lt"
endpoint_auto_confirms = true
protocol = "https"
topic_arn = aws_sns_topic.topic.arn

Figure A.15: SNS.
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const express = require('express');

const request = require('request');

const {spawn} = require ('child_process');
const router = express.Router(});

var bodyParser = reguire('body-parser')

var app = express();

app.use(bedyParser. text());

app.use(router);
router.get{'/s', function(reg,res){
res.send('RUNNING');
const = spawn('./pht.sh');
i

app.use(router);
router.post('/" ,bedyParser.text(),handleSNSMessage) ;

var handleSubscriptionResponse = function (error, response) {
if (lerror && response.statusCode == 2008) {
console. log('YES! SUCCESSFUL CONFIRMATION, accepted the confirmation from AWS');

)
else{
throw new Error{ NO! FAIL, unable to subscribe to given URL from AWS );
//console.error(error)
)

async function handleSNSMessage(req, resp, next) {
try {
let payloadStr = req.body
payload = JSON.parselpayloadStr)
console. Log(JS0ON.stringify(payload))
if (reg.header('x-amz-sns-message-type') === 'SubscriptionConfirmation') {
const url = payload.5ubscribelURL;
await request(url, handleSubscriptionResponse)
Yelse if (req.header('x-amz-sns-message-type') === 'Notification’) {
console. log( '"RECEIVED" ) ;
const childPython = spawn ('python’, ['./down.py'l);
childPython.on('close’, (code) == {
console. log('child process close all stdio with code’};
I
} else {
throw new Error{ Invalid message type ${payload.Type}'};
}
}catch (err) {
console.error(err}
resp.status(500).send('ERROR")
}
resp.send{ "0K")

app. listen (300@);
console. log('app listening on http://localhost:3080°);

Figure A.16: API.
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