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ABSTRACT

With the growth of the Internet of Things, the number
of resource-constrained devices connected to the internet
grows vastly. These devices are constrained in energy
usage, processing, memory, storage, etc. The advance-
ment in the comfort, several security challenges come up.
Many researchers have attempted to address such issues.
Every IoT device must be able to identify and authen-
ticate other IoT devices. However, due to the nature
of the IoT, this process can be quite difficult. To pro-
vide authentication in resource-constrained environments,
in recent years lightweight authentication protocols have
been proposed. These lightweight protocols are targeted at
resource-constrained devices and provide less heavy cryp-
tography than conventional protocols. However, light-
weight protocols have not been investigated as thoroughly
as conventional protocols. In this research we study and
benchmark several lightweight protocols. We identify key
metrics for lightweight cryptographic protocols and have
collected data regarding these metrics from the literature.
The metrics that the protocols will be evaluated and bench-
marked on are memory usage, gate area, latency, through-
put, and energy consumption. The result is a ranking of
protocol performance for each of the metrics, as well as
some possibilities for future research that is related.
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1. INTRODUCTION

In the past few years, the number of devices connected to
the internet has grown immensely. A growing portion of
these devices could be categorized as resource-constrained
devices, devices that are constrained in terms of memory,
processing, storage, bandwidth, and power, to name a few
[22] 30, B3]. A parking garage sensor that connects to
a central server which calculates the number of available
spaces, or Wi-Fi trackers that send MAC addresses over
the internet in real time is an example of such resource-
constraint devices.

These IoT end-devices are often operating in vulnerable
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environments, which leads to several security challenges
that should be taken into consideration. Authentication
is considered an important feature for ensuring reliable
and secure communication between devices in an IoT en-
vironment. However, traditional authentication methods
based on traditional cryptographic protocols might not be
suitable to be implemented on resource-limited IoT de-
vices. Computing and resource requirements might have
to include the lightweight requirements for protocols in or-
der to provide an algorithm that fits the characteristics of
different components in IoT systems.

Over the years, as lightweight cryptography increased in
relevance, several papers have been published concerning
these lightweight protocols, their characteristics, and their
requirements [16, 17, [18] 22} 28], 32 [33], 36, 39} [45]. How-
ever, these publications compared established protocols
without reviewing protocols that have been published in
more recent years. This is especially relevant since the
National Institute of Standards and Technology (NIST)
of the United States is currently finalizing a standardiza-
tion procedure for lightweight cryptography[42] protocols.
In the research mentioned, none of the algorithms in this
competition are reviewed, despite the fact that the com-
petition will provide a standard that will be widely used
in the coming years.

Providing an analysis including the finalists of the NIST
competition is vital to provide standardized protocols that
can benefit both researchers and developers. In this study
we will provide a benchmark of all the available protocols
both in literature and the final list provided by NIST based
on several metrics that measure the lightweight features of
these protocols.

We will do this by answering the following question:

How can new authentication schemes be cus-
tomized for resource-constrained devices in IoT
applications?

To answer this question, we have defined the following
research questions (RQ):

RQ1: What lightweight and ultra-lightweight au-
thentication methods exist?

RQ2: What are properties of these authentication
methods?

RQ3: What are advantages and disadvantages of
these authentication methods compared to one
another?

It is hypothesized that authentication schemes should be
adapted to include lightweight authentication protocols, in



order to be better suited for resource-constrained devices
in IoT applications. Moreover, it is expected that this re-
search finds suitable protocols for several constrained en-
vironments, and that the research results in a protocol
recommendation based on such constraints.

The rest of this paper will set out to answer the ques-
tions posed above. In we will start with explain-
ing the security challenges that are especially relevant for
lightweight authentication. Following the security chal-
lenges, works related to this research are presented, as
well as some lightweight authentication protocols, in
These lightweight authentication protocols will be
analyzed and discussed in based on several met-
rics that were collected from works that can be found in
the related works section. Following this analysis, in
we discuss the methodology and results of this
research. Lastly, in we will answer the research
questions and conclude the paper, followed by ideas for
future work.

2. SECURITY CHALLENGES

In this section, we consider the most basic architecture of
IoT (three-layer architecture)|35], and discuss the security
concerns, attacks and security requirements at each layer
of the architecture.

Application Layer

Network Layer

Perception Layer

Figure 1: IoT Architecture Model

e Perception Layer Security Issues and Requirements
The perception layer consists of sensors that are char-
acterized by limited processing power and storage
capacity[46]. Several security issues and attack risks
rise due to such limitations. Several attacks on the
perception layer are noticed: Node capture, Denial of
Service(DoS), Distributed Denial of Service (DDoS),
Sybil, Replay, etc. Taking into consideration the
above mentioned risks, there is a need for node au-
thentication to prevent fake node and illegal access,
in addition to the need for data encryption to protect
the confidentiality of data while being transmitted
between nodes (end node, gateway or server). Due
to the properties of the nodes with respect to the
shortage of power and the limited storage capacity,
there is a necessity for mature lightweight security
schemes that include both lightweight cryptographic
algorithms and security protocols|21].

e Network Layer Security Issues and Requirements The
network layer is in charge of the diffusion of data
from the perception layer to the application layer.
This is where data routing occurs as well as the
primary data analysis. In this layer, several net-
work technologies are used such as the different tech-
nologies for mobile communication generations (2G,
3G, 4G and 5G) and wireless networks (Bluetooth,
WIMAX, WiFi, LoRaWAN, etc.) Several attacks
and risks on the network layer are identified: DoS,

Routing, Eavesdropping/sniffing, etc.. These poten-
tial attacks at the network layer (wired or wireless)
lead to the definition of the following security re-
quirements: Hop-to-Hop Encryption, Point-to-Point
Authentication, Key Agreement and Management,
Security Routing and Intrusion Detection [21].

Application Layer Security Issues and Requirements
The application layer is responsible for providing ser-
vices. It hosts a set of protocols for message passing
[26], e.g. Constrained Application Protocol (COAP),
Message Queuing Telemetry Transport (MQTT), Ex-
tensible Messaging and Presence Protocol (XMPP),
Advanced Message Queuing Protocol (AMQP), etc.
This layer directly interacts with the user. Given
that the “traditional” application-layer protocols do
not perform well within IoT, and since the IoT does
not have its own international standards, several se-
curity issues arise at the application layer[29], which
are related to the following aspects: Data Authen-
tication, Data privacy, Availability of big data, etc.
Regarding the security requirements for the applica-
tion layer, authentication is required while protect-
ing the privacy of users (respectively, data). In ad-
dition, there should be an information security man-
agement scheme that includes resource management
and physical security information management.

3. LIGHTWEIGHT AUTHENTICATION
PROTOCOLS AND RELATED WORK

It is important to note that lightweight authentication pro-
tocols should not be held to the same standard as heavy-
weight protocols. Therefore, in this section we discuss
what is to be considered a lightweight cryptographic pro-
tocol. Moreover, we discuss previous works in order to
define the research gap that this research will fill.

3.1 Lightweight Authentication Protocols
To ensure that all protocols that will be analyzed are light-
weight protocols, we set up several requirements, based on
the literature.

e Lightweight protocols should be targeted at resource-
constrained devices [30]. As shown in this
concerns (among others) embedded systems, RFID
and sensor networks.

e The cost metrics of lightweight protocols should be
lower than those of conventional protocols. RAM
and ROM usage and Gate Area are the cost metrics
we will look at, as these are the most relevant metrics
for reviewing protocol costs on resource-constrained
devices [30].

e The performance metrics of lightweight protocols should

be sufficient. The performance could be measured
in several ways, so we chose the most important and
relevant metrics. These are latency, throughput, and
energy consumption [30].

The aforementioned metrics will be discussed in more de-
tail in

3.2 Related Works

In the literature we found several reviews of lightweight
cryptographic algorithms. These reviews contained useful
information for this research, mainly in the form of per-
formance and cost metrics for several protocols. Addition-
ally, literature was collected on the proposals for several



Servers and Desktops Conventional
Tablets and Smartphones  cryptography
Embedded Systems Lightweight

RFID and Sensor Networks cryptography

Table 1: Device Spectrum [30]

’Standard’ protocols | NIST finalists
AES ASCON
HIGHT Elephant
KATAN GIFT-COFB
KTANTAN Grain128-AEAD
LEA ISAP
Piccolo Photon-Beetle
PRESENT Romulus
PRINCE Sparkle
QARMA TinyJambu
RECTANGLE Xoodyak
SIMON
SPECK
TWINE
XTEA

Table 2: Lightweight authentication protocols in literature

lightweight cryptographic protocols. Some of these proto-
cols were included because they were mentioned frequently
in literature and therefore metrics were readily available
[22][36], others were included as they are the finalists in the
NIST Lightweight Cryptographic Standardization process
[42]. This division in protocols is shown in

To the best of our knowledge, no study has been conducted
to survey and analyze all available lightweight authentica-
tion protocols presented in the literature. Therefore, we
decided to investigate and analyze the most recent light-
weight authentication protocols elected by NIST [42].

Related protocol reviews consider many different metrics
[, [16], 22] [36] 39]. In this survey, we will consider the
following metrics:

3.2.1 RAM and ROM occupation

Random Access Memory (RAM) and Read-Only Mem-
ory (ROM) are the most impacted cost metric for soft-
ware implementations of cryptographic protocols. RAM is
used to store and collect intermediate states for the proto-
cols during and between cryptographic cycles [16], whereas
ROM is used to store the compiled algorithm code, pa-
rameters, and constants [28]. These are important, since
software implementations are stored on chips using RAM
and ROM. During execution, the micro-controller com-
municates with the RAM and ROM to execute the al-
gorithm. Ultimately, therefore, these metrics decide how
much RAM and ROM capacity a chip must have in order
to use the respective protocol. For this metric, lower is
better.

3.2.2 Gate Area

Gate area or 'design area’ measures the complexity of a
hardware implementation for the respective protocol [33].
It is usually expressed in gate equivalents (GE), which can

be converted to physical area (usually in um2) based on
several constants for specific hardware platforms [36]. A
protocol with a higher gate area requires more material to
be manufactured, and therefore is more costly. For this
metric, lower is better.

3.2.3 Latency

In cryptography, latency can be described as the time it
takes from the start of the algorithm to the generation of
the ciphertext [22] [36]. It is measured in clock cycles. For
this metric, lower is better.

3.2.4 Throughput

Throughput is a measure of the amount of data a protocol
can generate over time [33, 36, 22]. Combined with the
latency, it shows the speed at which the protocol can op-
erate [33]. Throughput depends on the frequency of the
platform the protocol is implemented on, however normal-
izing the throughput negates this issue. For this metric,
higher is better.

3.2.5 Energy Consumption
An important metric when considering protocols for resource-
constrained devices is energy consumption [16]. In some
environments, these devices might operate from a battery
[33]. Especially in those situations, the energy consump-
tion of a protocol is important. For this metric, lower is
better.

3.3 NIST Lightweight Cryptography Stan-
dardization

In 2017, the NIST started the call for papers for their

Lightweight Cryptography Standardization process [30].

As the publication describes, the NIST most often devel-

ops standards using one of three different approaches.

The first approach is a competition. This approach has
been used for several years; for example, the AES ci-
pher was chosen by using this approach [I1I], as well as
the SHA-3 hash function [I5]. However, this format takes
place over many years: the competition for AES started in
1996, when the NIST announced the development of a new
cryptographic standard [27], and ended in 2001 with the
publication of the Advanced Encryption Standard (AES)
[11].

The second approach is to adapt and revise standards from
other standard development organizations. This was the
case for the standardization of HMAC [44].

The last approach is in-house development. As [30] de-
scribes, the NIST has researchers who work together with
experts in the work field to develop standards and guide-
lines if no suitable standard already exists.

For the Lightweight Cryptography Standardization Project,
the NIST has been through 2 rounds of a protocol collec-
tion process. The first round started with 57 candidates
after an initial review of all submissions. It promoted 32
protocols to the second round after reviewing cryptoanal-
ysis and the maturity of the candidates [43]. In the sec-
ond round, cryptographic security, performance, and side
channel resistance were reviewed for all candidates, which
resulted in a list of 10 finalists. Those 10 finalists can be
seen inand are included in the analysis of the next
section.

3.4 Data

Using the reviews in literature, we found a lot of metric
data for the mentioned protocols. This data can be found

in [Table 9l



4. PERFORMANCE ANALYSIS AND DIS-
CUSSION

In this section we will analyze the protocols. To achieve a
sound analysis, we will compare and analyze the metrics
we collected in For each metric, we will con-
sider several data sources. To ensure that data is prop-
erly comparable, the data will first be reviewed for each
data source. Some reviews, however, only discuss relevant
metrics for a single protocol in Since comparing
the metrics from such reviews with those of other reviews
can’t be done without conversion and careful considera-
tion of all environmental factors, in this research we will
exclude them from the comparison.

4.1 RAM and ROM usage
In the literature, several papers contained data regarding

RAM occupation [ 16, 22, 28] [37, [47]. From these re-

views, we will consider the metrics as produced in [16],
[22] and [37]. These metrics are visualized in

In addition, there were several papers writing about the
ROM occupation for lightweight cryptographic protocols
[4 8 221 28 [37]. Here as well, however, were a few that
only contained metric data for a single protocol. The data
for ROM occupation that we compare can be seen in
fure 3l

When looking at [Figure 2| and [Figure 3] it is clear that a
few algorithms perform better when compared to others.
Clearly, when looking at the results of Hatzivasilis [22], the
SIMON algorithm is by far the most cost-friendly regard-
ing the memory occupation. Furthermore, we can create
a ranking when adding both metrics together for the 2
reviews that have data for both separate metrics. The
results are shown in [Table 3

Combining the results of [22] and [37] is hard, if not im-
possible, because [22] only specifies that the data concerns
implementations for 8-bit microcontrollers. However, no
more details are given to the specifics. Therefore, we will
let these results remain as it is.

We ranked the protocols based on the computed metric
in from lowest to highest value. It shows that
SIMON, KATAN and SPECK use significantly less RAM
and ROM than other protocols when comparing them to
the non-NIST finalists. From the list of NIST finalists,
ASCON, TinyJAMBU and Xoodyak perform significantly
better than other finalists.

4.2 Gate Area

Multiple papers in the literature contained data regarding
the Gate Area for lightweight protocols [I 3], [17] [36], [38]
[45]. We excluded [3] and [I7] since they contained data
for only a single protocol.

The data gathered from [I] was normalized to only a frac-
tion of an expected value for the gate area. Luckily, both
[1] and [38] provide a value for the gate area of ASCON.
Therefore, we recreated the original values for the gate
area of all other protocols in [I], by multiplying the val-
ues with the ratio of the value for ASCON in [3§] to the

. . GA ;
same metric value in [I] (W), The results
Aagar

are visualized in

It can be observed that TinyJAMBU has the smallest
gate area of the protocols that were reviewed. Moreover,
QARMA stands out as the protocol with the highest gate
area, with a gate area more than 1.8 times larger than the
second worst scoring protocol, SPARKLE.

As the Gate Area is not platform specific, we can compare

Protocol RAM + ROM
(bytes)
SIMON [22] 246
KATAN [22] 356
SPECK [22] 396
HIGHT [22] 1138
Piccolo [22] 1242
TWINE [22] 1467
AES [22] 2869
PRINCE [22] 4363
ASCON [37] 8408
TinyJAMBU [37] 8420
Xoodyak [37] 8540
GIFT-COFB [37] 12360
ISAP [37] 12888
Elephant [37] 14380
PHOTON-Beetle [37] | 14852
Romulus [37] 15104
Grain-128AEAD [37] | 23681

Table 3: Code Size

the metric values from all 4 reviews. To do so, we take
the lowest value for each protocol. The result is shown in

[Table 4]

Protocol Gate Area (GE)
TinyJAMBU [I] 496,79
KTANTAN [36] 688
SIMON [36] 763
Romulus [I] 1070,01
Piccolo [36] 1260
PHOTON-Beetle [1] | 1413,95
ISAP [1] 1515,85
PRESENT [45] 1570
RECTANGLE [45] 1600
ASCON [38] 1898
GIFT-COFB [38] | 1932
Xoodyak [1] 1987,17
Elephant [I] 2190,98
AES [36] 2400
HIGHT [36] 3048
PRINCE [36] 3491
SPARKLE [3§] 4313
QARMA [36] 7844

Table 4: Gate Area, smaller is better

4.3 Latency

In several reviews in the literature latency is calculated
or measured [36, 18] 8 [38, 22]. We review 3 of those, as
the other 2 only contain data regarding a single protocol.
Moreover, the data that remains still has metric values for
the respective protocols.

In the metric data is shown. We can observe
an overlap in data, as several protocols have multiple val-
ues for different metrics. This is due to the difference

in implementation, as will be discussed in
Since latency is independent of technology [20], we will
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consider the best results for each protocol. As the data
demonstrates, there is a big difference in latency across
the protocols and platforms. For some protocols, the la-
tency equals the number of rounds used in the implemen-
tation (PRINCE, PRESENT, QARMA), or perhaps 1 or
2 cycles more than the number of rounds (RECTANGLE,
HIGHT). Consequently, this is reflected by the ranked re-
sults in [Table ol

Protocol Latency (cycles)
PRINCE [36] 12
RECTANGLE [36] | 26
QARMA [36] 27
PRESENT |[36] 31
HIGHT [36] 34
ASCON [38] 52
GIFT-COFB [38] | 155
SPARKLE [38] 166
AES [36] 226
Piccolo [36] 237,04
KTANTAN [36] | 255
SIMON [36] 304
SPECK [22] 1333
XTEA [22] 17514
TWINE [22] 21637
KATAN [22] 72063

Table 5: Latency, smaller is better

4.4 Throughput

As[Table J|shows, a lot of data was collected when it comes
to protocol throughput [I} [7, 8} 17, 18} 22 [36 [38] 45]. How-
ever, since we want to compare the values, several of the
researches must be discarded, as the platform frequency
was not specified. The frequency is an important factor in
converting throughput for comparison, and therefore it is
of the utmost importance to know the value.

The data that remains originates from [I], [7], [I7], [45],
[18] and [38]. These values are plotted in[Figure 6] As the
figure shows, the implementation and platform have a huge
difference on the throughput. Moreover, Xoodyak and
ASCON have the highest throughput, with a throughput
that is more than 4 times higher than the throughput of
Elephant, the third highest. This is reflected in
where the protocols are ordered based on their throughput.

4.5 Energy Consumption

Several sources in the literature contain metric values for
the energy consumption of lightweight cryptographic pro-
tocols [11 [31 8] 16}, 22, [47]. Of these 6 sources only 3 will be
used for the comparison, since 3 of the sources only pro-

vide data for a single protocol and couldn’t be compared.
The sources used are [1], [16] and [22].

As can be seen in[Figure 7} the NIST protocols are covered
by [1], whereas the other protocols are covered by [16] and
[22]. There is no overlap between the two; consequently a
proper comparison cannot be made between all of the pro-
tocols. Regardless, both ASCON and TinyJAMBU per-
form equally well out of the NIST finalists, with Xoodyak
as a close 3rd. PHOTON-Beetle performs the worst out
of the protocols, consuming more than 8 times the energy
that ASCON and TinyJAMBU use. Out of the other pro-
tocols, SIMON and SPECK perform well, with a distinct
difference between them and the 3rd ranked protocol.

Protocol Throughput (Mbps)
Xoodyak [I] 1102,8

ASCON [1] 1024

Elephant [T] 290,8

Romulus [I] 2844

SPARKLE [38] 196,92
TinyJAMBU [I] 160
PHOTON-Beetle [I] | 155,2

ISAP [1] 136,8

RECTANGLE [5] | 984
GIFT-COFB [38] | 96,6

PRESENT [I7] 80

HIGHT [1I7] 75,28
SIMON [18] 58,18
AES [17] 4,96

Grain-128AEAD [7] | 3,542

Table 6: Throughput at 40 MHz, higher is better

The full protocol ranking can be found in[Table 7] where
the best result from either [I], [16], or [22] was taken for
each protocol. Moreover, the table shows the distinction
between the NIST-finalists and the other protocols.

Protocol Energy Consump-
tion (nJ)
ASCON [1] 0.29
TinyJAMBU [1] 0.29
Xoodyak [1] 0.4
Elephant [I] 0.88
Romulus [I] 0.92
ISAP [1] 1.39
PHOTON-Beetle [1] | 1.99
SIMON [22] 3600
SPECK [22] 5300
AES [16] 19200
PRESENT [22] 43100
HIGHT [22] 45500
PRINCE [22] 68800
XTEA [22] 70000
TWINE [22] 86500
Piccolo [22] 102700
KATAN [16] 289200

Table 7: Energy Consumption, smaller is better

4.6 Summary

A summary of the results that were produced in the pre-
vious sections is in [Table 8 For each metric it shows the
ranking, from best to worst scoring protocol.

4.7 Discussion
This research depends on a large set of literature. In re-

viewing the literature, several points of critique could come
up when performing this research:
e Difference in implementation for data points

e Measured or calculated values

e Normalization of data
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RAM & ROM Gate Area Latency Throughput Energy Consumption
SIMON TinyJAMBU PRINCE Xoodyak ASCON
KATAN KTANTAN RECTANGLE ASCON TinyJAMBU
SPECK SIMON QARMA Elephant Xoodyak
HIGHT Romulus PRESENT Romulus Elephant
Piccolo Piccolo HIGHT SPARKLE Romulus
TWINE PHOTON-Beetle ASCON TinyJAMBU ISAP

AES ISAP GIFT-COFB | PHOTON-Beetle PHOTON-Beetle
PRINCE PRESENT SPARKLE ISAP SIMON
ASCON RECTANGLE AES RECTANGLE SPECK

TinyJAMBU ASCON Piccolo GIFT-COFB AES
Xoodyak GIFT-COFB KTANTAN PRESENT PRESENT

GIFT-COFB Xoodyak SIMON HIGHT HIGHT

ISAP Elephant SPECK SIMON PRINCE
Elephant AES XTEA AES XTEA
PHOTON-Beetle HIGHT TWINE Grain-128AEAD TWINE
Romulus PRINCE KATAN Piccolo
Grain-128AEAD SPARKLE KATAN
QARMA

Table 8: Ranking of the best performing algorithms per metric

4.7.1 Implementation differences

It is true that implementations differ greatly between re-
views. Therefore, a direct comparison is not always pos-
sible. However, the goal of this research is to set out to
find the best protocols for each metric. With that goal
in mind, the difference in implementation will help for a
protocol to perform better.

When a protocol performs well on all metrics, that does
not make it the best protocol overall, because of the same
reason. Therefore, we must be careful when drawing con-
clusions from this research. Choosing a protocol based on
a single metric is possible; still, nothing can be guaranteed
about the results for the other metrics in that case.

4.7.2 Measured vs. Calculated Data

In some cases, the literature provided data that was cal-
culated instead of measured. This is not an issue, as the
literature has thoroughly been studied and the methodol-
ogy is sound. Therefore, we see no issue in using calculated
data.

The same applies for measured data: the methodology for
measuring the metrics has been thoroughly studied, and
was shown to be correct.

4.7.3 Data Normalization

In some of the previous sections, metric data was normal-
ized to allow for comparison. We have normalized the data
with care to ensure that no mistakes were made. More-
over, the literature has been studied and it was shown
that the normalization was done using a scientifically and
mathematically correct method.

S. CONCLUSIONS AND FUTURE WORK

In this research, we explained the purpose of this paper,
namely, to inform the reader on the state of lightweight en-
cryption at the time of publication. Then we provided the
reason why lightweight encryption, and more specifically
authentication, is necessary. Moreover, we explained what
lightweight authentication entails, and the literature that
was relevant for this research. Lastly, we performed an
analysis on the data that was gathered from the relevant

works and provided a result in

To conclude, it is impossible to tell which protocol is best
overall. Consequently, in the next sections, we give a rec-
ommendation based on the environmental requirements
that an application of the protocol might need.

5.1 Costs

As previously discussed, the cost of cryptographic proto-
cols can be split up in 2 separate parts: the software costs
and hardware costs.

When it comes to software costs, [Table 3|shows that SIMON,
KATAN or SPECK perform the best out of the non-NIST
finalists, while PRINCE performs the worst of all by re-
quiring more than 10 times the ROM + RAM space than

that of SPECK. Out of the NIST finalists, ASCON, TinyJAMBU

and Xoodyak have the lowest software cost, while Grain-
128 AEAD requires 2.7 times the memory space required
for Xoodyak. The lower the software cost, the less memory
a chip needs in order for it to support the respective pro-
tocol. Therefore, especially on devices that are extremely
limited with regard to memory capacity, SIMON, KATAN,
SPECK, ASCON, TinyJAMBU or Xoodyak are advised.

When it comes to hardware costs, it can be concluded
from that TinyJAMBU can be implemented on
the smallest hardware chip, while QARMA needs the most
surface area to be implemented using hardware techniques.
When it comes to manufacturing a chip that should sup-
port an authentication protocol, it is advised to implement
TinyJAMBU, as it is the most cost-effective protocol when
it comes to hardware implementations.

5.2 Performance

As discussed in the performance was measured
using 3 distinct metrics: latency, throughput, and energy
consumption.

In an environment where time delays should be kept to a
minimum, it is best to choose either PRINCE, RECTANGLE
or QARMA, since their latency is lowest of the researched

protocols as shown in
shows the results concerning the throughput of



the reviewed protocols. It demonstrates that Xoodyak
and ASCON are the best scoring protocols when it comes
to throughput, with a significant gap to the other proto-
cols. These two protocols could best be used when the
application requires fast transfer of data, for example in
an environment where there is only a small time frame to
receive and transmit the authentication data.

If the application of a lightweight authentication protocol
is required in an energy-constrained environment, there
are several options that use less energy than other light-
weight protocols. From the NIST finalists, ASCON and
TinyJAMBU are suitable in such an environment; of the
non-NIST protocols, SIMON or SPECK are the most suit-
able out of the protocols, as demonstrated in

5.3 Future Works

This research can be the starting point of several other
papers. The following topics are related:

e In-depth analysis for lightweight authentication

In this research, a researcher would generate their
own data, preferably in a single environment, to im-
prove the research presented in this paper. This
would add more value to the field of lightweight cryp-
tography, as the comparisons could be more thor-
ough.

e Review of currently used lightweight authentication
protocols

In this research, a researcher would find out what
lightweight protocols are used in real-world applica-
tions and whether the security of IoT is up to stan-
dards. This research would be of value as over time
the data could be used to make risk analyses of the
state of IoT.

Implementation of lightweight authentication proto-
cols using resource-constrained devices

In this research, a researcher would implement light-

weight protocols themselves for use on resource-constrained

devices, such as Arduino or Raspberry Pi, to test
their computation and communication performance.
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APPENDIX
A. DATA

In this appendix, the data for the analysis metrics has

been collected and put in

The table contains references to the reviews and researches
that the data originated from, as well as some comments
on the research method or variables that could impact the
data. Moreover, some extra data is shown, such as the
encryption and decryption power and code size.
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