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With the Internet of Things (IoT) becoming exponentially more prevalent,
the need for lightweight cryptography functions increases simultaneously.
Namely, IoT end devices are mostly limited by their resource-constrained
capabilities and therefore cannot rely on heavyweight cryptographic algo-
rithms such as Rivest-Shamir-Adleman (RSA) or Diffie-Hellman (DH) for
security. Elliptic Curve Cryptography (ECC) offers a more lightweight alter-
native by being based on a mathematical problem named the Elliptic Curve
Discrete Logarithm Problem (ECDLP) which is not known to be solvable in
sub-exponential time. Within the field of ECC, many different curve types
exist following various standards for this protocol. In this paper, the energy
consumption and time consumption for key generation, encryption, and
decryption are measured within the ElGamal protocol using ECC for the
various curves. To measure this, a Raspberry Pi 4B and a Personal Computer
are used to conclude the disproval of the hypothesis that the Twisted Ed-
wards curve performs most efficient to achieve its security strength. Namely,
Brainpool curves function most efficient within this benchmark, after which
Short Weierstrass curves follow. Moreover, it is concluded the performance
pattern for both data processors and data providers is equal to each other
for all message sizes.

Additional Key Words and Phrases: Elliptic Curve Cryptography, ECC, In-
ternet of Things, IoT, Benchmark, Cryptography, Montgomery Curve, Short
Weierstrass Curve, Twisted Edwards Curve, Brainpool Curve

1 INTRODUCTION

With the recent start of the era of Industry 4.0, the Internet of Things
(IoT) has become incredibly more significant within society [14].
The IoT is used in many applications including smart environments,
healthcare, logistics, personal use, et cetera [1, 12]. In these settings,
the end devices’ prime function often is to collect or process data
in some manner [1, 11]. Consequently, many data are transferred
from, and to these devices. Following this, to ensure the safety of
the data, the need for cryptography becomes apparent [13].

Traditionally, for such purposes an asymmetric algorithm such as
the Rivest-Shamir-Adleman (RSA) [31] or the Diffie-Hellman (DH)
[10] algorithm would be used; Both operate by maintaining public
and private keys, where the public key is used to ensure safety in
sending the data and the private key is needed to guarantee the safe
receiving of the message [10, 31].

However, both ’traditional’ algorithms are built upon mathemati-
cal problems which all have proven to be solvable sub-exponentially
[6, 24]. Namely, the RSA algorithm is built upon the Integer Factori-
sation Problem (IFP) [24], and the DH algorithm is built upon the
discrete logarithm problem (DLP) [25].

Consequently, the key size for both RSA and DH is recommended
to be at least 2048 bits by several organizations [3, 20]. Therefore, a
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Fig. 1. Elliptic curve displaying the operation P+ Q = R [15]

system utilizing these algorithms is required to have access to a con-
siderable amount of resources [22]. Combined with the observation
that IoT devices are resourcefully limited, there is now a concluded
need for a lightweight cryptography algorithm.

Elliptic curve cryptography (ECC) provides a lightweight trap-
door function by being based on the elliptic curve discrete logarithm
problem (ECDLP). This problem is not yet known to be solvable
in sub-exponential time. As a consequence, the keys used for ECC
become much smaller in comparison to those used by alternatives
[3, 24].

The algorithm works by the entire network agreeing on both a
curve EC, an order of the base point, resulting in base point F, and
a field size n. Then, each user selects a private key K and a public
key K, such that:

Kp = Ki + F (mod n) (1)

as visualised in Figure 1. Moreover, the arithmetic operation to
add points varies per protocol and is determined per network. To
encrypt a message M, the sender can apply the following function
to generate an encrypted message Me:

Me = My + K. (mod n) (2)

This process can be reiterated a predetermined amount of times to
generate a fully secure message. The decryption of the message is
done by finding the third intersection of the line crossing M, and
Kp.

However, despite being considered a promising lightweight cryp-
tography algorithm, limited research has been done in benchmark-
ing ECC in the context of end devices for the IoT. Additionally, no
benchmark has been made comparing the different parameters that
can be used within ECC.

Hence, the goal of this paper is to answer the following research
question:
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RQ 1. What combination of curve and field size, creates the
most efficient ECC algorithm in the context of the IoT?

Then, to help answer Research Question 1, two additional research
questions are answered:

RQ 2. What combination of curve and field size creates the
most efficient ECC algorithm on a Personal Computer?

RQ 3. What combination of curve and field size creates the
most efficient ECC algorithm on a Raspberry Pi?

Herein, the choice is made for a Personal Computer (PC) and
Raspberry Pi (RPi) to simulate receivers and senders for data in the
IoT end devices respectively. So, using these three questions, a com-
parative analysis will be made of the computation cost and energy
consumption of relevant curves of ECC presented in literature.

Gaining an answer to these questions will first be done by drawing
out the background in Section 2. Therewith, an overview of the
recommended standards is created as well as an analysis of how
ECC is used in practice and the related research within the field.
Following, an insight is gained into the state of the art and the
missing literature. Consequently, the research questions will be
hypothesised upon.

Then, measurements can be made to create a complete benchmark
on the different parameters used in ECC in Section 4. In order to
do so, the methodology is first explained within Section 3. Namely,
in this section, the hardware and software will be walked through:
Explaining the platforms, libraries, and algorithms used.

Following, the measurements are made and presented in Section
4. Moreover, they will be explained and analysed to seek out any
outliers or otherwise non-expected results. Note, that any results
that follow the research questions will be explained in Section 5.
Namely, within the conclusion section, the outcome of relevant
research will be put up against the measurements to answer the
research questions.

Thereafter, recommendations for future work are made. Addition-
ally, a reflection on the research is conducted in Section 6.

2 BACKGROUND

With the purpose of creating a taxonomy based on the relevant
standards, a definition of the relevant standards is apt. Therefore,
this section seeks to outlay any standard used within the industry.

As there exist many different standardisation institutions, it must
be added that the scope of this paper will be put at any standard
mentioned within the latest draft document of the National Institute
of Standards and Technology (NIST) [8].

Following the disquisition of standards, an explanation will be
provided of how ECC is utilised in practice, and in what way those
algorithms function. Then, related research will be reviewed, in the
hope that any missing literature is identified. Achieving this is done
by discussing several papers which sought to create a taxonomy for
the same goal as this research.

Within the latest version of the NIST document [8], it has been
mentioned that the standards advised were inspired by several or-
ganisations’ standards. These institutions include, but are not limited
to: The Internet Engineering Task Force (IETF) [29], the Standards
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for Efficient Cryptography (SEC) [5], and the previous version of
the NIST recommendation [19].

In regards to the curve type used for ECC, the NIST has identified
several different curve types. To visualise, these curves are displayed
in Figure 2:

“/ \ / / N4

| / |
T \
\\ / \\ \,/ V\\\

\\ \\
\ \

(b) Short Weierstrass Curve
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Fig. 2. ECC Curve types recommended by the NIST

Firstly, the ’traditional’ curve type is the Short Weierstrass form
displayed in Figure 2b. This form follows:

Y=x3+ax+b 3)
Wherein a and b are configurable parameters with:
4a® +27b% # 0 ()

These a and b are both generated by a specific seed - on which the
curve is based. The standards for this curve are: P-192, P-224, P-256,
P-384, P-521, W-25519, and W-448. Herein, P-192 is only for legacy
use - and thus retracted from the latest version - and W-25519 and
W-448 have been newly added. It is phrased as being ’traditional’
as that was the earliest form of EC introduced.

In this notation, the first letter is either a P or W: P indicates
it is a curve over a prime field and W indicates it is both a curve
over a prime field, and that it is isomorphic to the curve with the
same number sequence for the Montgomery curves. For example,
W-25519 is isomorphic to Curve25519 - for the numeric values of
each curve, the Reader can refer to the draft publication of the NIST
[8].

Additionally, the Montgomery curve type provides Curve448.
Both Curve448 and Curve25519 follow the form:

Bo? = u(u® + Au+1) (5)
Wherein:
A€ GF(q), BEGF(q), A#+2, B#0 6)
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Security | Bit Length Prime Binary

Strength ‘ of n ‘ Field ‘ Field
112 224 - 255 len(p) = 224 m = 233
128 256 - 383 len(p) = 256 m = 283
192 384 - 511 len(p) = 384 m = 409
256 > 512 len(p) =521 | m=571

Table 1. Recommended bit length

Moreover, these curves have been added to the most recent ver-
sion following the earlier recommendation of the IETF [29]. Next
to that, the Edwards Curve type was introduced in the latest draft.
These curves follow:

ax? +y% = 1+ dx?y? (7)
With:
a,d#+0,a+d (8)

Within the NIST recommendation [8], it is stated that curves
over this form provide the highest performance using the protocol
Edwards Curve Digital Signature Algorithm (EdDSA). This form
introduces the curves: Edwards25519, Edwards448, and E448.

Then, the NIST does mention the existence of Brainpool curves
introduced by the IETF [29]. However, they do not recommend them
as they only put them in their last appendix. Regardless, this type
introduces curves following the form of a Short-Weierstrass curve
on a prime field, with different parameters. The standards exist-
ing are: brainpoolP192r1, brainpoolP224r1, brainpool256r1, brain-
poolP320r1, brainpoolP384r1, and brainpoolP512r1. Alternatively,
when using EdDSA twisted curves could be used, for this proto-
col exists the standards: brainpoolP192t1, brainpoolP224t1, brain-
poolP256t1, brainpoolP320t1, brainpoolP384t1, and brainpoolP512t1.

Finally, the NIST suggests curves Short-Weierstrass curves over
a field with size GF(2™) where m is any positive integer.

In this curve-form exist two distinctions, the curve is either a
Koblitz curve or a pseudo-random curve. For either curve they
are marked as the identifier followed by the exponent m used for
the binary field GF(2™); Koblitz curves are identified with a K and
pseudo-random curves with a P. Koblitz curves follow the form:

3

P rxy=x>+ax?+1 )

And pseudo-random curves follow the form:
P rxy=x>+x2+b (10)

The standards existing are: K-163, K-283, K-409, K-571, B-163,
B-233, B-283, B-409, B-571. Similar to the Short Weierstrass form
on a prime field, the smallest field size has been removed from the
recommendation. Namely, with the increase in computation power
the security of this variation came at risk. However, following the
discovery of the GHS Weil Descent Attack [17], this curve is only
mentioned and not recommended for federal use.

This is confirmed by combining the security strength tested in
SP 800-57 [2] and the field size of each curve. Namely, in Table 1, it
is noticed that for the binary field, an exponential increase in the
difference between len(p) and m forms when increasing security
strength.
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Furthermore, transferring information using ECC is done by using
the ElGamal scheme [16], as proposed independently by Miller [26]
and Koblitz [21] [23]. The algorithm functions using the concept
explained in Section 1:

Suppose that Alice and Bob want to share information over an
insecure channel. In this situation, Alice has secret x, and Bob has
secret xp, n is the size of the module, and « any primitive element
(mod n) - the latter two being both known. Then Alice computes
Yq = ¥ (mod n) and Bob computes yp, = @ (mod n). This value is
communicated cross-party, and consequently, a common secret K,
can be established by exponentiating y, with x;, or vice versa.

Following, the encrypted message m comes in the form (c1, c2),
where:

¢ = ofab (mod n) ¢z = Kypm (mod n) (11)

Decryption to the message m is done by dividing K, with c;.
Note that, for this, multiplication on an EC is needed, this is achieved
by getting the tangent to the point P after which point Q, the inter-
section with EC is the result of one iteration of multiplication.

Notwithstanding the precise algorithmic implementation, Section
1 claimed the absence of relevant literature in benchmarking ECC
in the setting of the IoT. However, the literature is abundant in
theoretical comparisons between possible combinations. Therefore,
here an overview is created of their methodologies to hypothesise on
the research questions, and to find which flaws need to be covered
up. Moreover, the choice of parameters is argued for.

In the literature, already some overviews of the parameters in use
have been made. For example, Julio Lopez and Ricardo Dahab [23]
created an overview in 2000 of the then-dominant ECC parameters
splitting the variables out into: the finite field arithmetic, the type
of curve, the algorithms for group operation, and elliptic curve
protocols. However, as this overview stems from 2000 it is heavily
out of date. This is proven by comparing this study with the current,
aforementioned, standards.

Contrasting, this research has only two variables in the form of
the type of curve, and the key size used. For the reason that the NIST
[8] has put finite field arithmetic, group algorithms and elliptic curve
protocol inherent to the type. Continuing, several other institutions
or studies standardise a fifth variable, the group arithmetic. This
is also disregarded, as that is made inherent by the NIST similarly.
Ergo, the standards of the NIST [8], SEC [5], and IETF [29] have
primarily contributed to the selected division.

Following the selection of parameters, it can be found how the
combinations of each parameter interact with each other. However,
as many permutations exist, it is more practical to apply a bench-
mark instead of theoretical research. This will be done by measuring
the process of the entire transaction, similar to how it has been done
previously to standalone ECC [4, 18]. Consequently, measurements
of key generation, encryption, and decryption will follow.

Seeing the relevance of the work of Gura [18] and Branovic [4]
it is reasonable to refresh their work by adding the newly found
combinations to their results. Additionally, as the Internet of Things
was not as popular then as it was now [1], the efficiency of ECC
was not yet placed in the context of the IoT.

Dhanda [9] did, however, have the knowledge of IoT and ad-
dressed in their research the need to reduce keys even more, and to
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reduce resource needs. Observing that they have only made mea-
surements for different algorithms, it is believed to find a more
secure alternative with the same efficiency.

However, seeing that none of the mentioned research conducts
precisely similar measurements. Hypothesising the quality of each
combination is challenging. Be that as it may, the NIST recommenda-
tion [8] does mention that Twisted Edward curves are the quickest
curve type of all recommendations. Additionally, as aforementioned,
binary fields require a greater key size to match the security strength
of curves over prime fields. Therefore, it is hypothesised that to reach
the same security strength, Twisted Edwards curves will be the most
efficient curves, followed by other curves on prime fields to then
end the rank with Koblitz curves, and other curves over a binary
field. It is expected that this hypothesis will uphold for both PC and
RPi.

3 MEASUREMENTS

To answer the Research Questions set in Section 1, a systematic
approach will be taken to make the measurements. In this section,
the algorithm used to make these measurements is elaborated upon
as well as the media this software is executed upon. In doing so,
the choice of PC and RPi is explained. Moreover, a thorough un-
derstanding of the software used is created, i.e. the imported, and
self-made programs.

To start, within the IoT two device types exists, data-collectors and
data-processors. Herein, the data-collectors are frequently resource-
constrained, whereas the data-processors allow for more computa-
tional power. Moreover, this balance is simulated using an RPi and
PC respectively.

Firstly, the RPi used within this research is a Raspberry Pi 4B with
4GB of RAM (Random Access Memory). As the goal of the research
is to have the RPi simulate an IoT device, a 32-bit OS without a
graphical interface was chosen. Consequently, the minimal version
of Raspian 32-bit was chosen as an OS.

Furthermore, to simulate a realistic setting for the data processor,
the PC operates on a 64-bit Ubuntu Linux distribution. However,
due to the only PC being available that of the Researcher, it does
provide a graphical interface, and thus reduces the performance of
the software. This PC operates on an Intel i7-8750H CPU clocked at
2.20GHz, with 16GB of RAM clocked at 2400 MT/s.

Then, the software [27] used is designed to output graphs mea-
suring the performance of the encryption, decryption and key gen-
eration efficiency as described in Section 2. Herein, efficiency is
defined as the time it takes to run these processes and the energy
that is consumed by the CPU during this time. Furthermore, the soft-
ware measures this performance for the Montgomery curves, Short
Weierstrass curves over a prime field, Twisted Edwards curves, and
Brainpool curves in either Short Weierstrass or Twisted Edwards
form.

Continuing, within the curve types, the key size is the changed
value after which the efficiency values should follow. Additionally, to
outtake any bias towards certain message sizes, the test is repeated
for message sizes of byte size 2™ with m being an integer ranging
from 0 to 5. If a conclusion can be set that this bias is nonexistent,
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the experiment can focus on one specific message size to more easily
draw conclusions - and thus answer the research questions.

Furthermore, creating the benchmark is done by importing an
ECC python library [7] which allows for ElGamal encryption using
the specified curve types. To this library, the old and new standards
were added, as previously described, as that was not offered by
default. Moreover, the measurements are made using either PyRAPL
[30] or vegencmd [28]. Namely, PYRAPL provides a measurement
interface for the Intel chipset, whereas vcgencmd is used for the
alternatives. Consequently, by running this script concurrently, the
results can be made reasonably efficient resulting in those presented
in Section 4.

4 RESULTS

In this section, the results of the measurement script as described in
Section 3 are discussed. To create the clearest overview, the analysis
is done by going through the separate variables in an orderly manner.
Thus, first, the difference between message sizes on both the PC
and RPi will be analysed, to then compare the difference among the
curve types.

Within Figure 3, the results of data encryption on an RPi are
presented for all measured message sizes. Notably, no significant
difference can be found between any of those measurements. Simi-
larly, the time for key generation and decryption followed the same
pattern of no significant difference amongst message sizes - note
that, for the reason of conciseness, these graphs are not displayed.
Additionally, the energy usage on an RPi displayed no significant
change when altering the message size. Therefore, further analysis
of the measurements on an RPi is done on only one message size
for the rest of this section.

Likewise, Figure 4 displays no significant differences between the
decryption of data for several message sizes on a PC. Therefore, the
remainder of this section will focus on a message size of 1 byte, as
those data are more easily gathered. Additionally, it is analysed that
the pattern for RPi and PC equal. Accordingly, the focus is shifted
towards the results of a PC, as those data are easier to be gathered
following the more plentiful resource pool.

As visualised in Figure 5, again, the patterns amongst different
processes follow equal trends. For that reason, the tabular data for
only one combination of process, measurement type, and message
size is given in Table 2. Within this table, each row displays the
energy it takes per - if available - field size to encrypt a message of
1 byte.

From these results, no real surprises are found that do not relate
to the research questions. Therefore, those findings will be discussed
in Section 5. Moreover, if it is desired to inspect the results with
greater repetition, the Reader could refer to the source code [27],
and repeat the experiment to gain and confirm the same benchmark.

5 CONCLUSION

As mentioned in Section 1, this section provides an answer to the
set Research Questions by first answering Research Question 2
and Research Question 3, to then answer Research Question 1. Fur-
thermore, within Section 4 it was found that the used platform or
message size made no significant difference within the efficiency of
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Fig. 5. Measurements for key generation, encryption, and decryption process for message size of 1 byte, n=1500
Curve Type 160 | 192 | 224 | 255 | 256 | 320 | 384 | 448 | 512 | 521
Short Weierstrass 0.81 | 1.22 | 1.52 | 1.53 3.56 | 5.02 7.04
Montgomery 1.56 5.13
Twisted Brainpool 0.61 | 0.87 | 1.18 1.53 | 2.41 | 3.61 6.86
Short Weierstrass Brainpool | 0.61 | 0.86 | 1.15 1.53 | 2.39 | 3.54 6.83
Twisted Edwards 2.63 9.1
Table 2. Power (J) consumed during encryption of message of size 1 byte, n = 1500
224 255 256 320 384 448 512 521 Average
Short Weierstrass 0.0109 | 0.0119 | 0.0120 0.0185 | 0.0261 0.0275 | 0.0178
Montgomery 0.0122 | 0.0137 0.0267 0.0175
Twisted Brainpool 0.0105 0.0120 | 0.0188 | 0.0188 0.0268 0.0174
Short Weierstrass Brainpool | 0.0103 0.0120 | 0.0187 | 0.0184 0.0267 0.0172
Twisted Edwards 0.0205 0.0474 0.0340
Security Strength 112 128 128 128 192 192 256 256

Table 3. Power (J) consumed per 1 bit security strength, n = 1500

ECC. Therefore, this section will provide an answer to the Research
Questions following the data provided in Table 2. However, prior to
that, the expectation of Section 2 is restated. Namely, within that
section, it was predicted for the Twisted Edwards Curve to perform
as the most efficient curve type.

Since Section 4 concluded no difference in results between an
RPi and a PC regarding the pattern of the results, the answer of
Research Question 2 and Research Question 3 can be found in an

equal manner: Following the found security strength of Table 1
in Section 2, the supposed security strength of each curve can be
combined per curve. Moreover, using the power consumption of
Table 2, the amount of power consumed per one bit strength can
be found. This leads to Table 3. Consequently, the most efficient
algorithm will then be found by identifying the lowest number of
this table. In this case, that result belongs to the Brainpool curve in
Short Weierstrass curve with a field size of 224. Additionally, overall
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the Brainpool curves perform the most efficient on average as well.
Furthermore, notice that in Table 3, the field sizes smaller than 192
have been removed following the recommendation of the NIST [8],
as discussed in Section 2.

Following this result, the hypothesis is disproven for Research
Question 2 and Research Question 3 since Twisted Edwards curves
proved not to be the most efficient curve type. Additionally, it can
be concluded that the answer of Research Question 2 and Research
Question 3 can be copied to Research Question 1 as Section 4 con-
cluded the same efficiency pattern to uphold for either medium.

Concluding, it has been found that the most efficient curve type is
one which is not, currently, recommended by the NIST in the form of
Brainpool curves. Closely following are the other Short Weierstrass
curves and the Montgomery curves. Though, the hypothesised most
efficient curve resulted to be two times less efficient in comparison
with the most efficient curve type.

6 FUTURE WORK

Following the disproven hypothesis, this section will provide rec-
ommended work to extend the quality of this research. This is done
by initially reflecting on the quality of this research, after which
extra work is proposed.

Firstly, following the literature research of Section 2, a security
strength for each curve has been assumed as is. However, as this
score was extrapolated from Table 1, it may be that the results in
Table 3 may be mistaken as a consequence. Therefore, what could be
done is to put a fourth variable in place to measure security strength.
By measuring security strength, it is meant that the energy and time
required for decryption by brute force is measured. Following, a
more realistic energy per bit strength value could be produced,
disproving this entire research.

Moreover, having followed the suggestion of the NIST to disregard
curves over binary fields [8] it has never been formally proven per
benchmark that these curves indeed perform worse. Again, this
would require the Researcher to check for security as otherwise
only an ideal scenario would be benchmarked.

Then, both these suggestions and the rest of this research could be
repeated while also taking into account more resource-constrained
devices such as an Arduino. However, due to resourceful limitations
during this research, this was not to be benchmarked in this paper.
Furthermore, when re-implementing the source code [27], the qual-
ity of the code could be reevaluated to rewrite it in a more efficient
programming language than Python. Possibly, this could find the
reason behind Twisted Edwards curves’ performing significantly
better on a PC for a message size of 1 byte as well.

Finally, as discussed, communication protocols using ECC rely
on different algorithms compared to RSA or DH. Therefore, it is
advised to benchmark communication costs per complete message
transaction to truly test if ECC is a more lightweight protocol to
RSA or DH.

To summarise, it is concluded the research in benchmarking ECC
in the context of the IoT is far from complete. Future work can add a
security value, not disregard binary curves and use other mediums
to add more common instances to this work. Moreover, the claim of
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being a more lightweight protocol can be backed by also measuring
communication costs.
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