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Abstract

Distributed denial of service (D)DoS attacks on in-vehicle networks (IVNs) can disrupt
the operation of the vehicle and pose a risk to passenger safety and the safety of other road
users. These attacks can be challenging to detect and prevent because they often involve
a large number of devices generating traffic simultaneously, making it hard to distinguish
malicious traffic from normal traffic. In this research, we aim to develop and evaluate a
(D)DoS detection and prevention system for Ethernet-based in-vehicle networks. Ethernet
switches and gateways, which are commonly used in these types of networks to forward
and process traffic, could potentially be accessed by hackers to compromise the network.
Our proposed approach combines entropy-based (D)DoS detection with access control list
(ACL) based traffic filtering to detect and mitigate attacks. The results showed that
the entropy-based (D)DoS detection method demonstrated excellent performance, with
a high detection rate and a low count of false negatives in detecting attacks. However,
there was a limitation in identifying certain types of attacks that exhibit similar patterns
to legitimate traffic. Evaluation for ACL-based traffic filtering showed that the created
ACL rule effectively filters out (D)DoS traffic, but it also dropped legitimate packets with
the same header fields as (D)DoS packets. By developing and evaluating a systematic
approach for protecting automotive Ethernet networks against this network attacks, we

aim to improve the security of [VNs.
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Chapter 1

Introduction

Many electronic control units (ECUs) are employed in today’s vehicles to improve the
overall vehicle ecosystem’s performance, security, and safety. ECUs typically contain over
100 million lines of code for complex functions, which is 95 times more than in commercial
aircraft [1]. As the automotive industry trends toward connected and autonomous vehicles,
security in complex communication across vehicle networks has become challenging. The
increasing demand for connecting vehicles requires automakers to create sophisticated
software and electronics designs to meet connective needs [2][3]. McKinsey & Company
estimates that the market share of connected vehicles will continue to rise from the current
50% of the retail connected vehicles to 95% worldwide sales in 2030 [4].

Introducing data-intensive systems such as infotainment systems and advanced driver-
assistance systems (ADAS) necessitates the adaptation of in-vehicle networks. Tradi-
tional bus technologies such as CAN, MOST, FlexRay, and LIN are not future-proof when
it comes to high-speed data transfer and bandwidth requirements (maximum bandwidth
of 1 Mbps for CAN and 10 Mbps for FlexRay). Consequently, Ethernet technologies
are used to establish efficient and straightforward communication in modern and future-
generation vehicle networks. In addition, vehicular networks extend to vehicle-to-vehicle
(V2V), vehicle-to-infrastructure (V2I), and infrastructure-to-vehicle (I12V) networking.
The change in network architecture and the introduction of Ethernet as a communica-

tion backbone necessitates to research and develop network security in vehicles.

One of the potential security threats is the (D)DoS attack, which can disrupt the operation
of the vehicle. In the context of in-vehicle networks, a DoS attack can occur in two ways.
For example, a hacker could create a command that stops the engine of the car, preventing
the passenger from using it. However, this type of attack requires deeper understanding of
the network and the ability to gain control. The other form of (D)DoS attack is relatively
simple, as it seeks to deplete the victim’s resources by flooding it with a high volume of
malicious traffic. This research focuses on the latter type of (D)DoS attack, which aims

to exhaust the bandwidth rather than command and control attacks.
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1.1. CHALLENGES CHAPTER 1

1.1 Challenges

Connected vehicles and autonomous cars are two significant trends adopted by today’s
automotive industries. The common goal of this trend is to significantly reduce accidents
and make the driving experience less tedious. As per the WHO, there are 1.3 million
deaths caused by road accidents every year involving human errors like speeding and
distracted driving [5]. Vehicles need to be much more intelligent and trustworthy to
reduce road accidents. Achieving such goals requires high-speed data communication and
sensors. Moreover, with the expectation of connected vehicles and access to the cloud

infrastructure, security becomes a significant challenge.

The major cybersecurity challenge was first experienced by General Motors (GM) vehicles
on their On-star system in 2010 [6]. This attack allowed hackers to unlock and start
the car remotely by exploiting vulnerabilities in the onboard computer. The On-Star
entertainment system in GM automobiles was exploited in an attack that affected several
million vehicles. To address the issue, the company released an update that could be
installed wirelessly to protect against the hack. It took GM approximately five years to
completely protect this vulnerability [6]. Similarly, in 2015, Jeep vehicles experienced
a cybersecurity attack on their U-connect system. The vulnerability allowed hackers to
remotely control the vehicle through its IP address. It includes controlling the brakes,
windshield wipers and turning on and off the engine. Fiat Chrysler Automotive (FCA)
had to recall 1.4 million vehicles due to the vulnerability in its systems. To protect from
the attack, FCA distributed the updates through USB drives to the vulnerable cars [7].

Other significant attacks include the Tesla hack and the attack on Volkswagen keys [8], [9].
The vulnerability in Tesla was observed in 2016 due to a software issue. The attack allowed
hackers to access the door open/close command and brake it. The software issues were
resolved by over-the-air updates [8]. On the other hand, a vulnerability in Volkswagen
vehicles was detected due to a hardware issue. The hacker exploited the vulnerabilities
in the transponders in the key. Due to the lack of encryption methods between the
transponder in the key and the receiver in the car, a hacker can steal a car. The entire

hardware of the lock system was required to be changed to solve the issue [9].

There are several components in the car that could compromise cyber security. For in-
stance, an in-vehicular network can be hacked in two primary ways; physically, where
the hacker can physically access the vehicle, and over the air, where the hacker can re-
motely access the vehicle. Physical hacking involves accessing an in-vehicular network with
open USB ports or onboard diagnostic (OBD) ports. In comparison, over-the-air involves
devices connected to the internet like the infotainment system, downloading third-party
applications, or other devices like Bluetooth-based tire pressure monitoring systems or

wireless car access keys.

2 A framework for detecting and preventing DoS attacks in Ethernet switches
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1.2 Problem Statement

Modern vehicles are equipped with various systems, such as advanced driving assistance
systems (ADAS), telematic control units (T'CU), and in-vehicle infotainment (IVI) sys-
tems that interact with the in-vehicle network and the outside world. These systems are
typically connected with network switches and gateways to forward and process network
traffic. A hacker could gain access to the network gateways or switches to compromise the
security of the in-vehicle network. Modern Ethernet switches include an access control
list (ACL) and rate limiters to process network traffic. The advantage of identifying and
filtering malicious traffic on the Ethernet switch is that it offloads the network processing
tasks carried out by the gateways or routers. For instance, when a hacker sends a large
number of attack packets to the device, the CPU usage of the device increases, and the
performance degrades [10]. These attacks are typically mitigated by using an ACL to

block the hackers’ arrival.

(D)DoS attacks on vehicle networks can disrupt the operation of the vehicle and pose
a risk to the safety of passengers and other road users. These attacks can be difficult
to detect and prevent, as they often involve a large number of devices generating traffic
simultaneously, making it difficult to distinguish malicious traffic from normal traffic.
There is a need for a reliable and effective (D)DoS detection and prevention system that
can protect against these types of attacks in the automotive Ethernet switch. The aim
of this research is to develop and evaluate such a system to improve the security and

resilience of Ethernet-based in-vehicle networks.

This problem statement identifies the problem of (D)DoS attacks on automotive Ethernet
networks and explains why it is important to identify known attack patterns and define
effective ACL rules to protect against these attacks. It also states the research aim of
developing and evaluating a systematic approach to this problem and clearly explains the
importance of this research in terms of improving the security and reliability of Ethernet-

based vehicle networks.

Based on the problem statement, the following research questions (RQ) are formulated

and answered in this thesis.

e RQ 1 What are the potential entry points for a hacker to gain access to an in-vehicle

network?

The aim of this question is to understand how the IVN connects to the external
world. By identifying the entry points and components involved, we can better
understand the potential vulnerabilities and risks of network attacks. It is relevant

to identify and prevent these attacks in order to ensure the security of the vehicle.

e RQ 2 What are the Ethernet switch’s capabilities for mitigating (D)DoS attacks?

A framework for detecting and preventing DoS attacks in Ethernet switches 3
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THESIS OUTLINE CHAPTER 1

The main purpose of answering this question is to gain a better understanding on
(D)DoS attacks and the role of Ethernet switches in IVNs. As one of the key com-
ponents for processing and forwarding network packets is the Ethernet switch, it is
relevant to research the capabilities of the Ethernet switch in order to detect and
mitigate (D)DoS attacks. By understanding the capabilities of these switches, we
can develop a framework for detecting and preventing these types of attacks, which

is crucial for maintaining the security of the IVN.

RQ 3 How to replicate the Ethernet switch’s lookup behaviour in the simulation

environment?

The goal of this question is to design the Ethernet switch’s lookup behaviour in a
simulation environment. This design will serve as the foundation for our (D)DoS
detection and mitigation framework, allowing us to test and evaluate these methods
in a controlled and simulated setting. By designing the Ethernet switch pipeline in
a simulation environment, we can gain a better understanding of how these methods

perform.

RQ 4 How to identify known (D)DoS attacks and define ACL rules for Ethernet

switches?

The goal of this research question is to develop a framework for detecting and mit-
igating (D)DoS attacks. This framework will involve analyzing network traffic to
identify (D)DoS attacks, collecting the malicious packets, and creating an ACL rule
to block them. The generated ACL rule will be implemented in the Ethernet switch
pipeline design in order to effectively mitigate the attack. By providing a systematic
approach to detecting and mitigating these attacks, we can improve the security of
the IVN.

RQ 5 How well does the proposed (D)DoS detection and prevention method per-

form?

The aim of this research question is to assess the effectiveness of our proposed
(D)DoS detection and prevention algorithm. By evaluating the methodology, we
can determine the performance of the algorithm in terms of its ability to accurately
detect and prevent (D)DoS attacks. This evaluation will provide valuable insights
into the strengths and weaknesses of the algorithm, allowing us to identify areas for

improvement and optimize its performance.

1.3 Thesis Outline

The remaining part of the thesis is organized as follows:

Chapter 2 describes background information about the attack surface of IVNs, entities

A framework for detecting and preventing DoS attacks in Ethernet switches



CHAPTER 1 1.3. THESIS OUTLINE

involved between a hacker and the targeted device, and capabilities of Ethernet switch to
detect and mitigate (D)DoS attack. The chapter aims to answer RQ 1 and 2.

Chapter 3 presents the design of an Ethernet switch’s lookup capability in a simulation

environment. The chapter aims to answer RQ 3.

Chapter 4 presents the methodology to detect and mitigate (D)DoS attacks. Based on
the presented method and the design of the Ethernet switch from Chapter 3, we conclude

this chapter with a proposed framework. The aim of this chapter is to answer RQ 4.

Chapter 5 presents the evaluation of (D)DoS detection and mitigation method. The

chapter aims to answer RQ 5.

Chapter 6 concludes the thesis by providing answers to the research questions and stating

future work.

A framework for detecting and preventing DoS attacks in Ethernet switches 5



Chapter 2
Background

This chapter is divided into three sections. Section 2.1 discusses the background and
state of the art of in-vehicle network (IVN) attack surfaces, including vulnerabilities and
potential entry points for attacks. Section 2.2 examines the threat posed by (D)DoS
attacks to IVN, including the types of attacks and their consequences. Section 2.3 provides
a functional overview of Ethernet switches and their ability to mitigate (D)DoS attacks.
The chapter concludes by answering RQ1 ( What are the potential entry points for
a hacker to gain access to an in-vehicle network? ) and RQ2 ( What are the

Ethernet switch’s capabilities for mitigating (D)DoS attacks? ).

2.1 State-of-the-art on Attack surface

To answer RQ1, it is necessary to have in-depth knowledge of the potential entry point to
access IVN. Therefore, the goal of this section is to provide an in-depth survey of various
IVN components which could be exploited by a hacker. The goal will be achieved by
dividing the section into the following parts: In the first part, the surfaces where a hacker
can gain access to IVN are discussed in Sub-section 2.1.1. Next, in Sub-section 2.1.2, we
will perform a literature study on how a hacker could use these entry points to perform

attacks. The section is concluded by concluding remarks in Sub-section 2.1.3.

2.1.1 Attack surface

The entry points for an IVN depend on the attack surfaces that a hacker can access.
These surfaces typically include communication channels for connecting to the IVN. In this
section, we classify each attack surface into three categories: physical access, short-range
wireless access, and long-range wireless access. Figure 2.1 shows the attack surfaces of a
connected car. The figure includes three categories based on the position of the hacker

and the corresponding attack surface. These categories are long-range wireless access
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CHAPTER 2 2.1. STATE-OF-THE-ART ON ATTACK SURFACE

(A), physical access (B), and short-range wireless access (C). The figure also depicts four
potential entry points based on the hacker’s position: in-vehicle infotainment, telematics
control unit, onboard diagnostic, and sensor interface. We will discuss each of these attack
surfaces in detail. In general, a malicious actor may try to send malicious packets using
these attack surfaces to carry out network attacks, which could potentially affect the

vehicle’s non-safety and safety-critical operations.

((( ))) ong-range wireless access )
e

Remote
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S .\ control unit
=

» OBD-ii

F'hysical access

‘s ©

Radar CPU
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| - Gateway
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E Switch Camera TPMS : Tire-pressure monitoring system

# CPU w===  Ethernet link - 1Gbps HVAC: Heating, ventilation, and air conditioning

© Radar —— Ethernet link - 100Mbps LKAS: Lane Keeping Assist System

Figure 2.1: An overview of the attack surface with four potential entry points for network
access: in-vehicle infotainment, telematics control unit, on-board diagnostic and sensor
interface

e A: Remote access (long-range wireless access)

The Telematics control unit (TCU) and in-vehicle infotainment (IVI) systems are
two of the devices that serve as a gateway between the cloud and in-vehicle network.
These systems typically use long-range wireless communication, such as cellular net-
works, to connect with the cloud or other V2X standards. The TCU, which collects
telemetry data or IVI, which can download 3rd party software over the air, poses a

significant risk because it could allow hackers to access IVN from the cloud.

e B: Physical access

A framework for detecting and preventing DoS attacks in Ethernet switches 7
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STATE-OF-THE-ART ON ATTACK SURFACE CHAPTER 2

A hacker must maintain physical access to the vehicle’s communication channel to
carry out physical attacks. This is done by accessing physical ports like OBD-II,
USB, or a malicious node in the IVN. Hackers would typically try to collect data
or inject malicious packets to perform attacks on the access node in IVN. Physical
attacks may pose fewer security risks than remote access because a hacker needs to

maintain physical access.

C: Remote access (short-rage wireless access)

Systems such as the Tier pressure monitoring system (TPMS) and passive keyless
entry system (PKES) use wireless technologies such as Bluetooth, RFID, and Wi-
Fi. These wireless technologies have relatively short-range wireless access when
compared to cellular networks. A hacker would typically attempt to perform a

malicious attack by exploiting the authentication of wireless communication.

2.1.2 Literature review

After knowing the different surfaces where a hacker could perform attacks, it is relevant

to know how this attack can be performed. This subsection will elaborate on research

which has identified the methods to perform attacks. We use the same classification to

categorize attack surfaces to classify methods used by researchers to perform attacks.

e A: Remote access (long-range wireless access)

The advance in the infotainment system and the ability for over-the-air updates
require long-range communication. Long-range communication depends on techno-
logies like cellular networks and GPS. GPS is used to position and assist drivers
while they are driving. Additionally, fleet management uses it to track the where-
abouts of vehicles. Oruganti et al. [11] suggest that a hacker could use a GPS
interface as a point of entry to sniff and inject data. Miller et al.[7] obtained GPS
data from a vehicle’s head unit using an unprotected port connection. Jover et al.
[12] have conducted a survey on the impact of (D)DoS attacks on the availability of

communication systems in Long-Term Evolution (LTE) cellular networks.

B : Physical access

The physical attacks involve hackers physically accessing the vehicle. Zhang et al.
[13] indicate that hackers can readily collect and analyze car data and control them
by injecting messages through the OBD II port. OBD II is a required port to record
diagnostic and environmental (such as pollution) data. This interface is directly
connected to the in-vehicle network, and by exploiting the vulnerabilities of the
OBD port, it is feasible to initiate various attacks that can affect driver safety and
security [14]. Checkoway et al. [15] demonstrate various attacks using both wireless
OBD dongles and direct connection to an OBD port. Wen et al. [16] indicate

A framework for detecting and preventing DoS attacks in Ethernet switches
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that the hacker can fuzz the diagnostic port of the vehicle through a vulnerable
dongle to perform (D)DoS attacks. USB ports are other types of access point that
could be vulnerable to in-vehicle networks. USB ports are used in the head units of
infotainment systems. Nissim et al. [17] address to override USB firmware which can
serve as a (D)DoS attack. Sensors and actuators are used inside vehicles to support
a variety of functions, including tire pressure and engine temperature measurement.
Loukas et al. [18] have proposed that sensors could be physically attacked by signal

jamming to block network traffic between the sensors and the in-vehicle network.

e C : Remote access (short-rage wireless access)

Over-the-air attacks can be further classified as short-range wireless attacks. Wi-Fi
and Bluetooth are examples of protocols that are commonly used in short-range
wireless access and can potentially expose vulnerabilities in in-vehicle networks. Us-
ing scanning tools, Josephlal et al. [19] show that hackers may simply extract the
vulnerability of in-vehicle networks. They were successfully able to demonstrate the
(D)DoS attack on an infotainment system. Gulliberg et al. [20] demonstrated that
hackers can perform (D)DoS attacks on Bluetooth devices by exploiting master-slave
communication. According to Francillon et al. [21], hackers can even break into the
vehicle by tracking network traffic between the wireless key and the vehicle. Lounis
et al. [22] presents the (D)DoS attack on Wi-Fi by exploiting a race condition-based
vulnerability. Miller et al. [7] demonstrate how an in-vehicle network is connected
to a remote control door lock receiver. Eisenbarth et al.[23] cracked the key fob
encryption and performed relay signal attacks to lock and unlock the doors. Rouf
et al. [24] show an attack on wireless tire pressure system monitoring (TPSM) that
allows the author to conduct eavesdropping operations from a distance of 40 meters
from the victim’s vehicle. TPSM consists of pressure monitoring sensors that are

connected to each tyre to send real-time data to the ECU [7].

2.1.3 Concluding remarks

Modern automobiles include advanced driving assistance systems (ADAS), telematic con-
trol units (TCU), and in-vehicle infotainment systems (IVI) that interact with in-vehicle
networks and V2X communications. Contradictory to the benefits of these systems, they
provide a broad attack surface for hackers to compromise a vehicle’s critical systems.
Numerous external interfaces exist in vehicles, such as OBD II, which allows for vehicle
diagnostics and cellular networks, enabling passengers to connect to the Internet. The
security risk of the IVN depends on the location of the hacker and the interconnection of
the components that are compromised. We divide hackers’ locations based on long-range
access, short-range access, and physical access. Based on a literature review, various meth-
ods have been identified for performing network attacks on vehicles, including the use of

communication channels such as LTE, Wi-Fi, and Bluetooth to carry out (D)DoS attacks.

A framework for detecting and preventing DoS attacks in Ethernet switches 9
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2.2 Background on (D)DoS attacks

Before addressing to RQ 2 (What are the Ethernet switch’s capabilities for mitig-
ating (D)DoS attacks?), it is relevant to have a detailed overview of (D)DoS attack and
why do we select Ethernet Switch to mitigate (D)DoS attack. This section provides a sur-
vey on how (D)DoS attacks can be seen as a threat to automotive networks. Sub-section
2.2.1 lists different types of (D)DoS attacks based on the ICMP, TCP, and UDP protocols.
Sub-section 2.2.2 gives the general motive that the hacker may have to perform (D)DoS
attacks on vehicles. And Sub-section 2.2.3 lists various stages where (D)DoS attacks can
be detected and prevented. We end the section with concluding remarks in Sub-section
2.2.4.

2.2.1 Types of (D)DoS attacks

Ethernet based in-vehicle network is a network that uses the Internet Protocol (IP) to
connect the various electronic systems and devices within a vehicle. This type of network
enables communication and data transfer between the different systems, such as the ECU,
TCU, and IVI.

An Ethernet based in-vehicle network uses the same types of protocols and technologies
as a traditional computer network, such as TCP, UDP and ICMP [25]. This allows for
the integration of multiple devices and systems, and enables the use of Internet-based
services and applications within the vehicle. While this brings benefits, it also exposes the
network to potential security threats, as these protocols are commonly leveraged by hackers
to launch Distributed Denial of Service (DDoS) and Denial of Service (DoS) attacks.

A DDoS attack utilizes a network of compromised devices to flood the target network
with a large amount of traffic, overwhelming the network and rendering it unavailable to
legitimate users. As in-vehicle networks are exposed to large external infrastructures, they
are particularly vulnerable to DDoS attacks, which can cause disruptions in communication
between vehicles and infrastructure. A DoS attack, on the other hand, originates from a
single device or a small group of devices, and also disrupts the availability of the network.
For example, a hacker could gain access to one of the vulnerable in-vehicle components

and initiate a DoS attack on the in-vehicle network.

As ICMP, TCP, and UDP are three of the protocols used in automotive Ethernet, the
focus of this subsection will be on (D)DoS attacks carried out by exploiting these protocols.
Figure 2.2 depicts the taxonomy of (D)DoS attacks. The (D)DoS attacks can be divided

into two parts :

e Flood attacks: Flood attacks aim to exhaust the victim’s resources with a large

number of bogus traffic or request packets. Unlike semantic attacks, flooding attacks
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(D)DoS Attacks
Flood attacks Semantic attacks
Flooding Amplification
'S.MP ubP ICMP ubpP TCP SYN Ping of
ﬂ(;';% flood (Smurf) (Fraggle) flood death

Figure 2.2: Taxonomy of (D)DoS attacks

are much more challenging to mitigate since hacker uses normal-looking packets to
perform attacks. This means filtering techniques may also filter legitimate pack-
ets, increasing the false negative count. Additionally, the hacker must have more

resources compared to the victim to make the attack successful.

e Semantic attacks: Instead of exhausting the target’s bandwidth, semantic attacks
aim to exploit a vulnerability or flaw in the target device. The victim can often
reduce the impact of these attacks by using network traffic filtering. Compared
to flood attacks, semantic attacks do not need to produce as much traffic as flood
attacks.

In the remaining part of this section, we will elaborate on 6 (D)DoS attacks that could
be detected by inspecting layer three and layer four headers. Figure 2.2 categorizes each

attack vector as either a flood or semantic attack.

e ICMP ping flood The Internet Control Message Protocol (ICMP) is a network
layer protocol used for applications like ping and traceroute. It is primarily used to
assess the connectivity and health of the request’s target device. A ping flood attack
requires the hacker to know the IP address of the target. The hacker attempts to
overwhelm a target device with ICMP echo-request packets, rendering the target
device inaccessible to normal traffic. The attack floods the network’s incoming and
outgoing channels, consuming significant bandwidth. So, the target device is forced
to use its resources to respond to each ICMP echo request with an ICMP echo reply
packet [26].

e UDP flood A UDP flood attack is a (D)DoS attack in which a hacker floods random
ports on the targeted device with UDP packets. When a UDP packet is received at
a specific port, the target device looks for applications associated with that packet.
If the target device cannot find the application, it will return an ICMP destination
unreachable packet. As the targeted device continuously receives UDP packets and
sends replies for each UDP packet, significant bandwidth is consumed, making the

target device unresponsive to other clients [27].
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e ICMP Smurf An ICMP Smurf attack is a (D)DoS attack that aims to exhaust
the target devices with a large number of ICMP echo reply packets. Similar to the
ICMP ping flood attack, the ICMP Smurf attack is performed by sending ICMP
echo request packets. However, in a Smurf attack, the ICMP echo request is sent
to a botnet with a spoofed source IP address of the targeted device. In response to
the ICMP echo request by the hacker, the botnet sends an ICMP echo reply to the
targeted device from each device present in the botnet. To process all the ICMP
echo replies, the targeted device will consume significant bandwidth, which makes

the target device unresponsive to other clients [28].

e UDP Fraggle The UDP Fraggle attack is a (D)DoS attack and is similar to the
Smurf attack. Both of these attacks aim to consume a significant amount of band-
width on the targeted device by sending a spoofed packet to a botnet. But, in a
UDP Fraggle attack, the hacker sends UDP packets, whereas an ICMP Smurf attack
involves sending ICMP packets [29].

e TCP SYN flood A TCP SYN flood attack uses the three-way handshake to es-
tablish a TCP connection. TCP SYN flood attack involves the hacker sending a
large number of SYN (synchronize) packets to the target system, which initiates a
connection between the attacker and the victim’s device. To carry out the attack,
the hacker typically sends an SYN packet with a spoofed source IP to the victim’s
device, and the victim responds with an SYN+ACK packet as a response to the
SYN packet. However, the hacker does not reply with the required ACK packet,

resulting in an incomplete connection [30].

e ICMP Ping of death A Ping of Death is a (D)DoS attack that can bring the system
to a halt with a single oversized packet. According to RFC 791, the maximum size
of an IP packet allowed is 65,535 bytes, which means that the maximum payload
length of an ICMP echo request allowed is 65,507 bytes (65,535 bytes minus the
packet header). However, a hacker exploits the payload field to send an ICMP echo
request with a payload higher than 65,507 bytes. A device vulnerable to an ICMP
Ping of Death attack goes into a DoS condition because the device is unable to

reassemble the packet [31].

The above-mentioned (D)DoS attacks are just a few of the many different types that exist.
Each attack has its own unique characteristics and can cause varying levels of impact. The
ability to detect these attacks by inspecting layer three and layer four headers is crucial for
ensuring the security of networks. In the next section, we discus the motivations behind

this attacks on vehicles.
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2.2.2 Motivations behind (D)DoS attacks on vehicles

After realizing the known (D)DoS attacks, it is relevant to know why someone would hack
your car. Principally, a (D)DoS assault aims to stop legitimate users from using a service.
In the context of a (D)DoS attack on a vehicle, the hacker aims to prevent the driver from
operating the vehicle’s functions (e.g., infotainment system) [32]. This section further

identifies five reasons why a hacker would hack your car.

e Financial The financial motivation of (D)DoS attacks often involves the extortion
of the target system. In other words, the target is required to pay a ransom to regain
access to their system [33]. If the target is a vehicle, paying a ransom to utilize a
car could be a motive. Attacks with a financial motive may result in a loss of client

confidence.

e Political Hacktivism is primarily driven by political motives. Hacktivism describes
attacks where the hacker’s primary aim is political expression rather than money.
An example of this in the IT industry is the 2015 GitHub attack, which lasted many
days [34]. Similarly, in automotive networks, this could be seen as a threat because

the general motive for hacktivism is to gather data for political motives.

e Cyber warfare In a cyber war, a (D)DoS attack may be used as a weapon to impair
the victim’s services [35]. The assault on Estonia in 2007 illustrates a (D)DoS attack
carried on by cyber warfare [36]. (D)DoS attacks on a car may be seen as a weapon

itself. Hijacking cars could be an incentive for cyber warfare.

e Commercial It may be viewed that one company will generally benefit if the com-
petitive company is proven to be unreliable and insecure. Executing (D)DoS attacks
on the competing company might result in achieving these benefits. Similarly, for
car manufacture, one OEM could try to exploit the security of a competing OEM in

order to prove the competing OEM’s unreliability [37].

e Emotional The ease of using services like booter [38] to generate (D)DoS attacks
allows people without much technical expertise to generate the (D)DoS attacks.

Fewer efforts can allow people to launch (D)DoS attack out of boredom.

2.2.3 Mitigation stage

Depending on the source (remote or physical), hacker traffic involves various stages of
packet routes to reach the target device. Henceforth, we will call these stages ”mitigation
stage”. This section aims to provide an overview of the different entities involved between
the hacker and the target. We will consider two different scenarios and consider stages at
which (D)DoS attacks can be detected. In the first scenario, we will consider TCU as the

victim, and in the second scenario, we will consider an in-vehicle component connected
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to the TCU via Ethernet switch as the victim. Figure 2.3 represents an overview of the
entity involved in routing the packets to the victim. The stages at which (D)DoS traffic
can be detected when the victim is the TCU are represented with letters A through D. The
stages when the victim is the IVN component (e.g., radar) are represented with numbers
I through VI.

B [ii]
toomet Y
A [l] " Botnet :
- : C [iii]
— A
I I L b2 —
. ! N
I
1 ISP
Hacker “ —r— : l
Botnet

Telematics
control unit

Radar
Camera CPU

Switch I |
Gateway € === == === o -
B—@ == :2
| r———
1 =
In-vehicle network | !
v \d

Infotainment
@ TPMS HVAC ECU LKAS

4OR

E Switch Camera TPMS : Tire-pressure monitoring system

Victim

ﬁ CPU === [Ethernet link - 1Gbps HVAC: Heating, ventilation, and air conditioning

@ Radar = Ethernet link - 100Mbps  LKAS: Lane Keeping Assist System

Figure 2.3: Overview of different mitigation locations and attack scenarios marked with
A-D (victim: telematics control unit) and i-vi (victim: radar).

e Hacker stage A [i]

(D)DoS assaults can be mitigated at the hacker stage. However, this would be the
responsibility of the law enforcement agencies [39]. Mitigation at this stage is outside

the scope of this research.
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e Botnet stage B [ii]

This stage of mitigation focuses on preventing the use of botnets [40]. This is outside

the scope of the study.

o ISP stage C [iii]

This mitigation stage involves deploying an intrusion prevention system by the in-
ternet service provider (ISP). Typically, this is not done due to the current net
neutrality controversy, which concerns if an ISP may have the authority for traffic
filtration based on packet data [41]. Mitigation at this stage is possible even if it is
outside the scope of this study.

e Telematic control unit (Victim) D

The telematic control unit is one of the ECUs with access to the cloud via the
cellular network. The vehicle uses this interface to interact with other vehicles via
V2X standards. In the case where TCU itself is a target, the traffic originating
from the cloud could easily cause harm to the TCU as the TCU cannot handle a
throughput as large as the ISP’s edge router. Implementing an intrusion detection
system at this stage allows for greater granularity than at the ISP stage. However,
TCU is an aftermarket device, which means they are not under the direct control
of the OEM. Mitigation at this stage is possible but depends on the quality of the

intrusion detection system implemented by the manufacturer of the TCU.

e Telematic control unit (Intermediate) [iv]

The TCU also serves as a intermediate between the cloud and the IVN. The TCU
collects telemetry data from the vehicle, such as speed and engine data, and uses
firmware over the air to update ECUs. To enable these functionalities, TCU requires
access to the IVN. On the other hand, it poses a significant risk because it allows
hackers to access IVN from the cloud. Because IVN is transitioning from a CAN
bus to an Ethernet network, there is an end-to-end IP network from the hackers’
laptop to the targeted ECU in the vehicle, increasing the risk of an attack against an
ECU. As previously stated, mitigation of an attack vector at this stage depends on
the quality of the IDPS system implemented by the TCU manufacturer. Similarly,
any other ECU that serves as a intermediate between the cloud and IVN may pose

a security risk to IVN.

e Ethernet switch [v]

Ethernet-based IVN architectures typically include network switches to forward net-
work traffic to connect ECUs across IVN. Malicious traffic flowing through the switch
can be detected and filtered out by performing packet inspection and implementing
accesses control list. As mitigation of (D)DoS attacks at the Ethernet switch is the

main focus of this research, we will discuss the mitigation in detail in section 2.3.
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e Targeted ECU (Victim) [vi]

It is possible to mitigate the (D)DoS attacks on the target itself. Mitigating an attack
at this stage requires an IDPS system to be implemented on the target machine. This

is outside the scope of the study.

2.2.4 Concluding remarks

The aim of this section was to provide an overview of how a (D)DoS attack could be
seen as a threat to IVN. To describe this clearly, we used (D)DoS taxonomy to classify
(D)DosS attacks into flood attacks and semantic attacks. We describe six different (D)DoS
attack types and realize the motivation hackers could have to perform the (D)DoS attacks
on vehicles. We discussed methods to mitigate (D)DoS attacks at different stages. These
stages are (I) the hacker, (II) the botnet, (III) ISP, (IV) TCU, (V) the Ethernet switch, and
(VI) the targeted ECU. We conclude that while mitigation of (D)DoS attacks is possible
at each stage, the area of focus of this research is to mitigate (D)DoS attacks at the (V)

Ethernet switch. All the other stages are out of the scope of this research.

2.3 State-of-the-art on Ethernet switch

In the previous section, we examined the various attack surfaces that hackers can exploit
to carry out (D)DoS attacks on IVN. We identified the TCU as a particularly important
component to protect, as it acts as a gateway to the IVN and has a greater Internet reach.
To defend against (D)DoS attacks on the IVN, it is necessary to examine strategies at
the backbone of the network, where TCUs and other electronic control units (ECUs) are
interconnected. An Ethernet switch is a key component of the IVN’s backbone, and in
this section, we will focus on its capabilities for mitigating (D)DoS attacks and answering
the RQ2 (What are the Ethernet switch’s capabilities for mitigating (D)DoS

attacks?).

In this section, we will first discuss the operations of Ethernet switches in Sub-section 2.3.1.
Next, we will discuss the general (D)DoS detection and prevention system in Sub-section
2.3.3 and in Sub-section 2.3.2, we will identify Ethernet switch capabilities to detect and
mitigate (D)DoS attack. In Sub-section 2.3.4, we will conduct a review of the literature
on methods used to detect and mitigate (D)DoS attacks in Ethernet switches. Finally, we

will conclude the section with some final thoughts in Sub-section 2.3.5.

2.3.1 Ethernet Switch

The primary purpose of the Ethernet switch in an IVN is to relay Ethernet frames between
the ECUs connected to a local network. From the OSI stack, the Ethernet switch lies on the
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bottom two layers (i.e., the physical and data link layers). Each port can be individually
configured at the physical layer for different operations. For example, automotive Ethernet
1000BASE-T1 twisted pair copper cables with a maximum range of 40 meters and 1 Gbps
local data distribution can offer communication at the physical level. Automotive Ethernet
is a networking technology that enables the connection of various ECUs within vehicles. It
uses the Ethernet standard, which is commonly used in computers and other networking
devices and relies on twisted pair cables or fibre optic cables to transmit data. Ethernet
provides addressing methods using the Media Access Control (MAC) protocol to make sure
the frames are received and transmitted to the correct ingress and egress ports. Figure 2.4
shows an example of an Ethernet switch’s basic layout. The diagram illustrates the path
that an Ethernet frame takes from the ingress port to the egress port, passing through the

forwarding engine of the switch.

Ingress || Ingress Egress Egress
L2 L3/L4 L2 L3
Table Table Table Table
Frame I I I I
RX || Parsing ( Forwarding/ | | TX
MAC L2/L3/L4 Ingress Schedulers Egress MAC
headers ) processing processing
Rate limiter
| D
Ingress Egress

Figure 2.4: Simplified overview of Ethernet switch depicting forwarding process of Ether-
net frame from an ingress port to an egress port

An Ethernet switch consists of various functions, including frame parsing, ingress pro-
cessing, forwarding logic, and egress processing. The frame parsing stage extracts the
header fields of the incoming frame, while the ingress and egress processing stages utilize
various tables, such as L2-L4 tables, VLAN tables, and rate limiters, to determine how
to handle the frame. The forwarding engine then applies the switch’s forwarding logic
to determine the corresponding egress port. The essential part of the forwarding engine
is the L2 table, which includes MAC addresses attached to the corresponding port. The
destination addresses are searched in the MAC table during the frame-forwarding process.
The frame is forwarded to the egress port in case of a positive match. In case of no match
is found, the frame is flooded to all ports, excluding the ingress port. The three primary

functions of the Ethernet switch are described as follows:-

e MAC addresses learning and Source port enforcement - An Ethernet switch’s primary

function is to learn MAC addresses from incoming traffic. The source and destination
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MAC addresses are included in the Ethernet frame headers. If the MAC addresses
are not found in the MAC table, the MAC address is enforced to the table along

with the appropriate ingress port.

e Forwarding tables - When a positive match in the forwarding table is found, the
Ethernet switch forwards traffic to the corresponding egress port. In the case of a

negative match, the frame is flooded across all ports to reach the destination address.

e Virtual Local Area Network (VLAN) - Separating traffic based on the groups or
domains is an integral part of the network. Traffic separation can be performed
in two ways; one is by adding a physical switch and creating another network for
separate traffic. And another is to use the VLAN. VLAN is used to connect network

devices regardless of their physical location logically.

With the Ethernet switch’s basic functionalities, a frame can be forwarded over the network
to the correct destination node. These functionalities only require processing the incoming
frames by inspecting the L2 headers, such as source and destination MAC address, VLAN
tags and Ether type. While this basic functionality has been sufficient for automotive
Ethernet-based applications, security requirements necessitate an advanced level of packet
inspection. Modern Ethernet switches provide the capability to limit or block traffic by
utilizing ACLs and rate-limiters to prevent malicious traffic on the network. The next
section describes how these techniques can be utilized to detect and prevent (D)DoS

attacks.

2.3.2 [Ethernet Switch Capabilities for Mitigating (D)DoS Attacks

ACLs and rate limiters are commonly used methods to mitigate (D)DoS attacks. The
choice between the two may depend on the specific requirements and characteristics of the
network and the type of (D)DoS attack being targeted [42].

ACLs are used to control access to a network by specifying which devices or traffic is
allowed to pass through a network device, such as a gateway or switch. They can be used
to block traffic from specific sources or destinations or to allow only certain types of traffic
to pass through. ACLs can be effective at blocking (D)DoS attacks that involve traffic

from a specific source or the type of (D)DoS traffic is known.

Rate limiters, on the other hand, are used to control the rate at which traffic is allowed
to pass through a network device. They can be used to limit the amount of traffic that is
allowed to pass through the device or to limit the rate at which traffic is allowed to pass
through. While rate limiters can be effective at mitigating certain types of (D)DoS attacks,
they have some potential disadvantages. These include the risk of false positives, where
legitimate traffic is mistakenly identified as an attack and blocked or rate-limited. Rate

limiters may also impact the performance of a network by limiting the amount of traffic
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that is allowed to pass through, potentially leading to slower performance and reduced

capacity [43].

Overall, both ACLs and rate limiters can be effective at mitigating (D)DoS attacks. How-
ever, the choice between the two may depend on the specific requirements and characterist-
ics of the network, as well as the type of (D)DoS attack being targeted. For this research,
which aims to mitigate known (D)DoS attacks with minimal false positive identification
of legitimate traffic and minimal performance impact, the use of ACLs is relevant. While
rate limiters can also be used to mitigate (D)DoS attacks, they are not included in this

study and fall outside the scope of the research.

Access Control List (ACL)

An ACL uses a packet filtering mechanism to filter out packets based on the rules. The
rule defines the conditions for the packet to be matched or not. These rules include fields
to be matched, such as the packet’s source address, a destination address, source port, and
destination port. The purpose of the ACL is to accurately identify packets and prevent
malicious traffic from occupying network bandwidth. In principle, the rules in the routing
table are used for packet forwarding, whereas the rules in the ACL are used for packet
classification. High-end switches use a memory type called Content Addressable Memory
(CAM), where ACLs are stored. CAM is a type of memory where the user defines content
or value and receives the message address. This is opposite to the functionality of the
DRAM or SRAM, where the memory address is the input, and the content or value is the
output.

An example of an ACL is shown in Listing 2.1. Source and destination IP address, source
and destination port numbers, and protocol type are the five common fields seen in ACL
entries. Packets are categorized by the relevant rule, and only when all fields match is
a necessary action (permit/deny) taken [10]. For instance, in Listing 2.1, access- rule 3
allows TCP packets with source IP addresses from 10.1.1.1 to 10.1.1.255.

rule 1 deny tcp source 10.10.2.0 0.0.0.255 tcp—flag ack
rule 2 permit tcp source 10.10.2.0 0.0.0.255 tcp—flag rst
rule 3 permit tcp source 10.1.1.2 0.0.0.255 time—range timel
rule 4 deny tcp destination 192.168.2.2 0 fragment

rule 5 deny ip

Listing 2.1: Example ACL rule

2.3.3 (D)DoS detection and prevention

Some (D)DoS attack defence mechanisms are based on intrusion detection and prevention

system (IDPS) and firewalls. IDPS and firewalls are both security solutions, but they
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have different functions. An IDPS is designed to detect and prevent malicious activity
on network traffic by analyzing patterns and behaviours that indicate an attack is taking
place. Once an attack is detected, the IDPS can take action to prevent it from continuing,
such as blocking the source of the attack. A firewall filters incoming and outgoing network
traffic according to pre-defined rules. It can block undesirable traffic, such as from known
malicious IP addresses, thereby helping to prevent (D)DoS attacks. IDPS are often utilized

in conjunction with firewalls, serving as an additional layer of security.

This section will provide the advantages and disadvantages of different types of IDPS
systems, such as signature-based detection and anomaly-based detection, and different

types of firewalls, such as stateful and stateless firewalls.

e Signature-based detection: Rule-based detection, pattern detection, and knowledge-
based detection are other names for a signature-based detection approach. This
technique analyzes incoming traffic with a signature database to identify various
attacks. The signature database comprises predefined signatures that contain at-
tack patterns. It is only able to identify known attacks. The primary benefit of
signature-based detection is that it uses less processing power and generates fewer
false positive alerts. This method’s drawback is that it cannot detect unidentified

attacks and necessitates frequent updating of the signature database [44].

¢ Anomaly-based detection: Behavior-based detection is another name for anomaly
based detection. This technique identifies abnormal behaviour by identifying pat-
terns or deviations from legitimate traffic. This method involves building a profile
of legitimate behaviour by analyzing historical data, and then using this profile to
identify patterns or events that deviate from the legitimate traffic. The key bene-
fit of anomaly-based detection over signature-based detection is that it can identify
unidentified attacks. This method’s high rate of false positive alarms is a drawback
[45].

e Firewall (Stateful): A stateful firewall blocks traffic based on the flow states of
the packets. For instance, a TCP protocol requires a three-way handshake in order
to establish a connection between two devices. The firewall keeps track of each TCP
handshake and blocks the packets belonging to the exciting flow in case of (D)DoS
attacks. During fragmentation attacks, the firewall blocks the entire packet in which
a malicious fragmented packet is found. The advantage of a stateful firewall is that
it protects the device from malicious open connection states and malformed packets.
However, compared to the stateless firewall, stateful firewalls are slower because it

requires to have knowledge of the flow.

e Firewall (Stateless): Stateless firewalls block traffic based on the header field of

the packets. It does not particularly require knowing the flow. The access control
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rule is applied to each packet arriving at the Ethernet port. Stateless firewalls are

faster and utilize fewer resources compared to stateful firewalls.

Overall, both intrusion detection and prevention systems (IDPS) and firewalls are effective
in mitigating (D)DoS attacks, but they each have their own strengths and limitations. By
combining an anomaly-based IDPS and a stateless firewall, the benefits of both methods
can improve their overall defence against (D)DoS attacks. Anomaly-based detection allows
for the identification of previously unknown attacks, while the stateless firewall provides

a fast and resource-efficient solution to block detected unwanted traffic.

2.3.4 Literature review

There are various security technologies used to secure automotive Ethernet. Lue et al. [46]
segregate this technology into three criteria: isolation and filtration, detection and defence,
and authentication and encryption. One of the basic security features of the network is
the firewall. A firewall at the hardware level uses TCAM to filter traffic. Medhi et al. [47]
show how TCAM filters traffic based on IP packets. Wang et al. [48] propose a TCAM
search framework to identify TCP attacks based on the spoofing of IP addresses. On
the other hand, firewalls can also be implemented in software. Many researchers [49] [50]
[51] provide a mechanism to defend against the attack using software-defined networking
(SDN), but software-based ACL requires all traffic to be directed to the host processor.
This results in utilizing the processor’s resources and is slower compared to hardware-based
ACL [10].

In addition to firewalls, researchers have also investigated the IDPS system firewall because
a firewall only permits traffic based on rules, not traffic patterns. Lin et al. [52] proposed a
design to use Network Function Virtualization (NFV) to lessen the traffic overhead to the
controller using an IDPS system. Chung et al. [53] extend the IDPS system to measure
the time delay and the throughput of the packets transferred along the network. Yan et al.
[54] propose a (D)DoS detection system with a design approach based on fault tolerance.
Apart from filtering and detection techniques, researchers have also investigated anomaly-
based (D)DoS detection methods. (D)DoS attacks cause a sudden surge in network traffic
and can be detected by monitoring the randomness in the network traffic. A Shannon
entropy measures the uncertainty associated with a random variable in information theory.
Aladaileh et al. [55] uses Shannon entropy to detect network traffic abnormality. They
calculate the joint entropy of header features like source IP, destination IP and protocol
value and conclude that the method effectively lowers the false positive rate, reduces

complexity and increases detection precision.
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2.3.5 Concluding remarks

This section aimed to provide a functional overview of Ethernet switches and their capabil-
ities to mitigate (D)DoS attacks. To explain this clearly, we discussed the Ethernet switch’s
forwarding pipeline and identified that the Ethernet switch provides packet inspection cap-
abilities for inspecting network traffic. We identify signature-based and anomaly-based
detection as types of packet inspection methodology. We surveyed the Ethernet switch’s
ACL capabilities to block the (D)DoS packet based on header inspection. Finally, we

conducted a literature review on attack defence mechanisms.

2.4 Conclusion

This chapter aims to address two research questions: RQ1 ( What are the potential
entry points for a hacker to gain access to an in-vehicle network? ) and RQ2 (
What are the Ethernet switch’s capabilities for mitigating (D)DoS attacks? ).
In order to answer the first question, we conducted a survey of the various entry points
of an in-vehicle network and identified the entities that are vulnerable to network attacks.
We classified hackers based on the range of access they have (i.e., long-range, short-range)
and the medium (e.g., OBD II port) that they use to access the network. To answer the
second question, we conducted a background study on (D)DoS attacks and identified the
different stages at which they can be detected and prevented. We also analyzed strategies
for detecting and preventing such attacks and examined the use of ACLs by Ethernet
switches to mitigate (D)DoS attacks.
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Chapter 3

Design of Ethernet switch lookup

behaviour

The previous chapter analyzed the potential entry points for hackers to gain access to an
IVN and how these entry points can be used to launch (D)DoS attacks. We identified
the different levels at which attack vectors can be detected and prevented. We focused
on analyzing (D)DoS mitigation strategies at the Ethernet switch level. To provide the
(D)DoS detection and prevention framework, it is first relevant to model the Ethernet
switch pipeline. So the objective of this chapter is to answer RQ3 (How to replicate
the Ethernet switch’s lookup behaviour in the simulation environment?). To
do this, we use the MATLAB tool to create a simulation environment that can take input

in two formats: a C array and a CSV file.

We used the Wireshark tool to convert a PCAP file (a capture of network traffic) into a
C array, which represents an Ethernet frame as an array of bytes. This will allow us to
analyze the behaviour of an Ethernet switch’s lookup process by demonstrating the design
of the switch’s lookup behaviour. We also used the Wireshark tool to convert the PCAP
file into a CSV file, which we will use to evaluate our method for detecting and preventing
(D)DoS attacks using publicly available datasets. The publicly available datasets will

allow us to test and understand the effectiveness of our method.

Figure 3.1 illustrates the design of the Ethernet switch’s existing lookup capabilities, which
has been adapted from [56]. The design consists of three main blocks: the parser, key
generation, and ACL lookup table. The parser block receives an Ethernet frame as input,
extracts relevant information such as source and destination MAC addresses, and outputs
this information. The key generation block processes this information to determine the
key used to search the ACL lookup table. The ACL lookup table stores rules that define
actions to be taken for certain types of traffic. When a key is received, it searches for a
matching rule and outputs the specified action, such as forwarding or dropping the frame.

Each block’s input, process and output are illustrated in this chapter. It should be noted
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that this design only implements the lookup behaviour of the existing Ethernet switch,
and not all the Ethernet switch functionalities have been implemented. In Chapter 4, we
will use this design as a basis for proposing a (D)DoS detection and prevention framework

for an Ethernet switch.

Rule l
—| Parser Key. —> Lookup table ————
Frame L2 headers | Generation |search Action
L3 headers key f A \
L4 headers Drop Forwardto Forward
forwarding to CPU
port

Figure 3.1: Simplified overview of existing switch Ethernet switch’s lookup capabilities [56]

3.1 Parser

The parser is the first component of the forwarding process of the Ethernet switch. It is
responsible for extracting the header field of an Ethernet frame. Figure 3.2 represents the

input and output of the parsing block.

Frame L2 headers
——>  Parser L3 headers
L4 headers

Figure 3.2: Overview of the parsing block

3.1.1 Input

The input of the parser block is an Ethernet frame. The Ethernet header length depends
on whether the frame consists of a single VLAN tag, a double VLAN tag or no tag. A
standard Ethernet frame is depicted in Figure 3.3. Before the payload, all the fields in
the Ethernet frame are considered header fields. The first field of the Ethernet frame is
the preamble. This field indicates the start of the Ethernet frame and is stripped off at
the OSI layer 1. The next field is the first index of the frame, which is the destination
MAC address (L2DA) followed by the source MAC address (L2SA). The MAC addresses
must be unique in the same network to avoid communication problems between source
and destination devices. The last field of the layer 2 header is the ethertype (ETH) value.
The ETH value has a length of 2 bytes and represents the type of protocol which is used to
send the payload. The typical example of the ETH value is 0x0800, which represents the
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IPv4 packet. Apart from the standard header fields, there is one exception of the VLAN
tag (802.1Q tag). In this case, the header fields are extended with 4 bytes or 8 bytes
for a single or double VLAN tag, respectively. The VLAN tags are traditionally used to
connect devices virtually and irrespective of their physical location. As shown in Figure
3.3, an extra VLAN tag field of four bytes is added to the frame.

Stripped at OSI 802.3 Ethernet Il Frame Stripped at OSI
Layer 1, OSlI Layer 2 | Layer 1,
f Vo Vo )
Preamble L2DA L2SA 802.1Qtag | ETH Payload CRC
8 6 6 4 2 42-1500 4

Figure 3.3: Example of 802.3 Ethernet II frame with single VLAN tag

The parser block receives an array of bytes as input, so it is unaware of the header fields
or payload fields within the Ethernet frame. To demonstrate the process, we captured
a sample network frame using the Wireshark tool and converted it into a C array using
the same tool. An example of this captured frame in a C array is shown in Listing 3.1.
The array has a total length of 66 bytes. We then convert this captured packet into a
MATLAB array, which serves as the input for the parser block.

// Frame (66 bytes)

static const unsigned char pktl[66] = {

0x02, 0x05, 0x85, 0x7f, Oxeb, 0x80, 0x02, 0x00,
0x00, 0x00, 0x00, 0x00, 0x08, 0x00, 0x45, 0x00,
0x00, 0x34, 0x0d, Oxb4, 0x40, 0x00, 0x78, 0x06,
O0xfb, 0xb5, 0x86, Oxlb, Oxe0, Oxba, Ox0a, 0x8b,
0x88, 0xb9, 0x00, 0x50, 0xc8, 0x24, Oxee, 0x46,
0x8e, O0xdb, 0xe9, 0x40, O0xb4, 0x39, 0x80, 0x12,
0x20, 0x00, Oxd2, 0x34, 0x00, 0x00, 0x02, 0x04,
0x05, Oxb4, 0x01, 0x03, 0x03, 0x08, 0x01, 0x01,
0x04, 0x02 }s

Listing 3.1: Example raw Ethernet frame from Wireshark capture

3.1.2 Process

Parsing is the process of extracting the header of an Ethernet frame. It works on the
principle of first identifying each header based on the preceding header. For example,
to parse the layer 3 header, the parser should know the Ethertype field value from the
layer 2 header. Therefore, the entire process of parsing is sequential. Figure 3.4 depicts

a simplified process of the parser. The arrow represents the index of the parser, and the
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state shows the header and length fields known by the parser at that state. It shows the

step-by-step process of parsing until layer 4 headers.

0

4

State 1
Hdr : Ethernet
Len: 14 14

d

L2 header Payload

Ethernet frame

State 2
Hdr : IPv4
Len: 20

34

4

L2 header L3 header Payload

State 3
Hdr : TCP
Len: 20

54

4

State 4 L2 header L3 header L4 header Payload
Hdr : TCP

Figure 3.4: Simplified overview of parsing mechanism

The first level of parsing begins at the start of the frame. The initial header type is known
by the parser. As seen in Algorithm 1, the first 6 bytes are extracted as L2DA, followed by
the L2SA of 6 bytes. The next field depends on whether or not the VLAN tag is present
in the Ethernet frame. For example, if it is a single tagged frame, the parser will parse
the 17th byte for the Ethertype value, and if there is no tag, the parser will parse the 13th
byte for the Ethertype value. Similarly, layer 3 and layer 4 parsing to extract the header
field is performed.

Algorithm 1 L2 parsing

L2DA = frame(1:6);
L2SA = frame(7:12);
if No Tag then
Ether Type = frame(13:14);
else if Single || Outer tag then
Tag= frame(13:16);
Ether Type = frame(17:18);
else if Double tag then
Outer tag= frame(13:16);
Inner tag= frame(17:20);
Ether Type = frame(21:22);
: end if

—_
N = O

3.1.3 Output

The output of the parser block is a set of headers for each incoming Ethernet frame. To

demonstrate the process, we have logged these headers in a .txt file, as shown in Listing

26 A framework for detecting and preventing DoS attacks in Ethernet switches



CHAPTER 3 3.2. KEY GENERATION

3.2. This listing shows the parsed output of the same Ethernet frame that was shown in
Listing 3.1 as the input to the parser block. The key generation block uses these headers
to generate the search key that will be used to search the ACL lookup table.

L2DA = [02 05 85 7F EB 80]; % 02:05:85:7F:EB:80
L2SA = [02 00 00 00 00 00]; % 02:00:00:00:00:00
ETH = [08 00]; 7% 0x0800

IPv4_hdr = [69 0 0 52 13 180 64 0 120 6 251 85 134 27 224 90 10 139
136 185]; 7 First 20 bytes of Layer 2 payload

TCP_hdr = [0 80 200 36 238 70 142 219 233 64 84 57 128 18 32 0 210
52 0 0]; % First 20 bytes of Layer 3 payload

Listing 3.2: Output of the parsing block

3.2 Key Generation

The Key generation block uses information from the parser block to generate a search
key. The search key is composed of the frame’s first 16/32/64/128 bytes, depending on
the header of interest. To mitigate (D)DoS attacks based on IP headers, we need at least
the first 64 bytes to extract the source IP, destination IP, and protocol value from the
Ethernet frame. The key generation process involves putting all the relevant header fields
in the tuples to create a search key. After generating the search key, the search key is used
by the ACL lookup table to find the match. Figure 3.5 represents the overview of the Key

generation block.

L2 headers Key Search key
L3 headers Generation
L4 headers

Figure 3.5: Overview of the Key generation

3.2.1 Input

As mentioned earlier, the input of the key generation block is the output from the parsing
block. To extract the source IP address, destination IP address, source and destination
port numbers, and protocol type for the ACL lookup table, we need to extract the first 64

bytes of the frame. However, from the parser, we do not get particular header fields like
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the source IP of the frame. Therefore, the key generation block’s first step is to extract
the relevant headers. We recall the output of the parsing block as an input to the key
generation block in Listing 3.3.

L2DA = [02 05 85 7F EB 80]; % 02:05:85:7F:EB:80
L2SA = [02 00 00 00 00 00]; % 02:00:00:00:00:00
ETH = [08 00]; % 0x0800

IPv4_hdr = [69 0 O 52 13 180 64 0 120 6 251 85 134 27 224 90 10 139
136 185]; 7% First 20 bytes of Layer 2 payload

TCP_hdr = [0 80 200 36 238 70 142 219 233 64 84 57 128 18 32 0 210
52 0 0]; % First 20 bytes of Layer 3 payload

Listing 3.3: Input of the Key generation block

3.2.2 Process

The key used by the lookup table is generated using the key generation block. The
composition of the key depends on the header of interest. To identify layer 4 (D)DoS
attacks, we need at least the source IP address (L3SA), destination IP address (L3DA),
source port (SP), destination port (DP) and protocol fields of the Ethernet packet.

As depicted in Algorithm 2, we first extract the relevant header fields from the parser
output to create a key. For this example, the key is created based on the L3SA, L3DA,
and protocol values from the IPv4 header. Source and destination port values from the
TCP or UDP headers. The key is further used by the ACL lookup table to find the match
with the rule.

Algorithm 2 Key generation process

: L3SA = IPv4_hdr(13:16);
L3DA = IPv4_hdr(17:20);
Protocol = IPv4_hdr(10);
if Protocol == 06 then
SP = TCP_hdr(1:2);
DP = TCP_hdr(3:4);
else if Protocol == 17 then
SP = UDP_hdr(1:2);
DP = UDP _hdr(3:4);
end if
: Output : Search key == < L3SA >< L3DA >< Protocol >< SP >< DP >

© X PRy

—
— O
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3.2.3 Output

The key generation block’s output is the key used by the lookup table. The key is composed
of 13 bytes. The output is a tuple with the header fields as follow:

Search key == < L3SA >< L3DA >< Protocol >< SP >< DP >

Listing 3.4 represents the key generated by the parsing block. The first 4 bytes of the
key represent the source IP (10.10.10.2), the next 4 bytes represent the destination IP
(10.10.10.185), the next 1 byte represents the protocol number (6), the next 2 bytes
represent the source port (80) and the last 2 bytes represent the destination port (0502).

Search key {

L3SA = [10 10 10 2]; % source IP 10.10.10.2

L3DA = [10 10 10 185]; % destination IP 10.10.10.185
Protocol = [06]; % TCP

SP = [80]; % source port

DP = [502]; } % destination port

Listing 3.4: Output of the Key generation block

3.3 Lookup table (LUT)

In principle, ACL is stored in the lookup table (LUT). The LUT table uses input from the
key generation block, specifically a key generated using the header fields. In addition, LUT
requires a rule that specifies action if the key matches the ACL. This rule is defined to
prevent security threats. The output of the LUT is an action associated with the matched
key. If the key matches the rule, the typical action is to deny or permit the frame to the

destination address. Figure 3.6 represents the overview of the lookup table block.

Rule l

— Lookup table ———
Search Action

|
key f \
Drop Forwardto Forward
forwarding to CPU
port

Figure 3.6: Overview of the Lookup table
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3.3.1 Input

The lookup table has multiple inputs: the key generated using the key generation block
and the ACL rule. We will assume a rule for this example and use the key from the key
generation block. In the next chapter, we will describe the ACL rule generation process.
We recall the output key from the key generation block and define an example rule in

Listing 3.5 and 3.6, respectively.

Search key {

L3SA = [10 10 10 2]; % source IP 10.10.10.2
L3DA = [10 10 10 185]; % destination IP 10.10.10.185
Protocol = [06]; % TCP
SP = [80]; % source port
DP = [502]; % destination port
}
Listing 3.5: Search key: Input of the ACL Lookup table
Rule {
L3SA = [x x x x]; % source IP (0.0.0.0 to 255.255.255.255)
L3DA = [10 10 10 185]; % destination IP 10.10.10.185
Protocol = [06]; % TCP
SP = [x]; % source port (0 to 65536)
DP = [502]; % destination port
}
action = drop;

Listing 3.6: Example rule as an input of the Lookup table

3.3.2 Process

The ACL matching mechanism consists of a search key and a rule. In particular, if the
search key matches the rule, the action is defined to allow or drop the packet. The key is
first checked with the first rule defined in the ACL. If the key does not match the rule, the
key is then checked with the next rule. The process is repeated until the key is matched
with any of the rules defined. If no match is found, it flags the negative match. If the key
is matched with any of the rules, the action associated with the match can be performed.
It should be noted that the number of rules which could be defined in ACLs is limited and
therefore requires an optimised way to generate rules. In the next chapter, we will discuss

ACL rule generation in detail.
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3.3.3 Output

The output of the ACL LUT is the action that is defined in the LUT. The typical action
associated with a packet in LUT is to permit or deny the packet. The permit action
allows the packet to be further processed in the switch. Listing 3.7 shows an example of

the output as the action to drop the packet if the search key matches the ACL rule.

match {
L3SA = [x x x x]; % source IP (0.0.0.0 to 255.255.255.255)
L3DA = [10 10 10 185]; % destination IP 10.10.10.185
Protocol = [06]; % TCP
SP = [x]; % source port (0 to 65536)
DP = [502]; % destination port
}
then drop; % action

Listing 3.7: Output of the ACL block

3.4 Conclusion

This section’s aim was to answer RQ3 ( How to replicate Ethernet switch behaviour
in the simulation environment ?). To demonstrate the lookup behaviour of a switch,
we split the design into three blocks. In block 1, we mimic the parser’s behaviour by first
investigating the parsing mechanism and then implementing it. We perform the parsing
logic to extract header fields from layer 2 to layer 4 headers. In block 2, we perform the key
generation process by identifying relevant header fields generated by the parser. The final
block of the design chapter is the ACL Lookup table; The block is responsible for checking
if the search key matches the rule. The search key is generated by the Key generation
block, and the rule is defined by the user. Combined with these three blocks, we could
demonstrate the lookup behaviour of the Ethernet switch in the simulation environment.
After mimicking the behaviour of the Ethernet switch, it is relevant to assign the rule for
the ACL Lookup table. This brings us to the following research question, which is RQ4
(How to identify known (D)DoS attacks and define ACL rules for Ethernet switches?). In
Chapter 4, we will analyse the traffic pattern of a (D)DoS attack and define the ACL rule.
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Chapter 4

Entropy based (D)DoS defence

scheme

The previous chapter demonstrated the lookup behaviour of the Ethernet switch process.
We identified that the Ethernet switch ACL lookup table requires an ACL rule to block
malicious packets. Recall from Sub-section 2.3.2 that one of the purposes of the ACL
rule is to accurately identify packets and prevent malicious traffic from occupying network
bandwidth. To define an ACL rule to mitigate a (D)DoS attack, it is relevant first to
inspect packets to identify (D)DoS attack. So in this chapter, we first provide the algorithm
to analyse traffic patterns to identify the (D)DoS attack.

Traffic analysis can be done using two methods - statistical or machine learning-based.
Statistical solutions are more efficient as machine learning-based methods have a heavier
computational load and require challenging data. Additionally, current statistical solu-
tions have limitations such as only having rate-limiting functions for (D)DoS detection
[57]. Since Ethernet switches have limited computational resources, it’s relevant to have
a statistical (D)DoS detection and mitigation mechanism that has a manageable compu-

tational complexity.

Entropy is a statistical measurement that measures the randomness in a dataset. During
a DDoS attack, attackers send similar packets that make up a significant amount of the
traffic, leading to a decrease in the randomness of packet properties. Thus, our (D)DoS
detection algorithm uses Shannon entropy to identify the abnormality in the traffic pattern.
After detecting the (D)DoS attack, the packets are collected to create a fingerprint in the
form of a (D)DoS summary. Based on the summarized (D)DoS attack, we provide the
algorithm to create an ACL rule. The Ethernet switch lookup table utilizes this ACL rule
to mitigate the (D)DoS attack. With this, the chapter aims to answer RQ4 (How to
identify known (D)DoS attacks and define ACL rules for Ethernet switches?).

Figure 4.1 depicts the simplified overview of traffic analysis to perform (D)DoS detection
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and ACL rule generation. The methodology is divided into three parts: Collecting (D)DoS
data sets, performing network analysis, and generating ACL rules based on the network
characteristic described in Sections 4.1, 4.2 and 4.3, respectively. Based on the findings,

we will propose the (D)DoS detection and prevention framework in Section 4.4.

Known DDoS Summarize
attack DDosS attack ACL Rule
Co:ljeaigggos Traffic analysis Rule generator |,

Figure 4.1: Simplified overview of traffic analysis for (D)DoS detection and dynamic gen-
eration of ACL rule for (D)DoS mitigation

4.1 (D)DoS dataset

The traffic analysis dataset is from publicly available datasets provided by ICS Cyberse-
curity 2018 [58] and CIC-DDoS 2019 [59]. The ICS Cybersecurity provides datasets for
(D)DoS attacks on the SCADA system. It includes ICMP ping flood attacks and TCP
SYN flood attacks. The CIC-DDoS 2019 is a dataset publicly published by the Canadian
Institute for Cybersecurity. It contains 13 different types of (D)DoS attacks, out of which
we use UDP flood and TCP-SYN flood attacks to perform traffic analysis. As mentioned
in Section 2.2.1, UDP, TCP and ICMP are three internet protocols used in the automotive
Ethernet, so for our analysis, only the attack vectors based on these three protocols are

utilized.

The main difference between the ICS Cybersecurity 2018 and CIC-DDoS 2019 dataset
is that the ICS Cybersecurity 2018 is comparatively smaller in scale (i.e., the maximum
packet rate of TCP-SYN flood attack from is 200 PPS while the maximum packet rate
of TCP-SYN flood attack from CIC-DDoS 2019 is 24941 PPS ). All the (D)DoS datasets
collected were in the PCAP file.

Before the traffic analysis process is presented, Tables 4.1 and 4.2 show the protocol distri-
bution of TCP-SYN flood from CIC-DDoS 2019 and ICS Cybersecurity 2018, respectively.

Item Packets Percentage Ttem Packets Percentage
TCP 2606280 99.4 % TCP 79047 97.3 %
ICMP 16442 0.6 % ICMP 0 0%

ubP 0 0% UDP 66 0.1%

Table 4.1: Protocol distribution of TCP- Table 4.2: Protocol distribution of TCP-
SYN flood from CIC-DDoS 2019 SYN flood from ICS Cybersecurity 2018
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4.2 'Traffic analysis

The role of traffic analysis is to detect the (D)DoS attack using Shannon entropy. The
ACL rule generation block will then utilize the detected (D)DoS packets to create an
ACL rule. One method for detecting (D)DoS attacks is threshold-based detection, which
involves setting a predetermined threshold value to distinguish malicious traffic from legit-
imate traffic. In this approach, we propose using entropy-based analysis to detect (D)DoS
attacks by examining the entropy values of various packet attributes, such as IP address
and protocol. Shannon entropy, a measure of uncertainty in information theory, has been
shown to be effective in detecting abnormal traffic patterns based on the probability dis-
tribution of these attributes [60]. Our methodology involves analyzing both legitimate

and malicious traffic to understand the characteristics of Shannon entropy in each case.

4.2.1 Methodology

One of the applications of Shannon entropy is to perform (D)DoS detection by determ-
ining the probability distribution of attributes in the headers of network packets. These
attributes may include the source IP address, the destination IP, the protocol, and other
attributes that identify the packet’s characteristics. For instance, the detection might
record 1000 packets in a one-second time window and the frequency of each unique IP
address among these 1000 packets. We could determine the randomness of these packets

by performing entropy calculations on this distribution [61].

After researching the behaviour of (D)DoS attacks from the collected datasets, the assump-
tion is made that there will be a significant amount of packets or incomplete connection
requests when the attack starts. For instance, during legitimate traffic, the attributes of
packets are typically dispersed randomly. So the entropy value of legitimate traffic is high.
Whereas, during (D)DoS attacks, the randomness in some attributes tends to remain the
same. For example, during a TCP-SYN flood attack, the TCP SYN flag will remain the
same for the attack period. The decrease in the randomness of the attribute will decrease
the entropy value. The change in entropy behaviour is used as data points to detect
(D)DoS attacks.

We determine the entropy by inspecting the randomness in attributes of packets in one
second time window. The entropy can range from 0 to log M, where M represents the
number of packets evaluated. Entropy is zero when every distribution value is the same,
whereas entropy is maximum when all the distribution values are different. The entropy of
a random variable X is defined as H(X), where X denotes the values form z1, x9, x3,...,znr,
and the probability of occurrence of X corresponds to Py, Pa, Ps,...,Py. Equation 4.1

provides the Shannon entropy.
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M

H(X) == P(x;)logs P(;) (4.1)
=1

Where H is the entropy, M is the total number of packets being evaluated, and P; is the

probability of each unique attribute in a certain time window.

To calculate the entropy value of two attributes together, the joint entropy of the attributes
X and Y is defined as in Equation 4.2.

M N
ZZP TiYk l092 P(xzyk) (4'2)

i=1 k=1

Where X and Y represent two attributes of a packet, P(x;yx) is the joint probability of
attributes X and Y when X = z; and Y = y, M and N is the total number of packets in

a certain time window.

To directly compare the entropy value of a single attribute and the joint entropy of multiple

attributes, we determine the normalized entropy by limiting the entropy value between

[0,1]. Equation 4.3 and 4.4 represent the expressions for normalized entropy (H) and
normalized joint entropy (JH), respectively.

- H(X) H(X,)Y)

loga N loggM N

In this study, all entropy values are normalized. Therefore, when we use individual entropy

(4.3) JH =

(4.4)

or joint entropy terms, it means the value has been normalized.

The joint entropy of the attribute pair is initially determined by evaluating legitimate
traffic, which we refer to as JH,,. The joint entropy of the current traffic is calculated at
run-time and referred to as JH.. To compare the values of JH,, and JH,, we use Equation

4.5 to identify any decrease in the joint entropy value.

AJH = JH, — JH, (4.5)

A predefined threshold value is used to determine if the change in entropy, represented by
AJH, exceeds an acceptable level. If AJH exceeds the threshold, it indicates a potential
(D)DoS attack. The threshold value can be adjusted based on the system’s security
requirements. In Section 4.4, we will present an algorithm for entropy-based (D)DoS

detection using this approach.
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4.2.2 Experimental results and discussion

In this experiment, we aim to test the TCP SYN flood attack by calculating the individual
entropy of various attributes, including the source IP, destination IP, protocol, source port,
destination port, TCP flag, and packet length, as well as the joint entropy of selected
attributes. It’s important to note that while the analysis of individual entropy is useful
for understanding the behaviour of each attribute individually, our methodology relies on

the joint entropy of the selected attributes for detecting potential (D)DoS attacks.

To conduct the experiment, we collected 1800 seconds of traffic from the dataset provided
n [58]. Out of 1800 seconds of collected traffic, the (D)DoS attack starts from the 300th
second to the 1200th second. The selected time window size is 1 second, and the packets
are divided into each time window. Thereafter, we calculate the entropy value of each

attribute using Equation 4.3 for all time windows.

We normalized the entropy values and plotted the results on a line graph, with the vertical
axis representing the value of entropy and the horizontal axis representing the 1-second

time window. The findings for both the individual and joint entropy are presented below:

Individual entropy

e Source IP entropy: Hackers usually randomly allocate the source IP address to
avoid getting backtracked. As a result, there may be instances where the deviation
in unique source IP addresses is random during the (D)DoS attack. In our dataset
(from [58]), we observed up to 200 unique source IP addresses in one second time
window of the (D)DoS attack, and therefore, as seen in Figure 4.2 the entropy value
increased significantly from 0.18 to 0.97 during (D)DoS attack. However, this is only
a reflection of our data set. The unique source IP deviation could be random in a
real-world scenario. Calculating entropy value based on the random behaviour of
the source IP could be inefficient. As a result, we exclude the source IP entropy for
(D)DoS detection.

Source IP entropy
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Figure 4.2: Source IP entropy
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e Destination IP entropy: During the (D)DoS attack, the destination IP address is
normally the victim’s IP address. Therefore, the destination IP address remains the
same for every spoofed source IP address. The re-occurrence of the same destination
IP address reduces the entropy value. Figure 4.3 shows that the entropy value of the
destination IP address is reduced from 0.72 to 0.06 during the (D)DoS attack. This
is due to the fact that the randomness in unique destination IP remains the same

during the attack period.
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Figure 4.3: Destination IP entropy

e Protocol entropy: The protocol field of the TCP SYN flood attack is always
representing TCP. During the attack, we receive a large number of packets containing
the TCP protocol field. The entropy decreases as the randomness in the protocol
field are less in one second time window. The behaviour of the entropy graph is
depicted in Figure 4.4; we can notice the entropy drop, which is similar to the drop
in entropy of the destination IP. However, in the case where the normal traffic has
a large proposition of TCP packets, the randomness in protocol entropy may not be
enough to identify the threshold.

Protocol entropy
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Figure 4.4: Protocol entropy

e Source port entropy: Similar to the source IP entropy, the source port can be
spoofed by the hacker. Therefore the deviation in the source port depends on the
randomness introduced by the hacker. Figure 4.5 shows that the entropy value

increases from 0.17 to 0.98 during the (D)DoS attack. The increase in entropy is
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due to the dataset containing distinct source ports during the (D)DoS attack. In a
real-world scenario, the deviation in the source port may deviate depending on the
hacker’s implementation. Therefore there is a possibility that the entropy value is
not significantly affected.

Source port entropy
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Figure 4.5: Source port entropy

Destination port entropy: Destination port entropy depends on the unique des-
tination port in a given window size. During the TCP SYN flood attack, the hacker
usually tries to exploit a particular TCP port by sending a large number of TCP
SYN packets. Therefore, the value of the TCP port remains the same during the
(D)DoS attack and the entropy value of the destination port decreases during the
attack. Figure 4.6 depicts the entropy calculation of the destination port.
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Figure 4.6: Destination port entropy

e TCP flag entropy: The hacker sends a large number of SYN packets to the des-

tination device during a TCP SYN flood attack. The increase in packets with only
TCP SYN packets reduces entropy. Figure 4.7 shows that during the (D)DoS attack,
the entropy value of the TCP SYN flag decreases from 0.78 to 0.06. However, the
destination device may process some of the TCP SYN packets and respond with the
TCP SYN ACK packet. This response causes randomness in entropy values, which

can be seen as small peaks between 300 and 1200 seconds.

Packet length entropy: Flooding attacks often have identical packet sizes. For
example, a normal-looking TCP-SYN packet has a packet length of 60 bytes. Hence,

38
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1 TCP SYN flag entropy
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Figure 4.7: TCP flag entropy

the entropy in the length of the packet decreases during the TCP-SYN flood attack.
From Figure 4.8, we can observe that the entropy of the packet length decreases
during the (D)DoS attack period from 300 to 1200 seconds. This is because all the
TCP-SYN packet captured from the dataset has the same packet length.
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Figure 4.8: Packet length entropy

Joint entropy

After analyzing the entropy values of various attributes, we observed that during a (D)DoS
attack, the entropy values for destination address, destination port, protocol, and flags
decreased. To assess these values against a predefined threshold, we calculated the joint
entropy using Equation 4.4. The joint entropy was calculated over a 1-second time window,

and a moving average of 10 seconds was applied to eliminate short-term fluctuations.

In this experiment, we selected the pair of packet length and TCP flag as both attributes
exhibited a decrease in individual entropy during the (D)DoS period. However, any at-
tribute that demonstrates a decrease in individual entropy can be used to calculate joint

entropy.

Recall that by calculating the difference between the entropy during the legitimate period
(H;) and the entropy during the (D)DoS period (H,.), we can identify the average decrease
in entropy value (AH). Table 4.3 shows the AH for the individual entropy of the flag,
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individual entropy of packet length, and joint entropy of flag and packet length. From
the finding, we observed an average of JH; (average joint entropy of legitimate traffic) of
0.854 and an average of JH, (average joint entropy between 300th and 1200th seconds) of
0.073 during the (D)DoS period. Using Equation 4.5, we calculated the average decrease
in entropy (AJH) value to be 0.781.

Attribute Entropy (H;) Entropy (H.) AH

JE_ Len flag 0.854 0.073 0.781
E_Flag 0.820 0.083 0.727
E_Len 0.644 0.102 0.542

Table 4.3: Average decrease in entropy (AH) for individual and joint entropy

Figure 4.9 plots joint and individual entropy values for the packet length and TCP flag.
It can be observed that during legitimate traffic, the joint entropy value is higher than the
individual entropy values, while during (D)DoS periods, the decrease in joint entropy is
larger than the decrease in individual entropy values. This suggests that the joint entropy
method is more sensitive to detect (D)DoS attacks than individual entropy, and therefore

our (D)DoS detection methodology relies on joint-entropy calculation.
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Figure 4.9: Joint entropy

In Chapter 5, we will use the same joint entropy results for different threshold value to
evaluate the (D)DoS detection method.

4.2.3 Concluding remarks

In this study, we analyzed the entropy values of various attributes that may change during
a (D)DoS attack. We specifically focused on the attributes of Source IP, Destination IP,
Flags, Length, Protocol, Source Port, and Destination Port in the context of a TCP SYN
flood attack. From our results, we found that the entropy values for the source IP and
source port were not effective for detecting a (D)DoS attack, as the distribution of unique
values for these attributes was generally random during the attack. On the other hand,

we observed that the entropy values for the destination address, protocol, TCP flag, and
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packet length decreased during the attack. To further evaluate our entropy-based (D)DoS
detection methodology, we calculated the joint entropy of two selected attributes. The
comparison of individual and joint entropy values showed that the joint entropy calculation
was more sensitive for detecting a (D)DoS attack. Using the joint entropy approach, we

were able to successfully detect the attack.

Following the detection of a (D)DoS attack, it is relevant to define an ACL rule to mitigate

the attack. In the next section, we will present a methodology for defining such a rule.

4.3 Defining ACL Rule

In the previous section, we performed the network analysis and identified the header fields,
which showed a change in entropy value during the (D)DoS attack. In this section, we
use identified header field to create the ACL rule. The ACL rule is limited to the rule
which can be defined using the header field. To generate an effective ACL rule, it is
necessary that the ACL rule match as many header fields of (D)DoS packets as possible.
For example, in the case of an ICMP ping flood attack, if an ACL rule is created only
based on the protocol field, the rule will block both legitimate and malicious packets with
the ICMP protocol. Whereas, if the ACL rule is created based on the destination IP,
protocol, ICMP type, and ICMP code, The ACL rule will only drop the ICMP packets
with the type echo request with the destination IP of the targeted device.

4.3.1 Methodology

ACL rule can be created using two approaches. The first approach is to define an ACL rule
for each source IP address. The drawback of this approach is that the (D)DoS attacks may
include many IP addresses, and memory-constrained devices are limited in the number of
ACL rules that can be defined. The second approach is to define the ACL rule based on
header fields which closely resemble the (D)DoS traffic. The drawback of this approach is
that the ACL rule may discard legitimate traffic with the same header fields as (D)DoS
traffic.

We take the second approach in our methodology because assigning an ACL rule for each
source IP is not feasible in the resource-constrained Ethernet switch. The process for
defining the ACL rule begins after our entropy-based (D)DoS detection methodology has
detected an attack. Once the attack has been identified, the header fields of the (D)DoS
packets are collected in a (D)DoS summary. The header fields included in our (D)DoS

summary are based on the protocol field, as defined in Table 4.4.

e Source IP: The source IP address is the IP address of the exploited machine, which
is used to generate (D)DoS attacks. During (D)DoS attacks, the source IP address
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Protocol | Header fields

ICMP {Destination IP} , {Protocol} , {ICMP type}, {ICMP code}
UDP {Destination IP} , {Protocol} , { Source port }, {Destination port}
TCP {Destination IP} , {Protocol} , { Source port }, {Destination port}, {TCP flags}

Table 4.4: Header fields used to create an ACL rule in the form of (D)DoS summary

is usually spoofed or originates from multiple sources. This was one of the main
findings from our traffic analysis process. Meanwhile, the ACL rule is limited to
creating a rule for one instance. This means if there are 1000 unique source IPs,
we need to create 1000 ACL rules which define each of the unique source IPs. As a

result, we exclude the source IP field from our (D)DoS summary.

e Destination IP: Destination IP denotes the victim’s IP address. The (D)DoS
summary always includes the destination IP header because the victim IP remains

the same.

e IP Protocol: The attack vector is based on the particular protocol; therefore, for
each attack vector, the protocol field remains the same. As a result, we always use

the IP protocol field in our (D)DoS summary.

e ICMP type: The (D)DoS summary considers the ICMP type field when the attack
vector is based on a specific type of ICMP packet (for example, ICMP echo packets).

e ICMP code: ICMP code is included when the attack vector also has ICMP code.

e Destination port: We consider this field when the attack vector is based on TCP

or UDP protocol and has only one destination port.

e Source ports: We include the source port in the (D)DoS summary only when
the attack vectors are generated from only one source port; if the attack vector is
generated from multiple source ports, the (D)DoS summary excludes the source port
field.

e TCP flags: The (D)DoS summary includes TCP flags only when the attack vector
is based on the particular TCP flag (e.g., TCP SYN attack).

e Packet length: The packet length is included in the (D)DoS summary when the
attack packets have the same packet length.

4.3.2 Experimental results and discussion

To create the ACL rule, we use the same dataset which we used to detect the (D)DoS
attack in the previous section. After detecting the attack, the header fields are stored as

the (D)DoS summary as defined in Table 4.4. After analysing the (D)DoS summary, it was
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observed that the destination IP. Protocol value, destination port, TCP flag and packet
length remained the same during the (D)DoS attack period. Based on this information,

an example ACL rule is created as in Listing 4.1.

match {
L3SA x.X.X.X; % source IP (0.0.0.0 to 255.255.255.255)
L3DA 172.27.224.250; % destination IP
Protocol 06; % TCP
SP x; % source port (0 to 65536)
DP 502; % destination port
flag SYN; % TCP flag
packet length 175; % length
}
then drop; % action

Listing 4.1: Example of ACL rule which is created to drop (D)DoS traffic

Since the ACL rule is created based on the (D)DoS packet’s characteristics, it can always
filter (D)DoS traffic. However, the ACL rule can affect legitimate traffic if they are not
generated effectively. Therefore, we apply the ACL rule to legitimate traffic in this analysis.

Legitimate traffic (input) - i Case 1 : <protocol> - ii
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Figure 4.10: Legitimate packets as input (i) and three cases (ii-iv) of ACL rule when
applied to the legitimate packets.

Figure 4.10 depicts the packet rate distribution of legitimate traffic and three scenarios of

the ACL rule when applied to legitimate traffic. The description of each case is as follows:

e Legitimate traffic (input): Figure 4.10(i) shows the distribution of packets in
the legitimate traffic dataset. In total, 35430 legitimate packets were counted in the
entire period of the legitimate traffic. This dataset is used to evaluate the ACL rule

in the following 3 cases.
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e Case 1: ACL rule <protocol>: Figure 4.10(ii) shows the packet count per second
after the ACL rule based on the protocol field is applied to the legitimate traffic. It is
observed that the ACL rule discarded a total of 32790 out of 35430 (92%) legitimate
packets. This is because 92% legitimate traffic dataset is based on the TCP protocol,
which is the same as the protocol value of a TCP-SYN flood attack. From the result,
we conclude that defining an ACL rule based on just the protocol value should be

avoided because it could affect legitimate traffic extensively.

e Case 2: ACL rule <protocol><flag>: Figure 4.10(iii) shows the packet count
per second after the ACL rule based on the protocol and TCP flag field is applied
on the legitimate traffic. It is observed that the ACL rule discarded a total of 621
out of 35430 (1.75%) legitimate packets. This is because 621 packets of legitimate
traffic datasets are TCP-SYN packets, the same as the TCP flag value of the TCP-
SYN flood attack. It should be noted that discarding the TCP-SYN packet will
affect all the TCP packets associated with that particular TCP-SYN request packet.
Dropping the TCP-SYN packets during the (D)DoS attack period is possible but

not optimal.

e Case 3: ACL rule <protocol><flag><length>: Figure 4.10(iv) shows the
packet count after the ACL rule based on the protocol, TCP flag and length field is
applied on the legitimate traffic. It is observed that 0 out of 35430 (0%) legitimate
packets were discarded by the ACL rule. This is because there is no TCP SYN
flag packet in legitimate packets with a length size the same as defined in the ACL
rule. We conclude from the result that the ACL rule is the most effective when it is
created based on the fields that match as many fields of (D)DoS packets.

4.3.3 Concluding remarks

In this section, we examined the effectiveness of an ACL rule in mitigating a TCP-SYN
flood attack. To do this, we first created an ACL rule based on certain characteristics of
the attack traffic. We then evaluated the impact of this rule on legitimate traffic. Our
results showed that an ACL rule that matches as many header fields as possible with
the attack traffic is more effective at blocking the attack without also blocking legitimate
traffic. Specifically, we found that an ACL rule based only on the protocol field had
a significant impact on legitimate traffic, discarding 92% of legitimate packets. On the
other hand, an ACL rule based on the protocol, flag, and length fields did not significantly

impact legitimate traffic.

44 A framework for detecting and preventing DoS attacks in Ethernet switches



CHAPTER 4 4.4. PROPOSED DEFENCE FRAMEWORK

4.4 Proposed defence framework

In Chapter 3, we demonstrated the design of the Ethernet switch, which included the
parsing, key generation and ACL lookup process. Chapter 4 introduced the traffic analysis
using entropy calculation and ACL rule generation process. In this section, we will use
all these components to provide a framework for the (D)DoS detection and prevention

mechanism.

Figure 4.11 depicts an illustration of the proposed framework. The first step of the process
is Ethernet frame parsing. Recall that the parsing block extracts the header fields of the
input Ethernet frame. Based on the header fields, a search key is created to find a match
with the ACL rule in the ACL lookup table. Following that, the ACL lookup table is
responsible for distinguishing between known and unknown traffic. The known traffic is
the packets with the IP addresses which are known to the ACL lookup table. In our
case, the known traffic is the packets with the IP addresses of in-vehicle components
that are preconfigured to allow communication with other in-vehicle components. Our
methodology allows the known IP address to bypass our (D)DoS detection algorithm in
order to prevent packet delay overhead which our algorithm can cause. Listing 4.2 (Rule
1) shows an example ACL rule which always allows packets from source IP 10.10.10.2 to
destination IP 10.10.10.185. The unknown traffic is the traffic which is originated from an
external device or a malicious device to communicate with in-vehicle components. Listing
4.2 (Rule 2) shows an example ACL rule for unknown traffic. This example ACL rule
allows packets from any source IP to destination IP 10.10.10.185 and is created at the end
of the ACL lookup table. As the ACL rule is located at the end of the ACL lookup table,
the rule only matches after checking with all the ACL rules for known IPs. Every time
this rule is matched, a counter is incremented. This allows the host CPU to keep track
of the number of unknown packets. Packets arriving from external sources are usually
not trusted and can cause (D)DoS attacks. So the main focus of our methodology is to

perform (D)DoS detection and mitigation mechanism on the unknown traffic.

Starting from the unknown traffic, the counter value is incremented every time the un-
known source IP is received. The host CPU monitors the counter value and resets it every
second to monitor the rate at which the packets are received. The counter value is checked
to determine whether it exceeds a predefined threshold (¢1). The packets are sent to the
host CPU if the counter value exceeds the threshold (¢1). This is the first check to identify
unusual traffic. Next, our entropy-based (D)DoS detection algorithm runs every time the
packet is sent to the host CPU.

Algorithm 3 depicts the (D)DoS detection algorithm in which we identify the (D)DoS
attack by calculating the entropy value. Here, we initialize the threshold values ¢; and ¢
for the counter and entropy threshold, respectively. Additionally, the attributes a1 and as

are selected for joint-entropy calculation. JH,, is used as the indication for the entropy
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value of legitimate traffic. The first step of the algorithm is to capture unusual traffic
by comparing the counter value with the threshold (¢;). If the counter value exceeds the
threshold, packets are sent to the host CPU for entropy calculation. The ACL counter
does the first check in this algorithm. The next step is calculating the entropy value by
using the joint-entropy formula on selected attributes a; and as. The threshold (t2) is
defined to represent the maximum decrease in the joint-entropy value that is allowed. The
maximum decrease (AJH) is calculated using the Equation 4.5. Next, if AJH is greater
than the threshold (¢2), the flag is created, suggesting (D)DoS detected, and the packets
are considered as (D)DoS packets. The flag invokes our (D)DoS mitigation algorithm
every time it detects the (D)DoS packets. Algorithm 4 presents the ACL-based (D)DoS
mitigation algorithm. Here, after detecting the (D)DoS attack, we collect the header
samples from the packets. Next, header fields are selected based on Table 4.4 and are
summarised to create an ACL rule. The ACL rule is then configured to the ACL lookup
table to drop the detected (D)DoS packets.

The current proposal does not address the potential for unknown traffic to be received at a
rate that exceeds the processing capacity of the host CPU. To prevent this from occurring,
it is relevant to use rate-limiters when sending packets to the host CPU. Additionally, after
detecting and generating an ACL for (D)DoS packets, a combination of ACL lookup and
rate-limiting can be implemented to mitigate (D)DoS attacks effectively. For example,
during a UDP flood attack, an ACL rule can be created to detect UDP packets, and a
rate limiter can be applied only to those packets. The proposal does not address the
possibility of a (D)DoS attack resulting in an unusual increase in known traffic. However,

this issue can be resolved by limiting the bandwidth available to the known source IP.
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Figure 4.11: An illustration of (D)DoS detection and mitigation framework
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match { % Rule 1 - known packet

L3SA = [10 10 10 2]; % source IP 10.10.10.2

L3DA = [10 10 10 185]; % destination IP 10.10.10.185
}
then allow; % action

match { 7 Rule 2 - unknown packet
L3SA = [x x x x]; % source IP (0.0.0.0 to 255.255.255.255)
L3DA = [10 10 10 185]; 7% destination IP 10.10.10.185

}
then allow; % action
Counter ++; % increment counter

Listing 4.2: Example of preconfigured ACL rule to always allow known source IP and to

count unknown source IP addresses

Algorithm 3 Entropy-based (D)DoS detection

1: Input: Collected (D)DoS datasets, selected attributes al, a2, legitimate traffic en-
tropy JH,, Threshold t1,t5 for rate threshold and entropy threshold respectively

2: Monitor the counter value from the switch pipeline

3: if counter value > t; then

4:  Collect packet attributes

5:  Calculate the joint probability of selected attributes al, a2
6:  Calculate current joint entropy(JH.) using Equation 4.4

7 Calculate decrease in joint entropy using AJH = JH, — JH,
8: if AJH >ty then

9: attack_flag = True

10: else

11: attack_flag = False

12:  end if

13: else

14:  Forward packet

15: end if

16: Output: A boolean value (attack_flag) representing the attack status

Algorithm 4 Defining ACL rule

1: Input: (D)DoS datasets, attack_flag from entropy based (D)DoS detection
2: if attack_flag = True then
3:  Collect header samples of (D)DoS packets

Define ACL rule based on the header fields

Assign action of ACL rule as drop

Configure the ACL lookup table with the new ACL rule
else

Assign action of ACL rule as allow

Allow packets to the forwarding pipeline
10: end if
11: Output: ACL rule
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4.5 Conclusion

This chapter aims to answer RQ4 (How to identify known (D)DoS attacks and
define ACL rules for Ethernet switches?) . We approach this research question by
first exploring two strategies for identifying known (D)DoS attacks. First, we calculate
the individual entropy of various attributes in a TCP SYN flood attack, such as source
and destination IP, protocol, source and destination port, TCP flag, and packet length.
Our results show that entropy values generally decrease during (D)DoS attacks as the
randomness of attribute values decreases. Next, we perform a joint-entropy calculation
using packet length and TCP flag as attributes. The results indicate that joint-entropy
values are more sensitive in detecting (D)DoS attacks compared to individual entropy.
Based on these findings, we conclude that using joint entropy is an effective method for

entropy-based detection.

Once the (D)DoS attack is detected, the packets are summarized in the form of (D)DoS
summary. This summary is used to create an ACL rule. The ACL table is then updated
with the ACL rule. In the second part of our investigation, we test this rule for legitimate
traffic to evaluate its impact on network traffic. Our results show that the ACL rule is able
to mitigate (D)DoS traffic, but it also inadvertently drops legitimate traffic with header
fields similar to those of (D)DoS packets. We conclude that it is possible to mitigate
(D)DoS attacks using an ACL rule, but to be effective, the rule must match as many
header fields of (D)DoS packets as possible to minimize the number of legitimate packets
discarded.

The chapter also provides an overview of a (D)DoS detection and prevention framework,
which combines the Ethernet switch look-up design from the previous chapter with traffic

analysis and ACL rule generation processes.
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Results and evaluation

In the previous chapter, we outlined the steps for analyzing network traffic and creating
ACL rules to detect and prevent attacks. We provided a case study to demonstrate how
entropy-based detection can be used to identify a TCP-SYN flood attack and how an ACL
rule can be implemented to mitigate it. In this chapter, we will assess the effectiveness
of the entropy-based detection and ACL rule approach by testing them against different
types of (D)DoS attacks. Specifically, we will evaluate the performance of entropy-based
(D)DoS detection in Section 5.1, and we will evaluate the performance of the ACL rule in
Section 5.2. We will then conclude this chapter in Section 5.3 by answering RQ 5 (How

well does the proposed (D)DoS detection and prevention method perform?)

5.1 Evaluation of entropy-based (D)DoS detection

In this section, we will evaluate the effectiveness of our entropy-based (D)DoS detection
methodology through two approaches. First, we will calculate the detection rate and false
positive rate at various threshold values to statistically evaluate the model. Second, we
will examine how various attack vectors respond to entropy values. To evaluate the model
with different attack vectors, we will reuse the CICDDoS 2019 and ICS Cybersecurity
2018 datasets. These datasets provide us with a range of attack vectors, including TCP
SYN flood and ICMP flood from the ICS Cybersecurity 2018 dataset and UDP-flood and
UDP-Lag from the CICDDoS 2019 dataset.

5.1.1 Methodology

To statistically evaluate the effectiveness of the entropy-based DDoS detection system, we
will calculate the detection rate and false positive rate. The detection rate refers to the
rate at which the detection method will correctly identify the (D)DoS traffic and the false

positive rate refer to the rate at which the method incorrectly identifies legitimate traffic
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as (D)DoS traffic.

In order to determine the detection rate and false positive rate, we follow the following

steps:

e Step 1: Collect a dataset of legitimate traffic and (D)DoS traffic.

e Step 2: Create time windows of 1 second and label them as either legitimate or

(D)DoS traffic according to the collected dataset.
e Step 3: Calculate the joint entropy for each time window using Equation 4.4.

e Step 4: Compare the joint entropy value for each time window with a threshold
value. If the joint entropy value is less than the threshold, label the window as
(D)DoS traffic. Otherwise, label it as legitimate traffic.

e Step 5: Calculate the true positive count by counting the number of instances where
the joint entropy correctly labels the window as a (D)DoS traffic and the false positive
count by counting the number of instances where the joint entropy incorrectly labels
the window as a (D)DoS traffic.

e Step 6: Calculate the detection rate as the number of true positives divided by the
total number of windows labelled as (D)DoS traffic and the false positive rate as the
number of false positives divided by the total number of windows labelled as normal
traffic.

After evaluating the model based on the different threshold values, it is relevant to de-
termine how various attack vectors respond to the entropy value. In the second set of
experiments, we use four signs to indicate the behaviour of the entropy value for each at-
tribute. A sign of (0) means that the attack exhibits a feature similar to legitimate traffic,
and therefore the entropy value does not change. A sign of (-) means that the attribute
remains constant throughout the attack, resulting in a decrease in the entropy value. A
sign of (4) indicates that the attribute changes continuously during the attack, leading to
an increase in the entropy value. A sign of (/) signifies that the attribute is not present
in the attack vector. By analyzing the entropy values and their corresponding signs, we
can gain insight into how well the entropy-based (D)DoS detection method performs with
respect to a different type of (D)DoS attacks. The following section will first describe
the detection rate and false positive rate calculation results and then list the results to

determine how different attack vectors react to the entropy value.

5.1.2 Results

In Section 4.2, we calculated the joint entropy of a TCP SYN flood attack from the ICS
Cybersecurity dataset using the packet length and TCP flag attributes to detect (D)DoS
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attacks. We recall the output of joint-entropy calculation in Figure 5.1(a). The average
joint entropy of legitimate traffic was found to be 0.854, while the average joint entropy
during the (D)DoS period (between 300th and 1200th seconds) was 0.781. We compared
the decrease in the joint entropy with the threshold value to detect the (D)DoS attack. In
this evaluation, we will use the same experiment to calculate the detection rate and false
positive rate under five different threshold values (th): {0.2, 0.3, 0.4, 0.5, 0.6}.

The threshold value determines the maximum allowed decrease in joint entropy value.
If the threshold value is high, the (D)DoS detection method may be more sensitive to
detecting attacks, but it may also have a higher false positive rate. On the other hand,
if the threshold value is low, it may result in a lower false positive rate but also a lower
detection rate. To illustrate the relationship between the detection and false positive rate,
we plot the receiver operating characteristic curve (ROC) for different threshold values as

shown in Figure 5.1(b).

The ROC curve is used to assess the accuracy of a model by displaying the relationship
between the true and false positives. The ROC curve graphically represents the model’s
performance across selected thresholds. Scores on the ROC range from 0 to 100, with
100 indicating that the classifier correctly categorizes all labels and 0 indicating that the

classifier misclassifies all labels.
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Figure 5.1: Evaluation of joint entropy of packet length and TCP flag

From the evaluation of the ROC curve, we can see that our entropy-based (D)DoS ap-
proach has achieved a high detection rate and low false positive rate when the threshold
is optimally defined. By using a threshold value of 0.4, we achieved a detection rate of
99.45%, with a false positive rate as low as 1.56%. With this threshold, we were able to
effectively detect the (D)DoS attack.

Table 5.1 show detection rate and false positive rate with different threshold values. From
the experimented we found that our approach consistently provided a high detection rate

with a low false positive rate. For example, at a threshold of 0.6, the detection rate was
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Threshold Detection rate

False positive rate

0.2 99.11 1.22
0.3 99.37 1.43
0.4 99.45 1.56
0.5 99.52 1.67
0.6 99.66 1.89

Table 5.1: Detection rate and false positive rate score for different values of threshold

99.66%, and the false positive rate was 1.89%. Even when we decreased the acceptance of
false positives to 1.22%, the detection rate remained high at 99.11%.

To determine how entropy values can detect different types of DoS attacks, we performed
the same entropy calculation on various attack vectors. The attack vectors used for the
entropy calculation were the TCP-SYN flood attack, ICMP ping flood attack, UDP flood
attack, and UDP-lag attack. For each attack vector, we created 1-second time windows
and used a threshold value of 0.4 to assign the decrease or increase in entropy values.
As described in the methodology, we used (0),(+) and (-) signs to represent no change,
increase, and decrease, respectively in entropy value. Table 5.2 shows the trend of all the

attack vectors assessed with our entropy-based detection model.

Attack
vector Entropy
Source | Destination Protocol Source | Destination | SYN Length
P 1P " | Port Port flag
TCP -SYN | + - - + - - -
ICMP + - - / / / -
UDP - - - - - / -
UDP-lag 0 0 0 0 0 / 0

Table 5.2: The trend of attributes assessed during the (D)DoS period

From the results, we can observe that the entropy value of packet attributes generally
increases or decreases during a DoS attack. In our case, the source IP entropy of the
TCP-SYN flood attack and ICMP flood attack increased because the dataset contained
forged source IPs during the DoS attack period, while the dataset for the UDP and UDP-
lag attacks contained non-forged source IPs during the DoS attack period and did not show
an increase in entropy. By analyzing the entropy values of attributes such as destination
IP, protocol, and destination port, we can verify that TCP-SYN flood, ICMP flood, and
UDP flood attacks generally show a decrease in entropy value, which can be used as a data
point for DoS detection. However, we also found a limitation in the entropy calculation’s
ability to detect attacks like UDP lag. This is because we found that UDP lag appeared
as low-volume traffic from the dataset, and the randomness of the attribute fields was
similar to that of normal traffic. As a result, the entropy value did not change, leading to

the entropy calculation failing to detect the attack.
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5.1.3 Concluding remarks

In order to evaluate the effectiveness of our entropy-based (D)DoS detection method, we
conducted two experiments. In the first experiment, we calculated the detection rate and
false positive rate using different threshold values for the joint-entropy value. The results of
this experiment showed that the entropy-based (D)DoS detection method achieved a high
detection rate with a low false positive rate. In the second experiment, we analyzed the
response of different attack vectors to the entropy calculation. We found that the entropy-
based (D)DoS detection method was able to detect TCP-SYN flood attacks, ICMP ping
flood attacks, and UDP flood attacks, but it struggled to identify attacks that had similar

levels of randomness in their attribute fields as legitimate traffic.

5.2 Evaluation of ACL rule

The ACL rule is created based on the value of the header fields of DoS packets. To
evaluate the ACL rule, we used the same datasets that we used to evaluate our entropy-
based DoS detection method: CICDDoS 2019 and ICS cybersecurity 2018. In addition, we
also obtained a dataset of legitimate traffic from TCPReplay (bigFlows.pcap) [62]. Recall
that the ACL rule is only created after the (D)DoS attack is detected by the entropy-
based (D)DoS detection method. However, while applying the ACL rule on the Ethernet
switch’s ACL lookup table, there is a possibility that the Ethernet switch experiences both
legitimate traffic and (D)DoS traffic. For this reason it is relevant to evaluate the ACL
rule in both legitimate traffic and (D)DoS traffic. To accurately evaluate the effectiveness
of the ACL rule in these conditions, we combined the (D)DoS dataset with the legitimate

dataset to create a dataset containing both types of traffic.

5.2.1 Methodology

In the previous chapter, we described the algorithm we use to create an ACL rule. This
rule is generated after our entropy-based detection methodology has identified a (D)DoS
attack. To create the rule, we collect the packets involved in the attack and generate a
summary of their header field values. This summary is then converted into an ACL rule.
In this evaluation, we will apply the ACL rule to a dataset to test its effectiveness. To
measure the performance of the ACL rule, we will consider four types of classifications as

follow:

e True positive (TP): The count of malicious packets that are dropped after applying
the ACL rule.

e False negative (FN): The count of malicious packets that are allowed after applying
the ACL rule
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e True negative (TN): The count of legitimate packets that are allowed after applying
the ACL rule.

e False positive (FP): The count of legitimate packets that are dropped after applying
the ACL rule.

The results can be assessed using the above four classifications. Based on the values,
the false positive rate (FPR), the true positive rate (TPR), the precision (PPV) and the
accuracy (ACC) are calculated for each attack vector. Equation 5.1 to 5.4 shows the

calculation for each classification, respectively.

rpP

FPR= fm s (5.1)
TPR = TPZPFN (5.2)
PPV = FPTfTP (5.3)
ACC = Tp T JT“§ i ?Xf Y FP (54)

The choice of evaluation metrics (such as FPR, TPR, ACC, and PPV) depends on the
specific context and goals of the study. In our case, we have found precision to be the
most useful metric. Precision measures the percentage of relevant occurrences among all
recovered results, and is defined in our study as the proportion of (D)DoS packets among
all packets discarded by the ACL rule.

Precision is especially important when false negatives are more preferable than false pos-
itives. In our context, it is more acceptable for the ACL rule to allow (D)DoS packets
through than to risk discarding legitimate packets. This is because dropping legitim-
ate packets can have negative impacts on the overall system. Therefore, we will use the

precision value to evaluate the effectiveness of the ACL rule.

As the FPR, TPR, ACC, and PPV are supposed to be counted at the receiver end. For
the evaluation, we will use two types of traffic: packets resulting from (D)DoS captures

and packets resulting from legitimate captures.

In order to determine the FPR, TPR, ACC, and PPV, we take the following steps:

e Step 1: Collect a dataset of legitimate traffic and (D)DoS traffic.

e Step 2: Create an ACL rule based on the identified header fields as described in
Table 4.4 (For e.g., using the protocol and TCP flag field).

e Step 3: Apply the ACL rule on the (D)DoS traffic and count the number of packets
filtered by the rule. ( For e.g., using MATLAB script sum(protocol == 06 && Flag
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== TCP’); to count the number of TCP SYN packets). The count represents the

true positive count.

e Step 4: Apply the same ACL filter rule on the legitimate traffic. This time the count
represents the false positive count. This is because the ACL rule is intended to filter
out only (D)DoS traffic.

e Step 5: Use Equations 5.1 to 5.4 to calculate FPR, TPR, PPV, and ACC.

5.2.2 Results

In Chapter 4, we presented the methodology of ACL rule generation. We discussed the
header fields used for the ACL rule and evaluated the ACL rule for the TCP-SYN flood
attack. In this section, we will determine the performance by analysing the ACL rule
on seven different datasets. All the dataset contains the traces of the (D)DoS attack
and legitimate packets. It should be noted that the evaluation of the ACL rule is only
performed on publicly available datasets. In the actual scenario, the analysis of the ACL
rule will defer based on the rule generated by analysing the (D)DoS attacks. In this section,
we will first discuss the results of the ACL rule when applied to the (D)DoS traffic and
the legitimate traffic. After that, we will count the FPR, TPR, PPV, and ACC values

and specify the header fields which are used for each evaluation.

e Evaluation on (D)DoS traffic: The ACL rule is created based on the information
provided in the (D)DoS summary. This summary includes the header fields of the
(D)DoS packets such as protocol and destination port fields. This summary has
sufficient information to detect the (D)DoS packets. For example, considered the
UDP flood attack and the ACL rule created based on the protocol field and the
destination port. We recall from Section 2.2.1 that the hacker usually sends many
UDP packets in a short time period to a particular destination port to consume
the target’s bandwidth. The ACL rule, which contains the protocol value as UDP
and the destination port as the value of the targeted destination port, has sufficient
information for identifying and dropping the UDP flood packets. Therefore the false
negative value is zero. Similarly, out of seven ACL rule evaluations, all produced a
zero false negative count. Subsequently, every evaluation has a true positive rate of
100%.

e Evaluation on legitimate traffic: The ACL rule on legitimate traffic showed an
impact on the true negative and false positive count of the evaluation. As discussed
in the previous section, the true negative count is the count of the legitimate packets
allowed by the ACL rule, and the false positive count is the count of the legitimate
packets dropped by the ACL rule. In our evaluation, we observed that the ACL
rule drops the legitimate packet with the same header field as the (D)DoS packets.
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For example, an ACL rule created to drop the UDP packets with a certain port
number will essentially drop all the UDP packets to that port. This is one of the

main limitations of our (D)DoS mitigation strategy.

Table 5.3 shows the results of evaluating the ACL rule on seven different datasets. The
table includes the counts of TP, TN, FP and FN for each evaluation, as well as the header
fields used to create the ACL rule. The results indicate that the ACL rule based on the
ICMP protocol and type field is more precise than the other ACL rules created for the
TCP and UDP protocols. This is because the proportion of legitimate traffic captured
from TCPReplay (bigFlows.pcap) [62] that uses the ICMP protocol is only 0.74%, so the
ACL rule only affects ICMP echo request packets and does not impact other legitimate
traffic. IDs 3 and 4 in the table represent the evaluation of the ACL rule for TCP SYN
flood attacks. The ACL rule for these attacks is based on the protocol and flag values.
The precision of these rules is 98.31% and 98.27%, respectively, because they only drop
TCP packets with the SYN flag. It’s important to note that blocking TCP-SYN packets
to the targeted device will also involve dropping all TCP connections to the specific target
port. The least effective ACL rule was found to be for UDP flood attacks, represented by
IDs 5-7. This is because the ACL rule only has information about the protocol field, so it
significantly impacts legitimate traffic that uses the UDP protocol.

FPR TPR ACC PPV ACL

ID Protocol TP TN  FP N o o) G (%) e
1 ICMP 961180 786625 4990 0  0.63 100  99.72 99.48 }f;gg‘;co@
2 ICMP 812000 786625 4990 0  0.63 100  99.38 99.63 }f;ggc‘ﬂ}
3 TCP 1932210 758364 33251 0 42 100 98.78 98.31 %g;‘;}o‘”l}
4 TCP 1880524 758364 33251 0 42 100 98.76 98.27 %g;‘;t}o‘”l}
5 UDP 316905 637660 153955 0  19.45 100  86.11 67.3 {protocol}
6 UDP 306975 637660 153955 0  19.45 100 85.99 66.6  {protocol}
7 UDP 304836 637660 153955 0  19.45 100  85.96 66.44 {protocol}

Table 5.3: The outcomes of ACL rule categorized by the TP, TN, FP and FN count

5.2.3 Concluding remarks

The section aimed to evaluate the ACL rule. We achieved this goal by counting the false
positive rate (FPR), true positive rate (TPR), precision (PPV) and accuracy (ACC) of
the ACL rule when applied to the (D)DoS traffic and legitimate traffic. Our evaluation of
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the ACL rule showed that it was effective in mitigating (D)DoS traffic, as there were no
false negatives. However, it also resulted in the dropping of legitimate packets with the

same header fields as (D)DoS packets, leading to an increase in false positives.

5.3 Conclusion

The goal of this chapter was to answer RQ 5 (How well does the proposed (D)DoS
detection and prevention method perform?). To answer this question, we divided
the research question into two parts. Firstly, We evaluate the outcome of (D)DoS detec-
tion. It is done by assessing the performance of entropy-based (D)DoS detection on eight
different types of (D)DoS attacks. The entropy value of each attack vector was categorized
by the change in the entropy value in their header fields. From the results, we concluded
that entropy-based detection could detect the (D)DoS attacks, which showed the random-
ness in their header fields during the (D)DoS attack period. Secondly, a separate set of
evaluations was conducted to assess the ACL rule. In all evaluations, the ACL dropped
all the (D)DoS packets because the ACL rule was created based on the header fields of
(D)DoS packets. But on the other hand, the ACL rule also dropped legitimate packets
with the same header field as that of (D)DoS packets. From the finding, we conclude that
the (D)DoS mitigation using the ACL rule is possible; however, to increase the efficiency
of the (D)DoS mitigation, it is relevant to create an ACL rule based on as many header
fields of (D)DoS packets as possible.
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Chapter 6

Conclusions and Future Work

6.1 Conclusion

This thesis addresses the detection and prevention mechanism of (D)DoS attacks in auto-
motive Ethernet switches. To achieve this goal, we identified research questions based on
the challenges which are faced by today’s automotive industries as they trend towards
connected and autonomous vehicles. In the following part of the section, we will conclude

the thesis by answering each of the research questions.

RQ 1: What are the potential entry points for hackers to gain access to an

in-vehicle network?

We answer this research question by performing a literature review on know entry points
and identifying components which connect the outside world with in-vehicle networks.
We analysed three cases based on the location of the hacker. These cases are long-range
wireless access, short-range wireless access and physical access. For each case, we list the
entry points and associated attack outcomes. However, the exciting research does not

address the risk assessment for each of these entry points.

RQ 2: What are the Ethernet Switch’s capabilities for mitigating (D)DoS

attacks 7

The goal of this research was to understand the capabilities of Ethernet switches for
detecting and preventing (D)DoS attacks. To achieve this, we first reviewed the forwarding
engine of Ethernet switches and then analyzed known technologies for detecting these types
of attacks. We also conducted a background study on (D)DoS attacks and identified the
various stages at which they can be detected and prevented. This allowed us to understand

the potential of Ethernet switches in detecting and mitigating these attacks.

RQ 3: How to replicate the Ethernet switch’s lookup behaviour in the simu-

lation environment?
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To investigate the lookup behaviour of Ethernet switches, we have designed a model based
on existing Ethernet switch lookup capabilities. The design comprises three main compon-
ents. The first component is the parsing logic, which demonstrates how the header fields
are extracted from Ethernet frames. The second component is the key generation process,
in which a search key is created based on the extracted header fields. The final component
is the ACL lookup mechanism, which searches for a match between the generated search
key and an ACL rule, and then performs the action associated with that rule. This model

serves as the foundation for our (D)DoS detection and mitigation framework.

RQ 4: How to identify known (D)DoS attacks and define ACL rules for Eth-

ernet switch 7

To investigate the effectiveness of our proposed method for detecting and mitigating
(D)DoS attacks, we conducted a study that consisted of two parts. In the first part,
we analyzed the individual and joint entropy of various attributes in (D)DoS traffic and
found that joint entropy was more effective at detecting (D)DoS attacks. In the second
part, we defined an ACL rule based on the header fields of (D)DoS packets and applied it
to both (D)DoS and legitimate traffic. The results showed that the ACL rule was able to
effectively mitigate (D)DoS traffic but also dropped legitimate traffic with the same header
fields as (D)DoS packets. To improve the effectiveness of the ACL rule, it is important to
carefully consider the header fields used by the rule in order to minimize the impact on

legitimate traffic while targeting (D)DoS traffic.

RQ 5: How well does the proposed (D)DoS detection and prevention method

perform?

We conducted two experiments to evaluate the effectiveness of our entropy-based (D)DoS
detection method. The first experiment showed that the method had a high detection
rate and a low false positive rate using different threshold values for joint entropy. The
second experiment showed that the method could identify TCP-SYN flood attacks, ICMP
ping flood attacks, and UDP flood attacks but did not identify attack vectors with the
same level of randomness as legitimate traffic. To evaluate the ACL rule, we measured
the FPR, TPR, PPV, and ACC of the rule when applied to (D)DoS and legitimate traffic.
The ACL rule effectively mitigated (D)DoS traffic but also dropped legitimate traffic with
the same header fields as (D)DoS packets, leading to false positives.

Overall, the goal of this thesis was to provide a (D)DoS detection and prevention framework
in automotive Ethernet switches. To do this, We identified several research questions
related to potential entry points for hackers, the capabilities of Ethernet switches for
mitigating (D)DoS attacks, how to replicate Ethernet switch behaviour in a simulation
environment, how to identify known (D)DoS attacks and define ACL rules for Ethernet
switches, and the outcomes of (D)DoS detection and prevention efforts. We conducted a
literature review, designed a model based on Ethernet switch capabilities, and conducted

experiments to evaluate the effectiveness of (D)DoS detection and prevention method.
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6.2 Future work

Although our (D)DoS detection and mitigation framework is able to detect and mitigate

(D)DoS attacks, there is scope for future work in the following areas:
Design of Ethernet switch model

Our current design implementation is created to demonstrate the ACL lookup mechanism
of the Ethernet switch. It includes the parsing logic, key generation mechanism and ACL
lookup mechanism. However, this design does not consider the limitation of the number
of rules which can be assigned to an ACL lookup table. In a real scenario, the number of
rules which can be defined in the ACL lookup table depends on the length of the search
key and the number of rules. A standard Ethernet switch can store limited rules in the
ACL lookup table [10]. Future work should address the limited number of ACL rules and

identify effective ways to utilize them.
Entropy-based (D)DoS detection

The entropy of the network’s traffic depends on the randomness of the type of packets
in a given time window. During a (D)DoS attack, the randomness of the traffic usu-
ally decreases or increases compared to legitimate traffic behaviour. However, (D)DoS
attacks based on the fragmentation attack, like the Teardrop attack and ICMP ping of
death attack, may not show a significant change in the entropy value. This is because
fragmentation-based (D)DoS attacks usually require only one or two packets, and the ran-
domness in the traffic would not change extensively as compared to flooding attacks like
TCP-SYN flood and UDP flood. For future research, attack vectors such as Teardrop
attacks and ICMP ping of death attacks should be considered for the evaluation.

Evaluation of ACL rule

We evaluated the ACL rule by implementing it on (D)DoS and legitimate datasets. The
evaluation showed that the ACL rule effectively dropped (D)DoS packets but also dropped
legitimate packets with the same header fields. This happened because our approach
excluded the source IP address from the ACL rule, causing packets with legitimate source
IPs to be affected. A potential solution is to group malicious source IPs and apply the
ACL rule to them. Another limitation of our evaluation is that it was conducted in a
simulation environment. In the real world, the ACL rule must be created in OS-specific
language and evaluated using real hardware switches. Future research should implement
the provided (D)DoS detection and mitigation algorithm in real hardware switches to

evaluate the proposed framework.
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